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NPCC is publishing this security bulletin to engage and inform NPCC entities on aspects of Bulk Power

System security and reliability.

Exchange Servers Security Advisory Update

Microsoft has released a set of patches to mitigate against the HAFNIUM 0-day exploits targeting
Exchange Servers 2013, 2016, and 2019. They also outlined several steps to find indicators of compromise
in the environment:

e  Microsoft: Compromise Detection Powershell Script
e Microsoft: HAFNIUM targeting Exchange Servers with 0-day exploits
e Microsoft: Security Updates Released for Exchange Server

CISA also released emergency directives to mitigate Exchange vulnerabilities:

e CISA: Emergency Directive
e CISA: Mitigation Tactics, Techniques and Procedures
e CISA: Remediating Microsoft Exchange Vulnerabilities

e CISA: Analysis Report: China Chopper Webshell Malicious Modifications to compromise Microsoft
Exchange Server
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https://github.com/microsoft/CSS-Exchange/tree/main/Security
https://www.microsoft.com/security/blog/2021/03/02/hafnium-targeting-exchange-servers/
https://msrc-blog.microsoft.com/2021/03/02/multiple-security-updates-released-for-exchange-server/
https://msrc-blog.microsoft.com/2021/03/02/multiple-security-updates-released-for-exchange-server/
https://cyber.dhs.gov/ed/21-02/
https://us-cert.cisa.gov/ncas/alerts/aa21-062a
https://us-cert.cisa.gov/remediating-microsoft-exchange-vulnerabilities
https://us-cert.cisa.gov/ncas/analysis-reports
https://us-cert.cisa.gov/ncas/analysis-reports
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