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CIP General Self-Report Template



CIP General Self-Report Template

	[bookmark: _GoBack]Registered Entity Name 
	
	Click or tap here to enter text.
	NCR ID
	What is the NERC Registry ID?
	Click or tap here to enter text.
	Applicable Functions
	Which function(s) is the noncompliance associated with?
	Click or tap here to enter text.
	Standard
	What Standard is the noncompliance associated with? 
	Click or tap here to enter text.
	Requirement
	What requirement and part and/or sub-part?
	Click or tap here to enter text.
	Date Possible Violation was Discovered
	When was the noncompliance discovered? 
	Click or tap to enter a date.
	Beginning Date of Possible Violation
	When was the earliest known occurrence of the noncompliance? (Start Date)
	Click or tap to enter a date.
	End or Expected End Date of Possible Violation
	When was the noncompliance remediated or when was the noncompliance corrected? (End Date)
	Click or tap to enter a date.
	Provide Detailed Description and Cause of Possible Violation
	How was the Standard and Requirement violated? How did it happen?
	Click or tap here to enter text.
	
	How was the issue discovered? Was the issue discovered by an internal control? If discovered through detective controls, explain how the detective control led to the discovery of the noncompliance.  In addition, provide an explanation of the detective control’s adequacy or if it needs improvement to help detect similar issues earlier.
	Click or tap here to enter text.
	
	What was the root cause?
	Click or tap here to enter text.
	
	Identify all contributing causes in order to effectively correct the instant issue and prevent recurrence.  
	Click or tap here to enter text.
	
	Describe the number of Cyber Assets, PSPs, Individuals, accounts, or BES CSI storage locations in scope.
	Click or tap here to enter text.
	
	Provide unique identifiers for Cyber Assets, PSPs, Individuals, accounts, or BES CSI storage locations in scope.  
	Click or tap here to enter text.
	
	What is the impact level of the BES Cyber System associated with the Cyber Assets, PSPs, Individuals, accounts, or BES CSI storage locations in scope? (High, Medium, Low)
	Click or tap here to enter text.
	
	What is the CIP classification of the Cyber Assets? (EACMS, PCA, BCA, PACS, Etc.) What is the specific function of the Cyber Assets in scope?
	Click or tap here to enter text.
	
	What kind of access privileges did the accounts have? (Read only, User, Admin).  If not applicable, please indicate by using N/A. 
	Click or tap here to enter text.
	
	What could the individual do with the access? If not applicable, please indicate by using N/A. 
	Click or tap here to enter text.


	Provide Detailed Description of Potential Risk to Bulk Power System:
	Does the Cyber Asset in scope perform a reliability task?
	Click or tap here to enter text.
	
	Could the BES Cyber System be rendered unavailable, degraded, or misused due to the noncompliance?  Explain.
	Click or tap here to enter text.
	
	What are the potential consequences to BES Cyber Assets by not affording the CIP control in scope?  How could an attacker or person with malicious intent affect the environment in scope?
	Click or tap here to enter text.
	
	The potential reliability impact if an attacker successfully exploited the lack of the CIP control or vulnerability (serious/moderate/minimal)?
	Choose an item.
	Provide Detailed Description of Actual Risk to Bulk Power System
	Explain any circumstances or existence of processes/ procedures that served to reduce the actual risk.
Explain in detail the degree that there  were:
· Preventative Controls:
· Detective Controls:
· Corrective Controls:
Explain each control as they apply to the noncompliance.
	Click or tap here to enter text.
	
	Elaborate on the compensating controls that are used in conjunction with other controls to reduce the likelihood or magnitude of the specific threat.
	Click or tap here to enter text.
	
	Based on the controls above, what was the risk the noncompliance posed to the reliability of the BPS?
	Choose an item.


	
Provide Description of Mitigation Activities
	Has the scope of the noncompliance been verified?  Provide details of the steps taken to determine the extent of condition.
	Click or tap here to enter text.
	
	Describe action taken to restore compliance with the standard (e.g. Revoked access, performed review, secured PSP, applied patch, created baseline, etc.)
	Click or tap here to enter text.
	Provide Details to Prevent Recurrence
	Describe action taken to address and eliminate the root cause.
	Click or tap here to enter text.
	
	Describe other action taken to prevent recurrence. (e.g. updated procedure, training, established compliance oversight):
	Click or tap here to enter text.




Instructions
Copy and paste each answer field into the appropriate self-report section.  For example, under the self-report’s “Provide Detailed Description and Cause of Possible Violation,” copy and paste all answers in the template to the self-report.  See picture for more details.  
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