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Purpose
• Identify relationship of the key reliability tasks 
and key standard requirements by function.

• Mentor on better practices to establish 
internal controls that are fully implemented.
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Outline
• Controls vs Compliance
• Controls – benefits, types, attributes, design 
• Examples of Control Designs for Reliability 
Tasks

• Controls – Monitoring and Management
• Cybersecurity Outreach Presentation
• Questions
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Risk Based Compliance Monitoring
• Follows the Risk Based Compliance Framework
• Annual ERO Enterprise CMEP Implementation Plan and 
Appendix A3, NPCC CMEP Implementation Plan

• Risk Elements/Focus Areas (excerpt)
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Controls vs Compliance 
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• Compliance with the requirement does not necessarily mean 
you have good controls for them – EOP‐004, PRC‐004, VAR‐
002, COM‐002

• What is the purpose of controls? To mitigate the risks to 
reliability for the above.

• Documented controls and effectiveness testing/monitoring 
benefits:
– Understanding of Key Reliability Functions
– Training/Succession Planning
– Resilience
– Progress toward High Reliability Organization



Internal Controls Evaluation 
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Expected benefits derived from a review of entity internal controls typically include 
the following:

• Enhanced attainment of BES reliability, Corporate Goals and Objectives;
• Greater alignment of staff performance to Key Performance Indicators;
• Improved operational performance (i.e., exceeding standards and requirements); 
• Enhanced entity communication and interaction across organizational business 

functions;
• Targeted BES reliability risk‐focused scoping;
• Possible reduction in audit duration;
• Improved risk and control awareness;
• Internal Control Design evaluation including:

– Functional and Business Process Assessment;
– Risk Identification, Mitigation & Remediation;
– Design and Gap Analysis
– Non‐binding Recommendations for Internal Control Design Enhancement.

• Training/Succession Planning
• Resilience
• Progress toward High Reliability Organization



Internal Controls

4/19/2018 7

• Types
– Preventative: designed to avoid an unintended event or 

consequence (noncompliance with Reliability Standards).  They 
are proactive internal controls that help ensure the 
management objective of compliance with Reliability Standards. 

– Detective: designed to find errors or irregularities and support 
effective compliance. An example is a documented process that 
requires a quarterly review of completed training records to 
identify individuals that have not completed training by the 
required deadline. 

– Corrective: designed to assess instances of noncompliance and 
return an activity to a state of compliance.

– Institute of Internal Auditors strongly suggests a combination of 
all three types.



Internal Controls
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• Attributes of good controls design
– Address Single Point of Failure
– redundancy/alternate means to achieve objective
– Confirmation of expected actions or timely 
response 

– Layering ‐ Institute of Internal Auditors strongly 
suggests combination of all three types (P, D, C).

– Enables consistency, repeatability, resiliency
– Automation, early warning reminders
– Frequent monitoring/shorter intervals



“Control Silos” ‐ Internal Control Designs

Who?

What?

Where?

When?

Why?

How?

Policies and
Procedures (P&P)

System Applications &
Technology tools (SAT)

Skilled Human Capital
(SMEs)

Internal Control Designs generally consist of a combination of the three “Control Silos” shown below
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• Document, review and assess Internal 
Controls that help you achieve your objective

• “Tease out” and document controls that are 
taken for granted, or not formalized.

• Identify Key Controls
• Ask the 5 “W” and 1 “H” questions pertaining 

to the control silos that are preventative, 
detective and/or corrective to “drift from 
compliance”.

• Interview Subject Matter Experts and task 
performers to determine how 
implementation of controls have been 
verified and monitored for effectiveness.

• Self‐assess and obtain reasonable assurance 
that internal controls mitigate risks to BES 
reliability and meet compliance with specific 
NERC Reliability standards.



Reliability Task Identification
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Next‐Day Operations

12



Next‐Day Operations ‐ Legend
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Real Time Operations
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Real Time Operations ‐ Legend
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Emergency Operations
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Operations – Process Map Legend
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Event Reporting
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Controls Associated with NERC 
Standards/Requirements
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Controls Associated with NERC 
Standards/Requirements
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NERC Standards/Requirements related to Controls
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NERC Standards/Requirements related to Controls

22



Controls – Monitoring and Management
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What should I do after I have identified and cataloged 
my controls?
• Document implementation testing
• Monitor effectiveness of control design
• Controls can be overridden or degrade over time 

– Control Designs are living and dynamic, not static
– Apply Change Management
– Has the control objective changed?



Closing Remarks
• Challenges to Reliability are prevalent
• Compliance may no longer be enough to be 
Reliable and Resilient

• Be proactive and self‐aware of your control 
designs that enable you to remain compliant 
with applicable NERC Reliability Standards.

• Internal Controls allow you to showcase 
where you surpass the requirements objective
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Questions
Please email questions and/or feedback to ERA@npcc.org

More information available at NPCC ERA webpage
https://www.npcc.org/Compliance/Entity%20Risk%20Ass
essment/Forms/Public%20List.aspx

Thank you!!!
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Cyber Security Outreach Program

Jenifer Vallace



Assessment Process
• 1‐2 day onsite review:

– High level network architecture review
– Physical inspection of control system
– CIS Critical Security Controls review
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Assessment Report
• Onsite debrief and confidential non‐public 
report:
– Positive observations
– Better practice elements
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Assessment Examples
Current Practice
• Using sticky note for 

password storage
• 8 char password length
• No formal asset inventory
• Does not build / maintain 

secure images

Better Practice Elements
• Use secure password 

manager
• Use passphrases that are 

longer than 14 char
• Use centralized asset 

repository 
• Remove bloatware, 

configure security settings, 
and store secure images in 
air‐gapped environment
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Questions?

Jenifer Vallace, CISSP, CISA
Senior CIP Analyst
jvallace@npcc.org

4/19/2018 30


