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Welcome — Before We Begin

Go to www.slido.com and enter “NPCC2018”
OR

Get the slido app on your

Phone and enter “NPCC2018”

sli.do

We will explain in a minute!
Get ready for a test.
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November 7 Classroom Tracks
2:00 pm, 3:00 pm, 4:00 pm
—mm

Track 1
Track 2 B C A
Track 3 C A B

A: Entity Risk Assessment Team (Mozart Room, Mezzanine Level)
B: Compliance Monitoring Team (Beethoven Room, Mezzanine Level)
C: Mitigation/Enforcement Team (Leydn Room — Temple Level)

11/1/18 3
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Thursday

 We are offering a box lunch (slido poll)

e NO we are not having a raffle for those who
attend the end

 We will have treats though

11/1/18 4
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Compliance Solutions

e Proven Compliance Solutions
e SOS Intl
e Assurx &

e Cooper Compliance
e SigmaFlow, LLC

 FoxGuard Solutions, Inc.
e AESI Inc.
e WizNucleus

11/1/18 5
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NPCC Workshop Disclaimer

This information, developed by Northeast Power Coordinating Council,
Inc. (“NPCC") staff, provides nonbinding guidance to industry
stakeholders regarding existing and/or emerging Reliability Standards.
If anything herein conflicts with the applicable Reliability Standard,
approved Implementation Guidance, or any other applicable rule, order,
regulation, etc., the latter will govern. This information is specific to
NPCC and should not be relied upon in any other Regional Entity or at
NERC. Compliance with Reliability Standards ultimately depends on
the facts and circumstances, quality of evidence, and the language of
the Reliability Standard.

11/1/18 6
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Two Results

e Stakeholders viewpoint

11/1/18 U
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e |ndustry Expectations
e Demand Side/DER growing

* |nvertor proliferation
e Human Perf — levels of awareness
e Cyber Threat Matrix

- <
WY
&<

11/1/18 8



p NORTHEAST POWER COORDINATING CouNcIL, INC.

* Questions?
e Send comments/questions through slido
a N
L A

e Javier is monitoring them

 He will vet them for the speaker

snied@npcc.org

11/1/18 9
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RESILIENCY, ALIGNMENT,
CONTROLS

Sal Buffamante
NPCC 2018 Fall Compliance &
Standards Workshop

11/1/18 1
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Resiliency and Risk-Based Compliance

Reduction of known
and emerging cyber
& physical security

- Effective Risk-based
risks

Reliability Program

Reduction of known CMEP
and emerging Tools
operational risks « Audits

¢ Spot Checks
* Self-Certs

ERO & Regional reliability
Regional assessments.
Risk Changing resource
Elements & mix behavior (DER
Areas of & ERS).
Focus Long-term resource
adequacy.

Risk-responsive
Standards

Identification &
assessment of
emerging risks

Risk-informed
monitoring,
enforcement,
registration
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Resiliency

In a broad interpretation, FERC defined resiliency as: “The
ability to withstand and reduce the magnitude and/or duration
of disruptive events, which includes the capability to anticipate,
absorb, adapt to, and/or rapidly recover from such an event.”

Therefore, NPCC plans to consider broader challenges that can
affect the reliable flow of energy and how to recover from
events due to known and emerging risks such as severe
weather, physical and cyber attacks, accidents and fuel supply

disruptions.

RISK &
ANALYSIS

| RESILIENCY ¢

RESILIENCE

llllllllllll Ity. PRACTICE

PRACTICES

11/1/18 RECOGNITION 3
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Resili
Emerging Reduction of Cyber.and
Reliability Known Risks Physma_l
Risks Security Risks

Compliance and Control

Effective ERO
Recovery
Operations

4

Risk Based Reliability and CMEP Tools
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ERO Alignment

The ERO Enterprise is focused on continuous improvement and
alignment of Compliance Monitoring and Enforcement Program
(CMEP) and Organization Registration and Certification Program
(ORCP) activities. Greater alignment across the ERO Enterprise
ensures effective and efficient use of resources, is important to
achieving regulatory fairness, and allows stakeholders and the
ERO Enterprise to focus on the most significant risks to reliability.

The ERO Enterprise Program Alignment Process relies on input
from NERC’s oversight and monitoring, regional observations,
and registered entity reporting. The program aims to strengthen
the ERO Enterprise’s collaborative and transparent approach to
resolving consistency issues.

11/1/18 5
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ERO Alignment

Examples: TOP-001-4

R13. Each Transmission Operator shall ensure that a Real-time
Assessment is performed at least once every 30 minutes.

R20. Each Transmission Operator shall have, and provide upon
request, evidence that could include, but is not limited to, system
specifications, system diagrams, or other documentation that lists its
data exchange capabilities, including redundant and diversely
routed data exchange infrastructure within the Transmission
Operator's primary Control Center, for the exchange of Real-time
data with its Reliability Coordinator, Balancing Authority, and the
entities it has identified it needs data from in order to perform its
Real-time monitoring and Real-time Assessments as specified in the
requirement.
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ERO Alighment

Examples:

TPL-001-4 Table 1, P5 Delayed fault clearing due to
failure of a Non-Redundant Relay.

COP’s Compliance Oversight Plans

One Time Attestations

Many of these issues are an outgrowth of CONFUSION
in the wording of the standards or in how entities
interpret the requirements.
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Other Things That May Confuse You

Why do they put braille dots on the keypad of
the drive-up ATM?

Why does your nose run and your feet smell?
How come there aren't any “B” batteries?

Where do people in Hell tell other people to
go?
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Internal Controls Evaluation

e [t’s NOT all about reduction in Audit Scope!

* An ICE results in opportunities to improve
operational effectiveness / efficiency, internal
controls resiliency and high reliability
attainment through non-binding
recommendations.
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Internal Controls for Compliance

WHY?

e Incorporating Internal Controls into your operation is the next rational
step in furthering Reliability

e Internal Control ARE NOT a separate set of requirements.

* Audits look at evidence for compliance such as procedures, event
reporting, maintenance record, etc.

 Controls ensure the procedures and records are up to date.

e More importantly, controls ensure that action is taken when needed and
in a timely manner.

e Registered entities with strong internal controls have a high likelihood of
recognizing the circumstances that lead to non-compliance.

10
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Internal Controls

(Where do we
want to go?

achieve our

( How well do we
objectives?

How can we ensure
that we will achieve
all our objectives?

( What can go
wrong?

11
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ANY QUESTIONS?

FunnyPuppySite.com
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Fall NPCC Compliance and Standards
Workshop
November 7-8, 2018

Reliability Standards Outlook

Guy V. Zito
NPCC AVP - Standards

11/1/18 1
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Discussion ltems:

11/1/18

Overview of Standards Development RSDP
Standards Efficiency Review

Cost Effectiveness

Technical Rationale for Reliability Standards
Steady State and Periodic Reviews
Standards Process Manual Revisions

RISC Emerging Risks and Resilience
Resilience and HEMP
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Discussion Items cont. :
* Process and Stakeholder tools

— Compliance Policy Guidance
—Request for Interpretations
— Approach to addressing DER BES Impact
e NPCC’s Regional Standard
* NPCC Criteria Services
 FERC Legal Process for Standards
e NPCC Regional Standards Committee
e Future of Standards and Criteria

11/1/18 3
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NERC Standards Development

e Overview-NERC Reliability Standards Development Plan
(RSDP) 2019-2021, NERC Board of Trustees (BOT) Approved

— High Priority

* Project 2018-02 Modifications to CIP-008 Cyber Security Incident Reporting CIP-
008-6 (BA, DP, GOP, GO, RC, TOP, and TO)

e Project 2016-02 Modifications to CIP Standards (BA, DP, GOP, GO, RC, TOP, and TO)

* Project 2015-09 Establish and Communicate System Operating Limits - FAC-010,
FAC-011, FAC-014 (PC, RC, TOP, TP, ) (GO, TO)

— Medium Priority

* Project 2017-01 Modifications to the BAL-003-1.1 (BA and FRSG)

* Project 2018-01 Canadian-specific Revisions to TPL-007-2 (PC, TP, TO, GO)
— Low Priority

e Project 2017-07 Standards Alignment with Registration

* Project 2017-05 Periodic Review of NUC-001-3

* Project 2017-04 Periodic Review of Interchange Scheduling and Coordination
Standards - INT-004-3.1, INT-006-4, INT-009-2.1 and INT-010-2.1

* Project 2017-03 Periodic Review of FAC-008-3
11/1/18 4
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NERC Standards Development

— Additional Considerations

e Reliability Issues Steering Committee (RISC)

e Essential Reliability Services Task Force (ERSTF)
recommendations

* Industry Feedback Loops (e.g. Events Analysis, Compliance,
RAPA)

e |EEE 1547 and VER Modeling

e Standards Efficiency Review

e Standards Grading

e DOE Report and NOPR to FERC (Resiliency concerns)
e High Impact Low Frequency events

11/1/18 5
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Standards Efficiency Review (SER)

Two Phase Approach

e Phase 1:

e Focused primarily on retirements
e More straight-forward retirements

e Draft SAR posted for informal industry comment
proposed ~114 requirements for retirement

e Phase 1 work complete for team upon submitting SAR

e Phase 2:

e Alternatives to retirement
e Consolidation of requirements

 Modifications of requirement or dependent on
another

e CCCand SC members to supplement SER team

11/1/18 6




-

NORTHEAST POWER COORDINATING COUNCIL., INC.

Standards Efficiency Review

Phase 1

Revised SAR submitted to Standards
Committee

SAR posted for formal comment

Appoint Project 2018-03 SER Drafting Team —
(October 17, 2018 - SC)

Industry ballots on proposed retirements to
standards (2018 Q4 — 2019 Q1)

Propose balloted standards to NERC Board of
Trustees — 2019 Q2

11/1/18
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Standards Efficiency Review

Phase 2

Form SER Phase 2 team by supplementing with new
CCC & SC members (complete)

Clarify scope of work for Phase 2 (complete)

ldentify key issues to address with Advisory Group
(complete)

Review alternatives and concepts proposed by Phase 1
(2018 Q4)

Develop new efficiency concepts (2018 Q4 to 2019 Q2)

Evaluate and identify best efficiency concepts (2019
Q2-Q3)
Draft SAR(s) or implement concepts (2019 Q4)

11/1/18
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Cost Effectiveness
e Cost Effectiveness:

— Analysis of the Risk being reduced
— Cost associated with reducing that risk

— Cost associated with not reducing the risk
(reliability and societal if possible)

— Standards Drafting Teams, Periodic Review
Teams, and Standards Grading

— Drafting Teams asked to develop alternatives

— Add question(s) to the Comment forms

— Application to all Standards projects

11/1/18 9
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Technical Rationale for Reliability Standards

— Technical Rationale Transition Plan
 Track1and 2 (CGP?)
— Remove from Reliability Standards (supporting documentation)
* Guidelines and Technical Basis
* Technical Rationale
* Implementation Guidance
— FERC Approved parts of the Standard (mandatory and enforceable)
* Applicability
* Requirements
e Implementation Plan
e Effective Date
* VRFs and VSLs
— May contain Compliance Guidance but not processed through the CGP
— Supporting Documents Section 11 of the SPM

— To be located with Standards to which they apply but as separate
documents

— All standards going forward

— GTB Teams will begin the process of review of supporting
11/1/18 documentation from the standards. 0
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Steady State and Periodic Review

e Steady State

Core set of Results-based Standards

All previous FERC Directives addressed

Independent Expert Review Panel recommendations considered
Meets “Ten Benchmarks of Excellence”

All Paragraph 81 identified issues addressed

* Periodic Reviews

11/1/18

Cross Functional Team of NERC Standing Committee Chairs, Staff,
Regional Entities, and others to review standards

All enforceable standards in effect for a year or more
Subject Matter Expert Teams as required

Expedited, efficient and effective period review of standards
Regional Standards-Variances? Retirements?

Costs

11
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Steady State and Periodic Review

 Grading in 2018- 53 Requirements
— CIP-014-2 Physical Security
— COM-002-4 Operating Personnel Communications Protocols

— FAC-003-4 Transmission Vegetation Management

— FAC-013-2 Assessment of Transfer Capability for the Near-Term Transmission
Planning Horizon

— IRO-006-5 Reliability Coordination — Transmission Loading Relief (TLR)

— MOD-020-0 Providing Interruptible Demands and Direct Control Load
Management Data to System Operators and Reliability Coordinators

— MOD-025-2 Verification and Data Reporting of Generator Real and Reactive
Power Capability and Synchronous Condenser Reactive Power Capability

— MOD-026-1 Verification of Models and Data for Generator Excitation Control
System or Plant Volt/Var Control Functions

— MOD-027-1 Verification of Models and Data for Turbine/Governor and Load
Control or Active Power/Frequency Control Functions

— MOD-028-2 Area Interchange Methodology

11/1;18 2018 Final grades — 2019-2021 Reliability Standards Development Plan .
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Standards Process Manual Revisions

e Sections with substantive revisions:
— Section 6 “Process for Conducting Field Tests”
— Section 7 “Process for Developing an Interpretation”

— Section 11 “Process for Approving Supporting
Documents”

e Sections with minor revisions:
— Section 2.1 “Definition of a Reliability Standard”
— Section 3.7 “Governmental Authorities”

— Section 8 “Process for Appealing an Action or
Inaction”

11/1/18 13
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Reliability Issues Steering Committee (RISC) and
Emerging Risks

“ERO Reliability Risk Priorities,” — 2018 BOT Approved Report - Risks Identified
and a potential framework for Resilience

e Risk Profile #1: Changing Resource Mix (High)

e Risk Profile #2: Bulk-Power System Planning (High)

e Risk Profile #3: Resource Adequacy and Performance (High)
e Risk Profile #9: Cybersecurity Vulnerabilities (High)

e Risk Profile #4: Increasing Complexity in Protection and Control Systems and
Asset Management ( )

e Risk Profile #6: Loss of Situational Awareness ( )

e Risk Profile #7: Extreme Natural Events ( )

e Risk Profile #8: Physical Security Vulnerabilities ( )

e Risk Profile #5: Human Performance and Skilled Workforce (Low)

11/1/18 14
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Resilience

Four outcome-based abilities of resilience (framework) are as follows:

Robustness — the ability to absorb shocks and continue operating
Resourcefulness — the ability to detect and manage a crisis as it unfolds

Rapid recovery — the ability to get services back as quickly as possible in a coordinated
and controlled manner and taking into consideration the extent of the damage

Adaptability — the ability to incorporate lessons learned from past events to improve
resilience

Ken Mclntyre — FERC Chairman-"Top priority of the Commission” address
concerns- DOE Staff Report and NOPR”

FERC terminated the DOE NOPR and developed a FERC NOPR

what resilience of the bulk power system means and requires;

understand how each RTO and ISO assesses resilience in its geographic
footprint; and

use this information to evaluate whether additional Commission
action regarding resilience is appropriate at this time.

RISC Report on Resilience

11/1/18
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11/1/18

Resilience

R(t)
A :
Degradation Recovery Recovery State
Disruptive Event
RlOO% _______________________________________________________________
Reliable If detected,
Pre-position
Improved
c" _______________ _f Stable
target . [N . 1.,
: Rebound :
I Profile I
| I
| I
| I
| I
R ________________ O RS N R B LR SRR SO R R O R O SR
| I
ALR-Nadir : Robustness :
| I
: Damage g
I Assessment I
: Period |
| I
I 1
Disruption Rebound Recovered
Prior to an Event During an Event After an Event
The ability to absorb shocks The ability to manage a The ability to get back to
and keep operating disruption as it unfolds normal as quickly as possible

ROBUSTNESS Eamd  RESOURCEFULNESS [pmd RAPID RECOVERY
Incident Focused

Post-Incident
Learning

ADAPTABILITY/LESSONS LEARNED

The ability to absorb new lessons after a disaster

16
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Resilience and HILF

Electromagnetic Pulse (High Altitude “HEMP”)
nree components of a HEMP E1, E2, and E3

T
The E1 component is a very brief but intense
electromagnetic field that can quickly induce very
high voltages in electrical conductors. Most
destructive.

e The E2 and E3 generally well understood; E2 similar
to lightning and E3 similar to GMD. Starfish Prime
studies in 1962. E3 understanding resulted in
revision to TPL-007 and supplemental analysis-
increase in the studied electric field.

e Creates an artificial radiation belt (Satellite risk)

11/1/18 17
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Electromagnetic Pulse (High Altitude “HEMP”)

* Electric Power Research Institute EPRI Study of E1
— Study to be released Spring 2019
— Study uses wave guides and direct injection

— Study will recommend cost effective mitigation methods to
harden the grid against E1

* FERC
— Waiting for study
— Potential for a NOPR to address possible BES E1 risks

— Potential for a similar approach as GMD, one for
operational and one for planning (i.e. EOP-010 and TPL-
007)

— Critical facility list development identifying where potential
weaknesses may exist

11/1/18 18
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Compliance Guidance Policy

Compliance Guidance Policy-a Standards perspective:

* Process for developing approaches useful in providing guidance for
implementing standards

e November 4-5, 2015 BOT approvals (NERC Comp. and Enf. Webpage)

e Two Types of Guidance:

— CMEP Implementation Guidance:
e Approaches on how entities could comply with standards
* Led and developed by SME; vetted by pre-approved organizations, not NERC
* Not necessarily the only approach to comply with a standard
* Endorsed for Deference by the ERO
— CMEP Practice Guide-Auditor Instructions
* Initiated by ERO Policy
* Initiated by ERO in response to a specific issue

e Section 11-"Process for Approving Supporting Documents” of the SPM
under revision

e Upon ERO approval, provides compliance deference

11/1/18 19
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Compliance Guidance Policy Pre-approved Orgs.

e American Public Power Association (APPA)

e Canadian Electricity Association (CEA)

e Edison Electric Institute (EEI)

e Electricity Consumers Resource Council (ELCON)

e Electric Power Supply Association (EPSA)

 |SO/RTO Council

e Large Public Power Council (LPPC)

* National Association of Regulatory Utility Commissioners (NARUC)
* National Rural Electric Cooperative Association (NRECA)
* North American Generator Forum (NAGF)

 North American Transmission Forum (NATF)
 Northwest Public Power Association (NWPPA)

e Transmission Access Policy Study Group (TAPS)

e Western Interconnection Compliance Forum (WICF)

e NERC Planning Committee (PC)

e NERC Operating Committee (OC)

 NERC Critical Infrastructure Protection Committee (CIPC)
e Regional Entity Stakeholder Committees

11/1/18 20
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Standards Interpretations
Request for Interpretation (RFl):

e Standard Processes Manual (SPM) Section 7 outlines
the process for developing an interpretation. Eight
criteria for rejecting a request.

* Avalid interpretation provides additional clarity about
one or more requirements, but does not expand on
any requirement and does not explain how to comply
with any requirement.

* Any entity that is directly and materially affected by the
reliability of the North American Bulk Power Systems
may request an interpretation.

e The NERC Standards and Legal staff shall make a
recommendation to the Standards Committee whether
to accept the Request for Interpretation (RFI).

11/1/18 21
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Standards Interpretations
Request for Interpretation (RFI) cont.:

 Reasons to reject RFIs Section 7 SPM
— Requests approval of a particular compliance approach;

— ldentifies a gap or perceived weakness in the approved Reliability
Standard;

— Where an issue can be addressed by an active standard drafting
team;

— Where it requests clarification of any element of a Reliability
Standard other than a Requirement;

— Where a question has already been addressed in the record;

— Where the Interpretation identifies an issue and proposes the
development of a new or modified Reliability Standard, (such
issues should be addressed via submission of a SAR);

— Where an Interpretation seeks to expand the scope of a Reliability
Standard; or

— Where the meaning of a Reliability Standard is plain on its face.

11/1/18 22
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Approach to Addressing DER
Stakeholder tool developed by the Regional
Standards Committee to document DER issues

identified and pursue how they be addressed.
Posted on NPCC Website.

1) Issue Identification (Stakeholder, RAPA, or Event
Analysis)- Form

2) Evaluation (Preliminary screen, Scope, Type,

Importance)- RSC and RCC

3) NERC or Regional solution, Recommendation
(NPCC action taken?)

11/1/18 23
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NPCC Regional Standards

* PRC-006-NPCC-1 Revision to:
e Review for potential revisions made necessary by:
— NERC PRC-006-1/PRC-006-2 Automatic Underfrequency
Load Shedding
— NERC PRC-024-1/PRC-024-2 Generator Frequency and
Voltage Protective Relay Settings standards.
e Review for Dispersed Generation (DG) issues
Draft developed to enable retirement of NPCC Directory 12
on UFLS
Three 45-day formal postings for comments
30 day pre-Ballot Review and 10 + day ballot in fourth
quarter 2018

11/1/18 24
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Criteria Services Program Area
2018 Initiatives

e A-10 Classification of BPS Elements

e Strategic Review of NPCC Criteria

e Remedial Action Schemes (RAS)

5/24/18
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A-10 BPS Classification

e Identify critical facilities for the applicability of NPCC criteria

Scope of Review:

e Simplify the existing methodology to make it less labor intensive Improve consistency across areas in
application and outcomes

Phase #1 2017:
*  Review Existing Methodology

*  Propose Improvements
. Propose New Methodologies
. Recommendation to the RCC for Testing of three methodologies.

Phase #2 2018:
® Testing of 3 RCC Approved Methodologies.
® RCCEndorsement of a Preferred Methodology December 2018

Anticipated 2019 Activity:
* Revise A-10 Document

®  Open Process Postings
®  Full Member Ballot

5/24/18
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Strategic Review of NPCC Criteria

e Strategic Review of the Need for NPCC More Stringent Criteria.
— Directed by the NPCC Board of Directors.
— Arranged by Focus Area
* Operations
e Planning
* Protection
— High Level
e Not Directory Specific or Requirement by Requirement.
e Action Plan and Scope Approved April 2018.
— Task Force Review August 2018.
e RCCand RSC Review and Comment September 2018.
* Final Report to RCC and RSC December 2018.

5/24/18
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NPCC Transition from SPS to Remedial
Action Schemes (RAS)

e NPCC Transition to RAS (PRC-012-2, Remedial Action
Schemes- replaces PRC-012-2 will replace PRC-015-1 and
PRC-016-1, PRC-012-1, PRC-013-1, and PRC-014-1):

— Existing NPCC RAS/SPS List:
e SPS that conform to Revised Definition of RAS
e SPS does not conform

* Newly Identified RAS
— Regional Review.

— NPCC Glossary Term SPS (proposed)
e ‘See NERC RAY

— NPCC Directory #7 —Appendix B
e Other NPCC Documents

— Posting Revised Glossary term and Directory 7, Spring 2019

5/24/18
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Legal Procedural Information for Standards (US)

e NERC Board of Trustees (BOT) Approves Standard

 NERC Files a Petition with FERC and Canadian Regulatory Authorities.

e FERC elects RM or RD (RM Rulemaking-NOPR) no time requirement for FERC to act
e NOPR - 60 days to comment

e FERC Final Order Date (Date the Order is Issued)

 Federal Register Publication Date — Effective Date of the ORDER (not the Standard) . This s
the “Commission Approval Date”

e Effective Date of the Standard is usually defined in the Petition filed by NERC, e.g. “effective
on the first day of the first calendar quarter that is XXX months after Commission Approval
Date”

e Implementation Plan

e Request for Rehearing of a Final Order can be requested within 30 days of FERC Final Order
Date (not Commission approval date)

— FERC must act on a rehearing request within 30 days and if no action is taken the
rehearing request is deemed denied

— FERC can delay its action on this indefinitely
— FERC almost always delays action
— Request for rehearing does not impact the Commission approval date

— Preserves right to appeal to Court
11/1/18 29
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NPCC Regional Standards Committee

Interface with RISC- emerging issue identification

Review and comments on NERC/ERO and Eastern Interconnection
Regional Standards

Develops Ballot Recommendations for NERC/ ERO Standards and
Interpretations

Participates in NERC Standards drafting and influence processes
through various groups-formal and informal

Oversees the Development and Maintenance of NPCC Regional
Standards

Oversees the Development and Maintenance of NPCC Regional
Directories

Regional Delegation Agreement-Standards Program Area

Review all FERC Orders, Rulings, NOPRs and Petitions related to
Standards

Participates in Feedback loop mechanisms to improve standards

11/20/2013 30
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Future of Standards and Criteria

e Standards will all undergo EPR and be graded
e Standards will be reviewed for “efficiency”

* Increased emphasis on cost and justification of
standard-based solutions

e Standards Metrics-are standards improving? Is
reliability improving? Feedback Loops and consistency

e Risk “informed” solutions
* Increased Continent-wide vs. Regional solutions

* Increased informal consensus building and
development

e As standards improve-less Regional criteria
e Criteria review will include cost effectiveness analysis

11/1/18 31
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“Intelligence is the ability to adapt to
change.”- Stephen Hawking

Stephen Hawking (Jan 1942-March 2018)

Questions or Comments ?

11/1/18 32
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Engaging the Unengaged

Attain extreme employee engagement for your

compliance program.

Northeast Power Coordinating Council, Inc.

Fall 2018 NPCC Compliance and Standards Workshop
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We equip and engage people
when it really counts

®
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Agenda

Let’s get those neurons prepped

My Mission

Case Studies

— To Equip You

— A Tale of Two Utilities

Take-Homes - From our Methodology

0



_THE PROBLES

The new Critical Infrastructure
Protection (CIP) Standards
have severe penalties for AECI
non-compliance...

..and we’re making
mistakes because
employees are fearful
and ill-equipped
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0 SelfReports
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equipped




_THE PROBLEN

The new Ciritical Infrastructure
Protection (CIP) Standards
nave severe penalties for APS
non-compliance...

..and we’re making
mistakes because
employees are apathetic
and hostile
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Disengaged | | NotEngaged | Engaged
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Company Handbook Company Edearning

Security Management Controls

Cyber Security Policy — The Responsible Entity
shall document and implement a cyber
security policy that represents management’s
commitment and ability to secure its Critical
Cyber Assets. The Responsible Entity shall, at
minimum, ensure the following:

R1.1. The cyber security policy addresses the
requirements in Standards CIP-002
through CIP-009, including provision for .
emergency situations. '

R1.2. The cyber security policy is readily
available to all personnel who have
access to, or are responsible for, Critical
Cyber Assets.

R1.3. Annual review and approval of the
cyber security policy by the senior
manager assigned pursuant to R2.




E-LEARNING!




_THE SoLUTION

Elearning &
a handbook!

No seriously...

Security Management Controls

Cyber Security Policy — The Responsible Entity
shall document and implement a cyber
security policy that represents management’s
commitment and ability to secure its Critical
Cyber Assets. The Responsible Entity shall, at
minimum, ensure the following:

R1.1. The cyber security policy addresses the
requirements in Standards CIP-002
through CIP-009, including provision for
emergency situations.

R1.2. The cyber security policy is readily
available to all personnel who have
access to, or are responsible for, Critical
Cyber Assets.

R1.3. Annual review and approval of the
cyber security policy by the senior
manager assigned pursuant to R2.




the P3P

Immediate Buff to All Physical Defenses
+5 against Boot Force Aitack, lon-Gattling Pistol,
and Articulated Finger Lance

Shkazow! Fortify the Void!
+5 Defense against VirusBots,
Electromagnetic Punch, and Ether Trunkets

How To Plan A Romantic Update

1. Install in 2. Compliance
Test System Documentation

Hardware: EliteStation 754
05: Encom12
Software:
Operatorlision Control
System uG B
KillBot Antilirus v1l.4

=

3. Install 4. Update Baseline
in Production Configuration




TAKEHOME INSIGHT

Discoverthe Cast




“We should help
people see themselves
as the hero of
achieving a great

business objective’

-Chad Hodge, Screenwriter







“Avillain must excite
our aversion, arouse
our fear, and awaken
some transient gleam
of sympathy.”

-Agnes Repplier







TAKEHOME INSIGHT

Map the Learning Journey




() 1ve BieTrvTH

The CIP standards are an opportunity for APS to
equip our people to protect the infrastructure
we’ve built over 100 years to deliver reliable
power to the people of Arizona.

@ Tie Bl Gogl,

Everyone believes CIP positively impacts the
reliability and security of our power grid, and
knows their role in the cyber-security mission.

@ THE Bio PROBLEM

Employees are apathetic or hostile about CIP: they
are concerned about increased workload, afraid of
making a mistake, and distrustful of the CIP team.

@ we Bl16 /NEASVRE

Everyone can explain how their role is critical for
the reliability/security of our power grid through
CIP, and then demonstrate their CIP duties.




NEROES SAGES

—

IT Engineers Lisa Carrington

Design and support infrastructure for
enabling operations of the grid. Responsible for ongoing related commes,
tasked with implementing CIPv5 at APS.

Plant Operators Cyber-Security Team
Operate and monitor the plant, perform
rounds, work in the plant control room,
plant floor and switchyard.

Provides interpretation of CIP standards
and support defining duties for job roles
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My e BieTrvrH

The CIP standards are an opportunity for APS to
equip our people to protect the infrastructure
we’ve built over 100 years to deliver reliable
power to the people of Arizona.

@ Toe Ble Goa

Everyone believes CIP positively impacts the
reliability and security of our system, and knows
their role in the cyber-security mission.

@ THE Bio PZOBLEM

Employees are apathetic or hostile about CIP: they
are concerned about increased workload, afraid of
making a mistake, and distrustful of the CIP team.

WEROES

P

IT Engineers

Design and support infrastructure for enabling
operations of the grid.

S

Plant Operators

Operate and monitor the plant, perform
rounds, work in the plant control room, plant
floor and switchyard.

(9 me Bi6 /EASRE

Can positively explain how their role increases the
reliability/security of our power grid through CIP,
and then demonstrate their new abilities.

SALES
S

with implementing CIPv5 at APS.

-_— 0 1

HR and Marketing

In charge of the LMS/corporate training and
internal comms respectively.

Lisa Carrington
Responsible for ongoing related comms, tasked

onbBoghdIN(>
VIDEQ

Introduce
critical
concepts early.

£-LEARNING
)

Internal
training
platform for
all things CIP.

1 EwasE
(PhYSILAL *DH,ITIQL)

uPDare) QUOATERLY

Located
on-prem these
remind
employees of
important facts
or procedures.

wvewSLETTER
@ualtkuy)

Company
updates,
including CIP
state of the
union.

Companion
Physical
Reference to
the ELM.

Pocket quick
hitlist of
important
duties per
individual.

Government
audit of the
organization.




TAKEHOME INSIGHT

Design Each Experience From the
Hero-Out




Give clarity on

the hero and

sage identities
up-front

O CHAD "THE CHUD"™ HUDDLESTON




EMILY "THE MAESTRO™ PENNEL

E’E ORGANIZING DUR DEFENSES

[ FACILITIES AND CYBER ASSETS |

PICK YOUR FACILITY

The Critical Infrastructure Protection (CIP) Standards
require that we protect significant facilities on the

Bulk Electric System (BES). We classify our facilities in
three categories.

1. High Impact are big conirol centers

2. Mediu 1pact are large substations and generation
plants; and small control centers

3. Low Im are everything else.

Please add a Medium Impact facility to the simulator. Pick
whichever one you like! We'll teach the same principles
with any choice.

Substation

Generation Plant

Control Center

Use hero
Insights to
connect an
give credibili




Create
emotional
attachment
with humans,
hot facts or
objects




PERIMETER DEFENSES
[ PHYSIC

SICAL SECURITY PERIMETER |

Introduce your

conflict to the

hero and make
it personal




'5' JUSTIN "iﬁi[ﬂ' RICKS @ PERIMETER DEFENSES
CADET FIRST CLESS [ PHYSICAL SECURITY PERIMETER |

Show the
“why” using
your story and
your villains




#1 — Employee Badge

Scanner

#2 —HAL 9000 Eye Give people

Scanner choices that
matter

#3 —K.R.A.K.E.N.
Body Shape Sensor




"THE KEGERATOR™ MERLO ARNE PERIME

FIRST CLA [ PHY

The cn|y access fo the Faci|ify CRCAs is ihrnugh the door,
so let's install a CIP-compliant physical access contral on

the door te create a Physical Security Perimeter around
your assets

The Card Guard XT
HAL 9000 Eye Scanner

Watery Grove Kraken Senser

DEFENS

CURITY PERIMETER ]




RATOR" MERLO

The cn|y access fo the Fuci|i?y CRCAs is ihmugh the door,

so let's install a CIP. comp|iun1 ph)‘sicu' access control on

the door to create a Physical Security Perimeter around
your assats

The Card Guard XT
HAL 9000 Eye Scanner

Watery Grave Kraken Sensor




"THE KEGERATOR" MERLO < : PERIMETER DEFENSES

3T CLASS SECURITY PERIMETER |

The cn|y access fo the f’aci|ify CRCAs is rhmugh the door,

so let's install a CIP-compliant physical access contrel on

the door te create a Physical Security Perimeter around
your assets

The Card Guard XT
HAL 9000 Eye Scanner

Watery Grave Kraken Sensar




PERIMETER DEFENSES
[ PHYSICAL §

ECURITY PERIMETER |

The hero’s
choice should
teach the
principle and
resolve the
conflict




* * |
CHAD "THESRHUD* HUDDLESTON ASSET DEFENSES
@ | TECHNICAL CA% | @ @ @ [ SECURING ASSET CONMNECTIONS ]

Use the mi
ASSET CONNECTIONS
|
Even the best prepared security perimeters can be CO n fI I Ct
breached, so the CIP Standards require that we turn

each asset into a veritable fortress. Multiple exira
levels of defense guarantee that if the enemy ever

gets inside a perimeter, they will still have an oily
battle ahead of them. p a e r n 0

The simulator will illustrate how an attacker can

connect fo an asset even with a strong PSP and ESP

11-:5|=_—_-=_'-|::r_-:—:| == |: RN simuLATOR :| prOVide
continual
engagement




Testing Is to
collect insight,
not to force
understanding
or retention




Discoverthe Story - Treat your people as heroes,
yourselves as the sages, and create adversaries.

Map the Learning Journey Heroes, sages, villains, and
learning experiences. Grab pencil & paper and map It out.

Design Each Experience from the Her@ut — Use the tools
and technology at hand to make your people feel like
heroes through every experience.
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Thank you




NERRC
NORTH AMERICAN ELECTRIC
RELIABILITY CORPORATION

Oversight of Effective Risk-

based Compliance Monitoring
2018 Status Update
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Primary Oversight Objectives

e Support reliability and security
 |dentify and monitor reliability and security risks

e Alignment of compliance monitoring activities across ERO
Enterprise

 Adherence to governing documents



e Entity specific narrative

* Dynamic

ICE

Risk
Elements

Initial Scope IRA ACtiVItic

Scope and Focus for Entities
not Participating in ICE

CMEP
Tools

Compliance Oversight Plan



Risk
Elements

Compliance Oversight Plan

Annual
Compliance
Monitoring

Planning &
Execution




B -
ﬁ -

Design Implement
Guidance and Program Alignment and
Processes Improvements Effectiveness



(IR

o o
2014/2015 2016/2017
Calibration Maturation

Foundation




NERC Compliance
Assurance

NERC and RE Management
Groups

ERO Enterprise
Reporting

NERC and RE Task
Forces

P FERC () Other Inputs
Coordination



RE Oversight

NERC oversight of RE
implementation of risk-
based compliance
monitoring

Training & Outreach

ERO Enterprise
training and industry
outreach

Reliability & Security
Assurance

Alignment around
Reliability Standards,
focus on key reliability

and security risks to BPS



2

NERC Compliance
Website Assurance Email







p NORTHEAST POWER COORDINATING COUNCIL., INC.

Analysis of continent wide
2015-16-17-18qg3 impact
comparison using
EAP Categories vs eSRIcategories

November 7, 2018

10/30/2018 1



p NORTHEAST POWER COORDINATING COUNCIL., INC.

Agenda

* Correlation between eSRIcategories & Events
Analysis Program (EAP) Categories

— Background
— Review Summary

— Conclusions

10/30/2018 2



p NORTHEAST POWER COORDINATING CouncIL, INC.

All Events

Category Tier

Year|O 1 2 3 4 5 tbd
2010] 114| 13 5 2 0 0 O] 134
2011] 839 81| 42 4 2 0 0] 968
2012] 436 78| 33 2 1 1 0] 551
2013] 332| 102 32 6 0) 0 0] 472
2014] 331| 145 23 1 0 1 0] 501
2015] 238| 131| 21 1 0 0 0] 391
2016] 267| 168 6 2 0 0 0] 443
2017] 312 174 4 0 1 2 0] 493
2018| 224| 122 4 0 0 0| 18| 368
3093(1014| 170| 18 4 41 1814321

10/30/2018 3



p NORTHEAST POWER COORDINATING CouncIL, INC.

Filter 2015-6-7-893

Category Tier

Year 0 1 2 3 4 5] tbd
2015 1 0 0
2016 2 0 0
2017 0 1 2
2018 0 0 0
3 1 2

1036 595 35

10/30/2018 4



p NORTHEAST

Reviewable Events

POWER

Category Tier

COORDINATING

FEOUNCIL. INC.

Year 0 1 2 3 5

2015 5 1 O] 60

2016 3 2 O] 84

2017 2 0 2l 64

2018 2 0 O] 49
12| 226 14 3 2|l 257

10/30/2018
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NORTHEAST POWER COORDINATING

EOUNCIL. INC.

eSRlcategory Ranges

eSRI
Category min(eSRI) max(eSRI)

1

2
3
A
5

0.00000
0.28490
0.50000
3.80000
9.00001

0.28489
0.49999
3.79999
9.00000
999.99999 |



NORTHEAST POWER COORDINATING COUNCIL., INC.

Category Tier 1

eSRI
0.6000
0.5000 ssssssssssnsssse sssssssssssssssssssssslipessscsscsnsnne
0.4000
0.3000 F RN RN R R N R N R N R N RN
0.2000

0.1000 '____'####‘hhhh‘_-—_'ﬂﬂﬂf'hhhﬁ‘____'

FRCC MRO NPCC RF SERC TRE WECC NERC

*miﬂ *ay‘g ol T3 senese pS5R|1 sesese oSR| 2
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p NORTHEAST POWER COORDINATING CouNcIL, INC.

Variations

The following slides separate variations from the
expected eSRI values

Outliers and in some cases a different system
design comprise the variations

10/30/2018 8
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NORTHEAST POWER COORDINATING COUNCIL., INC.

Variations
continued

The following legends explain slides 11 - 13

MRO* means MRO without its outlier event
MROA is the MRO outlier event
NPCC* is NPCC without variations

NPCC" are those events where the system design,
results in higher eSRI values

NPCC~ is an outlier event
WECC* means WECC without outliers
WECCA is three WECC outlier events

10/30/2018



g NORTHEAST POWER COORDINATING CouNcIL, INC.

Variations
continued

The following Slides 11 — 13 show an analysis of EA
Category 1 events. ( Since categories 2 through 5
samples are statistically insufficient)

Outliers are where the Category 1 event’s eSRl is
greater than the eSRIcategory 1 range

Since including outliers skews the scale of slide 11,
slide 12 is the same data with the outliers removed

10/30/2018 10



NORTHEAST POWER COORDINATING COUNCIL., INC.

Category Tier 1*

avg(eSRl)

0.6

0.5

0.4

[]-3 LN N N NN NN NN [ N N NN NN NNN) L N aeas s EBRBBRERBRERRRN

0.2

[]Il L NN NN L N N L I ] L I N NI L N N N E o NN NN

0 — _—
¢ & & e & L & E S oL
& O O ¢ £ & & & & & <& &
< & &S & & & &L
AN L & & S &S

e 7015 e 7016 i 2017
2018 ssssss NidRange seeses Max
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NORTHEAST POWER COORDINATING COUNCIL., INC.

Category Tier 1*

avg(eSRlI)
0.25
0.2
0.15  FEEEEE R R EEEEEEEE R F Y EE N EE R R RN ER " EEEERE EEEEEEEENRE
0.1
0.05
0
FRCC MRO* NPCC* NPCCA RF  SERC  TRE WECC* NERC
0015 == 2016 el 2017 2018 s eese MidRange

10/30/2018 12



NORTHEAST POWER COORDINATING COUNCIL., INC.

Category Tier 1*

H events

25
20
15
10
5 ¥

T . il

FRCC MRO* MROAM NPCC* NPCCM NPCC SERC TRE WECC* WECCH

m2015 m2016 w2017 w2018
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NORTHEAST POWER COORDINATING COUNCIL., INC.

Category Tier 1
# events

outlier
2%

expected
98%

m expected m outlier

10/30/2018 14



NORTHEAST POWER COORDINATING COUNCIL., INC.

# events
by Category
60

50

40

30

20

10 ||

o s I I I 7T R TR T | TR .
0 1a

lai laimi 1b 1c¢ 1d 1e 1g 1h 2d 2f 3a ©Ga
m 2015 m2016 m2017 m 2018
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g NORTHEAST POWER COORDINATING CouncIL, INC.

Category 1.a definitions

a. an unexpected outage that is contrary to
design of three or more BES Facilities caused

by a common disturbance:
i. The sustained outage of a combination of three
or more BES Facilities
ii. The outage of an entire generation station of

three or more generators (aggregate generation
of 500 MW to 1,999 MW); each combined-cycle
unit is counted as one generator

10/30/2018 16



NORTHEAST POWER COORDINATING COUNCIL., INC.

# events
by Category
without 1.a and 1.a.i

||IIII‘ ‘ll | . II| ‘llll I
0 1b 1c 1d 1 2d 2f 3a 5a

e 1g 1h

L T L L o L L = T

1a.ii

H2015 m2016 m2017 w2018
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NORTHEAST POWER COORDINATING COUNCIL., INC.

# events
by Category
combined 1.a, 1.a.iand l.a.iiinto1.a* |sa
1%
3a
1% |
N
2f 0
4% .‘\mh' 2%
1c
5%
1a*
77%

m0 m13* mlb wlc ml1ld mle mlg m1h w2d m2f m3a m5a
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p NORTHEAST POWER COORDINATING CouncIL, INC.

Service Offered

The What-If methodology is a fast way to quickly
determine an event’s worst case BES impact.

If you have an event whose eSRI value is above the
midpoint of the eSRIcategory range and you would
like to see if a worst case scenario (i.e. on a high
load day, or dispatch or possible misoperation
condition) could cause that event to have jumped
categories.

Please contact Ralph Rufrano at rrufrano@npcc.org
for more information.

10/30/2018 19
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Questions

10/30/2018 20
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