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Threat Reports are reports created by Smarttech247 based on high and critical severity 
vulnerabilities that may have a high potential to be exploited in the wild i.e. vulnerabilities that are 
present in most used products by companies and do not have an auto-update option or they are usually 
not automatically updated in case that could lead to some service disruption. This report is usually 
created as soon as the vulnerability is released, therefore we strongly recommend that the information 
is reviewed, tests are performed and patches are applied before the first proof-of-concept is released. 
Even though certain vulnerabilities may not have an active exploit in the wild at the time that we report 
on them, we take into consideration the wider risk and the impact it could have on systems, should an 
exploit like that be available after a while. Our duty is to report them on time and we recommend 
enterprises that, in order to keep critical business systems protected, they should consider, on average, 
ten working days to check whether or not the new vulnerability affects them, and if so, to implement 
actions in order to remove the risk.  

Overview: 
 
Multiple vulnerabilities have been discovered in Oracle products, the most severe of which could 
allow for remote code execution. 
 
RISK 
 
Government: 

• Large and medium government entities: Critical 
• Small government entities: Critical 

Businesses: 
• Large and medium business entities: Critical 
• Small business entities: Critical 
 

Home Users: LOW 

 
Affected Products and Patch Information 
 
This Critical Patch Update contains new security patches across the product families listed below. 

 

Affected Products and Versions 

JD Edwards EnterpriseOne Tools, versions 9.2.0.0-9.2.26.0 

MySQL Cluster, versions 7.6.0-7.6.36, 8.0.0-8.0.44, 8.4.0-8.4.7, 9.0.0-9.5.0 

MySQL Connectors, versions 9.0.0-9.5.0 

MySQL Enterprise Backup, versions 8.0.0-8.0.44, 8.4.0-8.4.7, 9.0.0-9.5.0 

MySQL Server, versions 8.0.0-8.0.44, 8.4.0-8.4.7, 9.0.0-9.5.0 

MySQL Workbench, versions 8.0.0-8.0.45 

Oracle Access Manager, versions 12.2.1.4.0, 14.1.2.1.0 

Oracle Agile PLM, version 9.3.6 

Oracle Agile Product Lifecycle Management for Process, version 6.2.4 

Oracle APEX Sample Applications, versions 23.2.0, 23.2.1, 24.1.0, 24.2.0, 24.2.1 

Oracle Application Testing Suite, version 13.3.0.1 



 

Affected Products and Versions 

Oracle Autovue for Agile Product Lifecycle Management, version 21.1.0 

Oracle AutoVue Office, version 21.1.0 

Oracle Banking Branch, versions 14.5.0.0.0, 14.6.0.0.0, 14.7.0.0.0, 14.8.0.0.0 

Oracle Banking Cash Management, versions 14.5.0.15.0, 14.6.0.11.0, 14.7.0.9.0, 14.8.0.1.0, 
14.8.1.0.0 

Oracle Banking Corporate Lending Process Management, versions 14.5.0.0.0, 14.6.0.0.0, 
14.7.0.0.0 

Oracle Banking Liquidity Management, versions 14.5.0.14.0, 14.5.0.15.0, 14.6.0.11.0, 
14.7.0.9.0, 14.8.0.1.0, 14.8.1.0.0 

Oracle Banking Supply Chain Finance, versions 14.5.0.15.0, 14.6.0.11.0, 14.7.0.9.0, 
14.8.0.1.0, 14.8.1.0.0 

Oracle BI Publisher, versions 7.6.0.0.0, 8.2.0.0.0 

Oracle Business Intelligence Enterprise Edition, versions 7.6.0.0.0, 8.2.0.0.0, 12.2.1.4.0 

Oracle Business Process Management Suite, versions 12.2.1.4.0, 14.1.2.0.0 

Oracle Cloud Native Session Border Controller, version 25.1.0 

Oracle Coherence, versions 12.2.1.4.0, 14.1.1.0.0 

Oracle Commerce Guided Search, version 11.4.0 

Oracle Commerce Platform, version 11.4.0 

Oracle Communications ASAP, versions 7.4.0, 7.4.1 

Oracle Communications Billing and Revenue Management, versions 15.0.0.0.0, 15.0.1.0.0, 
15.1.0.0.0 

Oracle Communications BRM - Elastic Charging Engine, versions 15.0.0.0, 15.0.1.0, 15.1.0.0 

Oracle Communications Diameter Signaling Router, versions 9.0.0, 9.0.1, 9.1.0 

Oracle Communications Element Manager, versions 9.0.0-9.0.4 

Oracle Communications IP Service Activator, version 7.5.0 

Oracle Communications Network Analytics Data Director, versions 24.2.0-24.2.1, 24.3.0, 
25.1.100, 25.1.200, 25.2.100 

Oracle Communications Network Integrity, versions 7.3.6, 7.4.0, 7.5.0, 8.0.0 

Oracle Communications Operations Monitor, versions 5.2, 6.0, 6.1 

Oracle Communications Order and Service Management, versions 7.5.0, 8.0.0 

Oracle Communications Policy Management, version 15.0.0.0 

Oracle Communications Pricing Design Center, versions 15.0.0.0.0, 15.0.1.0.0, 15.1.0.0.0 

Oracle Communications Session Border Controller, versions 9.3.0, 10.0.0 



 

Affected Products and Versions 

Oracle Communications Session Report Manager, versions 9.0.0-9.0.4 

Oracle Communications Unified Assurance, versions 6.1.0-6.1.1 

Oracle Communications Unified Inventory Management, versions 7.7.0, 7.8.0, 8.0.0 

Oracle Data Integrator, versions 12.2.1.4.0, 14.1.2.0.0 

Oracle Database Server, versions 19.3-19.29, 21.3-21.20, 23.4.0-23.26.0 

Oracle E-Business Suite, versions 12.2.3-12.2.15 

Oracle Enterprise Communications Broker, versions 4.1.0, 4.2.0, 5.0.0 

Oracle Enterprise Manager Base Platform, versions 13.5, 24.1 

Oracle Essbase, version 21.8.0.0.0 

Oracle Financial Services Compliance Studio, version 2.6.0 

Oracle Financial Services Model Management and Governance, version 8.1.3.2 

Oracle FLEXCUBE Investor Servicing, versions 14.5.0.15.0, 14.7.0.8.0, 14.8.0.1.0 

Oracle FLEXCUBE Universal Banking, versions 14.0.0.0.0-14.8.0.0.0 

Oracle Fusion Middleware, versions 12.2.1.4.0, 14.1.2.0.0 

Oracle Global Lifecycle Management NextGen OUI Framework, version 15.1.1.0.0 

Oracle GoldenGate, versions 19.1.0.0.0-19.29.0.0.251021, 21.3-21.20, 23.4-23.10 

Oracle GoldenGate Big Data and Application Adapters, versions 19.1.0.0.0-19.1.0.0.20, 21.3-
21.20, 23.4-23.10 

Oracle GoldenGate Stream Analytics, versions 19.1.0.0.0-19.1.0.0.13 

Oracle GoldenGate Studio, versions 23.8.0-23.9.0 

Oracle GoldenGate Veridata, versions 12.2.1.4.0-12.2.1.4.250531 

Oracle GraalVM Enterprise Edition, version 21.3.16 

Oracle GraalVM for JDK, versions 17.0.17, 21.0.9 

Oracle Graph Server and Client, versions 24.4.4, 25.4.0 

Oracle Health Sciences Information Manager, version 4.0.0 

Oracle Healthcare Data Repository, versions 8.2.0.5, 8.2.0.6 

Oracle Healthcare Master Person Index, versions 5.0.0.0-5.0.9.5 

Oracle Hospitality OPERA 5 Property Services, versions 5.6.19, 5.6.25, 5.6.26, 5.6.27 

Oracle HTTP Server, versions 12.2.1.4.0, 14.1.2.0.0 

Oracle HTTP Server, Oracle Weblogic Server Proxy Plug-in, versions 12.2.1.4.0, 14.1.1.0.0, 
14.1.2.0.0 

Oracle Hyperion Calculation Manager, version 11.2.23 



 

Affected Products and Versions 

Oracle Hyperion Financial Close Management, version 11.2.23 

Oracle Hyperion Financial Management, version 11.2.23 

Oracle Hyperion Financial Reporting, version 11.2.23 

Oracle Hyperion Infrastructure Technology, version 11.2.23 

Oracle Hyperion Planning, version 11.2.23 

Oracle Hyperion Profitability and Cost Management, version 11.2.23 

Oracle Identity Manager, versions 12.2.1.4.0, 14.1.2.1.0 

Oracle Identity Manager Connector, versions 12.2.1.4.0, 14.1.2.1.0 

Oracle Insurance Policy Administration J2EE, versions 11.3.1-12.0.6 

Oracle Java SE, versions 8u471, 8u471-b50, 8u471-perf, 11.0.29, 17.0.17, 21.0.9, 25.0.1 

Oracle JDK Mission Control, version 9.1.1 

Oracle Key Vault, versions 21.1.0.0.0-21.11.0.0.0 

Oracle Life Sciences Central Coding, version 7.0.1.0 

Oracle Life Sciences Central Designer, version 7.0.1.0 

Oracle Managed File Transfer, versions 12.2.1.4.0, 14.1.2.0.0 

Oracle Middleware Common Libraries and Tools, versions 12.2.1.4.0, 14.1.2.0.0 

Oracle NoSQL Database, versions 1.5, 1.6 

Oracle Outside In Technology, versions 8.5.7, 8.5.8 

Oracle Planning and Budgeting Cloud Service, version 25.4.7 

Oracle Retail Advanced Inventory Planning, versions 15.0.3, 16.0.3 

Oracle Retail Allocation, versions 15.0.3, 16.0.3 

Oracle Retail Bulk Data Integration, versions 16.0.3, 19.0.1 

Oracle Retail Financial Integration, versions 16.0.3, 19.0.1 

Oracle Retail Fiscal Management, version 14.2 

Oracle Retail Integration Bus, versions 16.0.3, 19.0.1 

Oracle Retail Predictive Application Server, versions 15.0.3, 16.0.3 

Oracle Retail Service Backbone, versions 16.0.3, 19.0.1 

Oracle Retail Xstore Office, version 25.0.1 

Oracle Retail Xstore Point of Service, versions 20.0.5, 21.0.4, 22.0.2, 23.0.2, 24.0.1, 25.0.0 

Oracle Secure Backup, versions 19.1.0.0.0-19.1.0.1.0 

Oracle Security Service, version 12.2.1.4.0 



 

Affected Products and Versions 

Oracle Service Bus, versions 12.2.1.4.0, 14.1.2.0.0 

Oracle SOA Suite, versions 12.2.1.4.0, 14.1.2.0.0 

Oracle Solaris, versions 10, 11 

Oracle TimesTen In-Memory Database, versions 22.1.1.1.0-22.1.1.35.0 

Oracle Unified Directory, versions 12.2.1.4.0, 14.1.2.1.0 

Oracle Utilities Application Framework, versions 4.3.0.5.0, 4.3.0.6.0, 4.4.0.0.0, 4.4.0.2.0, 
4.4.0.3.0, 4.4.0.4.0, 4.5.0.0.0, 4.5.0.1.1, 4.5.0.1.3, 4.5.0.2.0, 25.4, 25.10 

Oracle Utilities Network Management System, versions 2.5.0.1.16, 2.5.0.2.10, 2.6.0.1.9, 
2.6.0.2.5 

Oracle Utilities Testing Accelerator, versions 7.0.0.0.6, 7.0.0.1.4, 25.4.0.0.1 

Oracle VM VirtualBox, versions 7.1.14, 7.2.4 

Oracle WebCenter Enterprise Capture, versions 12.2.1.4.0, 14.1.2.0.0 

Oracle WebCenter Sites, versions 12.2.1.4.0, 14.1.2.0.0 

Oracle WebLogic Server, versions 12.2.1.4.0, 14.1.1.0.0, 14.1.2.0.0, 15.1.1.0.0 

Oracle Weblogic Server Proxy Plug-in, versions 12.2.1.4.0, 14.1.1.0.0 

Oracle Zero Data Loss Recovery Appliance Software, versions 23.1.0-23.1.202509 

Oracle ZFS Storage Appliance Kit, version 8.8 

PeopleSoft Enterprise HCM Human Resources, version 9.2 

PeopleSoft Enterprise PeopleTools, versions 8.60, 8.61, 8.62 

PeopleSoft Enterprise SCM Purchasing, version 9.2 

Primavera Gateway, versions 21.12.0-21.12.16 

Primavera P6 Enterprise Project Portfolio Management, versions 21.12.0.0-21.12.21.5, 
22.12.0.0-22.12.20.0, 23.12.0.0-23.12.17.0, 24.12.0.0-24.12.11.0 

Primavera Unifier, versions 21.12.0-21.12.17, 22.12.0-22.12.15, 23.12.0-23.12.16, 24.12.0-
24.12.12, 25.12.0 

Service Delivery Platform, version 14.1.2.0.0 

Siebel Applications, versions 17.0-25.11 

Affected Products and Versions 

JD Edwards EnterpriseOne Tools, versions 9.2.0.0-9.2.26.0 

 
 
Recommendations 
 
Smarttech247 team recommendations: 
 



 

• Apply appropriate patches or appropriate mitigations provided by Oracle to vulnerable 

systems immediately after appropriate testing. (M1051: Update Software) 

o Safeguard 7.1: Establish and Maintain a Vulnerability Management Process: 

Establish and maintain a documented vulnerability management process for 

enterprise assets. Review and update documentation annually, or when 

significant enterprise changes occur that could impact this Safeguard. 

o Safeguard 7.2: Establish and Maintain a Remediation Process: Establish and 

maintain a risk-based remediation strategy documented in a remediation 

process, with monthly, or more frequent, reviews. 

o Safeguard 7.4: Perform Automated Application Patch Management: Perform 

application updates on enterprise assets through automated patch management 

on a monthly, or more frequent, basis. 

o Safeguard 7.5 : Perform Automated Vulnerability Scans of Internal 

Enterprise Assets: Perform automated vulnerability scans of internal enterprise 

assets on a quarterly, or more frequent, basis. Conduct both authenticated and 

unauthenticated scans, using a SCAP-compliant vulnerability scanning tool. 

o Safeguard 7.7: Remediate Detected Vulnerabilities: Remediate detected 

vulnerabilities in software through processes and tooling on a monthly, or more 

frequent, basis, based on the remediation process. 

o Safeguard 12.1: Ensure Network Infrastructure is Up-to-Date: Ensure 

network infrastructure is kept up-to-date. Example implementations include 

running the latest stable release of software and/or using currently supported 

network-as-a-service (NaaS) offerings. Review software versions monthly, or 

more frequently, to verify software support. 

o Safeguard 18.1: Establish and Maintain a Penetration Testing Program: 

Establish and maintain a penetration testing program appropriate to the size, 

complexity, and maturity of the enterprise. Penetration testing program 

characteristics include scope, such as network, web application, Application 

Programming Interface (API), hosted services, and physical premise controls; 

frequency; limitations, such as acceptable hours, and excluded attack types; point 

of contact information; remediation, such as how findings will be routed 

internally; and retrospective requirements. 

o Safeguard 18.2: Perform Periodic External Penetration Tests: Perform 

periodic external penetration tests based on program requirements, no less than 

annually. External penetration testing must include enterprise and 

environmental reconnaissance to detect exploitable information. Penetration 

testing requires specialized skills and experience and must be conducted through 

a qualified party. The testing may be clear box or opaque box. 

o Safeguard 18.3: Remediate Penetration Test Findings: Remediate 

penetration test findings based on the enterprise’s policy for remediation scope 

and prioritization. 

 
• Vulnerability scanning is used to find potentially exploitable software vulnerabilities to 

remediate them. (M1016: Vulnerability Scanning): 

o Safeguard 16.13: Conduct Application Penetration Testing: Conduct 

application penetration testing. For critical applications, authenticated 

penetration testing is better suited to finding business logic vulnerabilities than 

code scanning and automated security testing. Penetration testing relies on the 

skill of the tester to manually manipulate an application as an authenticated and 

unauthenticated user. 



 

  
• Apply the Principle of Least Privilege to all systems and services and run all software as a non-

privileged user (one without administrative rights) to diminish the effects of a successful 

attack. (M1026: Privileged Account Management): 

o Safeguard 4.7: Manage Default Accounts on Enterprise Assets and Software: 

Manage default accounts on enterprise assets and software, such as root, 

administrator, and other pre-configured vendor accounts. Example 

implementations can include: disabling default accounts or making them 

unusable. 

o Safeguard 5.4: Restrict Administrator Privileges to Dedicated 

Administrator Accounts: Restrict administrator privileges to dedicated 

administrator accounts on enterprise assets. Conduct general computing 

activities, such as internet browsing, email, and productivity suite use, from the 

user’s primary, non-privileged account. 

o Safeguard 5.5: Establish and Maintain an Inventory of Service Accounts: 

Establish and maintain an inventory of service accounts. The inventory, at a 

minimum, must contain department owner, review date, and purpose. Perform 

service account reviews to validate that all active accounts are authorized, on a 

recurring schedule at a minimum quarterly, or more frequently. 

 
• Remind all users not to visit untrusted websites or follow links/open files provided by 

unknown or untrusted sources. (M1017: User Training): 

o Safeguard 14.1: Establish and Maintain a Security Awareness Program: 

Establish and maintain a security awareness program. The purpose of a security 

awareness program is to educate the enterprise’s workforce on how to interact 

with enterprise assets and data in a secure manner. Conduct training at hire and, 

at a minimum, annually. Review and update content annually, or when significant 

enterprise changes occur that could impact this Safeguard. 

o Safeguard 14.2: Train Workforce Members to Recognize Social Engineering 

Attacks: Train workforce members to recognize social engineering attacks, such 

as phishing, pre-texting, and tailgating. 

 
• Use capabilities to prevent suspicious behavior patterns from occurring on endpoint systems. 

This could include suspicious process, file, API call, etc. behavior. (M1040: Behavior 

Prevention on Endpoint): 

o Safeguard 13.2 : Deploy a Host-Based Intrusion Detection Solution: Deploy 

a host-based intrusion detection solution on enterprise assets, where 

appropriate and/or supported. 

o Safeguard 13.7 : Deploy a Host-Based Intrusion Prevention Solution: Deploy 

a host-based intrusion prevention solution on enterprise assets, where 

appropriate and/or supported. Example implementations include use of an 

Endpoint Detection and Response (EDR) client or host-based IPS agent. 

 
• Use capabilities to detect and block conditions that may lead to or be indicative of a software 

exploit occurring. (M1050: Exploit Protection): 

o Safeguard 10.5:  Enable Anti-Exploitation Features: Enable anti-exploitation 

features on enterprise assets and software, where possible, such as Microsoft® 

Data Execution Prevention (DEP), Windows® Defender Exploit Guard (WDEG), 

or Apple® System Integrity Protection (SIP) and Gatekeeper™. 
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CVEs 
 
CVE-2025-66516 
CVE-2026-21962 
CVE-2025-49844 
CVE-2021-43113 
CVE-2025-54988 
CVE-2025-4949 
CVE-2025-54874 
CVE-2024-52046 
CVE-2025-6965 
CVE-2026-21969 
CVE-2025-49796 
CVE-2025-23048 
CVE-2021-23926 
CVE-2025-48734 
CVE-2025-9900 
CVE-2025-50059 
CVE-2024-56406 
CVE-2026-21967 
CVE-2025-53547 
CVE-2025-32990 
CVE-2026-21955 
CVE-2026-21956 
CVE-2026-21987 
CVE-2026-21988 
CVE-2026-21990 
CVE-2025-59250 
CVE-2025-5987 
CVE-2026-21973 
CVE-2025-27363 
CVE-2026-21989 
CVE-2022-41342 
CVE-2023-1393 
CVE-2025-66566 
CVE-2025-41249 
CVE-2025-9086 
CVE-2025-58057 
CVE-2025-48060 
CVE-2025-27533 
CVE-2025-48976 
CVE-2025-59375 
CVE-2025-66418 
CVE-2025-46727 
CVE-2025-27817 
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CVE-2025-9230 
CVE-2025-41248 
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CVE-2024-43204 
CVE-2024-47252 
CVE-2025-43967 
CVE-2025-52999 
CVE-2024-57699 
CVE-2025-43368 
CVE-2025-7425 
CVE-2026-21945 
CVE-2025-27210 
CVE-2025-7962 
CVE-2025-53643 
CVE-2025-48989 
CVE-2021-33813 
CVE-2026-21926 
CVE-2026-21940 
CVE-2026-21957 
CVE-2026-21983 
CVE-2026-21984 
CVE-2026-21982 
CVE-2025-12383 
CVE-2025-22228 
CVE-2026-21932 
CVE-2024-13009 
CVE-2022-45047 
CVE-2024-23807 
CVE-2026-21976 
CVE-2026-21986 
CVE-2026-21939 
CVE-2025-30065 
CVE-2025-8194 
CVE-2025-67735 
CVE-2025-59419 
CVE-2025-55039 
CVE-2025-65082 
CVE-2025-32988 
CVE-2026-21960 
CVE-2026-21978 
CVE-2026-21980 
CVE-2026-21970 
CVE-2026-21923 
CVE-2023-42670 
CVE-2026-21949 
CVE-2026-21950 
CVE-2026-21968 
CVE-2025-4575 
CVE-2026-21944 
CVE-2025-58098 
CVE-2025-54571 
CVE-2026-21943 



 

CVE-2026-21966 
CVE-2026-21933 
CVE-2026-21946 
CVE-2026-21961 
CVE-2026-21951 
CVE-2026-21938 
CVE-2022-23395 
CVE-2026-21963 
CVE-2026-21985 
CVE-2025-26333 
CVE-2021-45105 
CVE-2025-6021 
CVE-2025-65018 
CVE-2025-53864 
CVE-2026-21927 
CVE-2026-21935 
CVE-2025-48795 
CVE-2025-25193 
CVE-2023-29081 
CVE-2026-21931 
CVE-2025-68161 
CVE-2025-5318 
CVE-2025-12183 
CVE-2026-21934 
CVE-2026-21971 
CVE-2026-21924 
CVE-2025-61795 
CVE-2024-12133 
CVE-2026-21972 
CVE-2025-31672 
CVE-2026-21974 
CVE-2026-21929 
CVE-2026-21928 
CVE-2025-5372 
CVE-2026-21942 
CVE-2025-5115 
CVE-2025-55163 
CVE-2026-21959 
CVE-2026-21936 
CVE-2026-21937 
CVE-2026-21941 
CVE-2026-21948 
CVE-2026-21952 
CVE-2026-21964 
CVE-2026-21925 
CVE-2024-43796 
CVE-2026-21981 
CVE-2026-21975 
CVE-2025-48924 
CVE-2024-46901 
CVE-2024-47554 
CVE-2026-21922 



 

CVE-2026-21979 
CVE-2025-26791 
CVE-2025-6052 
CVE-2025-61755 
CVE-2026-21977 
CVE-2026-21947 
CVE-2025-47219 
CVE-2026-21965 
CVE-2025-64718 
CVE-2025-8916 
CVE-2026-21930 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 


