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are reports created by Smarttech247 based on high and critical severity
vulnerabilities that may have a high potential to be exploited in the wild i.e. vulnerabilities that are
present in most used products by companies and do not have an auto-update option or they are usually
not automatically updated in case that could lead to some service disruption. This report is usually
created as soon as the vulnerability is released, therefore we strongly recommend that the information
is reviewed, tests are performed and patches are applied before the first proof-of-concept is released.
Even though certain vulnerabilities may not have an active exploit in the wild at the time that we report
on them, we take into consideration the wider risk and the impact it could have on systems, should an
exploit like that be available after a while. Our duty is to report them on time and we recommend
enterprises that, in order to keep critical business systems protected, they should consider, on average,
ten working days to check whether or not the new vulnerability affects them, and if so, to implement
actions in order to remove the risk.

Overview:

SAP released a comprehensive set of security updates, several of these vulnerabilities are
rated Critical (CVSS up to 10) or High, addressing severe issues such as improper
authorization, code injection, memory corruption, privilege escalation, credential disclosure,
and directory traversal. If exploited, these vulnerabilities could lead to remote code
execution, unauthorized access, privilege escalation, sensitive data exposure, and
compromise of system integrity and availability.

Risk

Government:
e Large and medium government entities: Critical
¢ Small government entities: High
Businesses:
e Large and medium business entities: Critical
e Small business entities: High

Technical summary

More details related to these vulnerabilities are as follows:

CVEID

Description

CVE-2026-58231

CVSS Score: 10

Improper Authorization in
SAP Commerce Cloud (Data
Hub Adapter)

SAP Commerce Cloud allows an unauthenticated attacker to
abuse a default authentication client and submit specially
crafted input to certain functions lacking sufficient validation.
Successful exploitation could enable arbitrary code execution
and compromise internal components, resulting in high impact
on confidentiality, integrity, and availability of the application.

CVE-2026-44772

CVSS Score: 9.9

Code Injection vulnerability in
SAP Manufacturing
Integration and Intelligence

The SAP MII Illuminator query servlet accepted three request
parameters (InlineTransform, CalculationTransform and
StyleSheet) whose value is a URL from which the server fetches
an XSL stylesheet. Before the August 2026 patch nothing
validated the destination of that URL, so an authenticated user
holding ordinary query-execution rights could make the
NetWeaver AS Java host issue arbitrary HTTP requests and
could have the fetched response body compiled and executed
as an XSLT stylesheet inside the server process. A second,
cruder endpoint, [llumXSLTServlet, exposed a comparable
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CVE-2026-34265

CVSS Score: 9.8

Memory Corruption
vulnerability in Application
Server ABAP for SAP
NetWeaver and ABAP Platform

CVE-2026-44758

CVSS Score: 9.1

Code Injection vulnerability in
Manufacturing Integration and
Intelligence

CVE-2026-58243

CVSS Score: 8.8

Privilege Escalation
vulnerability in SAP ABAP
Developer Tools

CVE-2026-42945

CVSS Score: 8.1

Potential buffer overflow
vulnerability affects SAP
Commerce Cloud in
public-cloud deployments
with NGINX

CVE-2026-58233

CVSS Score: 7.6

Remote Code Execution
vulnerability in SAP Change
and Transport System Attach
Tool (ctsattach)

CVE-2026-66763

CVSS Score: 7.9

Credentials disclosure in SAP
BusinessObjects Business
Intelligence Platform (Central
Management Server)
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CVE-2026-44763

CVSS Score: 7.6

Directory Traversal
vulnerability in SAP
Manufacturing Integration and
Intelligence

CVE-2026-44765

CVSS Score: 7.3

Missing Authorization Check
in SAP Manufacturing
Integration and Intelligence

CVE-2026-44764

CVSS Score: 7.3

Missing Authorization Check
in SAP Manufacturing
Integration and Intelligence

CVE-2026-58230

CVSS Score: 7.0

Multiple vulnerabilities in SAP
Business Al Platform
(Approuter)

CVE-2026-58248

CVSS Score: 6.5

XML External Entity Injection
in SAP BusinessObjects
Business Intelligence

CVE-2026-34480

CVSS Score: 6.5

Improper Output Encoding
Vulnerability in SAP
Commerce Cloud and SAP Data
Hub (Apache Log4j Core)
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CVE-2026-5598

CVSS Score: 6.5

Potential Information
Disclosure vulnerability in
SAP Commerce Cloud (Bouncy
Castle Java library)

CVE-2026-66779

CVSS Score: 6.3

Cross-Site Scripting (XSS)
vulnerability in SAP
NetWeaver Application Server
ABAP

CVE-2026-66770

CVSS Score: 6.3

SQL Injection vulnerability in
SAP Social Intelligence

CVE-2026-58235

CVSS Score: 6.3

Use of Vulnerable Third-Party
Component in SAP NetWeaver
AS Java (Adobe Document
Services)

CVE-2026-66771

CVSS Score: 6.1

Cross Site Scripting (XSS)
vulnerability in SAPUI5

CVE-2026-66773

CVSS Score: 5.9
Server-controlled *_next’ URL
is not checking cross-origin

CVE-2026-58236

CVSS Score: 5.5

0S Command Injection
vulnerability in Application
Server ABAP of SAP
NetWeaver and ABAP Platform




Smarttech

YOUR 24/7 SECURITY PARTNER

CVE-2025-42947

CVSS Score: 5.5

Code Injection vulnerability in
SAP FICA ODN framework

CVE-2026-40130

CVSS Score: 5.3

Memory Corruption
vulnerability in SAPSPrint
Service

CVE-2026-58247

CVSS Score: 5.3

Memory Corruption
vulnerability in SAP ABAP
Platform

CVE-2026-33871
CVE-2025-58057

CVSS Score: 4.8

Security Vulnerabilities in SAP
Commerce Cloud (Search and
Navigation)

CVE-2026-66764

CVSS Score: 4.3

Missing Authorization check in
SAP S/4 HANA (Reprocess
Bank Statement Items)

CVE-2026-66772

CVSS Score: 4.3

Missing Authorization Check
in SAP BusinessObjects
Business Intelligence Platform
(Admin Tools)

CVE-2026-58244

CVSS Score: 4.3

Missing Authorization Check
in SAP Manufacturing
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Integration and Intelligence
(MI1)

CVE-2026-58241

CVSS Score: 4.2

Missing Authorization Check
in SAP NetWeaver and ABAP
Platform (Change and
Transport System - Customer
Transport Integration Wizard)

CVE-2026-58245

CVSS Score: 3.8

Hard-coded Credentials in SAP
Advanced Planning and
Optimization (Model Mix
Planning)

CVE-2026-44762

CVSS Score: 3.7

Security Misconfiguration in
SAP Data Services
Management Console

Recommendations

Smarttech247 team recommend the following actions to be taken:

e Upgrade to the latest versions in order to obtain a fix for these vulnerabilities.

e Upgrade software and operating systems, applications, and firmware on network
assets in a timely manner for prevention.

e Use the right Vulnerability Management Tools to assess endpoints, networks, or
applications for known weaknesses.

e Apply the Principle of Least Privilege to all systems and services.

e Apply advanced application control and protection to enforce granular control over
all application access, communications, and privilege elevation attempts.

e Ensure that your Endpoint Security and Perimeter security products are updated
with the latest signatures to detect these threats.
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