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DEADLOCK

Ransomware operation that stayed dormant for 11 months after first appearing in July 2025, then surged to roughly 80 victims in June
2026 — briefly the world's second most active group — before collapsing to 22 the following month. Notable for hosting its command
and control on the Polygon blockchain rather than traditional infrastructure.
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DEADLOCK

ORIGIN & EVOLUTION

First observed in mid-2025, then went silent for 11 months
with no public leak site before resurfacing in June 2026
with roughly 75 victims listed in a single month, a pace
that briefly rivalled established operations. Microsoft has
observed the malware deployed by affiliates also tied to
the Lynx and INC ransomware ecosystems, pointing to a

NOTABLE INCIDENTS

West African Resources Ltd

partial RaaS model rather than a single organized crew.

THREAT LANDSCAPE
CONTEXT

Shares affiliate tooling with the Lynx and INC ransomware
ecosystems rather than running a clean, independent
operation. Its 11-month dormancy before resurfacing
suggests a small core team building capability quietly
rather than an active criminal franchise the whole period.

SIGNATURE TRADECRAFT

Deploys via affiliates also tied to Lynx and INC builders,
then uses a BYOVD loader to kill EDR at the kernel level
before encrypting. Its defining trait is hosting command
and control on the Polygon blockchain rather than
conventional servers, making takedown far harder than
seizing a normal C2 host.

ANALYST OUTLOOK

The June spike collapsed to 22 victims in July, so
DeadlLock's staying power as a brand is genuinely
uncertain. The blockchain C2 technique it popularized is
the more durable story, ReliaQuest already expects other
groups like CryO to copy the approach.

July 2026

Claimed a breach of the Australian gold
mining company, threatening to leak
sensitive data.

June 2026 mass listing debut

After 11 months of silence, DeadLock's leak site
reappeared already populated with roughly 80
victims in a single month, briefly making it the
world's second most active group by volume.

Leak-site resilience test

When its clearnet mirror went offline, the
Polygon blockchain-hosted backup and Session
messenger infrastructure kept negotiations
running, demonstrating the practical resilience
of its unconventional infrastructure.
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