S m a rt te c h THREAT ACTOR SPOTLIGHT

YOUR 24/7 SECURITY PARTNER Published 4 September 2026

Threat Intelligence Team

The most prolific ransomware brand of the past decade, running since 2019 with a Fortune 500-studded victim list. Survived an
international law enforcement takedown in 2024 and returned within months as LockBit 5.0, now climbing back toward the top of the
leaderboard.
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ORIGIN & EVOLUTION

The most prolific ransomware brand of the past decade,
running since 2019 with a Fortune 500-studded victim list.
Survived an international law enforcement takedown in
2024 and returned within months as LockBit 5.0, now
climbing back toward the top of the leaderboard.

THREAT LANDSCAPE
CONTEXT

The only actor in this series with a named, sanctioned
administrator, Dmitry Khoroshev (LockBitSupp), publicly
identified and OFAC-sanctioned in May 2024. Several
affiliates defected to ALPHV and RansomHub after the
Cronos takedown, yet the brand rebuilt fast enough to
reclaim a top-five spot within two years.

SIGNATURE TRADECRAFT

Exploits edge appliance vulnerabilities such as
WatchGuard Firebox, or uses bought/stolen credentials,
then maps infrastructure and locates backup systems
before striking. Deploys via a two-stage in-memory loader
onto Windows, Linux, and VMware ESXi, encrypting with a
stream cipher paired with elliptic-curve key exchange for
speed and strength.

ANALYST OUTLOOK

LockBitSupp's OFAC sanction creates real legal exposure
for any victim considering payment, a deterrent none of
the other nine actors carry. Given the brand's history of
rebuilding after disruption, expect LockBit 5.0 to keep
climbing the leaderboard rather than fade a second time.

NOTABLE INCIDENTS

Boeing
2023

One of the group's most prominent
historic victims, cited across nearly every
LockBit retrospective as evidence of its
Fortune-500 reach at peak activity.

Operation Cronos
February 2024

International law enforcement seized LockBit's
servers and publicly leaked working decryption
keys; LockBitSupp later published an unusually
candid admission that a personal failure to patch
a known PHP vulnerability had enabled the
takedown.

SCB Group, Singapore
February 2024

Claimed a double-extortion attack on the
Singaporean construction firm under the LockBit
5.0 brand, evidence that the comeback is
landing real victims, not just relaunching
infrastructure.
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