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Threat Reports are reports created by Smarttech247 based on high and critical severity
vulnerabilities that may have a high potential to be exploited in the wild i.e. vulnerabilities that are
present in most used products by companies and do not have an auto-update option or they are usually
not automatically updated in case that could lead to some service disruption. This report is usually
created as soon as the vulnerability is released, therefore we strongly recommend that the information
is reviewed, tests are performed and patches are applied before the first proof-of-concept is released.
Even though certain vulnerabilities may not have an active exploit in the wild at the time that we report
on them, we take into consideration the wider risk and the impact it could have on systems, should an
exploit like that be available after a while. Our duty is to report them on time and we recommend
enterprises that, in order to keep critical business systems protected, they should consider, on average,
ten working days to check whether or not the new vulnerability affects them, and if so, to implement
actions in order to remove the risk.

Overview:

A high-severity vulnerability in WordPress Core that is being actively exploited in the wild
and was added to CISA's Known Exploited Vulnerabilities (KEV) catalog. Tracked as CVE-
2026-119977, this flaw stems from a time-of-check time-of-use (TOCTOU) race condition
during WordPress Core software upgrades. Successful exploitation could allow an
unauthenticated attacker to execute arbitrary code on affected servers during the upgrade
window.

Risk

Government:
e Large and medium government entities: High
e Small government entities: High
Businesses:
e Large and medium business entities: High
e Small business entities: High

Technical summary

More details related to this vulnerability are as follows:

Description

CVE-2026-119977
CVSS Base Score: 8.1

Affected Products

Product ‘ Affected Version
WordPress Core 4.7 through 7.1.3
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Recommendations

Smarttech247 team recommend the following actions be taken:

e Apply the appropriate patches or appropriate mitigations provided by WordPress to
vulnerable systems immediately after appropriate testing.

e Upgrade software and operating systems, applications, and firmware on network
assets in a timely manner for prevention.

e Use the right Vulnerability Management Tools to assess endpoint, networks or
applications for known weaknesses.

e Apply the Principle of Least Privilege to all systems and services.

e Apply advanced application control and protection to enforce granular control over
all application access, communications, and privilege elevation attempts.

e Kindly ensure that your Endpoint Security and Perimeter security products are
updated with the latest signatures to detect these threats.
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