[image: ]

Template for reporting potential security vulnerabilities
Thank you for choosing to contact us to report a potential security vulnerability or bug. At SEG we are committed to the security of our products and we want to facilitate the reporting of bugs or vulnerabilities by providing accessible and efficient communication methods.
You must fill in those fields that are identified as Mandatory (*).
	1. Contact information

	Name
	Communication channel (*)

	Please provide us with the name by which you want us to refer to you.
	Please provide us with a channel of communication with you for future communications to inform you of the status of your report

	2. Product details

	Product name (*)
	Product version (*)

	Tell us the product name of the brand, in case you are not able to find the model. We will tell you how to obtain it in the following communications.
	Tell us the version associated to the product of the brand, in case you are not able to find the model. We will tell you how to obtain it in the following communications.

	 Description of vulnerability

	Title

	Assign a descriptive and concise title to your report that efficiently reflects the security problem.

	Description (*)

	Provide a clear and detailed explanation of the problem, including the observed anomalous behavior and the expected normal behavior. This helps us understand the scope and nature of the vulnerability, as well as the need for user intervention to exploit the flaw. In those vulnerabilities that require multiple exploits, the vulnerability requires a series of chained bugs. Therefore, you must include both the compiled version and the source of the exploits, as well as all the components necessary for their execution, as well as a non-destructive sample. Be sure to attach this information in a password-protected file.

	Description of the environment and steps to reproduce the failure (*)

	Provide a detailed description of the steps to be taken to set up the environment to reproduce the discovered flaw. A better description of the attack scenario will allow us to validate your report more quickly and accurately.

	Results Expected vs. Results Obtained (*)

	Detail the normal behavior of the element with what happens in the environment described above due to the discovered fault. 

	Potential Impact of Failure

	Evaluate the possible consequences of the vulnerability, considering both the direct and potential impact on the security and operability of the product. More information on CWE's can be found here: https://www.sans.org/top25-software-errors/

	Mitigation Proposal

	Although not mandatory, we value your suggestions on how to mitigate or fix the identified vulnerability.

	4. Vulnerability disclosure

	Do you wish to speak publicly about the vulnerability once the vulnerability has been fixed?

	Please contactpsirt@segelectronics.de in advance.

	☐ Yes
☐  No

	5. Public recognition

	Indicate your preference for public recognition of your contribution to the vulnerability disclosure process.

	☐  Yes
	Indicate the name or nickname you wish to use in public recognition.

	☐  No
	

	6. Other

	Please provide any additional details that you feel are important and have not been previously discussed.



Contact details: psirt@segelectronics.de
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