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Huawei and Hyperscalers:
The Race to Deploy and Defend the AI Cloud

As artificial intelligence ushers in the next industrial revolution, the war over who will lead it is already in full force. 
China’s aggressive, state-driven push for global AI dominance has splintered America’s allies over the values of 
responsible innovation and sparked a technology arms race between Washington and Beijing. If urgent action is 
not taken to expand and secure American AI infrastructure, the Chinese Communist Party will weaponize global 
cloud networks to undermine free markets, oppress its people, and covertly influence foreign states and citizens.

If AI competition is a war, then global cloud architecture is the theater. Microsoft, Amazon, and Google control 63% of the world’s 
$900 billion cloud market, a critical win for American AI leadership. But Beijing is on the offensive, infiltrating U.S. systems and 
proliferating its own predatory AI infrastructure. Worse, some U.S. firms are trading data and compute for Chinese market access, 
putting U.S. national security at risk. Huawei and Hyperscalers explores how Beijing exploits global AI infrastructure and pressures 
firms to sacrifice safety for growth, then provides actionable solutions for U.S. policymakers to help deploy and defend the cloud.

The Problem The Solution

America’s global AI partnerships have rapidly 
extended U.S. cloud computing infrastructure to 
the furthest edges of the globe, straining federal 
oversight capacity and creating critical cybersecurity 
gaps that CCP-aligned hackers and other cyber 
criminals exploit for geostrategic gain.

Anticompetitive state subsidies and loan rates allow 
Chinese firms to aggressively expand their cloud 
infrastructure and undercut U.S. and allied firms 
in global markets. The Chinese Communist Party 
uses this infrastructure to absorb massive volumes 
of foreign data while creating lasting technological 
dependencies in the Global South and elsewhere.

U.S. hyperscalers cooperate with the CCP’s 
protectionist policies and predatory data ecosystem 
to gain access to lucrative Chinese markets. This 
one-way flow of AI resources facilitates Beijing’s 
aggressive weaponization of artificial intelligence 
and places America’s AI development at risk.

To begin reducing the hundreds of millions of 
cyber attacks on American cloud networks daily, 
the United States must treat cloud infrastructure 
as critical infrastructure and afford it the same 
oversight and protection mechanisms as America’s 
energy, healthcare, and transportation networks.

Clear rules governing which infrastructure 
projects threaten U.S. national security would save 
American firms tens of millions of dollars annually 
by reducing government delays and cancellations 
of data cables and other cloud infrastructure. More 
diplomacy is needed to persuade third nations to 
work with the United States and not China.

New legislation is urgently needed to prevent U.S. 
firms from selling CCP-aligned actors cloud-hosted 
access to their restricted AI resources. Multi-cloud 
infrastructure can improve the government’s ability 
to procure competitively priced cloud services from 
firms that do not transfer U.S. intelligence to China.
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Amidst escalating great power competition between the United States and China, global leadership in artificial intelligence 
has become an urgent national security imperative. 

Those who can effectively wield AI gain unparalleled insight into human behavior and an incalculable strategic advantage in 
critical sectors. In defense, AI algorithms slash fog and friction by automating military surveillance, analysis, and logistics. In 
healthcare, AI revolutionizes diagnostics by synthesizing petabytes of patient data at inhuman speed and accuracy. In finance, 
high frequency trading algorithms shrink average trade times from minutes to microseconds.1

Designing and deploying these revolutionary tools requires  
prohibitive volumes of data and computing power, or “compute.”  
For this reason, over 90 percent of users access AI through  
distributed data architecture: the cloud. Cloud networks link  
supercomputers and data centers to consumers across the world  
through nearly one million miles of private cable infrastructure  
and 5G cell phone towers. Three supermassive cloud providers— 
Amazon, Google, and Microsoft—account for 63% of the $900  
billion cloud market,2 forming a decisive foundation for U.S.  
AI leadership in the 21st century.

However, global cloud dominance comes with risks. 

Economies of scale and global AI adoption have rapidly extended American cloud computing infrastructure to the furthest 
edges of the globe, straining federal oversight capacity and exposing critical cybersecurity gaps. CCP-aligned hackers exploit 
these vulnerabilities by persistently penetrating U.S. cloud systems at its weak points, while Chinese state-owned enterprises 
aggressively expand competing infrastructure to displace American firms in the Global South and elsewhere.

These risks are exponentially magnified when U.S. cloud providers choose to work with the Chinese Communist Party to gain 
access to Chinese markets. Beijing’s stringent data laws require American firms to transfer billions of bytes of data and export-
restricted processing power to the CCP, creating a one-way transfer of AI resources that grants Chinese firms an unfair edge 
over their competitors in the United States. These American assets then fuel Beijing’s development of AI-powered weapons, 
surveillance technologies, and cyberattacks targeting U.S. citizens and infrastructure.

As China’s AI cloud grows in scale, sophistication, and influence, U.S. policymakers face an unprecedented challenge: how to 
safeguard American cloud networks from CCP predation without impeding the expansion of this critical AI infrastructure. 

Without strong protections, the United States and its citizens remain vulnerable to the CCP and other powerful actors that aim 
to weaponize its AI infrastructure for malign purposes. But Washington must also promote the global expansion of its cloud 
computing architecture, or else U.S. AI developers will fall behind China—putting national and international security at risk.

Introduction

This CMC data center in Vietnam is connected to U.S. cloud 
infrastructure through undersea data cables. CC: Daoducquan. 
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By providing the data and computing capacity needed for all but the biggest firms to leverage artificial intelligence, cloud 
computing networks are critical for global AI diffusion. The United States is the global pioneer in deploying this infrastructure, far 
surpassing its nearest competitors in both scale and innovation—but China is on the offensive.

Cloud Market Dominance: America’s Biggest AI Advantage

The Rise of Decentralized Cloud Computing

The resources required to store, transmit, and convert data into AI models exceed the capacity of the vast majority of users and 
organizations. AI training datasets have tripled in size each year since 2010,3 with computing bandwidth doubling every five 
months.4 Deploying these models at scale soon requires even more energy and computing bandwidth than was initially needed 
for training.5 As a result, AI data center power demand has grown tenfold since 2022 and is unlikely to peak for at least two decades.6

To overcome these barriers, nearly all individuals and firms develop and access AI products and services through the cloud.7 Cloud 
computing is the provision of server capacity, processing power, AI software, cybersecurity, and other computing services over 
internet networks.8 By outsourcing these foundational resources to a cloud service provider (CSP), users can benefit from the 
most advanced machine learning and AI tools without building or maintaining any of the underlying architecture. As a result, 
the global cloud market has grown 46% since 2022,9 with generative artificial intelligence alone driving over half of all growth.10

America’s Cloud Computing Hyperscalers 

Just three U.S. firms—Amazon Web Services (AWS), Microsoft 
Intelligent Cloud, and Google Cloud Platforms (GCP)—comprise 
63 percent of the global cloud market,11 41 percent of worldwide 
data storage capacity,12 and 70 percent of global bandwidth 
usage.13 In addition to supplying AI’s underlying infrastructure, 
these “hyperscalers” maintain the cloud-native algorithms and 
platforms that nearly all organizations use to develop AI tools.14

Due to their expansive economies of scale, hyperscalers’  cloud 
operating margins are among the highest in the world. In 2024, 
GCP posted margins of 17 percent,15 AWS exceeded 38 percent,16 
and Microsoft Intelligent Cloud hit a staggering 72 percent 
profit.17 These figures would be even higher if hyperscalers were 
not also aggressively investing in infrastructure expansion. 
Microsoft and AWS reinvested around 50% of their 2024 
revenue into new data centers and transmission lines,18 while 
GCP redirected over 120% of its fourth-quarter revenue to 
catch up with its supermassive competitors.19 Global spending 
on new data centers alone surpassed $255 billion in 2024, with 
hyperscalers driving most of this growth.20
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Strategic Advantages of Hyperscaler Dominance

In addition to providing the foundation for American AI leadership, hyperscaler dominance in the cloud computing industry  
has national security advantages. According to the U.S. Department of the Treasury, before moving to the commercial cloud, 
government data systems were at risk of “catastrophic failure” due to being ill-equipped, outdated, and far from federal 
buildings.21 Outsourcing their computing, storage, and network capacity allows federal and defense agencies to focus on their 
primary missions while benefitting from the newest advancements in cloud-hosted AI and cybersecurity. Despite hyperscalers’ 
high capital spending and profits, these services remain more cost-effective for the public sector than new data infrastructure. 

As cloud computing networks reach new markets, these advantages extend across the international system. Hyperscalers provide 
U.S. allies and partners cutting-edge processing power, AI tools, and data protection, strengthening global security and prosperity 
in peacetime22 and defense system interoperability in wartime.23 Cloud network expansion also improves U.S. intelligence and 
investigative capacity, as the 2018 CLOUD Act requires American CSPs to transfer data from across their global networks to the  
U.S. government for law enforcement and national security purposes.24 

America’s Global Government Cloud Network Partnerships

U.S. influence over global strategic cloud networks is demonstrated by how many governments around the 
world store their most sensitive data and information systems on major American cloud platforms.

Microsoft
Amazon
Google
Other U.S. Firms
Federalized/Other
None
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Beijing’s Rising Control over Undersea Data Cables

Nearly all military and intelligence communications between the United States and its NATO and Five Eyes partners —as well as the 
sensitive health, biometric, and financial data of all U.S. and allied citizens—flow through just 88 undersea data cables connecting 
the U.S. to the rest of the world.32 While private firms in France and the United States own over 60% of this infrastructure,33 heavy 
subsidies and diplomatic pressure have made CCP-aligned HMN Technologies the fastest-growing cable builder in the world.34

Chinese state-backed firms also dominate the Software-Defined Networking (SDN) technologies that control what data moves 
through which cables and landing stations at what speed.35 This allows Beijing to redirect data from cables and landing stations 
it does not own into its own networks. In one case, all Google Cloud data in Nigeria was rerouted by China into Russia for over an 
hour.36 In another, data exchanged locally between 368 million European IP addresses was rerouted into China for two full hours.37

In addition to owning and surveilling foreign data cables, Beijing repeatedly sabotages them. Since 2023, Chinese vessels have 
been implicated in at least 11 undersea cable cuttings near Taiwan.38 As Chinese firms operate the vast majority of cable repair 
ships in the Indo-Pacific, they are able to install surveillance equipment as cables are repaired.39 In 2024, U.S. officials identified 
submarine cable wiretapping by ships belonging to Submarine Systems, a firm majority-owned by state-owned China Telecom.40

Data sent “to the cloud” from wireless devices is first transmitted over radio networks to the nearest router or cell tower. 5G networks 
are faster and lower latency than previous generations of cellular infrastructure, enabling up to 100 times more capacity for cloud 
computing.25 While South Korea and the U.S. were first to commercialize 5G, Chinese subsidies and loans soon propelled Huawei 
to the top of the global market.26 Huawei has been repeatedly accused of stealing U.S. trade secrets,27 aiding the ongoing genocide 
in Xinjiang,28 and placing infrastructure near U.S. military bases that could disrupt nuclear communications.29 Its greatest threat, 
however, is its large-scale theft of nearly all U.S. and allied data flowing through its cloud-linked infrastructure. The U.S. launched 
the Clean Network Project in 2020 to counter this threat, reducing Huawei’s international partnerships from 91 to 13.30 While its 
lead is narrowing, the firm still owns over 70 percent of global 5G base stations and serves 25 percent of global 5G users.31

Huawei’s Subsidized 5G Leadership

To gather sensitive intelligence and advance its AI ambitions, the CCP floods global markets with state-backed data infrastructure 
at artificially low prices and loan rates. Strategically undercutting U.S. firms in global technology markets allows the CCP to absorb 
mass volumes of foreign data and compute while creating lasting technological dependencies in the Global South and elsewhere. 

China’s Global Cloud Infrastructure Expansion 

Mexico

BrazilPeru

ArgentinaChile South Africa

Egypt

Ireland

China

Thailand

Indonesia

Singapore

Philippines

Türkiye

Huawei’s remaining global cloud partnerships as of July 2025.

Saudi Arabia
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Cloud Loopholes in U.S.-China Export Controls

Despite these restrictions, China’s nearly $20 trillion market size incentivizes U.S. cloud companies to operate in China however 
they can.43 To offer limited cloud services, CSPs must enter into a foreign-domestic joint venture that grants the Chinese firm one-
sided advantages in data localization, security, and pricing. Sales of foreign AI models are completely banned, and foreign firms 
are required to store all local data within China and transfer foreign data to the Chinese Communist Party upon request.44 

Two of three U.S. hyperscalers have taken this deal: Amazon Web Services accounts for 6 percent of the mainland Chinese cloud 
market through partnerships with Beijing Sinnet Technology Co. Ltd. and state-backed Ningxia Western Cloud Data Technology 
Co,45 while Microsoft works with VNET Group to provide cloud services in Beijing, Hong Kong, and Shanghai.46 VNET Group also 
manages data centers for Alibaba and other Chinese CSPs, imposing additional security vulnerabilities and conflicts of interest.

Google is the only hyperscaler to chart a different path. After failed attempts to launch cloud services in mainland China through 
partners Tencent and Inspur,47 GCP announced “GCP region asia-east2,” an assortment of regional cloud infrastructure for Hong 
Kong.48 Google advertises to Chinese citizens that “services … not available within the Hong Kong region can still be utilized via 
the Google Network, and can be combined with other GCP services deployed around the world.”49 The CCP launched an antitrust 
probe into the company in February 2025;50 if it decides that Google’s activities violate Chinese law, it could impose a wide range 
of penalties, including banning sale of Google’s products and services and granting free access to its Android operating system.51

Recognizing the inherent risks of linking its networks to the United States, 
the CCP allows only domestic firms to operate cloud infrastructure in 
China. Alibaba, Huawei, Tencent, and Baidu comprise 80% of China’s 
cloud market, with 20% held by smaller firms and joint ventures.41 This is 
soon to change, as Beijing’s national cloud strategy—called Eastern Data 
Western Compute, or Dongshu Xisuan—aims to redistribute all privately-
owned data infrastructure to state-owned firms within the next decade.42 

China’s Cloud Computing Barriers and Protectionism

Protectionist policies and predatory data laws create a one-way flow of American data and compute into China, facilitating 
Beijing’s aggressive weaponization of artificial intelligence and placing America’s AI development at risk. However, these risks 
have not stopped U.S. hyperscalers from cooperating with the CCP in order to gain access to lucrative Chinese markets. 

Huawei and Hyperscalers: The Cloud Cartel

U.S. Hyperscalers’ Compromises in China

In April 2024, after years of chronic compute shortages due to U.S. semiconductor chip export controls, Beijing lifted some foreign 
cloud ownership restrictions and allowed users in “special economic zones” to access restricted U.S. hardware and software through 
the cloud.52 To gain access to these markets, foreign CSPs had to partner with one of three state-owned internet operators (China 
Mobile, Unicom, and Telecom) and were required to agree to strict CCP censorship, data transfer, and surveillance policies.53 

American hyperscalers immediately began advertising cloud-supported access to restricted AI models and compute in China.54 
By August, Reuters published proof that at least eleven Chinese state-backed entities sought or acquired this access.55 To close the 
loophole, Representative Michael Lawler introduced the Remote Access Security Act (H.R. 8152, 118) in September 2024.56 Despite 
passing the House, however, the bill died in the Senate without a vote and was reintroduced in April 2025.57 In the meantime, 
Chinese state and commercial actors continue to access restricted data and compute through American cloud networks.

http://ai.AmericanSecurityProject.org
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With both Huawei and hyperscalers jeopardizing U.S. national security in exchange for global influence, policymakers must act 
quickly to defend America’s data infrastructure. Diplomatic pressure and executive orders aim to convince governments and firms 
to decouple from China, but new interventions are urgently needed to close loopholes in the regulatory ecosystem.

The U.S. Strategy to Deploy and Defend Cloud Infrastructure

Cyber Attacks and Social Engineering Campaigns

Preventing China from Penetrating U.S. Cloud Systems

The CCP conducts millions of cyber-attacks on global data networks each day,58 with cloud intrusions increasing 110% in 2024 
alone.59 To combat these threats, the U.S. Federal Bureau of Investigation opens a new Chinese cyber case every 12 hours.60 However, 
Chinese hackers outnumber FBI cyber agents 50 to 1,61 making it impossible to hold accountable the vast majority of perpetrators. 

Advanced persistent threats (APT) affiliated with the Chinese Communist Party seek “zero-day vulnerabilities”: novel weaknesses 
in cloud network architecture for which there is no known defense.62 These vulnerabilities are sold on dark web marketplaces 
for upwards of $20 million,63 including to CSPs and nation-state actors aiming to prevent penetrations.64 In 2024, Chinese APTs 
gained access to U.S. government cloud networks through compromised accounts purchased from a dark web marketplace.65 

However, the vast majority of cloud system breaches are not 
APT hacks. Over 90% are due to users selecting easy-to-guess 
passwords, reusing them on multiple websites, or erroneously 
providing them to scammers.66 Manipulating users into granting 
access to systems or data is called “social engineering.” While 
these attacks can target both wired and cloud systems, a hacker 
who gains access to a shared public cloud can access the data of all 
other actors on that network.67 As shared public cloud services are 
far cheaper than sovereign cloud services, 95% of U.S. firms store 
data on a shared cloud.68 Whether through social engineering or 
shared cloud access, 98% of organizations work with a CSP that 
has experienced a data breach in the last two years.69 

Ongoing penetration of federal cloud networks poses an urgent threat to U.S. national security by granting the CCP access to 
sensitive military and political intelligence that it uses to develop new AI weapons, disinformation campaigns, and surveillance 
tools. In 2021, EO 14028 strengthened information-sharing policies for cloud security breaches and directed federal agencies to 
adopt Zero Trust Architecture standards designed by the National Institute of Standards and Technology.70 Additional FedRAMP 
cybersecurity standards were congressionally mandated in 2022;71 however, their enforcement remains inconsistent at best.72

Commercial and personal cloud networks are also in dire need of protection. Extensive and interconnected U.S. and Chinese 
networks make Microsoft-hosted government cloud systems particularly vulnerable to breaches from commercial entry points.73 
However, even when not connected to federal information systems, commercial and personal clouds are valuable CCP targets 
in their own right. The Federal Trade Commission began requiring public companies to disclose cloud intrusions in 2023,74 but 
preventing these attacks is critical to stop the CCP from leveraging U.S. industry intelligence and bulk U.S. data for AI development.

The CyWatch cyber center is the FBI’s first point of contact for CCP computer 
intrusions, ransomware attacks, and financial crimes. CC: U.S. FBI. 
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Disconnecting American and Allied Cloud Infrastructure from China

In addition to defending cloud networks from attack, it is vital to prevent U.S. firms from willingly transferring cloud-hosted data 
and compute to Beijing. In 2024, Congress passed the Protecting Americans’ Data from Foreign Adversaries Act (PADFA), which 
bars third-party data brokers from transferring sensitive U.S. data to a foreign adversary or adversary-controlled enterprise.75 
However, PADFA targets only data brokers that do not provide services, leaving CSP-facilitated data transfers in a grey zone.

Preventing U.S. Cloud Providers from Transferring Sensitive Data to China

ai.AmericanSecurityProject.org

In January 2025, the U.S. Department of Justice prohibited 
sales of bulk U.S. sensitive and government data to countries 
of concern, including China.76 However, CSPs were exempted 
from key requirements under the rule, CCP-mandated data 
transfers were not addressed, and sales of most types of 
data—including AI training data—were not prohibited. 
While Microsoft insists that it does not transfer data to 
the CCP,77  its users regularly report their data crossing into 
China without consent,78 demonstrating the importance of 
including CSPs in data transfer rulings and regulations.

The Committee for the Assessment of Foreign Participation in 
the United States Telecommunications Services Sector (Team 
Telecom) advises the Federal Communications Commission on 
approvals for new data infrastructure projects that connect to 
U.S. cloud networks.79 Since 2019, the group has shut down nearly 
all proposed deals that would allow China to access or intercept 
U.S. undersea data cables. Commerce Department sanctions, 
like those on Chinese-owned Huawei and HMN International,80 
restrict transactions between Chinese and U.S. firms to protect 
U.S. cloud infrastructure from Chinese surveillance and control.

However, the broad internationalization and interconnection 
of global cloud architecture renders domestic-only approaches 
ineffective. Sustained diplomacy is vital to prevent intermediary 
nations from linking U.S. and Chinese-owned data networks, 
which could grant Beijing access to all other nodes. These efforts 
have already averted potential disaster; in 2021, a Huawei cable 
project connecting China to several U.S.-linked Pacific Islands 
was scrapped after diplomats pressed the risks of working with 
both the U.S. and China.81 The project would have connected U.S.-
sanctioned Huawei to the Ronald Reagan Ballistic Missile Defense 
Test Site, introducing a critical failure in U.S. operational security.

9
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Improve Security of U.S. Cloud Networks Abroad. The U.S. Navy’s Integrated Undersea Surveillance System defends select 
U.S. military cables through a sophisticated early warning system and submarine surveillance. However, no similar protections 
are afforded to the  commercial cloud infrastructure that transmits and stores all sensitive and bulk U.S. data, allowing 
China to rapidly meet its espionage and AI development objectives. While Team Telecom is an important stopgap measure, 
unclear regulations governing which global cloud infrastructure projects put U.S. national security at risk frequently lead to 
last-minute delays and cancellations of undersea data cable projects—costing U.S. cloud computing firms tens of millions of 
dollars annually. The Government Accountability Office’s recommendations for securing global cloud networks must be rapidly 
adopted to prevent continuing Chinese predation of these vital supply lines.

10ai.AmericanSecurityProject.org

Strengthen Extraterritorial Prosecution of Cloud Intruders. While the Chinese government has no problem holding foreigners 
liable for cybercrimes committed abroad, America’s failure to prosecute malicious cyber predators empowers the CCP to 
continually target U.S. cloud infrastructure. Prosecution can be enforced multinationally through the United Nations Convention 
Against Transnational Organized Crime, bilaterally through Mutual Legal Assistance Treaties, and domestically through laws 
like the Maritime Drug Law Enforcement Act and Racketeer Influenced and Corrupt Organizations Act.

Policy Recommendations 
On July 23, 2025, the Trump Administration introduced the AI Action Plan: a roadmap for securing America’s AI future. Deploying 
and defending cloud infrastructure is vital to ensure that this roadmap becomes a racetrack. The following recommendations 
aim to strengthen U.S. cloud expansion while preventing U.S. companies from enabling China’s predatory practices.

To Defend and Deploy America’s AI Cloud Infrastructure: 

Promote a Multi-Cloud Federal Ecosystem. For security reasons, it is vital to ensure that no one company has exclusive control 
over America’s federal and military data networks. Bills like the Multi-Cloud Innovation and Advancement Act of 2023 should 
be reintroduced to limit the individual power of any CSP and ensure that the United States government is able to fairly procure 
competitively priced cloud services from across the commercial marketplace.

Treat U.S. Cloud Infrastructure as Critical Infrastructure. In addition to supplying the foundation for global AI leadership, 
cloud networks provide the backbone of global trade, communication, and military cooperation between the U.S. and its allies. 
Washington currently entrusts oversight and defense of these networks to the private sector, creating risks as most U.S. cloud 
providers either work in China or are unable to defend against sophisticated Chinese attacks. To begin reducing the hundreds of 
millions of cyberattacks on cloud networks daily, the United States must treat cloud infrastructure as critical infrastructure and 
afford it the same oversight and protection mechanisms as America’s energy, healthcare, and transportation networks. 

Prevent American Hyperscalers from Transferring U.S. Data and Compute to China. Washington must pass a federal statute 
prohibiting the transfer of American data and restricted technologies to U.S. adversaries, including through the cloud. If firms 
decide—or are forced—to transfer restricted U.S. data and compute to China, they should be required to report these transfers 
to affected users and the U.S. government. A liability regime for unauthorized disclosures can impose penalties for infractions.
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