
FLOQAST DATA PROCESSING ADDENDUM 
  

This Data Processing Addendum, including its Appendixes (“DPA”) supplements and forms a part of 
the Master Subscription Agreement (the “Agreement”) entered into by and between FloQast, Inc. 
(“FloQast”) and the Customer (each being a “Party” and together, the “Parties”). All capitalized 
terms in this DPA shall have the meaning assigned to them in this DPA or the Agreement. 

  
1. ​ DEFINITIONS 

  
The following terms have the following meanings when used in this DPA: 

Data Protection Laws mean to the extent applicable, the General Data Protection Regulation (EU 
2016/679) (“GDPR”), the Directive on privacy and electronic communications (2002/58/EC), the UK 
Data Protection Act (DPA) and UK GDPR,  the Swiss Federal Data Protection Act (“FADP”), the 
Singapore Personal Data Protection Act of 2012 (“PAPD”), the New Zealand Privacy Act of 2020 
(“NZ Privacy Act”), the Australian Privacy Act (and the accompanying Australian Privacy Principles), 
the Israel Protection of Privacy Law (“PPL”), the Japan Act on the Protection of Personal Information 
(“APPI”), the India Digital Personal Data Protection Act (“DPDPA”) of 2023, the South Africa 
Protection of Personal Information Act of 2013 (“POPIA”), the United Arab Emirates’ Federal Decree 
Law No. 45 of 2021 Concerning the Protection of Personal Data Protection (“PDPL”), the Abu Dhabi 
ADGM Data Protection Regulations 2021 (“DPR 2021”), the Dubai Data Protection Law, DIFC Law 
of 2020 (“DIFC Law”), the Canadian Personal Information Protection and Electronic Documents Act 
(“PIPEDA”), Quebec’s Act Respecting the Protection of Personal Information in the Private Sector 
and its amendments (“Quebec Law 25”), the British Columbia Personal Information Protection Act 
(“BC PIPA”), the Alberta Personal Information Protection Act (“Alberta PIPA”), California 
Consumer Privacy Act of 2018 and its amendments (including the California Privacy Rights Act of 
2020) and implementing regulations (“CCPA” and “CPRA”), the Virginia Consumer Data Protection 
Act, the Colorado Privacy Act, the Utah Consumer Privacy Act, the Connecticut Data Privacy Act, the 
Iowa Consumer Data Protection Act, the Indiana Consumer Data Protection Act, the Montana 
Consumer Data Privacy Act, the Tennessee Information Protection Act, the Texas Data Privacy and 
Security Act, and all other United States state and federal laws applicable to the scope of the Services, 
including any implementing national laws, any regulatory requirements, guidance and codes of practice 
applicable to the Processing of Personal Data (as amended or replaced from time to time). 

Data Privacy Framework means, collectively, the EU-U.S. Data Privacy Framework, the Swiss-U.S. 
Data Privacy Framework, and the UK Extension to the EU-U.S. Data Privacy Framework 
self-certification programs (as applicable) operated by the U.S. Department of Commerce; as may be 
amended, superseded or replaced. 

Data Privacy Framework Principles means the Principles and Supplemental Principles contained in 
the relevant Data Privacy Framework; as may be amended, superseded or replaced. 

  

Model Clauses mean in relation to the Processing of Personal Data pursuant to this DPA the authorized 
standard contractual clauses or the required terms for contractual safeguards for the international 



transfer of Personal Data as published from time to time by the European Commission, the United 
Kingdom, and other relevant Restricted Territories (defined below). Such Model Clauses are integral 
and part of this DPA. The approved versions to be used initially with this DPA are as follows: 
  

Abu Dhabi Global Market (ADGM): ADGM Addendum to the European Commission’s 
Standard Contractual Clauses (if attached to the EU SCCs),  
https://www.adgm.com/documents/office-of-data-protection/guidance/adgm---data-transfer-adden
dum-to-the-eu-scc-pdf.pdf, 
  
Dubai International Finance Center (DIFC): Abbreviated DIFC SCCs, 
https://edge.sitecorecloud.io/dubaiintern0078-difcexperie96c5-production-3253/media/project/dif
cexperiences/difc/difcwebsite/documents/data-protection-pages/data-export-and-sharing/difc_abb
reviated_sccs_2023.docx,  

  
EEA: EU / EEA Standard Contractual Clauses (following the Commission Implementing 
Decision (EU) 2021/914 of 4 June 2021 pursuant to Regulation (EU) 2016/679 of the 
European Parliament and of the 
Council),https://commission.europa.eu/publications/standard-contractual-clauses-international- 
transfers_en (“EU SCCs”), 

UK:​ United Kingdom: International Data Transfer Addendum to the EU Commission 
Standard Contractual Clauses, version B1.0 (if attached to EU SCCs), 
https://ico.org.uk/for-organisations/guide- 
to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/international-data-trans
fer- agreement-and-guidance/ (“UK Addendum”), 

  
Japan: Personal Data Transfer Agreement, based on Guidelines on the Act on the Protection of 
Personal Information (Provision to Third Parties in Foreign Countries), PcmFileDownload 
(e-gov.go.jp), 
  

Singapore: ASEAN Model Contractual Clauses (MCCs), 
https://asean.org/wp-content/uploads/3- 
ASEAN-Model-Contractual-Clauses-for-Cross-Border-Data-Flows_Final.pdf, following 
Singapore Personal Data Protection Commission Guidance for use of ASEAN MCCs, 
https://www.pdpc.gov.sg/- 
/media/Files/PDPC/PDF-Files/Other-Guides/Singapore-Guidance-for-Use-of-ASEAN- 
MCCs.pdf?la=en#:~:text=The%20ASEAN%20Model%20Contractual%20Clauses%20%28AS
EAN%2 
0MCCs%29%20are,the%20ASEAN%20Framework%20on%20Personal%20Data%20Protecti
on%20% 282016%29. 
  

Switzerland: Swiss adaptation of EU SCCs, as recognized by the Swiss Federal Data Protection 
and Information Commissioner (August 27, 2021). 

https://www.adgm.com/documents/office-of-data-protection/guidance/adgm---data-transfer-addendum-to-the-eu-scc-pdf.pdf
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https://edge.sitecorecloud.io/dubaiintern0078-difcexperie96c5-production-3253/media/project/difcexperiences/difc/difcwebsite/documents/data-protection-pages/data-export-and-sharing/difc_abbreviated_sccs_2023.docx
https://edge.sitecorecloud.io/dubaiintern0078-difcexperie96c5-production-3253/media/project/difcexperiences/difc/difcwebsite/documents/data-protection-pages/data-export-and-sharing/difc_abbreviated_sccs_2023.docx
https://edge.sitecorecloud.io/dubaiintern0078-difcexperie96c5-production-3253/media/project/difcexperiences/difc/difcwebsite/documents/data-protection-pages/data-export-and-sharing/difc_abbreviated_sccs_2023.docx
https://commission.europa.eu/publications/standard-contractual-clauses-international-transfers_en
https://commission.europa.eu/publications/standard-contractual-clauses-international-transfers_en
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/international-data-transfer-agreement-and-guidance/
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/international-data-transfer-agreement-and-guidance/
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/international-data-transfer-agreement-and-guidance/
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/international-data-transfer-agreement-and-guidance/
https://public-comment.e-gov.go.jp/servlet/PcmFileDownload?seqNo=0000223340
https://public-comment.e-gov.go.jp/servlet/PcmFileDownload?seqNo=0000223340
https://public-comment.e-gov.go.jp/servlet/PcmFileDownload?seqNo=0000223340
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https://asean.org/wp-content/uploads/3-ASEAN-Model-Contractual-Clauses-for-Cross-Border-Data-Flows_Final.pdf
https://asean.org/wp-content/uploads/3-ASEAN-Model-Contractual-Clauses-for-Cross-Border-Data-Flows_Final.pdf
https://asean.org/wp-content/uploads/3-ASEAN-Model-Contractual-Clauses-for-Cross-Border-Data-Flows_Final.pdf
https://www.pdpc.gov.sg/-/media/Files/PDPC/PDF-Files/Other-Guides/Singapore-Guidance-for-Use-of-ASEAN-MCCs.pdf?la=en&%3A~%3Atext=The%20ASEAN%20Model%20Contractual%20Clauses%20%28ASEAN%20MCCs%29%20are%2Cthe%20ASEAN%20Framework%20on%20Personal%20Data%20Protection%20%282016%29
https://www.pdpc.gov.sg/-/media/Files/PDPC/PDF-Files/Other-Guides/Singapore-Guidance-for-Use-of-ASEAN-MCCs.pdf?la=en&%3A~%3Atext=The%20ASEAN%20Model%20Contractual%20Clauses%20%28ASEAN%20MCCs%29%20are%2Cthe%20ASEAN%20Framework%20on%20Personal%20Data%20Protection%20%282016%29
https://www.pdpc.gov.sg/-/media/Files/PDPC/PDF-Files/Other-Guides/Singapore-Guidance-for-Use-of-ASEAN-MCCs.pdf?la=en&%3A~%3Atext=The%20ASEAN%20Model%20Contractual%20Clauses%20%28ASEAN%20MCCs%29%20are%2Cthe%20ASEAN%20Framework%20on%20Personal%20Data%20Protection%20%282016%29
https://www.pdpc.gov.sg/-/media/Files/PDPC/PDF-Files/Other-Guides/Singapore-Guidance-for-Use-of-ASEAN-MCCs.pdf?la=en&%3A~%3Atext=The%20ASEAN%20Model%20Contractual%20Clauses%20%28ASEAN%20MCCs%29%20are%2Cthe%20ASEAN%20Framework%20on%20Personal%20Data%20Protection%20%282016%29
https://www.pdpc.gov.sg/-/media/Files/PDPC/PDF-Files/Other-Guides/Singapore-Guidance-for-Use-of-ASEAN-MCCs.pdf?la=en&%3A~%3Atext=The%20ASEAN%20Model%20Contractual%20Clauses%20%28ASEAN%20MCCs%29%20are%2Cthe%20ASEAN%20Framework%20on%20Personal%20Data%20Protection%20%282016%29
https://www.pdpc.gov.sg/-/media/Files/PDPC/PDF-Files/Other-Guides/Singapore-Guidance-for-Use-of-ASEAN-MCCs.pdf?la=en&%3A~%3Atext=The%20ASEAN%20Model%20Contractual%20Clauses%20%28ASEAN%20MCCs%29%20are%2Cthe%20ASEAN%20Framework%20on%20Personal%20Data%20Protection%20%282016%29
https://www.pdpc.gov.sg/-/media/Files/PDPC/PDF-Files/Other-Guides/Singapore-Guidance-for-Use-of-ASEAN-MCCs.pdf?la=en&%3A~%3Atext=The%20ASEAN%20Model%20Contractual%20Clauses%20%28ASEAN%20MCCs%29%20are%2Cthe%20ASEAN%20Framework%20on%20Personal%20Data%20Protection%20%282016%29


  
Additional or updated Model Clauses may be executed as needed on behalf of relevant Parties. For the 
avoidance of doubt, the term Model Clauses as used in this Agreement refers both to standard 
contractual clauses published by a relevant authority (such as the European Commission) and to 
contractual arrangements drafted by the Parties that include terms required under relevant law or by a 
relevant authority. Both types of instruments are the subject of Section 5 below. 

  
Notice means written notice, and includes any reference to “notify”, “notification”, or similar terms in 
this DPA. 
 
Personal Data means information that is Processed solely for Customer by or on behalf of FloQast in 
connection with the Services that constitutes “personal data”, “personal information”, or its equivalent 
term under applicable Data Protection Laws. 

Process or Processing, Data Subjects, Data Controller (or Controller or Business or Agency 
(pursuant to the NZ Privacy Act) or Business Handling Personal Information (pursuant to APPI)  or 
Organization or Database Owner or Person Carrying On An Enterprise (pursuant to the Quebec 
Law 25) or Data Fiduciary or Responsible Party), Data Processor (or Processor or Service 
Provider or Agent (pursuant to Part 1, Subpart 2, Section 11 of the NZ Privacy Act) or Data 
Intermediary or Holder or Mandatary (pursuant to the Quebec Law 25) or Operator (pursuant to 
POPIA)), Sell, and Share have the meaning given to those terms or equivalent terms under applicable 
Data Protection Laws. Notwithstanding the foregoing, Process or Processing shall include any 
collection, acquisition, access to, use, modification, disclosure, transmission, storage, or destruction of 
Personal Data. 

  
2.  ​ ROLES OF THE PARTIES; PURPOSE OF PROCESSING PERSONAL DATA 

  
2.1.   Customer shall be the Data Controller and FloQast shall be the Data Processor in respect 
of Personal Data Processed by FloQast on the Customer's behalf in performing its obligations 
under this DPA. 

  
2.2.   Customer shall be solely responsible for determining the purposes for which and the 
manner in which Personal Data are, or are to be, Processed. Without prejudice to the 
warranties in the Agreement, Customer warrants and represents that all Personal Data 
provided to FloQast by Customer does not violate the rights of Data Subjects or the applicable 
Data Protection Laws. 

  
2.3.   Customer represents that it has all rights necessary to provide Personal Data to FloQast in 
connection with providing the Services to Customer. Any Personal Data that Customer 
discloses to, transfers, or permits access by FloQast in connection with the Services is 
disclosed, transferred, or permitted solely for the limited and specific business purposes set 
forth in Appendix 1 (Details of Processing). Customer and FloQast agree that any provision or 
transfer of Personal Data by or on behalf of Customer to FloQast under the Agreement is done 
in the context of FloQast acting as a Service Provider/Processor and is not a Sale of such data 



and shall not otherwise be for any monetary or other consideration. Further, no Personal Data 
is Shared by Customer with FloQast for targeted or cross-contextual advertising purposes. 

  
3. ​ FLOQAST’S OBLIGATIONS 

  
3.1.   FloQast, as Data Processor, shall comply with the requirements of Data Protection Laws 
in respect of the provision of the Services and otherwise in connection with this DPA and will, 
taking into account the nature of the Processing of the Personal Data and the information 
available to FloQast, assist Customer in its compliance with applicable Data Protection Laws. 

  
3.2.   Without prejudice to clause 3.1 above, FloQast shall in respect of the Processing of the 

Personal Data: 
  

3.2.1.  ​ Process the Personal Data only according to the contractually intended purpose 
and only in accordance with written instructions and directions received from 
the Customer (which shall include the terms of the Agreement and this DPA) 
and comply promptly with all such instructions and directions received from 
the Customer; 

  
3.2.2.  ​ not Process Personal Data to provide services to another person or entity, 

including but not limited to commercially exploiting, Selling, or Sharing 
Personal Data; 

  
3.2.3.  ​ not access, retain, use, or disclose Personal Data for any purpose other than as 

needed to provide the Services to Customer under the Agreement, as outlined 
in Section 2.3 of this DPA, or as otherwise permitted by Data Protection Laws 
or other applicable law; 

  
3.2.4.  ​ not access, retain, use, disclose or otherwise Process Personal Data for any 

commercial purpose other than as needed to provide the Services to Customer 
under the Agreement; 

  
3.2.5.  ​ not access, retain, use, or disclose Personal Data outside of the direct business 

relationship between FloQast and Customer other than as needed to provide the 
Services to Customer under the Agreement; 

  
3.2.6.  ​ promptly notify the Customer if, in FloQast's reasonable opinion, any 

instruction or direction from the Customer infringes applicable Data Protection 
Laws. FloQast is entitled to cease following such instructions or directions of 
Customer until the Parties have agreed to amended instructions which, in 
FloQast’s reasonable opinion, do not infringe on Data Protection Laws; 

  



3.2.7.  ​ promptly notify Customer if it makes a determination that it can no longer meet 
its obligations under the Data Protection Laws or applicable laws; 

  
3.2.8.  ​ not Process the Personal Data or permit it to be Processed or accessed, in 

whole or in part, other than for the provision of the Services to Customer and 
only to the extent reasonably necessary for the performance of this DPA; 

  
3.2.9.  ​ Process the Personal Data in accordance with the specified duration, purpose, 

type and categories of Personal Data and Data Subjects as set out in Appendix 
1 (Particulars of the Data Processing); 

3.2.10.​ not Sell, Share, or license to any third party, or use for the benefit of any third 
party, any Personal Data. 

  
3.2.11.​ permit Customer to take reasonable and appropriate steps to ensure Customer 

uses Personal Data in a manner consistent with Data Protection Laws; 

  
3.2.12.​ not Process the Personal Data or permit it to be Processed in a manner that 

does not permit Customer to take reasonable and appropriate steps to ensure 
FloQast uses Personal Data in a manner consistent with Data Protection Laws; 

  
3.2.13.​ not copy, export or extract any Personal Data in any manner and ensure full 

compliance of this obligation by its representatives and Subprocessors, as 
defined under this DPA; 

  
3.2.14.​ ensure that it has in place, and shall maintain for the duration of the DPA or the 

destruction of Personal Data, whichever is later, all necessary and appropriate 
technical and organizational measures, taking into account the nature and 
volume of Personal Data, that are designed to: 

  
(a)      ​ protect the integrity, availability, resilience, confidentiality, and security 
of all Personal Data, 

  
(b)      ​ protect the Personal Data against accidental or unlawful destruction, 
damage, or loss, alteration, or unauthorized disclosure or access, 

  
(c)      ​ encrypt Personal Data, and 

  
(d)      ​ provide a level of security appropriate to the risk represented by the 
Processing and the nature of the Personal Data to be protected as required under 
Data Protection Laws. Such measures include those set forth in FloQast’s security 
measures and controls, made available in Addendum 2 of the Agreement (the 
“Security Measures”). Customer is solely responsible for reviewing the Security 



Measures, if applicable, and evaluating for itself whether the Services, the Security 
Measures and Customer’s data security commitments under the DPA, will meet 
Customer’s needs, including with respect to any security obligations of Customer 
under the Data Protection Laws; 

  
3.2.15. ​ maintain the technical and organizational measures described in Section 5 of 

Appendix 2 to this DPA; 

3.2.16. ​keep the Personal Data confidential, and not disclose, in whole or in part, the 
Personal Data to any person or entity, except to its employees, subcontractors or 
agents: 

  
(a)    ​ on a need-to-know basis and only as necessary for the provision of the 

Services; 

(b)    ​ who are duly authorized to this effect as a result of their position and 
qualification and bound by written obligations equivalent to those set out 
under this Clause 3; 

  
(c)    ​ who have received appropriate training concerning the handling of Personal 

Data; 

(d)    ​ who are informed of the confidential nature of the Personal Data; and 
  

(e)    ​ who are subject to a duty of confidence. 
  

3.2.17. ​deal promptly and properly with all reasonable enquiries from the Customer 
relating to its Processing of the Personal Data; 

3.2.18. ​assist the Customer in conducting any required privacy impact assessment, risk 
analysis, or prior consultation with the relevant data protection authorities upon 
request from the Customer; 

3.2.19. ​implement privacy by design and privacy by default principles in relation to the 
tools and applications FloQast uses to provide the Services; 

  
3.2.20. ​implement and maintain a record of Processing activities of the Personal Data in 
accordance with the Data Protection Laws. FloQast will provide the Customer a copy 
of such record annually upon Customer's request; 

  
3.2.21. ​assist the Customer promptly for any exercise of Data Subjects’ rights and 
reasonably cooperate with and support the Customer in fulfilling its obligations in 
relation to such Data Subject requests at all times; 

  



3.2.22. ​unless prohibited from doing so under applicable law, notify the Customer 
promptly upon receipt of any (a) request from government office or other 
administrative body, or law enforcement authority, or (b) court order to disclose any of 
the Personal Data, including the basis for the requirement, the scope of the disclosure 
and to whom the Personal Data must be disclosed, and shall provide all reasonable 
assistance in opposing such disclosure at the request and cost of the Customer; 

3.2.23. ​not attempt to identify or re-identify any individual or device and not associate 
any Personal Data with any individual or device or their online activity, other than as 
strictly required to provide the Services to Customer; 

  
3.2.24. ​shall not co-mingle or combine Personal Data with the data of any third party, 
other than as strictly required to provide the Services to Customer; 

3.2.25. ​not sub-process and/or delegate any part of the Processing of the Personal Data 
to any third parties (“Subprocessor”) without the notice and consent of the Customer 
as set forth below; and 

  
3.2.26. ​subject to above clause 3.2.16, FloQast shall select any such Subprocessor with 
due diligence, and verify whether the Subprocessor is able to comply with their 
obligations under Data Protection Laws in relation to the Processing of Personal Data. 
Furthermore, FloQast shall: 

(a)    ​ require that Subprocessors enter into written agreements with FloQast 
which contain terms no less onerous than the terms set out under this DPA; 
and. 

(b)    ​ remain fully liable to the Customer for the performance of the 
Subprocessor's obligations under Data Protection Laws or for any acts or 
omissions of any Subprocessors. 

  
The current authorized Subprocessors are set forth at Exhibit A (the "Authorized 
Subprocessors"). FloQast will provide Customer notice of any additions, deletions or 
replacements to the list of Authorized Subprocessors, at least ten (10) days prior to the date 
on which FloQast intends to engage a new Subprocessor. In case of any changes 
concerning the addition or replacement of Subprocessors, the Customer will have an 
opportunity to object based on reasonable grounds to such Processing of Personal Data. If 
the Parties cannot resolve the Customer’s objection, FloQast may cease to provide the 
Services (either temporarily or permanently) to Customer and / or the Customer may 
terminate the Agreement, if the Subprocessor in question cannot be replaced or mitigated. 

  
3.2.27. ​make available, once per annum upon the Customer’s reasonable request, 
information necessary to demonstrate compliance with their obligations under this 
DPA and with Data Protection Laws and, where required under applicable Data 
Protection Laws, at Customer’s sole cost and expense, allow for and contribute to 



annual audits of FloQast’s systems that are used to Process or access Personal Data, 
including inspections, conducted, during normal business hours with advance prior 
written notice and not more than once annually (except in case of a Personal Data 
Breach), by the Customer or another auditor as mandated by the Customer who will 
have entered into a confidentiality undertaking covering the audit at any time. FloQast 
shall grant the Customer all reasonable access rights and information required to 
perform such audits. FloQast may object to any external auditor if, in FloQast’s 
reasonable opinion, the auditor is not qualified, does not have an appropriate security 
clearance,  is a competitor to FloQast, or is not independent. If FloQast objects to the 
identity or qualification of any proposed auditor, FloQast shall provide, in writing, a 
reason for such objection and Customer will be required to propose another auditor. All 
information provided or made available to Customer or its auditor pursuant to such 
audit shall be considered FloQast’s Confidential Information. 
  

3.3.   This DPA and the Agreement are Customer’s complete and final instructions to FloQast 
for the Processing of Personal Data. Any additional or alternate instructions must be agreed 
upon separately in writing signed by authorized representatives of both parties. 

  
4. ​ CUSTOMER OBLIGATIONS. Customer shall, in its use of the Services, Process Personal 

Data in accordance with the requirements of Data Protection Laws. Customer is responsible for 
collecting any and all consents of Data Subjects required by Data Protection Laws. Customer 
represents and warrants it complies with all applicable requirements from Data Protection 
Laws related to collecting any consents, and Processing the revocation and/or withdrawal of 
any such consents. Customer shall have sole responsibility for the accuracy, quality, and 
legality of Personal Data and the means by which Customer acquired Personal Data. 

5. ​ INTERNATIONAL TRANSFERS AND PROCESSING RECORDS 
  

5.1.   Customer authorizes FloQast and its Subprocessors to transfer Personal Data across 
international borders, including to the United States. Subject to Section 5.2, where Customer 
Personal Data originating in a jurisdiction that permits the international transfer of Personal 
Data subject to Model Clauses (a “Restricted Territory”) are Processed by FloQast in a 
territory that has not been designated by a relevant authority in the Restricted Territory as 
ensuring an adequate or equivalent level of protection pursuant to Data Protection Laws, the 
applicable, authorized Model Clauses are agreed between Customer and FloQast and 
incorporated by this reference and will apply to the Processing as follows: 

  
5.1.1.   ​ FloQast will be deemed to have entered into the Model Clauses in its own name 
and on its own behalf in relation to Customer Personal Data that is disclosed to it; and 

  
5.1.2.   ​ In relation to Customer Personal Data, Customer will be deemed to have entered 
into the Model Clauses in its own name. 
  



5.2.   Where required, transfers from the EEA, Switzerland, and the UK (“European 
International Transfers”) must be supported by an adequacy mechanism approved by the 
EEA, Switzerland, and the UK (“Adequacy Mechanism”, e.g., the Data Privacy Framework 
in the case of EEA, Swiss, and UK Personal Data transfers to the United States) or appropriate 
safeguard. 
  

5.2.1.   ​ FloQast participates in and certifies compliance with the Data Privacy 
Framework. With respect to facilitating European International Transfers of 
Personal Data of EEA, Swiss, and United Kingdom residents to the United 
States, to the extent the Data Privacy Framework applies, Customer and 
FloQast agree that the Data Privacy Framework will be used as the Adequacy 
Mechanism to lawfully support such transfers, and FloQast will provide at least 
the same level of protection to such Personal Data as is required by the Data 
Privacy Framework Principles. FloQast will notify Customer if FloQast makes 
the determination that it can no longer meet its obligation to provide the same 
level of protection as is required by the Data Privacy Framework Principles and 
FloQast will take reasonable and appropriate steps to remediate any 
unauthorized processing of Personal Data. 

  
5.2.2.   ​ If the parties are unable to avail themselves of an alternative transfer 

mechanism based on an Adequacy Mechanism (e.g., the Data Privacy 
Framework), with respect to facilitating European International Transfers of 
Personal Data of EEA, Swiss, and United Kingdom residents, Customer and 
FloQast agree that the EU SCCs and the UK Addendum shall be used as the 
appropriate safeguards for restricted transfers and Processing of Personal Data 
and are incorporated at Appendix 2 and form an integral part of this DPA.  If 
the parties cannot rely on an Adequacy Mechanism, with respect to facilitating 
European International Transfers of Personal Data of EEA, Swiss, and United 
Kingdom residents, the parties hereby execute and annex to this DPA the EU 
SCCs including the UK Addendum attached collectively hereto as Appendix 2.   

  
5.2.3.   ​ For purposes of any transfers of Personal Data also subject to the FADP 

facilitated by use of the EU SCCs: (i) the term “member state” must not be 
interpreted in such a way as to exclude data subjects in Switzerland from the 
possibility of bringing legal proceedings to enforce their rights in their place of 
habitual residence in accordance with Clause 18(c) and (ii) the clauses also 
protect the data of legal entities until the entry into force of the revised FADP. 

5.3.   In case of conflict, such attachments with Model Clauses shall take precedence where 
applicable over the terms of the DPA. 

5.4.   Customer acknowledges that FloQast is required under the GDPR and UK GDPR to: (a) 
collect and maintain records of certain information, including the name and contact details of 
each Processor and/or Controller on behalf of which FloQast is acting and, where applicable, 
of such Processor’s or Controller’s local representative and data protection officer; and (b) 



make such information available to the supervisory authorities. Accordingly, if the GDPR or 
UK GDPR applies to the Processing of Personal Data, Customer will, where requested, 
provide such information to FloQast, and will ensure that all information provided is kept 
accurate and up-to-date. 

  
6. ​ PERSONAL DATA BREACHES 

6.1.   FloQast will deploy and follow policies and procedures to detect, respond to, and 
otherwise address accidental, unlawful or unauthorized access, loss, and/or destruction of 
Personal Data on FloQast’s systems or as a result of or related to FloQast’s access or 
Processing of such Personal Data or otherwise during the execution of the Services by FloQast 
(“Personal Data Breaches”) including without limitation procedures to (i) identify and 
respond to known Personal Data Breaches, mitigate harmful effects of Personal Data 
Breaches, document Personal Data Breaches and their outcomes, and (ii) restore the 
availability or access to Personal Data in a timely manner. 

  
6.2.   FloQast agrees to provide written notice to Customer within forty-eight (48) hours if it 
knows that a Personal Data Breach has taken place. Such notice will include all available 
details required under Data Protection Laws for Customer to comply with its own notification 
obligations to regulatory authorities and/or individuals affected by the Personal Data Breaches. 
Customer is solely responsible for complying with incident notification laws applicable to 
Customer and fulfilling any third party notification obligations related to any Personal Data 
Breach. FloQast’s notification of or response to a Personal Data Breach under this Section 6.2 
will not be construed as an acknowledgment by FloQast of any fault or liability with respect to 
any Personal Data Breach. 

6.3.   Customer has the right to participate in the investigation and response to the Personal 
Data Breaches, and FloQast agrees to cooperate fully in the investigation and remediation of 
any harm or potential harm caused by the Personal Data Breaches. To the extent that a 
Personal Data Breaches gives rise to a need, in Customer’s sole judgment to: (i) provide 
notification to public and/or regulatory authorities, individuals, or other persons, or (ii) 
undertake other remedial measures (including, without limitation, notice, credit monitoring 
services and the establishment of a call center to respond to inquiries – collectively, 
“Remedial Action”), at Customer’s request and direction, and at FloQast’s cost, FloQast 
agrees to undertake such Remedial Actions. Customer shall have sole discretion to control and 
direct the timing, content and manner of any notices, including but not limited to 
communication with Customer customers and/or employees, regarding the same. If Customer 
chooses to carry out the Remedial Action itself, FloQast agrees to reimburse Customer for the 
commercially reasonable costs related to such Remedial Action to the extent required for 
Customer’s compliance with applicable Data Protection Laws. 

 

 



  
7. ​ RETURN AND DESTRUCTION OF THE PERSONAL DATA 

  
7.1.   At the Customer’s written request at any time, FloQast and the authorized Subprocessor 
(if any) shall promptly return or destroy (per Section 7.2 below), all Personal Data as well as 
authorized copies (if any) of the Personal Data in its possession, including extracts or other 
reproductions (if any), whether in written, electronic or other readable and processable format 
or media, to the Customer, except where necessary to retain such Personal Data strictly for the 
purposes of compliance with applicable law; 

  
7.2.   Upon termination of retention periods as defined by the Customer for each category of 
Personal Data, or if requested by Customer upon termination or expiration of the DPA, 
FloQast shall securely delete, remove and destroy all Personal Data Processed on behalf of the 
Customer as well as authorized copies (if any) of the Personal Data in its possession, including 
extracts, backups or other reproductions (if any), whether in written, electronic or other form 
or media, except where necessary to retain such Personal Data strictly for the purposes of 
compliance with applicable law. Personal Data shall be disposed of in a method that prevents 
any recovery of the data in accordance with industry best practices for shredding of physical 
documents and wiping of electronic media (e.g., NIST SP 800-88). 

  
7.3.    Upon Customer’s written request, FloQast shall certify in writing that it has complied 
with Customer’s request regarding the return and deletion of the Personal Data. 

  
7.4.   FloQast shall store all documents evidencing compliance of Processing of the Personal 
Data with this DPA and Data Protection Laws after termination or expiration of the DPA in 
accordance with applicable Data Protection Laws; 

  
7.5.   The parties acknowledge that Data Protection Laws are evolving over time and that new 
legislation is anticipated which might increase the Customer's or FloQast's data protection 
compliance obligations. The Customer shall have responsibility for ensuring that the terms of 
this DPA satisfy its obligations as Data Controller of the Personal Data, and accordingly may 
submit to FloQast from time to time requests for these terms to be varied to the extent 
necessary to comply with mandatory requirements of the Data Protection Laws, specifying the 
scope of the required amendments in sufficient detail. Upon receipt of such a request, FloQast 
shall prepare a document which describes any changes to this DPA, which shall be promptly 
submitted to the Customer for review. For the avoidance of doubt, no such changes shall take 
effect until a written agreement describing the amendments has been executed by both parties. 

  
8. ​ SURVIVAL. This DPA and all provisions herein shall survive so long as, and to the extent 

that, FloQast Processes or retains Personal Data. 
  

9. ​ CERTIFICATION. FloQast certifies that it understands and will comply with the restrictions 
on the use of Personal Data in connection with the Services set forth in this DPA. FloQast 



further certifies that it will ensure that any employees, subcontractors, and agents involved in 
performing Services under the Agreement comply with the terms of this DPA. 

  
10.   ORDER OF PRECEDENCE. This DPA supplements, and does not replace, any existing 

obligations related to the privacy and security of Personal Data as already set forth in the 
Agreement. In the event of any inconsistency or conflict between the terms of this DPA, the 
Agreement or any other document exchanged between the parties, the terms of this DPA shall 
control solely with respect to the subject matter contained herein. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

Appendix 1 – Details of Processing 
  
  
  

Categories of data subjects / 
Type of data 

Subject matter and 
duration of Processing 

Nature  ​ and  ​
purpose  ​ of Processing 

Category of data subjects: 

Controller personnel (users), 
individuals selected/targeted 
by Controller in connection 
with the Request Agent 
service module. 

Type of data: 

Name, title, work email 
address, IP address. 

Subject matter of Processing 
is the following data: 
Name, title, work email 
address, IP address. 

Duration of the Processing: 

The Processing is conducted 
until the deletion of all 
Customer Personal Data as 
outlined in this DPA or as 
otherwise instructed by 
Controller at Controller's 
sole discretion.  

FloQast is a SaaS provider 
who, on behalf of Customer: 
Collects, records, organizes, 
structures, stores, and uses 
the data to provide the 
Services and control access 
to the Services. 

Purpose of the Processing is: 

Provision of the Services 
and controlling access to 
the Services. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

Appendix 2 – Standard Contractual Clauses 

1. ​ The EEA Standard Contractual Clauses are completed as follows: 
a.  ​ Module 2 (Controller to Processor) will apply. 
b. ​ In Clause 7, the optional docking will apply. 
c.  ​ In Clause 9, option 2 will apply, and the time period for prior notice of 
Subprocessors is 10 days. 
d. ​ In Clause 11, the optional clause will not apply. 
e.  ​ In Clause 13, Option 1 will apply if Customer has an establishment in the 
European Union; Option 2 will apply if Customer is not established in the European 
Union and has an appointed representative; and Option 3 will apply if Customer has 
neither an establishment nor a representative in the European Union. 
f.  ​ In Clause 17 (Option 2), the law of the Republic of Ireland will apply. 
g. ​ In Clause 18(b), disputes will be resolved in the courts of the Republic of Ireland. 

2. ​ The EEA Standard Contractual Clauses, Annex I, Part A is completed as follows: 
a.  ​ Data Exporter: Customer 
b. ​ Contact Details: Customer address, Customer contact and email address 
c.  ​ Data Exporter Role: Controller 
d. ​ Signature and Date: By entering into the Agreement, Customer is deemed to 
have signed these Standard Contractual Clauses, including the UK Addendum. 
e.  ​ Activities relevant to the data transferred under the Standard Contractual 
Clauses: Provide Services described in the Agreement. 
f.  ​ Data Importer: FloQast, Inc. 
g. ​ Contact Details: 14721 Califa Street, Los Angeles, CA 91411, Attn: Information 

Security and Compliance, compliance@floqast.com 
h. ​ Data Importer Role: Processor 
i.   ​ Signature & Date: By entering into the Agreement, FloQast is deemed to 
have signed these Standard Contractual Clauses, including the UK Addendum. 
j.   ​ Activities relevant to the data transferred under the Standard Contractual 
Clauses: Provide Services described in the Agreement. 

3. ​ The EEA Standard Contractual Clauses, Annex I, Part B is completed as follows: 
a.  ​ Categories of data subjects whose personal data is transferred: As set forth in 
Appendix 1. 
b. ​ Categories of personal data transferred: As set forth in Appendix 1. 
c.  ​ Sensitive data transferred: As set forth in Appendix 1. 
d. ​ The frequency of transfer: The data is transferred on a continuous basis. 
e.  ​ Nature of the processing: The nature of the Processing is as set forth in Appendix 
1. 
f.  ​ Purpose(s) of the data transfer and further processing: The purpose of the 
data transfer and Processing is as set forth in Appendix 1. 
g. ​ The period for which the personal data will be retained, or, if that is not 
possible, the criteria used to determine that period: The duration of the Processing 
is as set forth in Appendix 1. 



h. ​ For transfers to (sub-) processors, also specify subject matter, nature, and 
duration of the processing: The subject matter, nature, and duration of Processing 
undertaken by Subprocessors will be the same as set forth in this Annex 1.B with 
respect to FloQast. 

4. ​ The EEA Standard Contractual Clauses, Annex I, Part C is completed as follows: The 
Data Protection Commission in the Republic of Ireland. Customer to insert competent 
data authority in the EEA where it has the strongest presence. If Customer does not 
insert, default will be the Republic of Ireland. 
5. ​ The EEA Standard Contractual Clauses, Annex II. The Security Measures serves as 
Annex II of the Standard Contractual Clauses. 
6. ​ The UK Addendum is completed as follows: 

a.  ​ Part 1 
i. ​ Table 1: The Parties as detailed in Section 2 to this Appendix 2. 
ii.​ Table 2: Selected SCCs, Modules and Selected Clauses: as detailed in 

Section 1 of this Appendix 2. 
iii.    Table 3: Appendix Information: means the information which must be 

provided for the selected modules as set out in the Appendix of the SCCs 
(other than the Parties), and which is set out in Sections 2, 3, and 5 of this 
Appendix 2. 

iv.​ Table 4: The Importer may end the UK Addendum as set out in Section 
19 of the UK Addendum. 

b. ​ Part 2 
i. ​ Part 2: Mandatory Clauses of the Approved Addendum, being the template 

Addendum 
B.1.0 issued by the ICO and laid before Parliament in accordance with s119A 
of the Data Protection Act 2018 on 28 January 2022, as it is revised under 
Section 18 of those Mandatory Clauses. 

 
 

 

 

 

 

 

 

 

 

 

 

 



 

 

Exhibit A  

Authorized Subprocessors 

  
Please click on the following link to review our current Subprocessor list: 
https://www.floqast.com/legal/legal-documents/subprocessor-list-recorded-changes 

 

https://www.floqast.com/legal/legal-documents/subprocessor-list-recorded-changes
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