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Code of Conduct, Ethics, and Professional Responsibility Training Handbook
Document Classification: Internal Use
Owner: Human Resources / Executive Management
Audience: Employees, Contractors, Consultants, Temporary Workers
Training Frequency: Upon Hire and Annually
Related Controls: SOC 2 CC1.1, CC1.2, CC1.4, CC1.5
Related Documents:
Code of Conduct
Information Security Policy
Acceptable Use Policy
Human Resources Security Policy
Privacy Policy
Incident Response Plan

1. Introduction
Purpose
The purpose of this training is to ensure that all personnel understand and comply with Iristel's standards of ethical conduct, professional behavior, security responsibilities, and commitment to protecting customer, company, and partner information.
As a telecommunications service provider, Iristel plays a critical role in delivering communications services to businesses, government organizations, wholesale carriers, and consumers. Our customers trust us with their communications, personal information, and business-critical services. Every employee contributes to maintaining that trust.
This training supports Iristel's commitment to:
Integrity and ethical business conduct
Customer trust
Information security
Privacy protection
Regulatory compliance
Professional accountability

Learning Objectives
Upon completion of this training, personnel will be able to:
Understand Iristel's ethical standards.
Identify acceptable and unacceptable behavior.
Protect customer and company information.
Recognize security risks and report concerns.
Understand conflicts of interest.
Maintain professionalism in all business activities.
Understand consequences of policy violations.

2. Iristel Values and Ethical Expectations
Why Ethics Matter
Ethics are the foundation of trust.
Customers rely on Iristel to:
Carry voice traffic.
Process customer information.
Protect communications data.
Deliver reliable telecommunications services.
A single unethical action can:
Damage customer trust.
Harm Iristel's reputation.
Create legal exposure.
Cause regulatory penalties.
Result in financial loss.

Core Ethical Principles
All personnel are expected to:
Act Honestly
Tell the truth.
Be transparent.
Report facts accurately.
Avoid misleading statements.
Act with Integrity
Do the right thing even when nobody is watching.
Follow company policies.
Follow legal and regulatory requirements.
Act Professionally
Treat customers respectfully.
Treat colleagues respectfully.
Maintain professional communications.
Be Accountable
Take ownership of actions.
Report mistakes promptly.
Cooperate with investigations.
3. Responsibilities of All Personnel
Every individual is responsible for:
Following company policies.
Protecting information assets.
Reporting concerns.
Maintaining professionalism.
Supporting a culture of compliance.
No employee may:
Ignore security concerns.
Conceal incidents.
Bypass established controls.
Misuse company resources.

4. Protection of Customer Information
Why Customer Information Matters
Iristel manages information including:
Customer account records
Subscriber information
Billing information
Support records
Communications metadata
Service provisioning information
Customers trust us to protect this information.

Confidential Information
Confidential information includes:
Customer Information
Names
Addresses
Phone numbers
Contact details
Billing records
Business Information
Pricing
Contracts
Vendor information
Financial information
Strategic plans
Technical Information
Network diagrams
System configurations
Security architecture
Vulnerability information

Rules for Handling Confidential Information
Personnel must:
Access only information required for their job.
Follow the need-to-know principle.
Store information only in approved systems.
Protect information from unauthorized disclosure.
Personnel must not:
Share customer information with unauthorized persons.
Copy information to personal devices.
Email sensitive information to personal accounts.
Discuss confidential information in public locations.

Scenario Exercise
A friend asks whether a specific telephone number belongs to one of Iristel's customers.
Correct Action
Do not disclose any customer information.
Advise that customer information is confidential and cannot be disclosed.

5. Information Security Responsibilities
Information security is everyone's responsibility.
Password Security
Personnel must:
Use strong passwords.
Protect passwords.
Never share passwords.
Use MFA where required.
Personnel must not:
Share credentials.
Write passwords on sticky notes.
Reuse passwords across systems.
Email Security
Be cautious with:
Unexpected emails
Attachments
Links
Requests for credentials

Phishing Awareness
Signs of phishing include:
Urgent requests
Unexpected attachments
Requests for passwords
Suspicious links
If suspicious:
Do not click.
Report to IT/Security.
Delete the email if instructed.

Scenario Exercise
You receive an email appearing to be from Microsoft asking you to verify your password.
Correct Action
Do not click.
Report to Security.
Follow phishing reporting procedures.

6. Appropriate Use of Company Resources
Company resources exist to support business activities.
Examples include:
Computers
Mobile devices
Networks
Applications
Email
Internet access

Acceptable Use
Acceptable activities include:
Business communications
Customer support
Service delivery
Authorized research
Approved collaboration

Unacceptable Use
Prohibited activities include:
Illegal activities
Harassment
Unauthorized software
Viewing inappropriate content
Sharing confidential information
Circumventing security controls

Scenario Exercise
An employee installs unauthorized software to make a task easier.
Correct Action
Software must be approved through IT processes.
Unauthorized software creates security and licensing risks.

7. Conflicts of Interest
What Is a Conflict of Interest?
A conflict exists when personal interests interfere with business responsibilities.
Examples
Vendor Relationship
An employee recommends a vendor owned by a family member.
Personal Financial Interest
An employee participates in decisions affecting a company in which they own shares.
Outside Employment
An employee performs work for a competitor.
Expectations
Personnel must:
Avoid conflicts where possible.
Disclose actual or potential conflicts.
Cooperate with management review.

Scenario Exercise
You are evaluating telecom vendors and one bidder is owned by a close relative.
Correct Action
Disclose the relationship immediately and recuse yourself if required.

8. Workplace Respect and Professional Conduct
Iristel promotes:
Respect
Inclusion
Professionalism
Equal opportunity

Unacceptable Conduct
Examples include:
Harassment
Bullying
Discrimination
Threats
Retaliation




Communication Expectations
Personnel should:
Communicate professionally.
Treat others respectfully.
Resolve disagreements constructively.

Scenario Exercise
A manager repeatedly humiliates employees during meetings.
Correct Action
Report concerns through management, HR, or established reporting channels.

9. Regulatory Compliance
Iristel operates within a regulated telecommunications environment.
Personnel must comply with:
Telecommunications regulations
Privacy requirements
Security obligations
Contractual commitments
Company policies

Individual Responsibility
"I did not know" is not an acceptable reason for violating policy.
Personnel are expected to:
Complete training.
Read policies.
Ask questions when uncertain.

10. Reporting Concerns
What Should Be Reported
Examples include:
Security incidents
Privacy incidents
Fraud
Policy violations
Ethical concerns
Harassment
Conflicts of interest

Reporting Channels
Concerns may be reported to:
Manager
Human Resources
Information Security
Executive Management

Good Faith Reporting
Personnel reporting concerns in good faith are protected from retaliation.
Retaliation is prohibited.

Scenario Exercise
You discover that another employee has been accessing customer records without business justification.
Correct Action
Report the activity immediately.
Do not confront the individual directly.


11. Consequences of Violations
Violations may result in:
Coaching
Retraining
Written warning
Suspension
Termination
Legal action
Regulatory reporting
Consequences depend on:
Severity
Intent
Impact
Previous history

12. Telecom-Specific Ethics Scenarios
Scenario 1: Customer Data Request
A friend asks you to look up information about a customer account.
Correct Response:
Decline and report the request if appropriate.

Scenario 2: Network Outage
You discover a service-impacting outage but believe someone else will report it.
Correct Response:
Report immediately through established escalation channels.

Scenario 3: Vendor Gift
A vendor offers expensive event tickets while a contract decision is pending.
Correct Response:
Decline or disclose according to company policy.

Scenario 4: Accidental Disclosure
You mistakenly email customer information to the wrong recipient.
Correct Response:
Report immediately to Security and Privacy personnel.
Do not attempt to conceal the incident.









14. Employee Acknowledgment
I acknowledge that:
I have completed the Code of Conduct and Ethics Training.
I understand my responsibilities.
I agree to comply with Iristel policies.
I understand violations may result in disciplinary action.
I understand my obligation to report concerns.
Employee Name: ______________________
Signature: ___________________________
Date: _______________________________
Manager: ____________________________
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