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1. LearningManagementSystem

1.1 Scope and Applicability

This policy outlines the governance, usage, and management of the Learning Management
System (LMS) at Knights (KNIGHTS). It covers all aspects of the LMS, including its
infrastructure, content, access, and security. The policy applies to all stakeholders,
including students, faculty, administrative staff, and external parthers who interact with

the LMS.

This policy is applicable to all courses, programmes, and educational activities facilitated
through the LMS at KNIGHTS. It includes provisions for blended learning, fully online
courses, and supplementary digital resources used in conjunction with traditional in-
person teaching methods. The policy ensures that all users adhere to the standards set forth

forthe secure and effective use of the LMS.

1.2 Purpose

The purpose of this policy is to establish clear guidelines for the use of the LMS at
KNIGHTS. It aims to ensure that the LMS is used effectively to enhance the educational
experience, maintain academic integrity, and support the institution's commitment
to high-quality education. The policy also ensures that the LMSoperates in compliance with
relevant data protection and privacy laws, including GDPR, and adheres to the

accessibility standards outlined by WCAG 2.1 or subsequent updates.
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1.3 Policy Guiding Principles

KNIGHTS is committed to providing a robust, secure, and accessible Learning

Management System. The LMS shall be used to:
¢ EnhanceLearningand Teaching: Facilitate innovative teaching practices and
provide flexible learning opportunities that cater to diverse student needs.
¢ Maintain AcademicIntegrity:Ensurethatthe LMSisusedinamannerthat

upholds the highest standards of academic honesty and integrity.
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Ensure Data Security and Privacy: Protect the privacy and security of all users’ data, in

compliance with GDPR and other relevant regulations.

Support Continuous Improvement: Utilise feedback and data analytics from the LMS to

continuously improve the quality of education and support services offered by

KNIGHTS.

Promote Inclusivity: Ensure that the LMS is accessible to all users, including those

with disabilities, and that it supports a diverse learning environment.
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2. Definitions

Blended Learning:
FullyOnline Course:

GDPR:

Learning
Management

System (LMS):

WCAG:

A mix of traditional face-to-face teaching and online

learning activities facilitated through the LMS.

Acoursedeliveredthroughthe LMS and supported by

Microsoft Teams, with no in-person sessions.

General Data Protection Regulation, a legal framework
that sets guidelines for the collection and processing of
personal information from individuals within the

EuropeanUnion.

A software application used to plan, deliver, and manage
learning content and resources for educational

courses. KNIGHTS's LMS is powered by Moodle.

Web Content Accessibility Guidelines 2.1, a set of
guidelines developed by the World Wide Web
Consortium (W3C) to make web content more

accessible

to people with disabilities.
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3. LMSOverview

3.1 Introduction

Knights has tested various learning platforms since its inception ranging from open
source to complex custom solutions. KNIGHTS’s learning platform is powered by
Moodle. Moodle is the world’s most trusted and popular learning management
system. Moodle allows KNIGHTS to be in control of things. From data ownership,
privacy and security to setting up the look & feel of KNIGHTS’s Moodle site and
adding extra functionality to it. Moodle is also versatile to support blended learning,

fully remote, collaborative group activities, self-paced courses.

Moodle is also developed following WCAG 2.1. accessibility standards. With
integrated content accessibility checkers, KNIGHTS can build courses with full
support for all students. Moodle is developedbased on feedback frominstitutionswith the
security first approach. When it comes to privacy, built-in tools allow KNIGHTS to
manage privacy policies and datato meet legislation requirements, including but not

limited to GDPR compliance.

3.2 KeyFeatures-Overview

ThekeyfeaturesoftheKNIGHTSLMSinclude:

e Modern,easy-to-useinterface-Designedtoberesponsiveandaccessible,
the Moodle interface is easy to navigate on both desktop and mobile
devices;

e Personalised dashboard - Display current, past and future courses, along with
tasksdue;

e Collaborativetoolsandactivities—Studentsandtutorscanworkand
learn together in forums, wikis, glossaries, database activities, and much

more.
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There are also various activities that are made use of such as:

¢ All-in-one calendar - Moodle’s calendar helps staff at KNIGHTS to keep track
the

academic calendar, course deadlines, group meetings, and other events;

o Convenientfilemanagement-Draganddropfilesfromuserdevices;

e Notifications - \WWhen enabled, users can receive automatic alerts on new
assignmentsanddeadlines, forum postsand send private messages;

e Trackprogress-Tutorsandstudentscantrackprogressandcompletionwithan

array of options for tracking individual activities or resources and at course level.
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The systemis also supported by various administrative features that make it secure, scalable

and versatile. The Online Learning Platform is designed to provide tutors, students, and

administrators with a single secure and integrated system.

3.3 Functionality

3.3.1

3.3.2

CourseCreationandManagement:

MoodleallowsKNIGHTStocreateand managecoursesusingvarious

formats (topics, weekly, social).
Students can be enrolled manually, through self-enrolment, or via
Microsoft Single Sign-On (SSO).

Coursepagescanbetailoredwithsections,activities, resources,and multimedia.

Resource Management:

Tutors/KNIGHTS admin can upload files (documents, presentations,
videos) and organise them into folders.
Externalresourcessuchasarticles,videos,orwebsitescanbeeasily

integrated intocourses.

Tutors can add textual information directly or use labels for organisational purposes.



I

KNIGHTS

COLLEGE

3.3.3

AssessmentsandActivities:

Varioustypes of assignments (file submissions, online text, etc.) and setdeadlines.
Flexible quiz creation with question banks, randomisation, feedback options,

and multiple types of questions (multiple choice, essay, matching).
Interactivediscussionforumsallow studentstoengagewitheachotherand

the tutor.

Peerand self-assessmentactivities can be set up using the workshop module.
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3.3.4 Communication Tools:

e Studentsand tutors can communicate through discussion forums.

e Tutors/KNIGHTS Admin can send announcements to students via
the course dashboard or email.

e Tutorscandividestudentsintogroupsforcollaborationon

assignments, forums, and other activities.

3.3.5 Gradebook:

e Moodle’sgradebookallows tutors/KNIGHTS Adminto set up custom
grading scales and categories.
o Automaticcalculationofgrades, weightedgrades,anddifferent

grading methods (letters, percentages, etc.).

e TutorscanprovidedetailedfeedbackonassessmentsdirectlythroughMoodle.

3.3.6 TrackingandReporting:

e Tutors/KNIGHTS Admin canset completion criteria for activities and
track student progress.
e Moodleprovidesvariouslogsandreportsonstudentactivity,such

as participation, grades, and course access.

e Integrate analytics to predict student success and identify at-risk students.

3.3.7 Pluginsandintegrations:

e Moodle supports a variety of plugins for enhanced functionalities (e.g.,
plagiarism detection, video conferencing tools).

e Moodlecanintegratewithothersystemslikeplagiarism software,
or institutionaldatabases.

e MoodleallowsseamlessconnectionwithexternalapplicationsviaLTI.
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3.3.8 UserManagement:

e Tutors, students, administrators, and other roles have configurable permissions.
e Studentsandtutorshavepersonalised profileswithinformation, progress,

and activitylogs.

e Various methods foruserauthentication, including manual accounts, OAuth,
LDAP, or Single Sign-On (SSO).
e TheofficialMoodleappallowsstudentstoaccesscourses,materials,
and participate in activities on mobile devices.

e Moodle’sinterfaceis mobile-friendlyandadjuststodifferent screensizes.
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3.3.9 Complianceand Reporting:

e Moodleprovidestrackingandreportingtoolsthatcansupportcompliance
with academic standards and accreditation requirements.

e Moodlesupports
GDPRcomplianceandoffersvarioussecurityfeaturessuchas data

encryption and secure authentication.

3.3.10 Training:

e [tistheresponsibilityofSystemAdministratortoprovidenecessarytraining

to users of the LMS and other systems.

3.4 UserFunctionality

Student, tutors and KNIGHTS administration can access the most up to date

policy and procedure from the LMS.

3.4.1 Student
When logged in, a student can:

e View and edit his/her personal profile;

e Accesstheprogrammeofenrolment;

e Accesstheprogrammeschedule;

e Access Student Corner which includes documentation such as the Induction
Pack, Student Handbook, programme and academic regulation, access manuals
andvideoguideson navigating throughthe Online Learning Portal;

¢ Viewanddownload allthe presentations and notes of every module. Note that
presentations are typically available after the sessions;

e Accesspre-recordedlearningcontent (ifapplicable);

e Accessrecordingsoflive sessions (ifapplicable);

e Uploadassessments;

e Receivegradesandfeedbackaftercorrectionofassignments;



COLLEGE

@1 KNIGHTS

e Tracktheirprogressthroughcompletiontracking,whichshowswhich
activities and resources they have completed or need to engage with;

e Participate in discussion forums to interact with classmates and tutors
by contributing to course-related topics;

e Submitquizzesandassessmentsdirectlythroughtheportaland
receive automated feedback where applicable;

e Access peer-review assignments and participate in self-assessment or
peer- assessment activities when applicable;

e Engage with interactive learning activities, such as quizzes, polls, and external
resources linked within the course;

e Joingroupactivitiesanddiscussionsifthecourseinvolvescollaborativegroupwork;

e Monitorattendanceforlive sessions or specific activities through
the attendance tracking feature;

e Downloadcertificates of completionor participation (if enabled by the institution);

o Accessthegradebooktoviewtheiroverallperformanceinthecourse,
including grades for individual assignments and final scores;

e Receivenotificationsonupcomingdeadlines,announcements,or
feedback through the platform's built-in alert system orvia email;

e Access Moodle via a mobile app, allowing for flexibility in managing learning
activities on the go;

o Completesurveysandfeedbackformsforcourseevaluationsor

general feedback on the programme.

3.4.2 Tutor
Whenlogged in, a tutor can:

e Access manuals on navigating through the Learning Management System;

¢ Viewanddownloadassignments, marksheets, presentations,andnotesfor
the modules they are assessing;

e Grade and give detailed feedback on assessments;

e Accessthe lQA (Internal Quality Assurance) folder with IV (Internal Verification)
feedback on their marking for that module;

e Accessthepre-recordedlearningcontent(ifapplicable);
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Moderatediscussionforumsbymanagingtopics,posts,and

interactions, ensuring active student participation and addressing
queries;

Trackstudentprogressandcompletionofactivities,enablingearly
identification of students who may be falling behind or need extra support;
Manage group activities by organising students into groups for
collaborative projects or discussions, and assigning group-specific tasks;
Postannouncementsandupdatestotheentirecourseviathenewsforumor
course dashboard,keepingstudentsinformedofimportantdates,changes,
or instructions;
Viewstudentparticipationandlogs,givinginsightsintoeachstudent's
engagementwiththecoursecontent,suchasaccesstimesand

activity completion;

Upload and manage resources, including presentations, documents,
multimedia content, and external links, to provide additional learning materials;
Canaccess completion tracking and prerequisites, ensuring that students
meet specific conditions before accessing certain course materials or
activities;

Canaccess gradebook;

Use rubrics and marking guides for more structured grading and consistent
feedback on student submissions;

Engageinpeer-assessmentactivities, allowingtutorstosetup

workshops where students canreview and assess each other's work;
Utilise Moodle's mobile app to manage course content, assessments,

and student communication on the go;
Monitorattendanceforlivesessions(ifapplicable)and
trackstudentparticipation in specific learning activities;

Access and download reports for grading, activity completion,

and student participation forinternal reviews or reporting purposes;
Provide real-time feedback during live sessions via integrated video

conferencing tools like Microsoft Teams or Zoom.
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3.4.3 Administration Functionality

When logged in, KNIGHTS administration can:

Setupcentres,courses,andintakes, configuring course categories,

enrolment methods, and module structures;
Add and update users on the Online Learning Portal, including creating user

accounts, assigning roles (e.g., student, tutor, administrator), and managing

enrolment keys or automatic enrolments;

Upload and access pre-recorded learning content and course material for each
module or programme;

Facilitate online and blended learning by scheduling and conducting live sessions,
uploading supplementary learning materials, and managing asynchronous
learning activities;

Configure gradebook settings to customise how student grades are
calculated, weighted, and displayed, enabling more flexible grading schemes;
Create and manage quizzes and assessments, with options to design questions
using various formats (e.g., multiple choice, short answer, essay) and configure
automated grading where applicable;

View and download all presentations and notes for every module, ensuring
consistency and availability of teaching materials;

Review grades and feedback provided by tutors after correction of
assignments to ensure alignment with institutional standards;

Publish student results within the platform and make them accessible to
students, ensuring clear communication of academic progress;

View and edit student profiles, including personal information, enrolment details,
and academic history;

Access all courses and intakes, allowing oversight and control of the learning
environment and ensuring smooth course delivery;

Monitor tutor activity and course participation, ensuring that tutors are fulfilling their
responsibilities and students are engaging with the learning materials;

Set up and manage forums, overseeing discussions, assigning moderators,
and ensuringthatforumsareactive and aligned withlearning objectives;

Manage course enrolment methods, including self-enrolment, manual
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enrolment, or linking to external databases for automatic enrolment;

e Configure course settings and structures, including course start and end
dates, completion criteria, grading scales, and prerequisites for accessing
course content;

e Generatereportsandlogsonstudentand tutoractivity, allowing for analysis of
engagement, assessment submissions, and course progression;

Access and manage the gradebook, customising grade display settings, setting
up categories, and ensuring grades are calculated according to institutional
policy:

e Archive and backup course data, ensuring that course content, student progress,
andassessmentdataareregularlybackedupandeasily retrievable;

e Manage learning tools and integrations, including plugins and external
applications such as plagiarism detection tools (e.g., Plagiarism Check) and video
conferencing platforms (e.g., Microsoft Teams);

e Monitor attendance and participation, including tracking attendance in live
sessions and monitoring completion of required activities;

e Update course materials and make real-time changes to content,
assessments, or course structures, responding to feedback or curriculum
updates;

e Access internal verification (IV) feedback and quality assurance documentation
to ensure allmarking and assessment procedures are in line with institutional and
accreditationrequirements;

e Setupcohortsand groups for courses, ensuring students are assigned to the correct
intake or group for administrative and reporting purposes;

e Sendannouncements and notifications to tutors, students, or entire cohorts,

ensuring timely communication of important updates or changes to the cours
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4. ResponsibilitiesandProcesses

4.1 Uploading Course Material

The Academic Affairs team is responsible to upload course material 2 weeks prior to

modulecommencement.

4.2 Recordingof Lectures

The Systems Administrator is responsible for the set-up of the session recordings using
Microsoft Teams. After the session has closed, these recordings are automatically
generated and will be manually shared on the Student Portal with the students enrolled in the
relevant module within 48 hours. Access to these recordings will only be provided for the

duration of the course.

4.3 Assessments

It is the responsibility of the Systems Administrator to set-up the grading rubric in the and to

ensure that assessment weighting is correct at the back-end of the LMS.

Responsibilities of the Academic Affairs Team, Admissions and Student Affairs Team, Tutor,
Internal verifiers and Students in relation to assessments and grading are noted in
Assessment and Internal Verification Policy and Procedure, as well as Assessment of

Dissertation Policy and Procedure.
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4.4 Plagiarismtool

[tisthe responsibility of the Systems Administrator to ensure that Plagiarism APls are

connected and up-to-date.

4.5 OnlinelLibrary

ltistheresponsibilityofthe Systems Administratortoensurethatonlinelibraryisaccessible

from both the Student and Tutor corners in the LMS.
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4.6 Forums

o [tistheresponsibilityofthe Systems Administratortocreateforumsforeachmodule

for module related communication.

e [tistheresponsibility of the Tutor to create forum content and manage discussions.

4.7 OnlineLearning

It is the responsibility of the Systems Administrator to to set-up online sessions and to

ensure thatlessons and schedules are accessible from within the LMS.

4.8 StudentAttendance

Responsibilitiesofthe Systems Administrator:

e Toensurethatstudentsareabletologtheirownattendanceonsiteforface-
to- facelectures;

e Toensurethattutorsare abletolog student attendance for online lectures.

Responsibilities of the Tutor:

e Toensurestudentslogtheirattendanceinthe LMS during eachface-to-face class;

e Totake students’ attendance during online classes.

ResponsibilitiesoftheAdmissionsandStudentAffairsteam:

e Toensurethatattendancerecordsare accurate.

e Tomonitor students attendance.

Referto Programmeand Academic Regulations for specific attendance regulations and

concessions.
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4.9 Student Feedback Questionnaires

It is the responsibility of the Academic Affairs team and the Admissions and Student

Support team to manage, assess and analyse student feedback.

Responsibilities of the Student:

e To complete feedback questionnaire foreach module or course. Responsibilities
of theSystems Administrator:

e Toset-upStudentfeedbackquestionnairesforeachmodule;

e Toensurethatstudentsreceiveinvitationtoparticipateinthe module
feedback collectionprocess;

e Toensurethatstudentsreceiveinvitationtoparticipateinthecourse

feedback collectionprocess.
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Responsibilitiesofthe Systems Administrator:

e Toset-upStudentfeedbackquestionnairesforeachmodule;

e Toensurethatstudentsreceiveinvitationtoparticipateinthe module
feedback collectionprocess;

e Toensurethatstudentsreceiveinvitationtoparticipateinthecourse

feedback collectionprocess.

5. AssociatedPolicies

e KNIGHTSCodeofEthics

e Data Privacy and Information Management Policy

e Assessment and Internal Verification Policy and Procedure
e Assessment of Dissertations Policy and Procedure

e Recognising and Avoiding Plagiarism Policy and Procedure

e Programmeand Academic Regulations



