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Appendix 2: List of sub-processors (updated October 20, 2022) 
 
 

Sub-processor Function Data Policy Data Collected 

Aircall.io, Inc. 
(USA) 

Cloud Based 
Application 
Provider 

Data Processing Agreement 
(PRIVACY POLICY) 

Name, job title, email address, phone 
number, home address, work address, 
employer, union membership, personal 
website, social media accounts, 
timestamps. 

Amazon Web 
Services (AWS) 
(EU) 

Infrastructure Privacy Policy IP address, device, browser type and 
version, operating system. 

Appcues, Inc. Cloud Based 
Application 
Provider 

Privacy Policy Name, email address, company name, 
postal address, telephone number, files 
and messages sent via SetKeeper, 
browser type, operating system, IP 
address, access times, pages viewed. 

ClickUp Cloud Based 
Application 
Provider 

Data Protection Addendum First name, email address. 

Datadog, Inc 
(USA) 

Cloud Based 
Application 
Provider 

Privacy Policy Name, email address, phone number, IP 
address, device, browser type and 
version, operating system. 

Dropbox Cloud Based 
Application 
Provider 

Data Processing Agreement Name, job title, email address, phone 
number, home address, work address, 
employer, union membership, personal 
website, social media accounts, 
timestamps. 

Google LLC 
(USA) 

Cloud Based 
Application 
Provider 

Privacy Policy Name, job title, email address, phone 
number, home address, work address, 
employer, union membership, personal 
website, social media accounts, IP 
address. 

HelloSign, Inc. 
(USA) 

Cloud Based 
Application 
Provider 

Privacy Policy Name, email address, phone number, IP 
address, device, browser type and 
version, operating system, signature, 
content of documents signed via 
SetKeeper. 

Intercom, Inc. 
(USA) 

Customer 
Support 
Platform 

Privacy Policy Name, email address, company name, IP 
address, device, browser type and 
version, operating system, access times, 
pages viewed. 

https://aircall.io/privacy/
https://aircall.io/privacy/
https://aws.amazon.com/privacy/
https://trust.appcues.com/#privacy
https://clickup.com/dpa
https://www.datadoghq.com/legal/privacy/#:%7E:text=Your%20personal%20information%20is%20only,Commission%2Dapproved%20Standard%20Contractual%20Clauses.
https://assets.dropbox.com/documents/en/legal/dfb-data-processing-agreement.pdf
https://policies.google.com/privacy?hl=en-US
https://www.hellosign.com/about/privacy
https://www.intercom.com/legal/privacy
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MixMax Marketing 
Automation 
Platform 

Data Processing Addendum Name, job title, email address, country, 
employer, union membership, 
timestamps. 

MongoDB, Inc. 
(USA) (Data 
stored on AWS 
EU) 

Infrastructure Privacy Policy Name, email address, company name, 
postal address, telephone number, files 
and messages sent via SetKeeper, 
browser type, operating system, IP 
address, access times, pages viewed. 

Productboard Cloud Based 
Application 
Provider 

Privacy Policy Name, email address, employer, 
country. 

Salesforce, Inc 
(EU 
datacenter) 

CRM Data Processing Addendum Name, job title, email address, phone 
number, home address, work address, 
employer, union membership, personal 
website, social media accounts, 
timestamps. 

Stripe, Inc 
(USA) 

Cloud Based 
Application 
Provider 

Privacy Policy Name, email address, payment method 
information, purchase amount, date of 
purchase, payment method, IP address, 
device type, operating system and 
internet browser type, screen 
resolution, operating system name and 
version. 

Paycove, Inc. 
(USA) 

CRM Privacy Policy Name, email, phone number, work 
address. 

SendGrid, Inc. 
(USA) 

Electronic Mail Privacy Policy Name, email address, content of emails 
sent from SetKeeper, IP address of the 
recipient, timestamps. 

Slack Cloud Based 
Application 
Provider 

Terms of Service, Privacy Policy, 
GDPR and PRIVACY POLICY 

Name, job title, email address, phone 
number, home address, work address, 
employer, union membership, personal 
website, social media accounts, 
timestamps. 

Survicate Cloud Based 
Application 
Provider 

Data Processing Addendum Name, email address, country, 
state/region. 

Twilio, Inc. 
(USA) 

Cloud Based 
Application 
Provider 

Privacy Policy Name, email address, content of text 
messages sent from SetKeeper, 
timestamps. 

https://www.mixmax.com/legal/privacy-policy#:%7E:text=Whenever%20you%20interact%20with%20our,page%20or%20feature%20you%20requested.
https://www.mongodb.com/legal/privacy-policy
https://www.productboard.com/privacy-policy/2021-10-20/
https://www.salesforce.com/eu/company/privacy/
https://stripe.com/en-fr/privacy
https://paycove.io/privacy-policy
https://www.twilio.com/legal/privacy
https://slack.com/trust/privacy/privacy-policy
https://slack.com/trust/privacy/privacy-policy
https://assets.survicate.com/docs/Data-Processing-Agreement-Survicate.pdf
https://www.twilio.com/legal/privacy
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Xentric LLC Cloud Based 
Application 
Provider 

Privacy Policy Name, job title, email address, phone 
number, home address, work address, 
employer, union membership, personal 
website, social media accounts, 
timestamps. 

Revolution 
Entertainment 
Partners 

 Privacy Policy Name, date of birth, social security 
number, shipping/billing address, email 
address, phone, username, and 
password. 

Open AI  Privacy Policy Name, contact information, account 
credentials, payment card information, 
and transaction history, (collectively, 
“Account Information”). 

 

https://www.phoneiq.co/privacy
https://www.revolutiones.com/#/privacypolicy
https://openai.com/policies/privacy-policy

