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Introduction

This checklist is designed to help compliance managers get their organization ready for ISO/IEC 42001 certification by setting
up arobust Al risk assessment process. Follow each step carefully to ensure that your organization meets all requirements for
ISO 42001. If you complete all the mandatory steps below, you're well on your way to a successful ISO 42001 assessment!

ISO/IEC 42001 Readiness Checklist
Here’s a straightforward checklist to help you get ready for ISO 42001.

STEP 1: Establish an Al Risk Assessment Process

D Define Your Al Risk Assessment Process: Document a process that considers Al's potential impact on the
organization, individuals, and society, as required by ISO 42001 Clause 6.1.2.

O Choose Your Risk Assessment Method:
* Select a Qualitative Method (e.g., high, medium, or low-risk ratings).
¢ Select a Quantitative Method (e.g., FAIR, AIRSS) if your organization has more mature Al applications.

Use Case: If your organization handles sensitive customer data, defining this risk process will help assess potential data
privacy breaches.

STEP 2: Identify Your Al Risk Sources and Assets

() Identify Al Risk Sources:
a. Consider high-level risks like:
* Lack of transparency and explainability.
* Complexity of the environment.
* Hardware and system life cycle issues.
* Technology readiness and level of automation.
Include additional risks relevant to your organization, such as software vulnerabilities, insecure architectures, or
* human error.

D Identify and Assess Assets:

List key organizational assets (e.g., Al models, data sets).

b. Identify personal assets (e.g., private customer information).

c. Recognize societal assets (e.g., environmental impact).

d. Assign a value to each asset to prioritize risk management efforts.

o

Use Case: For a company using Al for loan approvals, risks might include bias in data or model inaccuracies affecting
fair lending practices.
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STEP 3: Perform the Al Risk Assessment

D Assess Potential Consequences:

a. Business Impact:

* Qualitative: Describe potential business impacts

* Quantitative: Calculate financial impacts (like approx. loss from a data breach”).
b. Individual Impact:

* Qualitative: Assess personal privacy risks (For example, data misuse).

* Quantitative: Estimate impact based on past events (e.g.,, "SLE of $20 per data record lost").
c. Societal Impact:

* Qualitative: Evaluate potential societal impacts (e.g., Al-induced power outages).

* Quantitative: Estimate economic damage (e.g., using loss exceedance curves).

D Assess Likelihood
* Qualitative: Rate probability (e.g., high, medium, low).
* Quantitative: Calculate the Annual Rate of Occurrence (ARO) for specific risks

Use Case: In an e-commerce platform using Al for customer insights, assessing risks includes both the likelihood of
data breaches and their potential impacts on business continuity.

STEP 4: Document and Justify Your Risk Assessments

O Document Risk Impacts: Provide a detailed justification for each risk, explaining why it is considered a concern for the
organization.

D Outline Mitigation Strategies:
* List mitigation strategies for each risk (e.g., "Implement encryption for sensitive data”).
* Document improvements to transparency and security measures.

D Assess Overall Risk:

* Qualitative: Use heat maps or risk matrices to visualize risks.
* Quantitative: Calculate the Annual Loss Expectancy (ALE) using methods like FAIR or AIRSS.

Use Case: A healthcare provider using Al for patient diagnostics needs to document how patient data security will be
managed and backup strategies for Al model failures.

STEP 5: Continuous Review and Improvement

D Monitor and Update the Risk Assessment Process: Regularly review the risk assessment process and update it as your
Al systems, data, and regulations change.

O Conduct Regular Audits: Schedule and conduct internal audits to ensure risk management practices align with ISO
42001 requirements. Prepare for an external audit as part of the certification process.

Use Case: A financial institution using Al for fraud detection should regularly audit its risk management process to
adapt to evolving cybersecurity threats.
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The Final Countdown: Are You ISO 42001 Ready?

D Established an Al risk assessment process

D Identified all relevant risk sources and assets
O Done a qualitative and quantitative Al risk assessment
D Documented all risk assessments and outlined mitigation strategies

D Added a continuous review and improvement plan, including regular audits

If you've checked the above boxes, your organization is ready for an ISO 42001 assessment!

For more information and expert advice on ISO 42001 or any major
compliance frameworks, contact Scrut Automation today!

Get Started with Scrut Automation
Learn more about Scrut Automation at scrut.io
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