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Overview
Generative Artificial Intelligence (referred to in this document as simply “AI”) has the potential to transform the way we work and live, and EXAMPLECORP is committed to leveraging this technology to enhance our business operations and decision-making capabilities. However, we also recognize the potential risks and limitations associated with AI and are committed to ensuring that our use of AI is responsible, ethical, and transparent.
This Guardrails document outlines our approach to AI use, including the principles and practices that we shall follow. It is designed to ensure that AI use at EXAMPLECORP is aligned with our business values and objectives and that we are transparent and accountable in our use of AI.
By following these Guardrails, we aim to promote a culture of responsible AI use at EXAMPLECORP, and to ensure that AI is used in a way that benefits our employees, clients, and other stakeholders.
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EXAMPLECORP is a firm dedicated to high ethical and professional standards. As you access and leverage Artificial Intelligence (AI), we wish to remind you that the following existing policies apply:
At EXAMPLECORP we are committed to building a culture that is centered on respect, empowerment, and equity.  However, AI algorithms are prone to having an inherent bias. All results obtained from AI should be verified to ensure they are free of bias.
Another core value of EXAMPLECORP’s culture is integrity. As generative AI is prone to producing hallucinations, all results obtained from AI should also be verified to ensure they are accurate.
AI systems may not be used:
· To view websites that offer pornography, gambling, or violent imagery, or are otherwise inappropriate in the workplace, or to create such images.
· To operate an outside business, online auction, or other sales site, solicit money for personal purposes, or otherwise act for personal financial gain or profit. 
We reserve the right to monitor employee use of AI at any time. You should not expect that your use of AI including, but not limited to, the sites you visit, the amount of time you spend online, and the communications you have will be private.
It is our firm's policy to use licensed AI software only in accordance with the terms of its license agreement. Violating a license agreement is not only unethical, it is also illegal, and can subject the Firm to criminal prosecution and substantial monetary penalties.
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EXAMPLECORP is committed to protecting all individuals' data when using AI. Clients, employees, contractors, and vendors have the right to:

· Request correction or deletion of their data from any AI system.
· Object to the processing of their data using AI.

AI tools used at EXAMPLECORP fall into two main categories, each with different requirements for data handling and consent:
1. [bookmark: _Toc199196847]AI Assistants (e.g., Microsoft Copilot, OpenAI ChatGPT, etc.) process user-inputted prompts and generate responses. They operate on the data the user already has access to. EXAMPLECORP will provide good stewardship of data when using AI assistants. Employees must:

a. Follow the Guardrails in this document to ensure each AI assistant is only used with the data it is explicitly approved for.
b. For any data not approved for use with a tool, follow the Data Sanitization procedures before use.
c. Upon written request, provide a report on how a client’s data was used by any AI tool.
d. Upon written request, delete any client data from an AI system and provide proof of removal.

2. [bookmark: _Toc199196848]AI Meeting Recorders & Note-taking Tools (e.g., Zoom AI Companion, Fathom, etc.) may actively capture, record, and transcribe live conversations, requiring explicit consent and opt-out options. Because these tools capture and process live conversations, additional transparency and opt-out options are required. Employees must:

a. Obtain consent from all affected individuals, including clients, employees, contractors, and vendors, before enabling AI-powered meeting note-takers.
b. Offer an opt-out option to any affected individual who does not want their data stored or used.
c. Ensure compliance with data retention policies by deleting recordings upon request.

EXAMPLECORP employs physical, technical, and administrative safeguards to protect client data from unauthorized access, disclosure, alteration, or destruction.
· In accordance with the principles of “Least Privilege,” access to AI is strictly limited to individuals whose job responsibilities require it.
· Access to AI systems requires Multi-Factor Authentication (MFA). Any attempt to bypass MFA is strictly forbidden.
· Client data will be encrypted at rest and in motion, even when using AI.
· Employees will take all precautions to secure client data in all use of AI.
EXAMPLECORP adheres to the following core principles when managing client data:
· Lawfulness: EXAMPLECORP collects and processes data using AI only for legitimate purposes.
· Transparency: EXAMPLECORP is transparent in sharing how it uses personal data in AI systems. 
· Security: EXAMPLECORP implements robust measures to protect data from AI breaches. 
· Accountability: EXAMPLECORP takes responsibility for managing and safeguarding client data in our use of AI.
Information is part of what makes EXAMPLECORP competitive. During your employment, you may have access to confidential client data and Firm information because you need that information to do your job. It is imperative that you keep the information you learn through your employment confidential, even after separation from EXAMPLECORP.  You are required to comply with the terms of the Restrictive Covenants Agreement that was entered upon between you and EXAMPLECORP at the start of your employment. You are not allowed to improperly disclose any client data or other confidential or proprietary information which you acquire as an employee of EXAMPLECORP to any other person or entity.
As previously stated, security is the responsibility of everyone. Information about passwords, and other credentials should never be shared with an AI.
[bookmark: _Toc199196849]Guardrails
[bookmark: _Toc199196850]Usage
PHI data may not be used in any AI tool without the explicit written consent of the client.
[bookmark: _Toc199196851]Evaluation of AI Technology
· Technology and services that leverage AI will be included in an inventory noting the use of AI.
· Inventory will include relevant information to manage the technology.
· Before use, technology that leverages AI will be evaluated by IT Security personnel to identify risks and gain use approval.
[bookmark: _Toc199196852]Validation
Business processes that leverage AI must have human observability to ensure that processes operate as intended. In their use of AI, EXAMPLECORP employees and contractors must:
· Validate the output to ensure it meets corporate standards for accuracy, fairness, and compliance.
· The conclusions are supportable by the information available and commonly acceptable practices.
· The results are based on real information and methods.
· There are no unintended exposures of client or employee PII or PHI in the results.
· There are no unintended uses of other client’s data in the results.
· There are no explicit or implicit biases in the results.
[bookmark: _Toc199196853]Data Sanitization
Before using AI, remove all data from your files that are not explicitly approved by your IT Security personnel. Follow these procedures to properly sanitize your documents:
1. For PDF documents (Ref: https://helpx.adobe.com/acrobat/using/removing-sensitive-content-pdfs.html):
a. Use Adobe Acrobat Pro's Redaction tool (All tools > Redact a PDF).
b. Mark sensitive content through manual selection or text search.
c. Always enable "Sanitize and remove hidden information" option when applying redactions.
d. Save as a new file with "_Redacted" suffix to preserve the original.
e. Verify the redacted content is not visible in the final document.

2. For text documents:
a. Remove sensitive information using Find and Replace tools.
b. Replace sensitive terms with generic identifiers (e.g., "CLIENT1", "ADDRESS1").
c. Review the entire document to ensure no sensitive data remains.
d. Save sanitized version as a new file.

Important: Keep your original document separate, as sanitization cannot be reversed once applied. Always ensure you only upload the sanitized version to AI tools. Double-check that you're using the correct (sanitized) file before uploading. 
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