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Data Sheet

MA200 series

The NETGEAR® M 4200 Switch Series delivers a unique, effective solution for

Wave 2 B02.11ac deployments. The M4200 is the first 8x2.5G M ulti-Gigabit
switch with full PoE+ provision on all ports and 2x10G line-rate aggregation

to the wiring closet. Plenum rated, slim design and mounting accessories
allow Tor access point placement optimization and cabling ethciency even in

nontraditional networking environments. L3 feature set includes static routing
and RIP dynamic routing. The NETGEAR M 4200 is ready for the future, with

software-defined Network (SDM) and OpenFlow 1.3 enabled for your network.

METGEAR Intelligent Edge Switch solutions combine latest advances in
haraware and software engineering for higher flexibility, lower complexity

and stronger investment protection, at a high-value price point.

Lower complexity
« Entire feature set induding L2 switching

{multi-tiered access contral, auto-VolP,
auto-iSCSl) and L3 routing (static or RIP)
iz available without a license

« DHCP/BootP innowvative auto-installation

including irmmware and configuration file
upload automation

Iy estment protection
« Multi-Gigabit NBASE-T enables 2.5X to

5% faster speeds up ta 100m an legacy
CatSe/Cath cables while providing 100M

and 1G backward compatibility

- Even if an organization is not ready for SDM,

OpenFlow support offers future-ready
design for maximum investment protection

SECure services
« With successive tiering, the Authentication

Manager allows for authentication methods
per port for a tiered authentication based

on configured time-outs

With BYOD, tiered Dotlx > MAB =

Captive Portal authentication is powerful
and simple to implement with strict policies
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Industry standard management
« Industry standard command line interface

(CLI). functional NETGEAR web interface
(G, SHMP. sFlow and RSPAN

« Single-pane-of-glass NM5300

management platform with centralized

firmware updates and mass-configuration
support

Industry leading warranty
« NETGEAR MA200 series is covered under

METGEAR ProSAFE Lifetime Hardwars
Warranty*

« 90 days of Technical Support via phone and

email, Lifetime Technical Suppert through
online chat and Lifetime Mext Business Day
hardware replacement
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MA200 series
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Rack-mounting kit
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Rubber belts

H

Maount for attachment to awall,
round ar rectangular pole
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Rack -mounting kit

MA200-10MG-PaE+
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MA200 series
Product Brief

The ProSAFE® MA4200-10MG-PoE+ Managed Switch was designed from the ground up to optimize the installation of Wave 2 11ac access points.
Includes eight full power PoE+ and multi-speed 1G, 2.5G ports for 100 meter cable runs, combined with two 10G uplinks for a fully non-blocking
deployment of eight Wawve 2 11ac access points. NETGEAR Multigigabit Ethernet is compatible with most major wireless and switching wvendors
managed solutions, and the only onewith 8x2.5G to the AP and 2x10G line-rate aggregation to the wiring closet. Plenum rated, slim design and
mounting accessories allow for access point placement optimization and cabling efhciency.

METGEAR M4200 series key features: NETGEAR M4200 series resiliency and avallability features:

- Eight full power PoE+ and multi-spead 1G, 2.5G ports combined with
two 106G 5FP+ uplinks

- Allow for a fuly non-blocking deployment of eight Wawe 2 11ac access
points, with 24 0W PoE budget

- Two of these multi-speed 1G, 2.5G PoE+ ports also support 5G

- NBASE-T compliant Multigigabit Ethernet (basis for the upcoming

|EEE 802 .3bz standard)

- 2.5X to 5X faster speeds up to 100m on legacy CatSe/Caté cables -
yat providing 100M and 1G backward compatibility

- Whisper quiet 28.9dB acoustics when operating at 25°C (77 °F),
well below normal offices ambient background noise

- Secure placement above drop-down ceilings, in air passageways
and where other switches will not go, wvertical or horizontal, flat or
perpendicular

- Easy Mount options whether its directly on a wall, attached to a
rectangular ar round pole, or mounted in a standard 19-inch rack

- Low latency and scalable table size with 16K MAC, 1K ARP/NDP,
1K WLANS, 32 routes (IPv4) and 32 routes [IPvE)

- 5DM-Ready OpenFlow 1.3 support for maximum investment protection
METGEAR M4200 series software features:

- Advanced classiher-based, time-based hardware implementation for
L2 (MAC), L3 (IP) and L4 (UDPSTCP transport ports) security and
prioritization

- Selectable Port-Channel f LAG (802.3ad - 802143 L2/L3/L4
hashing for fault tolerance and load sharing with amy type of Ethernat

channeling

- Vioice VW LAMN with SIP, H323 and SCCP protocols detection and LLDP -
MED IP phones automatic QoS and VLAN conhguration

- Efhcient authentication tiering with successive DOT1X, MAB and
Captive Portal methods for streamlined BYOD

- Comprehensive |Pvd/IPve static and IPv4 dynamic routing including RIP
- Layer 2 multicast forwarding with IGM Pv3/M LDV2 Snooping and

|GM Pv2/WLEw T Snooping Querier

- Advanced security including malicious code detection, DHCP Snooping,
Dy namic ARP Inspection and DoS attacks mitigation

- Innowvative multi-vendor Auto-iSC51 capabilities

- Link Dependancy new feature enables or disables ports based on the
link state of different ports

- Per VLAN Spanning Tree and Per WVLAM Rapid Spanning Tree (PVSTPS
PVRSTP) offer interoperability with PVST+ infrastructures

NETGEAR M4200 series management features:

- DHCP/BootP innowative auto-installation including firrmware and
confhguration file upload automation

» Industry standard SMNMP, RMOMN, MIB, LLDP, AAA, sFlow and RSPAMN
remate mirroring implementation

- Service port for out- of-band Ethernet management (OOB)

. Standard R5232 straight-through serial R145 and Mini-USB ports far
local management consale

- Standard USB port for local storage, logs, conhguration or image files

- Dual firrmware image and conhguration file for updates with minimum
sanvice interruption

- Industry standard command line interfacea (CLI) for IT admins used to
other vendors commands

- Fully functional Web console (GUI) for IT admins whao prefer an easy to
use graphical interface

« Single -pane-of-glass MM 5300 management platform with mass-
configuration support

NETGEAR M4200 series warranty and support:

- NETGEAR ProSAFE Lifetime Hardware Warranty™®
» Included Lifetime Technical Support

- Included Lifetime Maxt Business Day Hardware Replacement

Page 3 aof 31
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M4200 series
Features highlights

&-port Multi-Gigabit switch with full PoE+ provision on all ports

| MBASE-T (basis for the upcoming IEEE 802 3bz stan- | + 8-port PoE+ Multi-Gigabit Ethernet 1G/2.5G BASE-T with 8 x 30W = 240 Watts full power

Eﬁ;gﬁ:&fﬁiﬂﬁfﬁﬁhgw z B | Including two of these ports with 5G BASE-T capabiity

- Zero coast cabling plant investment required
- Full 1000BASE-T backward compatibility

« Z-port 10G SFP+ uplinks for 8x2.5G to the Wawve 2 11ac Access Paints and 210G line-rate aggregstion
to the wiring closet

- Man blocking 90GEps fabric for [6 x 2.5G) + (2 x 5G) + (2 x 10G) full duplex aperation

L2, L3 and L4 switching feabures (access control list, classification, filtering, [Pv4/IPv6 static routing, [Pv4 dynamic routing) are performed in hardware at interface
line rate far vaice, video, and data canvergence

Example of redundant, wire speed 325G 2Zx10G wireless access layer topology:

Stack of two M4300 106G Switches,

| g r MB100 chassis equpped with twa 10G Hades
‘\ 250G PoE+ [Copper)
E LA
X N\a & '

»
A
SN

10G uplinks [Fiber) s

Wave 2 11ac
Wireless Access Points

5.0, P

el s
-

M 4200 Distributed Distribution Layer Switches

Unrivalled flexibility

Eazy Mount alows for standard rack mounting as well 2 plenum mounting an rectangular and round poles, ar wals

| Serure placement above drop-down calings, in air passageways and where other switches will not ga, vertical or horizontal, flat or perpendicular

Ships with four self-adhesive rubber footpads for installation cn a flat surface (cushion against shock and vibrations; ventiation space between stacked switches)

Far walls and poles, the switch ships with a mount to which you can dick-attach the back or the bottomn of the switch (flat or perpendicular)

The mount provides a kacking tsb and the switch comes with a power cord bodker for additional peace of mind in montraditiona netwarking envircnments

| Whisper quiet 28.94B acoustics when operating at 25 C {77 °F), well below normal offices ambient background naise

Standard Rack Mounting Attaching the Switch to 2 Wall Attaching the Switch to a Round Pole Attaching the Switch to a Rectangular Pole
1 i 1
- .
A1 _-.Jp-?
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MA200 series

Power Caord Lock and Strap Mount for Attachment Outside the Rack 10cm Hose Clamps for Round Pales Rubber Bdts for Rectangular Pales

= = Ce=

Bath the switch back panel and
bottorn panel contain mounting
holes to dlow for attachment

s

|
apls

£ e
pi 8

Best value switching performance

16K MAC address table, 1K concurrent WLANs and 32 {IPvd ) 32 [IPvE] Layer 3 route t=ble size for the acoess layer

Each switch provides line-rate local switching and routing capacity

80 PLUS certified power siupples for energy high efhciency

16 Mb packet buffer dynamically shared for intersive applications

Low lstency at all network speeds, induding 2.5 Gigahbit, 5 Gigabit copper and 10 Gigabit hber interfaces

Jumba frames support of up to 3Kk accelerating starage perfarmance for badkup and choud applications

iS5 Flow Acceleration and Automatic Protection/ QoS | = Debecting the establishment and termination of iSCSI sessions and connections by snoaping packets used
for virtualization and server room networks cantaining in the iSCS! protocaol

I5CS!initigtors and SC5 targets - Maintaining a database of currently active iSCSI sessians and connections to store data, including classifier

rules far desired QoS treatment
- Irstallig and removing classiber rule sets 2= needed far the ISCE! session trafhc

« Monitoring activity in the i5C5] sessions to alkow for aging out session entries if the session terminatian
packets are nat received

- Avaiding session interruptions during times of cangestion that would otherwise cause &C5I packets to be

dropped

SOM-ready, M42 00 OpenFlow feature enables the « Suppart of a singke-table OpenFlow 1.3 data farwarding path
Skl b be maneged by S Dentsized Dpentlow « The CpenFlow feature can be administratively enabled and disabled at arw time

Controller using the OpenfFlow protocal
« The administrater can allow the switch to autormatically assign an IP address to the OpenFlow feature ar to
specifically select which address should be used

« The administrator can also direct the OpenFlow feature to always use the service part {out-of-band
management part)

» The Controler IP addresses are spacified manualy through the switch user interface
« The list of OpenFlow Controllers and the contrdler conmection options are stored in the Cantroller Table

« The CpenFlow component in MA2 00 software uses this information to set up and maintain 551
cannectians with the OpenFlow Controllers

- M4200 implements a subset of the OpenFlow 1.0.0 protocol and a subset of the CpenFlow 1.3

« It also implements enhancements to the OpenFlow protocol to optimize it for the Data Center
ervircrment and to make it compatible with Open vSwitch

| Access layer availability

Link Aggregation, also called Part Thanneling ar Part Trunking, offers powerful network redundancy and koad balancing in aogregation to a duad netwark care

Rapid Spanning Tree (RSTP) and Multiple Spanning Tree {MSTP) allow faor rapid transitionning of the ports to the Forwarding state and the suppression of Topology
Change Nobfication

Page 5 of 31
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MA200 series

METGEAR PYSTP implermentation [(CLI anby) follows - Including industry-standard P¥S5T+ interoperability

Et'ﬁc"‘tairrf; "J“E;;d‘” vendor’s Per VIANSTRROr | | oy i i similar o the MSTP protocal as defined by IEEE 802, 1=, the main difference being PYSTP runs
I one instance per V0LAN

« In ather words, 2ach configured VLAN runs an independent instance of PYSTP

« FastUplink feature mmediately mowves an alternate port with lowest cost to forwarding state when the
root part goes down to reduce recovery time

« FastBackbone feature selects new indirect port when an indirect port fails

METGEAR PYRSTP implementation [CLI anby) folows « Including industry-standard RPYST + intercperability

E;ﬁ-:gl:airrln-; nJesE;;;ﬂ:l'ler e W PVRSTP is similar to the BSTP protocal as defined by IEEE 802, 1w, the main difference being PYRSTP runs
| one instance per VLAN

« In ather words, each configured VLAN runs an independent instance of PVRSTP
« Each PWRSTP instance elects a root bridge independent of the ather
« Hence there are as many Roat Bridges in the region as there are YLAMNs caonfigured

« PerVLAM RSTP has in built support for FastUplink and FastBadibone
IP address conflict detection performed by embedded DHCP servers prevents accidental IP address duplicates from perturbing the overall netwark: stability

Ease of deployment

Autormatic configuration with DHCP and BootP Auto Install eases large deployments with a scalsble configuration files management capability, mapping IP addresses and
host names and providing individual confguration files to multiple switches a= soon as they are initialized on the network

Bath the Switch Serial Number and Switch primary MAC address are reparted by a simple "show® cormmand inthe CLI - fadlitating discovery and remote configuration
operatians

M 4200 DHCP L2 Relay agents eliminate the need « DHCP Relay agents process DHCP messages and generate new DHCP messages
ta hawve a OHCP serv each phisical metwork
= il e ekt « Supports DHCP Relay Option 82 drcuit-id and remaote-id for WLANS

subnet
| + DHCP Relzy agents are typicaly IP rni_rtirrg—a'nl.'a'e_d-aril:ez and can be referred to 2= Layer 3 r-EIE!'_-.r agents

Autormatic Voice over IP prioritization with Auto-YelP simplfies mast complex: multi-vendor IP telephones deployments efther based on protocols (SIP, H323 and SCCP)

or on OUI bytes [default database and user-based Clls) in the phone source MAC address; providing the best dass of service to VolP streams (both datzs and signaling)
over cther ordinary trafhc by classifying trafhc, and enabling correct egress queue configuration

| An asscciated Voice VLAN can be easily conhgured with Auto-ValP for further traffic isclation

When deployed IP phores are LLDP-MED compliant, the VYeoice WLAN will use LLOP-MED to pass on the VLAN I, BOZ.1P prarity and DSCP values to the [P phones,
accelerating convergent deployments

Versatile connectivity

8-port PoE+ full power and NBASE-T compliant, 1G / 2 5G including two of these ports with 5G ability

All B-part NBASE-T are backward compatible with standard Gigabit Ethernet { 1000BASE-T) and Fast Ethernet {1 00BASE-T ) speeds

|EEE 802 3at Power ower Ethernet Plus [PoE+] - |EEE B02.3at Layer 2 LLDOP methwod and 802 .3at PoE+ 2 -event classihcation methed fuly supported far
provides up to I0W power per part using 2 pairs campatibility with most PoE+ PD devices
while offering baclkward compatilbity with B02 3af

2-port 100G SFP+ uplinks for Bx2.5G to the Wave 2 11ac Access Points and 2x10G ine-rate aggregation to the wiring daset:

Autornatic MDIX and Autao-negotistion on al ports select the right trarsmission modes (half or full duplex) as well 2= data transmission far crossover ar straight-through |
cables dynamicaly for the admin

Link Deperdancy feabure ensbles or dissbles ane or more ports based on the link state of ane or more different ports

IPwE support with multicasting (MLD far 1P 6 filtering), static IPvB routes {unicast), ACLs and QoS

Page & of 31
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Ease of management and granular control

Dua firmware image and dua configuration file far transparent firmware updates [/ conhguration changes with minimum service internuption

Flexible Port-Channel/ LAG (802.3ad - B02 .1AX) implementaticn for maximum compatiblity, fault tolerance and load sharing with any type of Ethernet channeling
fram other verdars switch, server or storage devices conforming to IEEE BD2 3ad - induding static [selectable hashing agarithrms] - or to IEEE BO2 1 AX with dynamic
LAGs or port-channel [highly tunable LACP Link Agoregation Control Protoco )

Unidirectional Link Detecton Protocd (UDLD ) and Aggressive UDLD detect and avoid unidirectiond links automatically, in order to prevent forwarding anomalies in a
Layer 2 communication channel in which a bi-directiona ink stops passing traffic in ane direction

Port narmes feature alow s for descriptive names an all interfaces and better darity in real waord admin daily tasks

SOM (Systemn Diata Management, ar switch database) | = ARP Entries (the maxirmum number of entries in the IPv4 Address Resclution Protocal ARP cache far
termplates dlow for grandar system resources routing interfaces)

i i L g Onthrd e e oppcatios « |Pvd Unicast Routes (the maximum number of 1Pv4 unicast forwarding table entries)

« |PvB NDP Entries (the maxirmum number of IPvB Neighbor Discovery Protocal NDP cache entries)

« |PvE Unicast Routes (the maximum number of IPv6 unicast farwarding table entries)

« ECMP Mext Hops (the maximum number of mnext haps that can be installed in the IPvd and IPvE unicast
forwarding tables)

Private WLAMs and local Proxy ARP help reduce broadcast with added security
Management VLAM 1D is user selectable for best convenience

Industry-standard VLAMN management in the command line interface (CLI) for all commen operations such as WLAN creation; YLAN names; VLAN "make static” for

dynamically created VLAN by GVRP registration; VLAN trunking; VLAN participation as wel as VLAN 1D {PVIC) and VLAN tagging for one interface, a group of nterfaces
or al interfaces at cnce

Simplifed WLAN conbguration with industry -standard Aocess Ports for 802 .1 Q) unaware endpaints and Trunk Ports for switch-to-switch Inks with Native VLAN

System defaults automatically set per-port broadcast, multicast, and unicast storm contral for typical, mbust protection against DoS attacks and faulty dients which
can, with BYOD, often create network and performance issues

IP Telephary administratian is simphfied with cansistent Vaice VLAN capsbilities per the industry standards and automatic functions associated

Comprehensive set of "systemn utilities” and "Clear” cormmands help troubleshoot connectivity issues and restare varicus configurations to their factory defaults for
maximum admin efficiency: traceroute (to dscover the routes that packets actualy take when traveling on a hop-by -hap basis and with a synchronous response when

initigted from the CLI), clkear dynamically learned MAC addresses, counters, IGMP snooping table entries from the Multicast forwarding database etc...
Syslog and Packet Captures can be sent to USB storage for rapid network troubleshoating

Replaceable factory -default configuration file for predictable network reset in distributed branch offces without IT personne

All majar centralized saftware distribution platforms are supported for central software upgrades and configuration files management (HT TP, TFTP), including in highly
secured versians (HTTPS, SFTP, SCP)

Simple Metwark Time Protocol [SNTP) can be usad to synchronize netwark rescurces and for adaptation of NTP, and can provide synchronized network timestamp
either in broadcast or unicast mode (SMNTP client implementad ower UDP - part 123)

Embedded RMON (4 groups) and sFlow agents permit excternal network trafhc analysis

' Engineered for convergence |

Audia [Voice owver IP) and Video [multicasting) comprehensive switching, filtering, routing and prioritization
Auto-YalP, Voice VLAN and LLDP-MED support for IP phones QoS and VLAN configuratian

IGMP Snooping and Progy far IPed, MLD Snoaping and Proxy for |PvB, and Querier mode faclitate fast receivers joins and leaves for multicast streams and ersure mul-
ticast trafhc anly reaches interested receivers evenswhere in a Layer 2 ar a Layer 3 network, including scurce-specific (S5M ) and amy-source [ASM ) multicast

Multcast WLAN Regitration (MVR) usas a dedicated Multicast WLAN to forward multicast streams and avoid duplication for dients in different WLANs
PcE power managerment and schedule enablerment
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Layer 3 routing package
Static Routes! ECMP Static Routes far IPvd and IPwE - Static and default routes are configurable with next IP address hops to any given destination
- Permitting additional routes creates several optians far the network administrator

« The admin can configure multiple next hops to a given destination, intending for the router to load share
across the next hops

- The admin distinguishes static mutes by specifying a route preference value: a lower preferencevalue is a
more preferred static route

« A less preferred static route is used if the more preferred static route is unusable (down link, or next haop
cannat be resolved to a MAC address)

+ Preference aption alows admin to control the preference of individual static routes relative to rowutes
learned fram other sources (such as OSPF) since a static raute will be preferred ower a dynamic route when

routes from different sources have the same preference

Advanced Static Routing functions for administrative - Static Reject Routes are configurable to control the trafhic destined to a particular network so that it is not
trafhc control forwarded through the router

+ Such trafhc is dscarded and the ICMP destination unreachable message is sent back to the source
- Static reject routes can be typically used to prevent routing loops
- Default routes are canhgurable as a preference cption

In arder to fadliate VLAN creation and VLAMN routing « Create aVLAN and generate a unigue name far VLAN
using Wet: GLI, a VLAN Routing Wizard offers follow-

A o e « Add selected ports to the newly oreated WLAM and remowve selected ports from the default VLAN
- Create a LAG, add selected parts to a LAG, then add this LAG to the newly created VLAN
- Enable tagging an selected ports if the part is in anather YLAN

« Disable tagging if a selected port does mat exist in ancther VLAM

« Exclude ports that are not selected fraom the WLAN
- Enable rauting on the WYLAN using the IP address and subnet mask entered as logica routing interface

DH{F Relay Agents relay DHCF requests from amy + The agent relays requests from a subnet without a DHCP server ta a server or next-hop agent on anather

routed interface, induding VLANs, when DHCP server subret

doesn't reside an th IP network bnet
i e itk it e » Unlike a router which switches IP packets trarsparently, 3 DHCP relay agent processes DHCP messages

and generates new DHCP messages

- Supparts OHCF Relay Option B2 circuit-id and remote-id far V0LANs

« Multiple Helper IPs feature allows to configure a DHCP relay agent with muldple DHCP server addresses per
routing interface and to use different server addresses for cient packets arriving on different interfaces on

the relay agent server addresses for client packets arriving on different interfaces on the relay agent

Suppart of Routing Information Protocol (RiPv2) as « Each route is characterized by the number of gateways, or hops, a packet must traverse to reach its
a distance vector protocal specihed in RFC 2453 far intended destination

IFvd « Categorized as an interior gateway protocol, RIP cperates within the scope of an autonomous sy stem

IP Multinetting allows to configure mare tham ane IP address on a netwark interface (other vendors may call it IP Alasing or Secondary Addressing)

[P Thratthng feature adds configuration aptions for | = KZMP Redirects can be used by a malicious sender to perform man-n-the-middle attacks, or divert
the transrmission of varicus types of KM P messages packets to a malicious monitor, ar to cause Denial of Service {DaS) by blackhcling the packets

« {CMP Echo Requests and other mes=ages can be used to probe for vulnerable hasts ar routers

- Rate limiting ICMP error messages protects the loca router and the network: from sending a large number
of messages that take CPLU and bandwidth

Enterprise security

Trathc control MAC Filter and Port Security help restrict the traffic allowed into and out of specified ports or interfaces in the system in arder to increase owerall security
and bBlock MAC address flooding issues

DH P Snocaping menitars DHCP trafhiic between DHCP dients and DHCP servers to filter harmiful DHCP message and builds a bindings databasze of (MAC address, IP
address, WLAM ID, port) tuples that are considered autharized in order to prevent DHCFP server spoofing attacks

Chniamic ARP Irspection (IPvd) use the DHCP snooping bindings database per port and per WLAN to drop incoming packets that do not match any binding and to
enforce sowrce IP f MAC addresszes for malcious users trafhc elimination
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Time-based Layer 2 / Layer 3-v4 J Layer 3-v6/ Layer 4 Access Control Lists (ACLs) can be binded to ports, Layer 2 nterfaces, WLANs and LAGs {Link Aggregation
Groups or Part channel] far fast unauthorized data prevention and right granularity

Far in-band switch management, management ACLs on CPLU interface (Control Plane ACLs) are used to defime the IP/MAC or protocol through which management
access is allowed for inoreased HTTR/HTTPS or Telnet/S5H management security

Out-of-band management & available via dedicated service port [ 1G RJ45 O0B) when in-band management can be prohibited via management ACLs

Bridge protcool data wnit (BPDLU) Guard alows the netwaork administrator to enforce the Spanning Tree (STP) domain borders and keep the active topology consistent
and predictable - unautharized devices ar switches behind the edge ports that have BPDU enabled will not ke able to infuence the overall STP by creating loops

Spanning Tree Root Guard [STRG) enforces the Layer 2 network topalogy by preventing rogue roct bridges potential issues when for instance, unautharized ar unex-
pected new eguipment in the network may accidentally become a root bridge for a given VLAN

Dhvnamic 802, 1% V0LAN assignment mode, including « Up to 48 dlients (302. 1x) per port are supported, including the authentication of the users domain, in
Chymamic YLAMN creation mode and Guest VLAM [ order to facilitate convergent deployments. For instance when IP phanes conmect PCs on ther bridge, IP
Unauthenticated WLAN are supported for rigorous user phones and PCs can authenticate on the same switch part but under different VLAN assignment policies
and equipment RADIUS policy server enfarcement (Woice VLAN wersus other Production VLANS)

802 .1x MAC Address Authentication Bypass [MAE] + A list of autharized MAC addresses of dient MICs is maintained on the RADIUS server for MAB purpase

is a supplemental authentication mechanism that lets :

non-802.1x% devices bypass the traditional 302.1x MAEB can be configured on 3 par-port basis on the switch

process altogether, letting themn authenticate to the « MAR initigtes after unsuccesful dot1x authentication process (canfigurable time out), when dlients don't

network Lsing thar client MAC address as an identifer respand to any of EAPOL packets

« When B02.1X unaware dients try to cannect, the switch sends the MAC address of each dient to the
authentication server

+ The RADIUS server checks the MAC address of the client NIC against the list of autharized addresses
« The RADIUS server returns the access palicy and VLAN assignment to the switch for each client

With Successive Tiering, the Authentication Manager « By default, conhguration authentication methods are tried in this order: Det1x, then MAB, then Captive
alows far authentication methods per port for a Tiered Portal {web authentication)
i st Lk chrorhgl=d Bk « With BYCOD, such Tiered Authentication & powerful and simple to implement with strict pdicies
— Far instance, when a client is connecting, M4 200 tries to authencate the user/client using the three
methods above, the one after the other

« The admin can restrict the configuration such that no other method is dlowed to falow the captive paorta
method, for instance

Double WLANs (DWVLAN - QinQ) pass traffic from cne oustomer domain to ancther through the "metro care” in @ multi-tenancy ervircnment : oustomer WLAN 10s are
preserved and a service provider WLAN 1D is added to the traffic so the trafhic can pass the metro care in a simple, secure manner

Private WVLANs [with Primary WLAN, kalsted VLAN, « Private VLANs are usefulin DMZ when servers are not supposed to commuricate with each other but
Community WLAN, Promiscucus port, Host port, need to communicate with a router

:Ligiﬁf;jj ;ﬁ;ﬂlﬁ;m alme?;gp-::rtillat « They remove the need for more complex: part-based VLANs with respective IP interface/subnets and
associated L3 routing

broadcast domain to be partitioned into smaller paint-

ta-multipoint subdomains acoross switches in the - Another Private VLANs typical application are carrier-class deploymeants when users shouldr't see, snoop
same Layer 2 network or attack ather users” traffic

Secure Shell (S5H] and SNMPw3 [with ar without MDS or SHA authentication) ensure SNMP and Telret seszions are secured

TACACS+ and RADIUS erhanced administrator management provides strict “Legin® and "Enablke” authentication enfarcement for the switch conhguration, based an

latest industry standards: exec authorization using TACACS+ or RADIUS; cormmiand authorization using TACACS + and RADIUS Server; user exec accounting for HTTP
and HT TPS using TACACS+ or RADIUS; and authentication based an user domain in additicn to user ID and password

| Superior quality of service

Advanced classifer-based hardware implementation far Layer 2 (MAC), Laver 2 [IP]) and Layer 4 (UDF TCP transpart parts) priaritization

B queues far pricrities and vanous QoS policies based an 802.1p (Co%) and DiffServ can be applied to interfaces and WLANs

Advanced rate limiting downi to 1 Kbps granudarity and mininum-guaranteed bandwidth can be assooated with ACLs for best granularity
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Single Rate Pdlicing feature enables suppaort for Single | - Committed Infarmation Rate [average alowable rate for the dass)

Rate Poli defined by RFC 2637
icer as defined by « Committed Burst Size [maximum amount of contiguous packsts for the dass)

« Excessive Burst Size (additional burst size for the class with credits refill at a slower rate than committed
burst size]

« DiffServ feature applied to dass maps

Automatic Yoice over IP priaritization with protoool -baszed (SIP, H323 and SCOCP ) or OUl-based Auto-VolP up to 144 simulaneous voice calls

ISCSI How Acceleration ard automatic protection / QoS with Auto-iSCS|

| Flow Control

802 3x Flow Caontrd implementation per |EEE 802.3 « Asymmetric flow control alows the switch to respand to recetved PAUSE frames, but the parts cannat
Annex 318 specificatians with Symmetnc flow generate PALISE frames

trod, A etric flow control or No trod
D o e 3 ok bkl il « Symmetric low control allows the switch to both respend to, and generate MAC contral PALSE frames

Allows trathc from one dewvice to be throttled for a = A dewice that wishas to inhibit transmission of data frames from ancther device on thea LAM transmits a
specihed period of time: a device that wishes to inhibit PALSE frame
trarsrmission of data frames from ancther device on

the LAN transmits a PAUSE frame

UDLD Support
UDLD implementation detects unidirec tional irkg + UDLD protocol aperates by exchanging packets coantaining information about neighbaring devices
ﬁE;Eﬂ&ﬂﬁ;ji?ﬁﬁf:ﬂeﬁﬂﬂmnﬁeg « The purpose is to detect and avoid unidirectional link forwarding anomalies in a Layer 2 communicatian

Charmel

Bath "normal-mode™ and “aggressive-mode” are supported far perfect compatibility with other vendars implementations, induding port "D-Disable” triggering cases in
both medes
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Target Application

Wave 2 11ac Access Point I" Fiber, 10GBASE-LR LITE singls moda
deployment | Fiber, 10GBASE-SR mutimods
: Fiber, 10GBASE-LRM muttimaods -
M4200is the world's first Multigigabit i
Etharnet switch with eight full power PoE+ | S ACERIRAEY S Eetn
and multi-speed 1G, 2.5G ports combined : Copper, W 2.5/ 5G PoE+ R.MS Catse
with two 100G uplinks for a fully man-Hecking .
degloyrment of eight Wawve 2 11ac access
poirts from any vendor.

M4200 Series:
Wireless Access Layer

WIRING CLOSET — BUILDMNG 1

Building 1: Wireless Access Layer

- With Wave 2 802 11ac, wired networks need to expand their reach and scope to
support speeds greater than 1 Gigabit

- In addition, power-constrained emvironments can benaft from full power PoE+ to
support access points ina range of emvironments

- The M4200-10MG-PoE+ was designed from the ground up to optimize the
installation of Wawve 2 11ac access points

- With 8 x 2.5G to the APs and 2 x 10G line rate aggregation, M4 200 connects
redundantly directly to a MEB100 core chassis

- The two 5FP+ uplinks connect to two different 106G blades using link aggregation (L2
L3/ L4 LACP) with load-balancing and failowver

- MB100 management unit hitless failover and nonstop forwarding ensure no single
point of failure

- Using LACP in aggregation to this redundant core, M4200 allows for wire-speed
wireless access layer, with PoE+ full provisioning

Building 2: M4300 and M4200 Distribution and Wireless Access Layer

Data Sheet

MA200 series

"i MG100 Senies: Redundant Core

:

!

I

I

:

;

|

A
|"'....:.-
| M4300 and M4200 Series:

Distribution and Wireless Access Layer

i'“ TCELREPaET
":5 A BT 2R 2P

WAREHOUSE — BUILMNG 2

- In this warehousa, two half-width M4300 10GbE models are pared in a single rack space for redundant distribution layer

- Compared with a single aggregation switch, such two-unit horizontal stacking is cost-effective yvet highly efhcient for HA

- Management unit hitless falover and nonstop forwarding ensuras na single point of failure for M4200 access switches

- Bvery M4200 can connect to both redundant distribution switches using link aggregation (L2/L3/L4 LACP) with load-balandng and falower

- When too far from the wirng closet, M4200 distant switches are securety mounted on poles aooss the warehouse
- This redundant topology allows for wire-speed By 2. 56 wireless access layer, with PoE+ full provisioning
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M4200 series
Components

MA200-10MG-PoE+
Multigigabit Ethernet Managed Switch . B-part PoE+ 1G / 2.5G (RJA5) induding 2 -paort with 5Gbps

- MBASE-T compliant

. Z-part 10GBASE-X (SFP+)

« Man blocking 90Gbps fabric for [(Bx 2.5G) + (2 x 5G] + {2 x 10G) full duplex operation
« 240W PcE budget (30W per port across 8 parts)

Ordering information
Americas, Europe: GEM42T10P-TOONES
Asia Pacific; GSM4210P-1004A 15

Warranty: Lifetime ProSAFE Hardware Warran
ey H « Out-of-band 1G Ethernet management port

« Mini-USB and R145 RS232 conscle ports and USB storage port
L3 feature set with static routing and BIF w1 v 2 dynamic routing

_ + Easy Mount for standard rack mounting as well as plenum mounting on poles or walls

- Whisper quiet acoustics [2B9dB@25°C J/ 77°F)

Baoth the switch back panel and bottom panel contain maunting
holes to allow far attachment

19-inch Rack-Mount Kit Mount for Attachment Outside the Rack 10cm Hese Clamps for Round Poles Rubber Belts for Rectangular Foles

‘“ O fgj g

Standard Rack Mounting Attaching the Switch to a Wall Attaching the Switch to @ Round Pole Attaching the Switch to a Rectangular Pole

A
A
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Accessorias

GBIC SFP and SFP+ Optics for M4200 series

Data Sheet

MA200 series

ORDERING INFORMATION Multimode Fiber (MMF) " Single mode Fiber (SMF)
WORLDWIDE: 5EE TABLE BELOW OMA ar OM 32 OM2 or OM 4 a/125um
WARRANTY: 5 YEARS 62.5/125um 50/125um y
10 Gigabit SFP+ AXM763 AXM763 AXM762
10GBase-LRM long reach 10GBase-LRM long reach 105GBase-LR long reach single mode
multimade multimode LC duplex connector
802 .3aq - LT duplex connector B02.2aq - LC duplex connector

« Fits into M 4200 models SFP+
interfaces

up to 220m (722 ft)
AXM7E3-100005 (1 unit)

up ta 10km (5.2 miles)

AXM762-100005 (1 unit)

AXMTGE2PT10-100005
{ pack of 10 units)

upto 260m (853 f)
AXM7E3-100005 (1 unit)

AXMTB1

10GBase-5R short reach multimede
LC duplex connector

O 3 up to 300m (984 ft)
OM4: up to 550m (1,804 ft)

AXMT761-100005 (1 unit)
AXM7G61P10=-100005

{pack of 10 units)

AXM764

10GBase-LR LITE single made
LT duplex connector

up to 2km (1.2 mik)
AXM7684-100005 (1 unit)

Gigabit SFP

« Fits imte M4 200 modals SFP+
intarfacas

AGMT731F

1000B=se-5% short mnge multimode
LC duplex connectar

upto 27 5m (202 f)
AGM7 31F (1 unit)

AGMT31F

1000 Base-5X
short range multimaode

LC duplex connector

OM 3: up to 550m (1,804 ft)
OM4: up to 1,000m (3,280 ft)

AGMT 31F (1 unit)

AGMT7 3 2F

1000B=se-LX long range single mode
LT duplex connector

up to 10km [5.2 miles)
AGMT 32F (1 unit)

AGMT7 34
1000Base-T Gigabit R145 SFP

CRDERING INFORMATION
« WORLDWIDE: AGM 734-100005
- WARBANTY: 5 YEARS

« Fits into M4 200 models SFP+ interfaces

. 1 port Gigabit R4 5

~ Supports only 1000Mbps full-duplex mode

« Up to 100m {328 ft) with Cat5 R145 ar better

« Canveniently adds copper connectivity to M4 200 fber interfaces

v

SFP+ interfaces

SFP+ connectors on both end

AXCTE61-100005 (1 unit)

« Fits into MA4200 models

Direct Attach Cables for SFP+ to SFP+
M4 200 series 1 meter {3.3 ft) 3 meters (9.8 ft)
10 Gigabit DAC ARCT BT AXCTEI
10GSFP+ Cu (passive) 10G5FP+ Cu (passive)

SFP+ connectors on both end

AXNCT 63- 100005 {1 unit)
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M4200 series
Technical Specifications

Requirements basaed on 12.0 software release

Maode| Mame Description M cdeal number
M4 20C-10MG-PCEY I Full Powrer POE+ &x 2.5G and 2x10:5G Aggregation Switch Q5421 0P
PHYSICAL INTERFACES
Gigabt and 10 Gigabit Ethemnet Ports 100/1000/2.56 BASE-T 100/1000y2 56756 BASE-T oo 0GBSE X
. M az200-10MG-PoE+ G . F.
Management Ports Coreole ports Sarvice port { Out-of -band Etharnet) Storage port
I'-'IdEEI:I-1 DM G-PoE+ Serial RE2332 RIAS (front) ; Mini-USE (front) 1 x AJ45 107100,/1000BASE-T (fromt) 1 x USEB (front)
Powier SUpply Built-in PEL -
K4 200-10MG-PoE+ 1 (front, power cord strap and lock)
Fans Fixed fans
M az200-10MG-PoE+ side-to-side arflow
POWER COWER ETHERNET
PSE ".:iipan_jl:j' | PoE+ ports
MAaz00-10MG-PoE+ i
PoE Budget POE Budget @ 110v-Z20W AC in
| MAZ00-10MG-PoE+ 240 Watts (8 x 30W Tull powrar]
Featuras Support
_ JEEE 802.3af [up t0 15.4W per port) fes
IEEE 802.3at [up to 30W pear port) (=
|IEEE 802.3at Layer 2 (LLDP) method res
 |EEE 80233t 2-event classification s
PoE timer f scheduea [wesk, days, hours) (=
| PROCESSOR f MEMORY
Motk L |- MRSl SMMATE. P M iy
Systerm memory [RAM ) 1 GB
Code storage (fash) 256 MB Dual frrmware image, dual conbguration file
| F'acl:?et Buffer Il:'lzrn-:-r;,I _-‘IE- Il:'IE- Oynamically shared across only used porks
PERFORMANCE SUMMARY
Switching fabric
W42 00-10MG-PoE+ 90 Gbps Line-rate {(non Bocking fabric)
Throughput
bl 42 00-10MG-PoE+ ! 6.9 Mpps
Page 14 of 31
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MA200 series

4,093 V0IANS (802.1 Q)] simultanaoushy

Latency - 10G Fber B4-byta frames 512-byte frames 1024-byteframes 151 8- byte frames
M4200-710MG-POE+ C.E49U5 CQ.E33us 0338 Q.B35us
Latency - 5G Copper B4 -byte frames 51 2- byte frames 1024-byteframes 151 8- byte frames
M 42 00-10MG- POE+ | 9.6975 B.94)5 B.5731E 10165
Latency - 2.5G Copper 64-byte frames 51 2-byte frames 1024-byteframes 151 8- byte frames
M 42 00-10MG- POE+ F.174us d.37 s 10.214 15 11. 755
Latency - 1é.Fii:.-Er E-ﬂ--hj"lgl!fl_:lTE 51 I-i:-E.rI:EfmrnE 1|:|14-I:l:rtefrar|.'E 151 8-byte frames
M 4200-10MG-POE+ 2. FTous 2.7 585 274N E 2. 71215
Latency - 1G Copper 64-byte frames 512-byte frames 1024-byteframes 151 8- byte frames
Ml 42 00-10MG- POE+ 4. 7845 2.7 6dus 2T4aE 2.769)s
Green Ethemet | |

Enerqy Efficient Ethernet {EEE) |IEEE BO'2.3az Enengy Efficient Ethemet Task Force compliance Deactivated by default

Other Metrics

Forerarding mode Store-and- foraand

Addraszing AB-bit MAC addrass

Addrass databass size 16K MAC addraszas

Murmber of WLANS

Murmer of multicast groups filterad [IGMP)

2K total {1,024 IPv4 and 1,024 IPvE)

Mumber of Link Aggregation Groups (LAGS]

S LAGs with up to 8 ports per group

ED2.33d/B02.1AX-2008

Murmber of hardware queues for Qo5 8 QUeUEs
Murmber of routes
P 32 Pvd Unicast RoUEes
PG 32 Pvo LiIncast RoLEES
1
Murmber of static routes
IPv4 34
IPviE 34
RIP applcation routa scalirg
IPvd 34
Murmber of IP interfaces (port or WLAN) 64

Jumbo frame suppaort up to 9KB packet size
Acoustic noise (ANSI-510.1 2) @ 25°C ambient (77 °F)
M 42 00-10MG-POE+ 2B.ade Fan spesd controd

Heat Dissipation {BTU)

M a200-10MG-POE+

1,067.62 BTUSRr

K ean Time Betwreen Fadurss (MTEF)

& 25=C ambient (77 "F)

& 50 =C ambient {122 *F)

M4200-10MG-PoE+

| 753,324 hours [-65.99 years)

17 2,063 hours (-19.6 '_g'earE]

L2 SERVICES - VLANS

IEEE BI02.1Q VLAN Tagging

Yies Upto 4,093 VLANS - B02.1Q Tagging

Protocol Basad W LA Ns
IP subnet
A&RP
|P

Subnet based v LANS

MAC based V0LANS

RIBIRARE

voioe VLAN
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i

Private Edge VLAN

Privale VLAN

IEEE B02.1%
et VLA N
RADMIS based VLAN assignment via . 1x
RACILS based Flter D assignment via . 1x
MAC-basad 1x
Unauthenticated VLAN

Double VLAN Tagging (QoQ )
Enablng dvlan-turngl makes interface
Global ethertype (TPID)
Interface ethertype (TPID)
Customer 1D using PVID

IF phones and PCs can authenticate on the same port
but under differant VLA N assignment. policies

FEEEE R

RROEG

Automatic registration for membership
inWVLANS or in multicast groups

i

GARP with GWRPFGMRF

i

Mutiple Registration Probocaol [MAP) Can replace GARP functionaity

Multicast VLAN Registration Protocol (MVRP) fes Can replace GVRP functionality

MVE {Multicast W LA N registration) Yes
L2 SERVICES - AVAILABILITY

IEEE BDZ.3ad - LAGS
LACP
Static LAaGs
Local Preference per LAG

Upto S LAGS and up to & ports per group

EEEE

LaG Hashing

7 |F

LAG Member Port Flaps Tracking

Knowen uricast trafic egresses only out of local blade

LAG Local Preference LAG interfarce members

Storm Contnol

|IEEE B0Z.3x [Ful Duplex and flow controd )

Par port Flow Control Asymmetric and Symmetric Flow Control

gF & &

LUDLD Support (Unidirectiona Link Detection) Yies
Normmial-M oda i

Aggressive- Mode Yies

Link Dependency Yas Allowr the link status of specified ports to be dependent on the link status of other ports

IEEE B(O2.1D Spanning Tree Protocol

a5
IEEE B02.1w Rapid Spanning Tree =
|IEEE B0Z.15 Multicle Spanning Tree s

Par VLAN STP (PVSTP) with FastUplink and FastBackbone Yas [CLlonly) PWVaT+ interoperability

Par VLAN Rapid STP (PVRSTP) Yes (CLI only) RPVST+ interoperability

STP Loop Guard

STP Root Guard

BPDOU Guard

STP BPDLU Filkering

BI|F |0 (R |8

STP BEPDU Flooding
L2 SERVICES - MULTICAST FILTERING

i

IGM Py 2 Snooping Suppart
IGM Py 3 Snooping Suppart

@

MLV Snooping Support
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MLOV 2 Snoaping Support

Expadited Leave function

Static L2 Multicast Filtering

Enable IGMP f MLD Snooping per'vLAN
IGM P /w2 SHooping QUerier
MLDOV1 Snoaping Querier

#|F|R|F|F|F

MGMD Snooping
Contred Packet FAooding
Flcoding to mRouter Ports
Remove Flood- All-Unregistered Option

RIFRA

Multicast VLAN registration [MVR]

L3 SERVICES - DHCP

DHCP IPv4 f DHCP IPvE Client

DHCP IPvd Server

DHCP Snooping IPvd
BooLP Relay 1Pv4

DHCP Relay IPv4

DHCP Relay Option B2 circuit-id and remobe-id for VLANS

Multiple Helper IPs

R |F|F|G|F(F|B

Auto Irstal {DHCP options 66, 67,150 and 55, 125)
L3 SERVICES - ROUTING

Static Routing f ECMP 5tatic Routing IPvdfIPvYE
Multiple next hops to a given destination
Load sharing, Redundancy
Default routes
Static Reject routes

Port Based Routing

VLAN Routing
B02.3ad (LAG) for router ports

FR|G|IFRFR

RIP
RIPv1 FRIPZ

Pvd

IP Mutinetting

Yes
e
ICMP throttling Yes
Router Discovery Probocol es

DMSE Client IPvdfIPvE

IP Helper e
Max | P Helper entrias 512

Proxy ARP IPvdfIPvE

ICKP IPvdfIPVE
ICHMP redirect detection in hardwarne Yes

NETWORK MONITORING AND DISCOVERY SERVICES

S0P [Industry Standand Discowvery Probocol) (= Can interoperabe with devices running COP

a0Z.1ab LLOP

Yes
802.1ab LLOP - MED Yes

SHMLP V1,V V3

FMLON 1,239
sFlow

Yes
Yes
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MA200 series

SECURITY

Mebwork Storm Protection, DoS

Broadcast, Unicast, Multicast DoS Probection =
Denial of Service Protection {contral plane) s Switch CPL protection
Denial of Service Protection (data plane] =5 Swritch Traffic probection
Dos Attacks Probection SIPOIP LIDPPRORT L4POHT SYMACK
SMACDMAC TCPFLAGSE] ICKLP
FIRSTFRALG TCPOFFSET ICKL P
TCPFRAG TCPAYN ICKLPVE
TCPFLAG TCPEYNFIM ICMPFRALG
TCPPORT TCPANLURGPSH FINGFLOCD
. Applied to [Pvd and IPvE multicast packets with unkrnown L3 addresses when 1P
FRLLREE = routingmulticast enabled
ICMP throtting es Restrict ICMP, PING traffic for ICMP- based DoS attacks
Management
Maragament ACL [MACAL) s
Protects mt T thro the LAN {in band
E T i Managemes acoess through the {in band management)
Out: of band Management Vs :1n-l:|an|:| managerment can be shut down entirely when out-of -band managament
Radius accounting s RFC 2565 and AFC 2866
TACACS+ Y5
Malicious Code Detection s Software image files and Corfiguration fles with digital signaturas
Metwork Trafic
Acrcess Control Lists (ACLs) L2 FL3F L4 MALC, IPv4d, IPve, TCP, UCP
Time-based ACLs Vet
Protocol-based ACLs Tes
ACL owver VLAMS es
Dynamic ACLs Yag
. Up to 48 clients (B02.1x ) per port are supported, incuding the authentication of
|EEE BOZ.1x Radius Port Access Authentication e Ly drirriatin
. supplemental authentication mechanism for non-802.1x davices, based on theair
802.1x MAC Address Authentication Bypass [MAB]) s MAC ackdress anly
: Dot 1x -» MAP > Captive Portal successive authentication methods based on
Mebwork Authentication Successive Tiering s configured time-outs
Port Security =
DHCP Snoaping Yes  IPv4SIPVE
Dynamic ARP Irspection Yos [Pvd
IPvE& RA Guard Stateless Mode es
MAL Filtering Yot
Port MAC Locking es.
A probected port doesn't forerard any trafic (unicast, multicast, or broadcast) to any
Prhvae: ol VAN = obher protected port - same switch
Scalas Private Edge VLANs by providing Layer 2 isolation between ports acraoss
g bt = switchies in s=ame Layer 2 network
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QUALITY OF S5ERVICE (Q0O5) - SUMMARY
ACress Ll Yo
L2 MAC, L3 IPand L4 Port ACLS a5
Ingress Vg
EQress Mo
Time-based Yies
B0Z.3ad (LAG) for ACL assigrment Yes
Binding ACLS to 'V LANS Ves
ACL Logging Yot
suppart for IPvE fields Yt
Diffserv Qos Yo
Edge Mode applcability Yies
Interior Mode applicakility s
BOZ.3ad (LAG) for sarvice interface Tes
support for IPvE fiakds Yot
Irgress/ boress Ingrass only
IEEE B2 p CO5 Ves
B02.3ad (LAG) for C0S configuration es
WRED (Weighted Dehcit Round Robin ) Yz
Strict Priority queue technology s
Single Aate Policing Yes {CL1 only)
Committed Information Rate es.
Committed Burst Size Yo
ExCessive BUrst sime Tes
Diff Serv fegture applied to class maps s
PR — Yes, based on protocols (SIP, H323 and SOCP) or on OUI bytes (default database
and user- based OUL) in the phone source MAC address
iSC S| Flow scceleration Yes
Dot 1p Marking e
IP DSCP Marking Vs
QOS5 - ACL FEATURE SUPPORT
ACL Support {general, includes IP ACLS) s
MAC AC] Suppaort Yes
IF Aule Match Fields:
Destination |P Inbound
Ceestination [Pva P Inbound
Destination L4 Port Inbournd
Evary Packet Inboured
I[P DSCP Inbound
IF Precedence Inbourd
IF TCS Inbound
Protocol Inboured
Source IP (for Mask support see balow ) Inbound
Sourca IPvE IP Inbound
L3 IPvE Flowr Labeal Inbound
Source L4 Port Inbound
TCP Flag MG
supparts Masking Inbound
MAC Pule Match Fields
Cos Inbound
Destination MAC Inboured
Destingtion MaC Mask Inbourd
Ethertype Inboured
Source MAC Inbound
Source MAC Mask Inbound
WLAN ID Inbound
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Rules gttricutes
As5IN QUeUe Inbourd
Logging - - dermy rules Inbound
Mirror (to supported interface types only ) Inboured
Redirect (to supported interface types only) Inbourd
Rate Limiting -- parmit nikes Inboured
Interface
Inbound direction Yo
outbound direction es
supports LAG interfaces s
Supports Control- plane interface Mo
Multiple ACLs per interface, dir s
Mixed-type ACLs per interface, dir Yes
Mixed L2 fIPv4 ACLs per interface, inbound Mo
Mixed IPv4SIPvE ACLS perinterface, inbound MO
Mixed IPv4/IPvE ACLs per interface, cutbound )
QOS5 - DIFFSERY FEATURE SUPPOHRT
DiffSery Supported s
Cass Type
All Yo
Class Match Criteria
CoS Inbourd
0052 (Sacondary COS) Mo
Destination IP (for Mask support see below) Inbourd
Destingtion 1PvG IP Inbourd
Destination L4 Port Inbound
Destination MAC (for Mask suppaort see below) Inboured
Etherty pe Inboured
Bvary Packet Inbound
IF OSCP Inbowund
IP Pracedence Inbound
IP TOS ({for Mask support see balow) Inbound
Protoco Inbourd
Raference Class Inbound
Sourcea IP (for Mask support ses balow ) Inbound
Sounce IPvb [P Inbound
L3 IPvE Flow Label Inbound
Sournce L4 Port Inbound
Source MAC (for Mask support see below ) Inbound
WLAN ID (Source VID) Inbound
WLAN ID2 (Secondary WLAN] { Sounce 'V iD) )
supports Masking Inbound
Policy
Out Class Urrastrictad Ves
Policy Attributes - - nbourd
AS5KN Quess Yot
Dirop Yot
Mark CO5 Yes
Mark CO5-A5-C057 MO
Mark CO52 [Secondany COS) MO
Mark |P DSCP Tes
Mark | P Precadence Y
Mimor (to supported interface types anly ) s
Police Simple Yies
Palice Single-Rate Mo
Police Two-Aate e
Palice Color Aware Mode Yo
Redirect (to supported interface types only) s
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Policy Attributes - - Outbound
Drop
Mark COS
Mak IP DSCP
Mark IP Precadance
Mirror (to supported interface types only )
Police Simple
Palice Single-Rate
Police Two-Rate
Palice Color Awrare Mode
Redirect (to supported interface types only)

EE 55588585858 F

Service Interface
Irbound Slot.Port confgurable
Inbound 'Al' Ports confgurable
Outbound Slot.Port configurable
Outbournd 'All' Ports configurable
Supports LAG interfaces

Mixed L2 /IPv4 match ariteria, inbound
Mixed IPv4/IPvE match criteria, inbound
Kivaed IPv4/IPvE match criteria, outbound

PHEB Support
EF

AFAx
AF3x
AF2x

AF1x
5

EEEREER @

REAERGEG

Statistics - - Policy Instance
Offaned
Discardad

88
G

QOS5 - COS FEATURE SUPPORT

COS Support
Supports LAG interfaces

COS Mapping Config
Configurable par-interface
IP DSCP Mapping

RE (R

C05 Queue Config
Queue Parmes configurable per-interface
Drop Panms configurable per-interface
Interface Traffic Shaping (forwholke egress interface)
Minimum Bandwidth
waighted Deficit Round Robin (WDRR) Support
Maimum Queus Weaight
WRED Suppart

FUNCTIONAL SUMMARY - [ETF RFC STANDARDS AND IEEE NETWORK PROTOCOLS

FHFARAA

Core Managemernt

AFC 854 — Tehet AFC 341 4 — User-Based Security Modsd

AFC 855 — Telnet option spacifications AFC 3415 — View- based Access Control Model

RFC 1155 — SMIwvi AFC 3416 — Version 2 of SMMP Protocol Operations

AFC 1157 — SHMP RFC 3417 — Transport Mappings

AFC 1212 — Concise MIB definitiores AFC 3413 — Management Information Base (MIE] for the Simple Network Mansgement Protocol (SMMP)

AFC 1867 — HTMLS 2.0 forms with file upload extensions Configurable Management W LAN
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AFC 1301 — Community-based SHNMP v2

AFC 1908 — Coe shence bebwesan SHMP YT and SNMP Y2

AFC 2068 — HTTPM .1 protocol s updated by draft-ietf-
http-w11-spac-rev-03

AFC 2271 — SHMPF frameawork MIB

S5L 3.0and TLS 1.0
— RFRC 2246 — The TLS protocd, version 1.0

— RAFC 2346 — AES cipher suites for Transport layer security
- RRC 2818 — HTTP aver TLS

RAC 2295 — Trarsparent oontent negotiation

AFC 2296 — Remote variant selection; ASWA 1.0 state
management cookies — draft-ietf-http-state-mgmt-05

AFC 2576 — Coeiskence bebwesan SHMP Y1 w2, andv3

RFC 2578 — SMIvi

AFC 25709 — Textua comventions for SMiv 2
AFC 2580 — Conformance statements for S v2

RFC 341 0 — Introduction and Applicability Staterments for
Intermet Standard Management Framewark

55H1.5and 2.0
— RFC 4253 — 55H transport layer protocol
— RFC 4252 — 55H authentication protooo
— RFC 4254 — 55H connection protocol
— RFC 4251 — 55H protocol architecture
— RFC 4716 — SECSH public key file format
— RAFC 4419 — Diffe-Helman group exchange for the 55H transport layer protocol

AFC 3411 — An Architecture for Describing SHMP
Management Frameworks

RFC 3412 — Message Processing & Dispatching
RFC 3413 — SNMP Applications

HTML 4.0 specification, December 1997

Java script™ 1.3

Advanced Managemeant

Industry -standand CLI with the following features:
— Scripting capability

Optional user passarond encryption

— Command completion Multisession Telnet server
— Context-zansitive help Auto Image Upgrade
Core Swritching

IEEE B02.1AE — Link level discovery protocol
IEEE 802.1 D — Spanning tree

IEEE B2, 3aC — WV LAMN tagging
IEEE B02.3ad — Link aggregation

IEEE B02.1p — Ethemet priority with user provisioning and
mapping

|IEEE B02.3a8 — 10 GhE

|EEE BOZ.1Q — Virtual LANs wf port -based W LANS

|IEEE B02.3af — Povwer over Ethernet

|IEEE B02.15 — Multiple spanning tree compatibility

IEEE B0Z.3at — Power ower Ethemet Plus

IEEE B0 Z.1v — Protocol-based WiLA Ns

|EEE B0Z.3x — Flowr contral

IEEE B0Z2.1W — Rapid sparning tree

AMSSTIA -1057 — LLOP-MED

IEEE 802.14AB — LLDP

GARP — Generic Attribute Registration Protocdl: clause 12, B02.10- 2004

|EEE BOZ.1X — Port-based authentication

GMRAP — Dy namic L2 multicast registration: dause 10, B02.10- 2004

|EEE B02.3 — 10b6a=a-T
|IEEE B02.3u — 1 00:Bas=a-T

GVRAP — Drynamic VLAM registration: clause 11.2, 802.1Q- 2003
AFC 4541 — IGMP snooping and MLD snooping

IEEE BOZ.3ab — 1000Base-T

RFC 5171 — UniDirectional Link Detection {UDLD) Protocol

Additional Layer 2 Functionality

Broadcast storm recowery

G P and MLD snooping queriar

Doubde VLAN AVMAN tagging

Port MAC locking

OHCP Snooping MAC-hased VLANS
Cynamic ARP inspection IP source guard
Indapendent VLAN Learning (VL) support IP subnet -basad VLAMS
IPvE classification APIs ‘ioie W LANS

Jumbo Ethemet frames Protected ports

Port mirraring IGMP SNoOping
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Static MAC fitaring Grean Ethemet power savings moda
Systemn Facilities
Event and emor logging facilty RFC 2030 — Simple Network Time Protocol [SNTP) V4 for IPv4, IPvE, and OS5I
Ruritime ard comfiguration download capability AFC 2131 — DHCP Clent/Sarver
PING utiity RAFC 2132 — DHCP options and BOOTP vendor extersions
MM ODEM RFC 2865 — RADIUS client
ARC 7o — LDP RFRC 2866 — RADCIUS accounting
ARFC 783 — TFTP AFC 2868 — RADIUS attributes for tunnel protocol support
RFC 791 — IP RFC 2860 — RADILS sxtersions
RAFRC 792 — ICMP RFC 28B69bis — RADIUS support for Extensible Authentication Protocol (EAP)
ARC 793 — TCP AFC 5176 — RADIUS Change of Auth
AFC B26 — ARP AFC 3164 — The BSD syslog protocnl with RFC 5424 update
RFRC 851 — BOOTP RFC 3560 — B0Z2.1X RADIUS usage guiddines
AFC 1321 — Message digest algorithm Power Source Equiprment: (PSE) IEEE B02.af Powered Ethemet (OTE Power via MDI) standard
AFC 1534 — Interoparabiity bebween BOCTP and DHCP |EEE Draft PE0O2.1ASf 0.7 — IEEE 802.1A% Time Synchronization Protocol
Core Routing
AFC B26 — Ethemet ARP RAFC 3021 — Using 31-Bit Prefmas on Point-to-Paint Links

AFC B34 — Transmission of IP datagrams owver Bhernet

I ke AFC 3046 — DHCRS BOOTP relay

AFC 836 — Congestion control in IRFTCP networks WLAN routing

RFC 1027 — Using ARP to implement transparent subnet
gateways (Proxy ARP)

AFC 1256 — ICMP router discovery messages

AFC 1321 — Message digest algorithm
RARC 1319 — OCR

AFC 1812 — Reguiremeants for IPvd nouters

AFC 2062 — RIP-2 MD5 authentication

AFC 2131 — DHCP relay

AFC 2453 — RIPv 2

Quality of Sarvice - Diffsery

AFC 2474 — Defnition of the differentiated services field

(D6 Figdd ) in IPv4/IPv G headers AFC 3246 — An expedited forwarding PHE [Per-Hop Behawior)

AFC 2475 — An architecture for differentiated sanvices

AFC 3260 — New terminolegy and clarifications for DiffSery

RFC 2597 — Assured forwarding PHE group

Quality of Sarvice - Access Control Lists (ACLs)

Parmit, deny actiors for inkound or outbound IP traffic Permitfdeny actions for inbound or outbound Layer 2 traffic classification based on:
classification besad on: —  sgurce MAC address
— Type of service (ToS) or differentizted services (DS) -  Destingtion MAC address
DSCP field
-~  EtherType

—  Source IP addrass
— Destination | P address
-  TCPFUCP sowrce port

— VLAN identifier valus or range {outer andf or inner VLAMN tag)
— B02.1p user priorty {outer andfor inner VLAN tag)

i E:DP ;:Elhatm port Cptiond rule attributes:
: P F'I'E'T:ﬂ i - Assign matching traffic flow to a specific queue

—  Redirect or mimor (low -based mirmoring) matching traffic flow to a specific port
— enerate trap log entries containing rule hit counts
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Quality of Sarvice - Cass of Service (CoS)

Direct usar confguration of the following Auto ViolP

— IP DECP to traffic class mapping
— IP precedence to traffic class mapping

— Interface trust mode 602.1 p, IP Pracedence, IPF DSCP,
ar untrusted

— Interface trafic shaping rate

—  Minimum and maximum bandwidth per quete

—  Strict priority versus weighted (WRRAW DRRS WD)
scheduling per queue

—  Tai drop versus Weighted Random Early Detection
(WRED) queue depth management

Core Muklticast

AFC 1112 — Host extersions for IP multicasting Draft-ietf- dmr-dvmmp-v3- 10 — DVMAP
AFC 2236 — IGMP w2 Draft-ietf- magma-igmp-progy- 06.txt — IGMPFM LD -based multicast forwrarding (IGMPFMLD proxying)
RFC 2710 — MLDW1 Draft-ietf- magma-igmpwv3 -and-routing-05 .t — GMPY3 and multicast routing protocal interaction

AFC 2365 — Administratively scoped boundaries

RFC 3376 — IGMPv3 Static RP configuration

RFC3810 — MLDw 2

Core IPvG Routing

AFC 1961 — Path MTU for IPvE RAFC 351 3 — Addressing architecture for IPvE

AFC 2373 — IPVE addressing AFRC 3542 — Advanced sockets AP| for IPy6

AFC 2460 — IPv6 protocol specification AFC 3587 — IPvE gobal unicast address format

RFC 2461 — Heighbor discovery RFC 4291 —.ﬂ.l:I::IE:-.'.ing architecture for IPvE

AFC 2462 — Stateless autoconhguration AFC 4443 — Intermet Control Message Protocol (ICMPY 6] for the IPvE Specification
AFC 2464 — |IPvE owver Ethernet AFC 6164 — Using 1 27 -Bit IPv6 Prefes on Inter-Router Links

RFC 2711 — IPw6 router alert

AFC 3056— Connection of IPvE Domains via IPvd Clouds

AFC 3315 —Dynamic Host Confiquration Protocol for IPvE

(DHCPvE) AFC 6563 — Operational Neighbor Discovery Problems

AFC 3484 — Default address selection for IPvG

AFC 3493 — Basic sockst interface for IPvGE

SUPPORTED MIBS
Base Package MIBs MIB= can be dowloaded here: http.f fsupport.netgear. com/for_business fdefault aspx
ANSF TR -1057 — LLOP-EXT-MED-MIB RFC 2674 — (J-BRIDGE-MIB
DIFFSERV DSCP TC {Draft — no RFC) RAFC 2677 — IAMA Address Family Numbsers MIB
DNS-RESOLWVER-MIB (IETF NS Wiorking Group) RFRC 2819 — RMON MIB
DME-SERVER-MIB (IETF DS Working Group) AFC 2925 — DISMAN -PING-M 1B and DISMAN-TRACEROUTE-MIB
GreenEthemet Private MIB AFC 3273 — RMON MIE for High Capacity Networks
LA MNA -ADCRESS-FAMILY -NUMB ERS-MIB IANA (372002) AFC 3411 — SMMP Management Frameworks MIB
|IEEE B02Z.1AB-2004 — LLDP MIB AFAC 3411 — 5MNMP-FRAM EWORE-KMIB
IEEE B02.1AB-2005 — LLOP-EXT-COT3-MIB RFAC 341 2 — SNMP-MPD-MIB
PIWER ETHERNET MIE (Draft — no RFC) RFAC 341 3 — SNMP-NOTIFICATION- MG
RFAC 1155 — SMI-MIB AFC 3413 — SNMP-PROKY-MIB (initial revision published as RFC 227 3)
RFRC 1450 — SMM P2 -MIB AFC 3413 — SMMP-TARGET-MIE (initial revision published as RFC 227 3)
AFC 2273 — SMNMP MNotification MIB, SNMP Target MIB RFC 341 4 — User-based Security Model for SMMPy3 MIB
RFC 2392 — WNA ATPROTO-MIB AFC 3415 — View -besed Access Controd Model for SNMP MIB
AFC 257 2 — SNMP Messane Processing and Dispatching MIB AFC 3417 — SNMPVZ-TM
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RFC 2574 — Liser-based Security Mods for SNMPY 3 MIB AAC 3418 — SHMPv 2 MIB

RFC 2575 — View-based Access Contnod Mode! for SHMP MIE AFC 3434 — AMOM MIB Extensions for High Capacity Alarmes

RFC 2576 — SHMP Community MIB RFC 3534 — SHMP Community MIB

RAC 21578 — SHNMPY Z2-5M | RFC 3621 — POWER-ETHERMNET -M.1B

RAC 2579 — SNMPV 2-TC SHMP-RESEARCH-MIE— SNMP research MIE definitions
RAC 2580— SHMPY 2-CONF SA-AGEMNT- INFO-MIBE— SNMP research MIE definitiones
RFC 2673 — SMON-MIB LSM -TARGET-TAG-MIBE — SHMP research MIB defnitions

Switching Package MIBs

FFC 1213 — MIB-1I AFC 2011 — SMMPv2 Management Information Basa
ANSIFTIA 1057 — LLOP-MED MIB AFC 2213 — Integrabed Sarvices MIB
FASTPATH Enterprise MIBs supporting switching features RFC 2233 — IF-MIB

FASTPATH-MMRAP-KIE — MMEP private MIB for IEEE

B02.10 devices AFC 2233 — The Interfaces Group MIB using SMIv 2

FASTPATH-MSAP-KMIB — MSRP private MIB for IEEE

B02.1Q devices AFC 2674 — VLAN and Ethermat Priority MIB (P-Bridge MIE)

FASTPATH-MVRAP-MIBE — MVAP private MIB for |IEEE RFC 2737 — Entity MIE (Versicn 2)

B02.10Q devices

AN A Type- MIE — LA NAIfType Textual Corvertion AFC 2619 — AMON Groups 1,23, & 0

IEEE 802.146 — LLOP MIB RAFC 2B63 — Interfaces GroupMIB

IEEE &02.34AD MIB {IEEEB021 -AD-MIB) AFRC 3791 — INET Address MIB

|EEE Craft P&02.1ASFfD7.0 (IEEEED2 1-AS-MIB) AFC 3291 — Textual Comventions for Internet Network Addresses

:EEE %li-;.:dﬂi— Link Aggregation module for managing BFC 3631 — Power Ethernet MIS

LLDP-EXT-DOT3-MIB (part of IEEE 5td 802.1AB) AFC 3635 — Etherlike MIE

LLOP-MIB {part of IEEE 5td 802.1AB) AFC 3636 — IEEE B0O2.3 Medum Attachment Units (MALS) MIB

Private MIB for BD2.10Qat, 802.1Qav Configuration RFC 4022 — Management Information Base for the Transmission Control Protocol (TCP)
RFC 1493 — Bridge MIB AFC 4113 — Management Informiation Base for the User Datagram Protoool (UDP)

RFC 1643 — Dehnitions of managed objects for the

Ethemet -like interface types AFC 4444 — I5-5 MIB

Routing Package MIBs

FASTPATH Enterprisa MIBs supporting routing features AFC 2096 — IP Forwarding Table 1B

IANA-Address-Family -Mumbers-KIB

FFC 1724 — RIP ¥v2 MIB Extersion AFC 2668 — IEEE B802.3 Medium Attachment Units (MALS) MIB

RFC 2096 — IP Forwarding TableMIB

IPvE Management MIBs

FFRC 3419 — TRANSPOART-ADDRESS-MIB

|PvE-MIB [draft)
IPvE-1CMP-MIB (draft)
IPvE Routing MIBS
RFC 2465 — IPvE MIB | RFC 2456 — ICMPYE MIB
Qo5 Package MIB
RFC 3289 — DIFFSERV-MIB & DIFFSERV- DCSP-TC MIBS Private MIBs for full configuration of DiffServ, ACL, and CoS functionalty
Security MIB
RFC 2618 — RADILS Authentication Client MIB IEEEB0Z1 -ME-MIB — The Port Access Entity module for managing IEEE 802.1X
RFC 2620 — RADILS Accounting MIB [EEE 802.1X MIB (IEEE 8021 -RAE-MIB 2004 Revision)
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Multicast Package MIBs

draft -ietf-idmr-dvmrp-mib- 11 1xt — DVMRP MIB
draft -ietf-magma-mgmd-mib- 05 txt —Multicast Group M embership Discowvery MIB (both IGMP and MLD)
FASTPATH Enterprise MIBs supporting multicast features

PROVIDED BY: (% T

GLOBAL TREND PRO

MAMNAGEMENT
Pas=w ord management s
Confiqurable Management W LAN Yies
In- band managemeant can be shut dowrn using Man-

Ok -taand M anagesnent = agement ACLs when separate management network
Auto Irstal
(BOOTP and DHCP opticns 66, 67, 150 and 55, 125) = Sl clepioyTment pro0ess {fmmware, conig)
Admin access controd via Radius and TACACS+ es Palicies, Enable
Industry standard CLI (15- CLI) = Commard Line inkarface
CLI commands logged to 3 Syskeg server Yies
Wab-based graphical user interface {GUI) (= Fully functional GUI [excaptions are noted below:)
Featuras without Web GUI support

PV RISTP CLI only

Authorization List CLI only

Controd Plane ACL CLI only

UDLD CLI only

Qo5 Policy for Single Rate CLI only

DHCPvE Snooping CLI only

el Alerting CLI only

MMERP CL only
Telret Ve
IPvE managemenit Yes
Dual Softwane (firrmarare) image es Allow s non disruptive firmware upgrade procass
Dual Cormfiguration fie = Text -basad [(CLI commands) conbguration file
Mon disruptive Config Management s g‘f:i?ﬂ?;ﬁm;?’ﬂﬁ“mmﬂ EEheriy
15-CLI Scripting Yot
Port descriptions s
SHTP client over UDP part 123 Yies gﬂfﬂﬂﬂ"m&mﬂﬁ“mmp ey
KM ODCEM es
SHNMP v1fv2 es
SHMP w3 with multiple IP addresses Yies
RMON 1.2,3.5 es

Max History entries 3 * (number of ports in the chassis + LAG + 10)

Max buckets per History entry 10

Max Alarm entrias 3 * (number of ports in the chassis + LAG + 10)

Max Event entries 3 * (number of ports in the chassis + LAG + 10)

Max Log entries par Bvant entry 10
Port Mirmoring =

Murmber of monitor sessions 1 [multiple sessions are configurable)

TEfRX h=

Marny to One Part Mimoring =

LAG supported as source ports i

Max source ports in 3 session Tota swritch port count
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Ramote Port Mirmoring (ASPAN) 4=
Whean a particular ses=ion is enabled, any trafiic antaring or leaving the source ports of that session is copied {mirrored)
onto a Remote Switched Port Aralyzer (ASPAM] W LAN
Flowr based mirmorning s
Cable Test utility = CLI, Web GUI
Outhourd Teinet Ve
5SH vifv2 Secure Shel
55H Session Configuration fes
SSLFHTTPS and TLS 1.0 for web-based access s
File trarsfers (uploads, downloads) TFTRFHTTP
Secured protocoks for file trarsfers SCRSFTRFHTTPS
HTTP Max Ses5ons 16
SaLFHTTPS Max Sessions 16
HTTP Download (hirmmware) b=
Email Alerting ¥es (CLlonky )
Sysiog (RFC3164) (RFC 5424 vies, forwarding messages wia UDP using the Sy=log protocod to one or more colectors or relays
Persistent log supported {5
CpenFlow 1.3 Supports a single-table OpanAow 1.3 data forwading path

USER ADMIN MANMAGEMENT

Lizer ID corfiguration Yt
Max numiber of configured users 6
Support multiple REACWRITE Lisers s
Max numiber of 14 5 users {internal user databasa) 100

Authertication kogin lists Yies

Authentication Enable lists b=

Authentication HTTP lists Yes

Authentication HTTPS lists Yes

Authentication Dot 1x lsts s

Accounting Exec lists Yies

Accounting Commands lists s

Login History 5

M 4200 SERIES - PLATHORM CONSTANTS

Mazimum number of remobe Telnet connections 5

Maximum number of remote 55H connections 5

Murmber of MAC Addreszes 16K

Murmber of WLANS 1K

VLAN IO Range 1 - 4093

Murmber of 802.1p Traffic Classeas B classes

|IEEE BDZ.1X
Nurmber of .1x clients par port 458

Mumber of LAGS S LAGSwith up to & ports per gnoup

Maximum multiple spanning tree irctances [M5TP ) 32

Maxirmum per YLAN spanning tres instances (PVST) 32

MAC besed VLANS Y25
Number supported 256

Murmber of network buffers 246
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Murmber of kg massages bufferad 200
Static filter entries
Unicast MAC and sounce port 20
Multicast MAC and source port 20
Multicast MAC and destination port [onky) 2048
Subret based W LANS Yo
Number supported 128
Protocol Based VLA NS Yes
Max number of groups 128
Max protoools 16
Maximum Multicast MAC Addresses entries 1K
Jlumbo Frame Support s
M.ax Size Supported Ik
Murmber of IP Source Guard stations 250
Murmber of DHCP snooping bindings 8K
Mumber of DHCPYE sncoping bindings BK
Murmber of DHCP =nooping static entries 1024
LLDP-MED number of remote nodes 20
LLDP Remote Management address buffers 20
LLDF Unknowrn T address buffars 100
LLDP Organizationally Defined Lange TL buffers 100
LLDP Organizationally Defined Small TV buffers 120
Port MAC Locking es
Dynamic addresses per port 4096
Static addresses per port 43
sFho
Mumber of samplers 10
Mumber of pollers 10
Murmber of receivers B
Radius
Max Authentication servers 32
Max Accounting servers 32
Mumber of Routes (v4/vE)
IPv4 only SO buid od SO
IPv4f1IPvE SDM build { Systermn Data Management, or saritch database)
IPvd roUtes &4
IPvE MoULes od
RIF applcation route scaling 32
Murmber of routing interfaces {induding portfvian) 64
Murmber of static routes (v4,/vE) 32732
DHCP Server
Max number of pocls 256
Total max leases 2K
DNS Client
Concument requeasts 16
Mame sarver entries B
Seach list entries 6
Static host entries 64
Cache entries 124
Domain search list entries 32
Page 28 of 31

Visual Rentals & Service Partner

PROVIDED BY: % ' GLOBAL TREND PRO




NETGEAR

ProSAFE? Intelligent Edge Managed Switches

Data Sheet

MA200 series

Murmber of Hosk Entries (ARPFNDP )

IPwd only SDM buid 1,152
IPvdfIPvE SDM build [vd,/vE) f683 f 384
Static w4 ARP Entries 126

S0M
{ Systemn Data Management, or saitch database)

IGMPY 3 f M LDV 2 Snoaping Limits

Maximum Number of ACLs (any type)

Maximum Number Corfigurable Rules per List
Maximum ACL Rules par Interface and Direction
Maximum ACL Rules par Interface ard Direction (IPvE)

IGM Py 3/M LDV 2 HW entries when Switching only 3216
IP Multicast
IGKP Group Membearships per sysbem 1K IPvd 1K IPv6
ACL Limil=
100

512 ingress f 0 egress

512 ingress f 0 egress
256 ingrass f 0 egress

Maximum ACL Rulas [system-wida) 16K
Maximum ACL Logging Rules (system-wide) 128
COS Device Characteristics
Configurable Queues per Part 8 quUeUes
Corfigurable Drop Precedence Leveks 3
Diffsery Deavice Limits
Mumber of Queues 8 qQueles
Requires TV to contain all policy instances combined s
Mz Rules per Class 13
Max Instances per Policy 28
Max Attributes per Instance 3
Max Service Interfaces 116
Max Table Entries
Class Table 32
Class Aule Table 416
Policy Table 64
Policy Instance Table 1,792
Paolicy Attribute Table 5,376
Max Hested Class Chain Aule Count 26
AutovolP number of voice calls 20
iSC S| Flow Acceleration
Max Monitored TCP Ports/fIP Addresses 10
Mas Sessions 192
Max Connections 1921
OpenFlow 1.3
Nurmber of max OpenFlow acoass rules 1,024
Nurmber of max OpenFlow forsarding rules 1,792
LEDS
Par port Spead, Link, Activity
Par device Pionver, Fan
PHYSICAL SPECIFICATIONS
Dimensions
M4 200-10MG-PoE+ Width 17.32 inches (44 cm)); Height: 1U - 1.7 3 inches (4.4 cm); Depth: 3.94 inches (10 cm)
Waight
M4 200-10M G- POE+ 4.52 Ib (2.05 kg)
POWER CONSUMPT ION

Worsk case al ports used, line-rate traffic
M4 200-10M G- FoE+

281 .6W max
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ENVIRONMENTAL SPECIFICATIONS
Operating:
Temperature Z2°t12Z2°F(D® to SO*C]
Hurmidity S0% maximum relative humidity, non-condersing
Altitude 10,000 ft (3,000 m) maximum
Storage:
Temperature - 4° {0 158°*F [-Z20° to 7O=C)
Hurmidity 955% maximum redative humidity, non-condarsing
Altitude 10,000 T {3,000 m) maximum
ELECTROMMAGHNETIC EMISSIONS AND IMMUNITY
Cartifications CE mark, commercial
FCCPart 15 Class A
WIOCI Class A
Class A EN 55022
(CISPR 22) Class &
Class & C-Tick
EM 5O0&2-1
EM 55024
SAFETY
Cartificatiors CE mark, commercial
CS4 certified (OS54 22.2 #0950]
UL listed (UL 19501 clIL IEC SSOFEN 80950
PACKAGE CONTENT

M 42 00-108G- POE+ Switch

Powrer cord(s)

RI45 straght-throwgh wiring sarial corsole cable to DBS
Mini-USE console cable

Rubber caps for the SFP+ sockets

Rack-mounting kit

1 x Mount for attachment to awall, round pole, or rectangular pole
2 x Rubber belts

2 x Hose clamps

1 x Powrer cord strap and lock

Rubber footpads for tabletop installation

M4200-10MG-PoE+ (GEMA210P)

Irstallation guide
Resource (D with the followirg manuals and software:

- Softerare setup manual

- CL manual

- Software administration guide

- Hardware installation guide

- The driver for use with the Mini-USE console cable

OPTIONAL MODULES
AGMT31F 1000BASE-3X SFP GBIC [Multimode) AGMTI1F
AGMT 3 2F 1000BASE-LX SFP GBIC [Singlke mode) AGMT32F
AGMT34 TO00BASE-T RI45 5FP (GBI AGM7 3 4- 100005
AXCT&1 10G5FP+ Cu (passive) SFP+ to SFP+ Direct Attach Cable 1m AXCT&1-100005
AXCT&3 10GEFP+ Cu {passive) SFP+ to SFP+ Direct Attach Cable 3m AXCTE3 - 100005
AXMT&1 10GBASE-5R SFP+ GBIC {OM 37084 Multimode) AXM761-100005
AXMTE1 (Pack of 10 unlts) 10GBASE-SR SFP+ GEIC {0M 37084 Multimode) AXM7&1P10-100005
AXMTEZ 10GBASE- LR 5FP+ GBIC (Single mode) AXM762-100005
AXMT&2 (Pack of 10 units) 10GBASE- LR 5FP+ GBIC (Single mode) AXM7&2P10-100005
AXMTE3 10GEBASE- LRM 5FP+ GBIC (Lorg Reach Multimode for OM1 O 2, also compatible AXM763-100005
with OM3F0MA )

AXMTE4 10GBASE- LR LITE 5FP+ GBIC (Single mode) AXM764- 100005
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WARRANTY AND SUPPORT
ProSAFE Lifetime Hardwara Warranty™ Included, lifetime
90 days of Technical Support via phone and email® Included, 90 days after purchase
Lifetirme Technical Support through onlne chat® Included, lifstime
Lifetirme Mext Business Day hardware replacement® Included, lifstime

PFROSUPPORT SERVICE PACKS
irskalation contracts

P5B030d -1 00005

Remote Installation Setup and Configuration Service Contract

P5P1 10d4-1 00005

Orsite Installation Setup and Corfguration Service Contract

supplemental support contracts

PMP3132-1 00005

OnSite NBD Replacement 3-yaar CAT 2

PMEO332-1 G005

OnCall 24x7T 3-year CAT 2

PMEBEO352-1 0005

OnCal 24x7T S5-year CAT 2

CRDERING INFORMATION

M 200-10MG-POE+
Americas, Burope
Asia Pacific
China

GEMA4ZTOP-TO0NES
G5MA210P-1004 15
G5M4 2 TOP-1T00PRS

* This proguct comes with a Imited warranty that s valid only f purchiazed from 3 NETGEAR authorized reseler and modfications to preduct may vold thewamanty; cowvers hardwarse, fans and

intarnal powrar supples - not software of extarna power supples See httpy Awwrwr.netgear.com/about Svamanty,” for detals. Ufetime technical support inchedes basic phone support for B0 days
from purchase date and kfetime online chat support when purchased from a NETGEAR authorized resaler,

METGEAR, the NETGEAR Logo and ProSaFE are trademarks of HETGEAR, Inc. in the Uniked States andfor other countries. Other brand names mentioned hersin ane for dentication purposes anly
and may be trademarks of thar respective hader(s). Information = subject to change without notice. © 2016 METGEAR, Inc. All righits reserved

NETGEAR, Inc. 350 E. Plumeria Drive, 5an Jose, CA 95134-1911 USA, 1-3B3-NETGEAR (638-4327), E-mail: info@MNETGEAR. com, wrwrw. NETGEA R.COIm C5-Md4 20:0-1
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