MIZWHO

Certificate Issue (new token)

This document describes actions required to create electronic signature and issue certificate for remote
banking service Faktura.ru on new Rutoken received from Mizuho Bank (Moscow).

Il Please set up your PC before you start to issue certificate !!!
3 steps to create new electronic signature:

e Complete and send request to issue certificate (3asBneHns Ha nonyyeHue cepTuduKara)

e Install certificate

e Certificate activation (conducted by the bank after identification of representative and receiving signed
documents)

Complete Request to Issue Certificate
Please, use the link received from the bank by email.
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Please, plug the Rutoken, received from Mizuho Bank (Moscow) into USB port (any other tokens or USB drives
shall be unplugged).

Open link received from the bank in browser you have set up and click «3anonHuTb 3aaBneHune».

Monyyenue cepTudukaTa

NopgadTe aABNEHWE B DMK NHYHD W NONYUATE CRRTHHHKAT
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Complete all fields of Request («3asBneHns Ha nonyyeHue cepTudmrKatar) as described below and press
«aneex»:

Select «CmapT-Katod (FTOCT)»
Input Surname and Name in
Russian

Check the box «fA nonyyato
cepTMdUKaT KaK topuanyeckoe
muo»

Input company name in Russian
Input document name, number
and date of the document on
the basis of which the
authorized person acts. (Charter,
Power of Attorney etc.)

Input location of your company
located in filed "Topoa". If your
location isn't in the drop-down
list, select the nearest major city.
Input phone number with
country code in international
format

Input E-mail. Certificate and
reminder re expiration of
certificate will be sent to this
address.



ATTENTION

If you use Rutoken first time, system will check whether default PIN codes are being used (for token
administrator and user) and request you to change it.

If you receive the following message during the certificate generation, please change the User PIN-code.
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Tekyumi PIN-KoA NoNL30BaTENA NOTEHUMANLHO Hebe3onaceH. HeoGXoaMmMo CMEHWUTL Ero Ha HOBLIN

Input 12345678 in field «BBeagute PIN-koa» (Enter PIN-code), input new User PIN-code in fields «YcTtaHoBUTb
PIN-kog» and «lMNoaTBepanTe BBeAeHHOe 3HauyeHme» (8 digits).

/1\ Cmena PIN-koaa nonb3osatens 3arperrs (X)
5N 2
Beegute PIN-koa (octanocs noneitok: 10) sscscece
Ycranoeute PIN-kog nons3oearens essessee
MoarsepauTe BBOEHHOE 3HaUeHNe ssssssce

After that you should change default Admin PIN-code the same way
Input 87654321 in field «Beaute PIN-koa» (Enter PIN-code), input new Admin PIN-code in fields «YcTtaHoBUTb
PIN-koa» and «NoaTBepaute BBegeHHOE 3HadeHue» (8 digits).

Save both User PIN-Code and Admin PIN-Code

For daily routine you need User PIN-code only.

You can find more information about PIN-code management on Rutoken portal
https://dev.rutoken.ru/pages/viewpage.action?pageld=72451342

IMPORTANT! If PIN code is lost, the token cannon be used.



https://dev.rutoken.ru/pages/viewpage.action?pageId=72451342

System will access Rutoken and ask User PIN-code to generate electronic key.

" . KomnoHeHT GesonacHoCTH 3aKpETh

CmapT-knoy: PYTOKEH 3LN

Beegute PIN-kog none3oeatens (ocTanoce noneor: 10)
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ATTENTION

If you message “Key already exists” will appear, you may have already sent request to the bank. Do not
proceed without confirmation with bank support.

. KomnoneHT GesonacHocTy

Kniou e cylecTeyerT.
ECni COOTBETCTBYIWWMIA 33NPOC HA NONYYEHWE CEPTUHNKATA OTNPABNEH PAHEE,
NONyYeHHk! cepTdinkar He GyoeT coxpanéd. MepereHepupoaars KnKy?
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Following page will be opened after successful generation of electronic key:

v

3aneneHne chopMUpPoOBaHO

3ansnenune N21232134 ot 23.04.2021 Ha nonyyeHue cepTudunkara

Pacnevaraiite u nognuwwre saneneHue. Mocetute 6axk: NpeaocTasbTe
3aseneHue B 6yMaxHOM BUAE U AOKYMEHTLI 4R MOATBEPXKAEHUSA TMYHOCTU.
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MpocMoTpeTh CoxpanuT
3ansneHue 3ansneHve

Please print out Request, sign it and send by email support@mbhcb.ru.

Bank will process your request (not later than next working day) and send you certificate on email indicated in
application form. Install certificate to complete the process.
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Install Certificate

Bank will process your request (not later than next working day) and send you certificate on email indicated in
application form. Open the link in the same browser you have generated the electronic key.
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Bam BbifaH cepTudukat B AD "Muaayxo BaHk (Mockea)" AnA paBoTbl B MHTEpHET-BaHKe,

3arpyauTh W COXPaHWTD 8o MOMHO 3ech.

Plug the Token received from Mizuho Bank (Moscow) into USB port (any other tokens or USB drives shall be
unplugged).

1. Page will be opened «CoxpaHeHue ceptudukarta». If setup page is opened, please check whether you use
correct browser.

Press «CoxpaHutb ceptudumkat». On the next page check information in certificate and press «CoxpaHuTtb
cepTudmKaT».

CoxpaHeHue ceprudumkara [OaxHble cepTudukara

COXpasunTe COPTUIUKAT # NPEAOCTASHLTE B DaNK KT NPWEMS - NEPBAAYM

1, NposepeTe QANNME CORTUSUKATA ¥ BEOA/ATD NapPOn,
2. COXPIHATE CEPTUONKAT
3. PACNEvaTafTe M NOANMWUATE AKT NPDMEMA-PEPEAIYN COpTHEKaTa

4. OTnpasasTe NOANMCEHKLR 3<T NDUEMA-NEPERA'M B Darx
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2. Toinstall certificate use Rutoken User PIN-code created before.

MAOHEHT Be30NacHoCTH

Cmapr-knioy: PYTOKEH 3UN

Beegute PIN-kog none3oeatena (ocTanoce noneimor: 10)
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3. Confirm installation of certificate of CA Authority if such message will appear.



4. Certificate successfully installed. Print the Certificate of acceptance (AKT npuema-nepeaauun ceptudukara) in
2 (two) copies.
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CepTupukar coxpaHéH

AKT NnpuémMa-nepefayv chopMmpoBaH

AxT N21233434 ot 23.04.2021 npuéma-nepepaum ceptudukara

PacneuaraiTe 1 noanuwnTe akT. MpeaocTaBsTe NOANUCAHHBIA aKT B GaHK.
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5. Sign 2 copies of Certificates of Acceptance and Request for Certificate issue and submit originals it to the
bank.

ATTENTION

You cannot use electronic signature and log in the system before certificate will be activated by the bank.
For activation Bank shall:

Identify holder of electronic key in person

Receive originals of necessary documents: Certificate of Acceptance («AKT npuema-nepegaun ceptudmKkata», 2
copies) and Request for Certificate Issue («3asBneHne Ha BbINycK cepTUdUKaTa», 2 copies).

If you have any questions, please send us email to support@mhcb.ru, or call our support +7(495)212-03-40.
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