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Invinsense a truly
layered platform
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INTEL SECURITY

Invinsense Platform is the foundation for building a unified Security
Tool Mesh - enabling consolidation of fragmented solutions while
ensuring data sovereignty and regulatory compliance.
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Architecture Layers

Infrastructure Layer

1. Runs on:
* AWS, Azure, GCP, Oracle Cloud
¢ On-Premise Data Centers
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2. Fully Kubernetes-based architecture
3. Provides portability, scalability, and vendor
independence

Data Backbone

1. High-performance data infrastructure:
e Databases: SQL, No SQL and Analytics
e Streaming: Kafka
2. Built-in Observability
3. Enables real-time data processing, analytics,
and visibility

Control Plane

1.Centralized orchestration and governance:
M  CxO Central Dashboard

e |dentity Broker (IDB)

¢ |dentity Governance Lite (IGA Lite)

* Workflow Engine

¢ Assentra (Asset Lake)
2. Enables:

¢ Policy enforcement

e Workflow automation

e |dentity-driven security operations

Al Orchestration Layer

1, Advanced intelligence and automation:

¢ Al Agents & Agent Deployment
* MCP Servers
¢ Al Firewall
2. Supports:
¢ Autonomous operations
¢ Intelligent threat response

¢ Decision augmentation

Foundation Layer

¢ Core platform services
¢ Custom controllers
¢ Ensures secure, resilient, and governed

platform operations

Integration Fabric

1. Universal integration layer connecting:
¢ Cloud (AWS, Azure, GCP)
¢ Enterprise tools (e.g.Jira, ServiceNow)
¢ On-Prem & OT/SCADA systems
2. Includes:
¢ OCSF transformers
¢ SCIM & middleware connectors

3. Provides standardized, bi-directional data exchange

Security Mesh

1. Modular cybersecurity applications:
e XDR/XDR+
e OXDR
¢ GSOS
¢ PULSE (OT Security)
2. Allows plug-and-play deployment of security
capabilities

Key Architectural Principles

Kubernetes-Native &

Cloud-Agnostic

Single-Tenant

Deployment Model

Data Sovereignty & Geo 1.
Compliance 2.
3
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Unified Platform:

Eliminates fragmented

security architectures
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Scalable & Flexible

Cloud-agnostic Kubernetes

foundation

Deploy anywhere: cloud, hybrid, or on-prem
Ensures portability and scalability

Dedicated environment per customer

Full isolation for security and performance

Deploy in specific geographic regions
Control Plane and Data Plane remain within:

e Customer-controlled environments

. Supports:

¢ Regulatory compliance

* Data residency requirements

Value Proposition

Faster Innovation:

AppStore-driven deployment of
capabilities

Compliance Ready:

Geo-specific, single-tenant
deployments

Operational Efficiency:

Centralized control and
automation

Future-Ready:

Al-driven orchestration
and automation



