Questionnaire for
Security Optimization Center (SOC)

SCOPE DEFINITION FORM
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Questionnaire

1. High Level Details of IT Infrastructure at your esteemed organization to be monitored

No. of Devices /

Sr.No. Server Role / Device Type Operating System / Platform Cervers
1. Database Server
2. Web Server
3. Mail Server
4. FTP Server
5. Proxy Server
6. DNS Server
7. Application Server
8. RAS Server
9. Other Server
10. IDS/IPS
1. Switch
12. Router
13. Firewall
14. Virtualization Server (ie. Physical Host)
15. Other Applications
16. Other Devices
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Questionnaire

2. Do you conduct Vulnerability Assessment / Penetration Testing?

3. Do you conduct Application Security Assessment?

4. Are we currently using any syslog / any log management solution?

5. Is Network Monitoring System deployed?

6. Have you evaluated any SIEM tool earlier?

7. Brief on the requirement and expectation from SOC / SIEM?
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