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This document is a highly confidential which contains all the information regarding the red team engagement that was done by 
Infopercept Team on ABC  Company. 
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Copyright 
 

The copyright in this work is vested in Infopercept Consulting Pvt. Ltd, and the document is issued in 
confidence for the purpose for which it is supplied. It must not be reproduced in whole or in part or 
used for tendering or manufacturing purposes except under agreement or with the consent in writing 
of Infopercept Consulting Pvt. Ltd. and then only on condition that this notice is included in any such 
reproduction. No information as to the contents or subject matter of this document or any part 
thereof arising directly or indirectly there from shall be given orally or in writing or communicated in 
any manner whatsoever to any third party being an individual firm or company or any employee 
thereof without the prior consent in writing of Infopercept Consulting Pvt. Ltd.  
 
© Infopercept Consulting Pvt.Ltd. 
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Disclaimer 
 
By accessing and using this report you agree to the following terms and conditions and all applicable 
laws, without limitation or qualification, unless otherwise stated, the contents of this document 
including, but not limited to, the text and images contained herein and their arrangement are the 
property of Infopercept Consulting Pvt Ltd (Infopercept). Nothing contained in this document shall be 
construed as conferring by implication, estoppel, or otherwise, any license or right to any copyright, 
patent, trademark or other proprietary interest of Infopercept or any third party. This document and 
its contents including, but not limited to, graphic images and documentation may not be copied, 
reproduced, republished, uploaded, posted, transmitted, or distributed in any way, without the prior 
written consent of Infopercept. Any use you make of the information provided, is at your own risk and 
liability. Infopercept makes no representation about the suitability, reliability, availability, timeline ss, 
and accuracy of the information, products, services, and related graphics contained in this document. 
All such information products, services, related graphics and other contents are provided 'as is' 
without warranty of any kind. The relationship between you and Infopercept shall be governed by the 
laws of the Republic of India without regard to its conflict of law provisions. You and Infopercept agree 
to submit to the personal and exclusive jurisdiction of the courts located at Mumbai, India. You are 
responsible for complying with the laws of the jurisdiction and agree that you will not access or use 
the information in this report, in violation of such laws. You represent that you have the lawful right to 
submit such information and agree that you will not submit any information unless you are legally 

entitled to do so. 
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1. Request Volume Trend  

 

2.Average Resolution Time (Month wise) 
 

 

3. SLA Compliance Vs Breached Trend – Technician 
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4.Site wise Request 

5.Email Statistics 

 

6.DMARC Compliance - Email Volume 
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7.DMARC Compliance - Email Rejection – Threat Protection 
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8. DMARC Compliance - Email Rejection – Threat Protection 
 

 

 

 

 

 

  

https://www.infopercept.com/sample-report/


SampleReport 
 

9 
 

more information, visit infopercept.com/sample-report 

 

9. Proactive Measure Taken 
20+ blacklisted IPs were blocked on Firewall, Phishing Sender ID were blocked 

on Office 365 tenants 
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10.Proactive Measure Taken 
Monitor Failed Login Attempts and Blocking them 

 

11.Endpoints – Morphisec 
3 Attacks prevented by Windows Defender 

 

3 Attacks prevented by Windows Defender 
 

 

 

 

 

 

 

 

 

 

  

155 Clients till July 

2020 
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12.Endpoints – Symantec 
Identify Computer at Risk and Run Full Scan on the System.  

 

13.ESET – End Point Security for Windows 7 
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14.Web Site Status 
 

 

15.On Going Activities 
 

No. Activity Details SITE A SITE B 

01 Fine Tune Folder Rights 
All shared folder rights being fine-tuned according to the current user department 
and role.   

 
 

02 Active Directory user and groups' monitor 
Until we have a full-fledged monitoring systems is in place, we have started 
monitoring and recording (in some cases) users and groups information at all 
locations 

  

03 Updating the User List  
Users, left the organization shall be removed from the Active Directory, Office 365 
and shared resources post approval). 

  

04 Data Management of ex-staff members 
In those cases wherein data is left behind is moved to separate folder and only 
administrators have access to those folders 

  

05 Malware and other infections' Monitoring 
Removed the suspicious malware files based on the alerts we received from Firewall 
and Antivirus (Symantec) Software. 

  

06 Windows updates for all locations 
All security and critical updates will be pushed to all the computers in every single 
location.  

  

07 Application Server Backup Issue.  
APP03 Server backup is happening with Warning State.  

  

08 Website Restriction Policies 
Fine tune current Website restriction policies across all the firewalls.  
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16. On Going Activities_contd. 

 

 

17.Current Project Status 

 

 

 

 

 

 

  

No. Activity Details SITE A SITE B 

09 Websites monitoring 
All websites are constant under monitoring and if and when, there will be any issue, it will be 
notified and perhaps rectified within short while 

  

10 Website Security and updates checks 
perform weekly checks of our important websites and document them with ticket 

  

11 Email security and monitoring 
All emails from hotels domain and foods domain are under monitor and any and all security 
updates necessary are to be performed in coming days, with quite a few security changes 
being implemented already 

  

12 Email retention policy applied  
Anytime (since Nov 2019) an email account deleted, then its emails are retained for next 7 
years, to be recovered in case of need. 

  

13 Malware and other infections' Monitoring 
we monitor status and health of both these infrastructures since they have all our production 
servers and user data backups 
 

  

14 VMware Vcenter live activity 
we monitor live status of all our host server, as that affects our production capability and is 
highly critical 

  

No. Activity Details SITE A SITE B Remarks 

01 Windows Group Policy Roll Out 
  

 

02 User Data Migration to Central Storage 
  

 

03 
2 FA On O365 
Office 365 for charity was activated with help from Microsoft  

   

04 Morphisec Client Roll out 
  198 out of 200 

Lic. Installed. 

05 ESET AV For Windows 7  
  26 /42 Lic. 

installed 

06 SPICEWORKS (Inventory Management Tool) 
 

 

 

07 Web Application Firewall for Online Portal 
 

  

08 Security Assessment of Portal 
   

09 Server Consolidation 
 

  

COMPLETED IN PROGRESS PENDING 
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18.Pending Decision 
No. Activity Details Status / Remarks 

01 Disaster Recovery on Cloud. 
Restoration of Current Backed up Data to Cloud 

Decision Pending.  
 

02 HP Store Once Renewal (Backup Storage) 
Contract is already expired 

Decision Pending.  
 

03 EMC Storage Capacity 
ONLY 1 TB Space is available.  

Post Approval, we can ask supplier to 
submit the quotation.  
 

04 Web Application Firewall 
 

PoC Completed. Technical report is 
submitted 
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19. DARKWEB Monitoring 

20. Dark web Monitoring 
Cybersquatting Risk 
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Email Address Compromise Risk 
 

 

 

 

 

 

 

 

 

Email Address Compromise Risk 
During our Dark web Scan we have observed that webmail portal and Portal is accessible publicly 
which can lead to Brute force or Dictionary Attack. 
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21. What Next? 

 Dark Web Monitoring for All the Domains 

 Implementation of Open-Source Deception Technology within the Network.  

 Implementation of Open Source SIEM Solution. 

Have Shared the pre-requisites with David to Initiate the Installation.  

 

 

 

 

 

 

About Infopercept - lnfopercept's vision and core values 
revolve around making organizations more secure 
through the core values of Honesty, Transparency and 
Knowledge, so as to enable them to make better 
informed decisions about their security practices & 
goals. With our synergistic vision to combine technical 
expertise and professional experience, we aim to 
further establish our place as a one stop shop for our 
clients and partners' cybersecurity and accreditation 
needs. 
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