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Disclaimer

By accessing and using this report you agree to the following terms and conditions and all
applicable laws, without limitation or qualification, unless otherwise stated, the contents of this
document including, but not limited to, the text and images contained herein and their arrangement
are the property of Infopercept Consulting Pvt Ltd (Infopercept). Nothing contained in this document
shall be construed as conferring by implication, estoppel, or otherwise, any license or right to any
copyright, patent, trademark or other proprietary interest of Infopercept or any third party. This
document and its contents including, but not limited to, graphic images and documentation may
not be copied, reproduced, republished, uploaded, posted, transmitted, or distributed in any way,
without the prior written consent of Infopercept. Any use you make of the information provided, is at
your own risk and liability. Infopercept makes no representation about the suitability, reliability,
availability, timeliness, and accuracy of the information, products, services, and related graphics
contained in this document. All such information products, services, related graphics and other
contents are provided ‘as is’ without warranty of any kind. The relationship between you and
Infopercept shall be governed by the laws of the Republic of India without regard to its conflict of law
provisions. You and Infopercept agree to submit to the personal and exclusive jurisdiction of the
courts located at Mumbai, India. You are responsible for complying with the laws of the jurisdiction
and agree that you will not access or use the information in this report, in violation of such laws. You
represent that you have the lawful right to submit such information and agree that you will not
submit any information unless you are legally entitled to do so.
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Section1- Scope of Review

1. Primary Production Servers

Live-ITR-Xyxyx-scraping-server-01

Live-REDHAT-1ST - HARDEN OS

LIVE-REDHAT-2ND-HARDEN-OS

ADMIN-PANEL-INSTANCE

ABCD-Live-Production-02
CHECK-POINT-GATEWAY-AUTOSCALING ALLBANKS-1
CHECK-POINT-GATEWAY-AUTOSCALING ALLBANKS-2
CHECK-POINT-VPNGW (ALL BANKS)

CHECK-POINT-MGMT (ALL BANKS)

CP- 2FA
Nginx-LB-Enterprise-Redhat-Production-XXY-XXZ-YYZ-ZZX-XXZ-1
Nginx-LB-Enterprise-Redhat-Production-XXY-XXZ-YYZ-ZZX-XXZ-2
RDS - PROD-XYZ-V2

NEW-TABLEAU-REDHAT-7-LINUX-APRIL-2019

NEW-REVERSE PROXY-TABLEAU-WITH LINUX-10-MAY-2019

S@ ™0 2000

[SP—

-~

° 3 3

2. Sub Production Servers

q. SPLUNK-DEPLOYER
b. SPLUNK-INDEXER-1
c. SPLUNK-INDEXER-2
ad. SPLUNK-SEARCHHEAD-1
e. SPLUNK-SEARCHHEAD-2
f. Tableau windows server 13-04-2020
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Section 2 - Summary

In place Not in place Not Applicable Percentage
Configuration point 59 15 20 79.72%

Hardening Configuration

= |In place
= Not in place

= Not Applicable
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Section 3 — AWS Configuration Snapshots for CIS

Three tier guidelines

1. Data Protection: -

11 Ensure a customer created Customer Master Key (CMK) is created for the Web- tier /
12 Ensure a customer created Customer Master Key (CMK) is created for the App-tier /

1.3 Ensure a customer created Customer Master Key (CMK) is created for the Database-Tier

Note: Need to create CMK. Currently we are using AWS default KMS key everywhere.

1.4 Ensure Databases running on RDS have encryption at rest enabled

Prod-xyz-v2

Instance

Configuration

D8 instance id

Instance class

Instance class

Storage

Encryption

Performance Insights

Performance Insights enabled

db.rS.4xdarge Enabled No
Engine version vCPU KMS key
G s Published logs
5.7.23 16
bb274e89d913 [ CloudWatch Logs
D8 name RAM %
128 GB Storage type ("’ -
Provisioned IOPS (SSD) ner
License model - sas Slona p-
Availability -~ VO QLY
General Public License 10PS
Master username 2500
Option groups
Storage
IAM db authentication 2400 GiB
Amazon Resource Name (ARN)
Enabled sy :
amawsrdsaap-south >torage autoscaling
1:652918353734 Multi AZ Disabled
v2 o
Yes
INFOPERCEPT "Infopercept Proprietary Material - Please do not copy or distribute”. 7 | P ad g e
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Prod-xxy

Instance

Configuration

DB instance Id

Engine version

5723

DB name

License mode!
General Public License

Option groups

Amazon Resource Name (ARN)

amaws.rdsap-south-
1:652918353734

Instance class

Instance class

db.r5.xlarge

vCPU
4

RAM
32GB

Availability

Master username

1AM db authentication
Enabled

Multi AZ
No

Storage

Encryption
Enabled

Storage type
Provisioned 10PS (SSD)

10PS
1000

Starage
300 GiB

Storage autoscaling

Disabled

Performance Insights

Performance Insights enabled
No

Published logs

CloudWatch Logs
Audit

Error

\—w" ora

Slow query

IXXZ~

prod

Instance

Configuration

D8 Instance id

Engine version
5.7.26

D8 name

License model

General Public License

Option groups

Amazon Resource Name (ARN)

armawsrdsap-south
1:652918353734:6b

Instance class

Instance class
db.rSxdarge

vCPU
4

RAM
32GB

Availability

Master username

IAM db authentication
Enabled

Multi AZ
No

Storage

Encryption
Enabled

KMS key

a52¢ g

74e89d913 [

bh2

Storage type
Provisioned 10PS (SSD)

10PS
1000

Storage
200 Gi8

Storage autoscaling

Disabted

3ad3-3660-4381-9§F5-

Performance Insights

Performance Insights enabled
No

Published logs

CloudWatch Logs
Audit
Error

1.5 Ensure all EBS volumes for Web-Tier are encrypted / 1.6 Ensure all EBS volumes for App-Tier are

encrypted
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Prod-xyz-v2-server-1

me \‘ vol el M5600%05ddS) (Prod |_ BB
B 6554 2cbad i | LB
\“., ol (€ 1 mmm
Prod-xyz-v2-2
Virlune ~”i 018euSab 155067 (e 2 LR
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*‘ ' l - ]!
‘ ] 7 J =
Prod-YYZ-1
“::-Ilhl ,(.' Delatic % 2801605 (pre -
, 21 ,i( | e
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Live-ITR-Xyxyx-scraping-server-01-100GB

Volumses: | vol Detafo st S 12h 04 (1 e ing servwi 0110008 B

Descript
Volumes: | vol-Dasalis fecz1 1548 {Livn ipng-sareer.01-encrymed- swap-partiton _ Nl

e
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mes: | vol Oudfs 48991 eba (Live wing server J1-eacrypted-root partition) _ Nl =
itk
Live-ITR-Xyxyx-scraping-server-02-100GB
Volemes: | vol 2e£21545a0c SatabS |Lin ping server-02-100GB) _N =
b
Volurmes: | vel D408 Tent 103170337 (Liv g sarver 02 swap 0717 2020) aEm
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Pre-Production-29-07-2020

Volases: | vol 2568731005007 {Pre Production 79.07 0

Descriptics

amn

Volomes: | veld 036227 12720146152 (Pre-Producton. 23.07. 200

_J_Ra]

Not Encrypted

Trend-micro-windows

Volumes: | yol-00524abhndaf 48200 (Trend micay.- windows)

Description s Check

Admin-panel-Instance

Volumes: | vol 02227955 c2r55ed (Admin-paned Instance)

Description tatum (Ohock X

INFOPERCEPT
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_§_}a!

Vulomes: | val 0222055082183 TT (Atbmin-paned instancs)
Dascripsion States Chacks Maniaring Tags
urna 1D 15 o
38
-0 sele - ' "
az- oy =z v
Nt Ll Alls rl v 1 | i
e - ¥Foamihadg
LT fype
» Produs cooe
o o
2l (WE A A3 Emab N
Not Encrypted
Volartea: | vol (4930 736449508054 (Admin pace! kestance| L] N =]
Descripsion Sts Checke Norkoring Do
M AL a4 S
i
..... pattd exiet scte 3o 25131 PV UTC
adx RSO0 158
ohe et v A TmeT N T ST
v - e
e X e toe
PROC o
P
\ s Eaties N
Not Encrypted
Tableau-server-13-04-2020
Volanes; | vol DI 1BE28E0al7 e [Tableau servar 1324 7020) L_ BB
Description Stahim Cracka Montong Tage
- o Srlal) AR
arn oied - o
SV - ot » Ay R S 0 AM UT
Enayy F s QT a
M5 W SO L
KNG Ry Adase P o
NMS Koy ARN H *
W7 00503 30-4304-2600
g Mus. Atacn Enath
ABCD-Live-Production
Volumes: | vol Ocitdadia M aa Ml Producsion| ..~
Descripson Stus Chocks Maraviny Tags
e s L EE IR 2 S0 ‘
e r 8Py
. 10 Ee] 3
En Nt t " gactytard adhere ot et "
Srach (ftarved
WIS Ky I shpe &
KM Koy Aess e x
2= Ky AR
ol (VE [V En ']

Not Encrypted

INFOPERCEPT
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Vokatsen ! | wol D57 aa 8¢ 20alnin! { Production) L BB
Description Stabiss Chacks Moskorng
Velure I o GS3ea il varatet Ly b
arm etatu ¢

019 4 5S4 40 PM UITC %)

Atachrreent mirrremor  FOS UMM OtO450Y Frogucsee

KMS Ky

TamoQreut MEY Mt £

Not Encrypted

Volumas: | vol DE52110454ea5 05 Production) mmn
Description Stans Checks Mantering Toge
Youns T vor-DE04 13045207 o _
o) TR U] . )
AP T STl Yo
o (atarhed
OIS Key I MiTadcs Jat] At Vokame hse X
NuD Altach Enatles N
Vohumes: | vol 01222140 ccllabSh ( Production _N- Nl
Dexcripticn Status Chacks Vonkoeng Togs
Btk I
‘eallied U v, CRRNE AL AN 4
Machmect nforraton 000790 aes 1 58T Froducioe
srreedd (oftarte
KMS Koy 1T volume ype . g2
KNVE Ky Miass FYoouCt Co0es
KMS Koy ARM Pe 0
Thecugmpd (VN M- Al Ensyed N

Not Encrypted

Vel | vol COAIEE302eddsars T Preducsion. (] mEm

Descripton Statis Cracta Marviaiing Toge

8 XA 12K

= Racrivere wfrmrabon 0 Ve b )
KMS Ky 1O Voume ype Qa2
KNGS Sy A ¥ o
! OPS
T Mot At Evatied N

Not Encrypted
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New Tableau Rev.Proxy Server-10-May-2019

1T ¥ t y-2010-24.0 BBl
Nginx-LB-Enterprise-Redhat-Production-XXY-XXZ-YYZ-ZZX-XXZ
Volsmies: | vol-Dcdsihddda Widbe 2 (Ngisx LB E sterprse Redhat Production _J_J=
Nginx-LB-Enterprise-Redhat-Production-XXY-XXZ-YYZ-ZZX-XXZ-BackupServer
Volumes: | vol- 07 d9cod916cd1000a |Nginxe-LB-Enterprise Rodhat Production Backup Server) _ Bl =
INFOPERCEPT “Infopercept Proprietary Material - Please do not copy or distribute”. ]6 | P ad g e

Cloud Security Sample Report 2021



[9 Infopercept

1.7 Ensure all customer owned Amazon Machine Images for web-tier are not shared publically

Prod-xyz-v2-server-1-19-12-2020

1" 115122000 2 (2D IR PHIENTM EIFIESITH December x
Imagy _B- N
BNS A Nunlb
Edi
Prod-xyz-server-2-19-12-2020
@ Prod )| 04 Tetbe 3 T e M i D b 1 w7y
e m bt |_ BB
AWS Accosst Nottilme
ABCD-production-01-11-09-2019
[} Frooucsee-01-110% 3 Pa e 034 aoddcecE MA2F1ENNS 31 2 M Priaan
Bt L_ NN~
AWS Accoun Numbe
ABCD-production-02-09-01-2020
a Posucton-02-00-01-2000 4 W RLESY]
[ a2 1 _B- Q=
Porm
( t Narmbe
(ot
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Live-RedHat-Server-Harden-0OS-YYZ-NEW1-21-11-2020

B LyveSed-a Server-Haden

abtaile! _Blw

AWS Accoam Numbot

Live-ITR-Xyxyx-scraping-server-01-07-12-2020

B LT o rg-savee) ) ( Live- (e 53 L0336 T SEMIRBITW ERRISITH Feaide

e e -

AWS Account Nunbe

Nginx-LB-Enterprise-Redhat-production-XXY-05-09-2020

B oL BEmepeasfnal-Pasuton 20 tage M ORCIIIIINAsceTOl E52018351734 MBI Prtesl
370hE3cs 708 ..
210
AWS AU
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Nginx-LB-Enterprise-Redhat-Production-XXY-XXZ-YYZ-ZZX-XXZ-01-11-2020

AWS Account Nurmher

[} oL B-T meepis e Rechat Frodecser 13- 113000 "y are-01 e 17500880 EHREBITH BEMEITH Frivite
P! mEAs
AWS Accout Numbw
Linux-Reverse Proxy-Tableau-10-May-2019-14-09-2020
[¥) Lo Sawmr s b Proep-Tatse- 10-Nay- 0 18- 14405 ) \» Timrse -0 153 ST ) i SSUNEIT M BONBITR Finade
2 024 80
AWS Au ik
Nginx-LB-Enterprise-Redhat-Production-XXY-ABC-CTI-15-09-2020
B Ngre LS Emoeprse Redeat Frosecion N NoasLB-Enle - 06 fsec BTS2 0eS 8299353738 $82918351738 Frvate
mme
AWS Accoumt Numbor
Check-Point-Management-ALLBANKS-24-12-2020
3 Sa-Font Aarsgenet M4-12-2000 CraxFanty A8 10201594 125005 BTN B2NST™ Frvawm
Imag 021543251 aAEM
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Check-Point-Gateway-VPN-ALLBANKS-24-12-2020

[ ] Mo Fort-Oatenwey-YPN-ALLDANKS-24-12-2020 res:s Sl MO 1017 catatae 19 SN S5205 1M vide
_ Qe
AWS Accoent Numbe
-
Check-Point-Gateway-AutoScaling- ALLBANKS-24-12-2020
B  Ched Pont-Gatenay AdsScatng NLLSANKS-24.-12. 2320 Oheck Fom G A Da3E0 TR0 ES18355T 25155 Fraate
0! ami DRG0 5T e~

AWS Acoount Nembe

1.8 Ensure all customer owned Amazon Machine Images for Application-tier are not shared publicly

Ownad by me et 1o Mot

Mane - AW Narw AM) Sougtoe R Vaiteity Sty

1.9 Ensure Web-tier ELB have SSI/TLS Certificate Attached /110 Ensure web-tier ELB have the latest SSL
Security policies configured / 111 Ensure web-tier ELB using HTTPS Listener [ 112 Ensure App-tier ELB
have SSL\TLS certificate attached /113 Ensure App-tier ELB have the latest SSL security policies
configured [ 114 Ensure App-tier ELB is using HTTPS listener

INFOPERCEPT “Infopercept Proprietary Material - Please do not copy or distribute”. 20 | P ad g e
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B CREdtenw-ALR

Losd halwsces: | CP.External- ALB

CPEdung-A

W DU TSR ARATIC;

RS0 RO-S0UM-1R  RECation M.

" . f n v 18 ! 3 ' ,
I I
'
Listener
wten I Secwrity policy SS5L Cestificate [eadny
HITP: & [} [} g 1 { s FRET hi"e
WITPS -] f oy f { d 1 !
B CPBEdaman CP-ExtemabALS acive ol Sabd41470c2 psoah b apsodtvia agpdcaton S .
ool bstancer: | CPExtormal ALB -
Jeecription Listeners Mentorre ' t L]
' { ) L | ‘
¢ f 3l ¢ y
Listener
Listarmr 1D Sacurity policy S5 Carvlican Fihen
ITTPS : 44) ' t 44 [ ir
. acladalB 3Ll
a i dmre FErmes 587 Wi v g A RS0 10 Ap-S0UD-13 apphcalx S -
Load helences: | CF Lxerna -~
¥ wners Az
Listener
stenec Secutity policy SSL Covtificate Rules
| PS4 B - 1
B CF-Edwng-ALB-P CP-EonitALB-Frog-1235 wive Ve VS a0 T (K 0N D RS-l RapACANge AX o
o badarces: | CP Extermal ALB Prod _ B N=
] S el lad \ t T
5 =
Listener
stene cy $S Cereficatn Rulks
HTIPS - &4 . ,
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Listener

Listurwy 1D Secuniry policy

{TTP% ; 44)

" Eatean PEdmre-

Losd balmaces: | CP-External

Listener

Listare | Security policy

8 CcFrema me=ai TP e

oad betancer: | CF.imermal

Listensr

Uit K Sacua ity padicy
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8 CPishral A3 me=3l P mix e po 003 Sabd 47 TcED apsouth- 12 apsoaty | f e Sn.
Lood Ll CPd 2l ALB gnx '] .-
nee )
10
Listener
yerie Security policy SSL Cortificatn Rules
} 7]
B CPatempALl sAattad-CP-rlp " tve -0 SRt a7 0o A0 T RS0y 18 oymcalc -
ad batancarn | CPintema mEe
) (T
Listener
L bt 1 Secinlty pokcy SSUL Cariificats Rudes
TIPS : 44
“ miemgh ALE riema-CFtemy acve - U083 Satg A Toce2 asoutt-1a apsosh i aspcabon Sey
ALF mEn

Listaner

Securey policy

intmiree
Listener
nec 10 Socuntty policy SSL¢ leutos
k PS: |
a e rrernat e wive BT, a-Houth-1a & aorACHC Ay
Lued be ( al A
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[ ] ChRasi e na-CP-sters Wiee e 00 )5aand 7 ke S-0uh-1a 0-oul-

1 [ Me»
ad balancar: | CP lan mmm

Datcripeh L istaners Wond

¢ rd

LIStenaer

Listarwr 10 Soecurity policy SSL Conificas R

{TTPS - 44 F $ ' . 2el)e 342304445 (ALY et

n_ fbdedlcsatt et
3 ibdeddza -

115 Ensure all public web-tier SSL\TLS certificates are>30 days from expiration

Certificate

General Details  Certification Path

?; Certificate Information

This certificate is intended for the following purpose(s):

» Proves your identity to a remote computer
» Ensures the identity of a remote computer

*Refer to the certification authority's statement for details.

Issued to:

Issued by: GeoTrustRSA CA 2018

valid from 23-03-2020 to 14-10-2021

Issuer Statement

INFOPERCEPT “Infopercept Proprietary Material - Please do not copy or distribute”. 24 | P ad g e
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n  Certificate *

General Details Certification Path

?; Certificate Information

This certificate is intended for the following purpose(s):

= Proves your identity to a remote computer
= Ensures the identity of a remote computer

* Refer to the certification authority's statement for details.

Issued to:

Issued by: DigiCert SHAZ Extended Validation Server Ca

Valid from 17-08-2020 to 22-03-2022

Issuer Statement

n  Certificate *

General Details  Certification Path

?; Certificate Information

This certificate is intended for the following purpose(s):

s Praves your identity to a remote computer
* Ensures the identity of a remote computer

ol

S

*Refer to the certification authority's statement for details,

Issued to:

Issued by: Go Daddy Secure Certificate Authority - G2

Valid from 07-08-2020 to 07-08-2021

Issuer Statement

INFOPERCEPT “Infopercept Proprietary Material - Please do not copy or distribute”. 25 I P ad g e
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n  Certificate

General Detals Certification Path

52; Certificate Information

* Proves your identity to a remote computer
» Ensures the identity of a remote computer
B

LR P

This certificate is intended for the following purpose(s):

*Refer to the certification authority's statement for details.

Issued to: imperva.com

Valid from 25-09-2020 to 27-03-2021

Issued by: GlobalSign Atlas R3 DV TLS CA 2020

Issuer Statement

n | Certificate

General Details Certification Path

g Certificate Information

* Proves your identity to a remote computer
* Ensures the identity of a remote computer
B R EEE

e

This certificate is intended for the following purpose(s):

*Refer to the certification authority's statement for details.

Issued to:

Valid from 02-09-2020 to 02-0%-2021

Issued by: Go Daddy Secure Certificate Autharity - G2

Issuer Statement

INFOPERCEPT
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n | Certificate =

General Details  Certification Path

g Certificate Information

This certificate is intended for the following purpose(s):
» Proves your identity to a remote computer
# Ensures the identity of a remote computer
e e e
L S,

*Refer to the certification authority's statement for details.

Issued to:

Issued by: Go Daddy Secure Certificate Authority - G2

Valid from 17-10-2020 to 17-10-2021

Issuer Statement

n | Certificate o

General Details Certification Path

g Certificate Information

This certificate is intended for the following purpose(s):

* Proves your identity to a remote computer
 Ensures the identity of a remote computer
£ |

LT R P

*Refer to the certification autharity's statement for details.

Issued to:

Issued by: Go Daddy Secure Certificate Authority - G2

valid from 04-09-2020 to 04-09-2021

Issuer Statement

INFOPERCEPT “Infopercept Proprietary Material - Please do not copy or distribute”. 27 | P ad g e
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n  Certificate >

General Details Certification Path

?; Certificate Information

This certificate is intended for the following purpose(s):

* Proves your identity to a remote computer
» Ensures the identity of a remote computer
@]t e Aran 1 an

LI

* Refer to the certification authority's statement for details.

Issued to: imperva.com

Issued by: GlobalSign Atlas B3 DV TLS CA 2020

Valid from 25-09-2020 to 27-03-2021

Issuer Statement

116 Ensure all S3 buckets have policy to require server-side and in transit encryption for all objects
stored in bucket.

Note: Need to encrypt S3 buckets.

117 Ensure CloudFront to Origin connection is configured using TLSLI+ as the SSL\TLS protocol (NA)

2 Identity and Access Management

2.1 Ensure IAM Policy for EC2 IAM Roles for Web tier is configured /
2.2 Ensure IAM Policy for EC2 IAM Roles for App tier is configured /
2.3 Ensure an IAM Role for Amazon EC2 is created for Web Tier /
2.4 Ensure an IAM Role for Amazon EC2 is created for App Tier

INFOPERCEPT “Infopercept Proprietary Material - Please do not copy or distribute”. 28 I P ad g e
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Inuacce Profie ARING A AESATI N otk ]
Pamh
Creation time
Last activity

Maximum session duration

Permissions Tiuat relationships Tage Acceas Adviscs flovodo sessions

.

Polcy name « Policy type -
. x
. 1 x
. 1 x
. 1 =
. 1 =
. AT =

2.5 Ensure AutoScaling Group Launch Configuration for Web Tier is configured to use a customer

created Web-Tier IAM Role [ 2.6 Ensure AutoScaling Group Launch Configuration for App Tier is
configured to use an App-Tier IAM Role. Not Applicable

2.7 Ensure an IAM group for administration purposes is created.
Note: Needs to be configured.

2.8 Ensure an IAM policy that allows admin privileges for all services used is created.

User ARN

Path

Creation hims

Permzisbons Qraups Tags (1) Secwlity crndertials Access Advisor
« Penmissions pobces (2 policies applied)
[ A pocsranions | © Add intiow policy
Polcy name - Polcy type ~

Attached arectly

' x
’ x
v Permissions bound (r at)
INFOPERCEPT “Infopercept Proprietary Material - Please do not copy or distribute”. 29 | P ad g e
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2.9 Ensure SNS Topics do not Allow ‘Everyone’ To Publish.
{

"VYersion": "2012-10-17",
“Id": " default policy ID",
“Statement”: [
{
"Sid": " default statement ID",
"Effect": "Allow",
"Principal”: {
TAWS " En
3
"Action": [
"SNS:GetTopicAttributes”,
"SNS:SetTopicAttributes”,
"SNS:AddPermission”,
"SNS :RemovePermission",
"SNS:DeleteTopic",

"Action": [
"SNS:GetTopicAttributes”,
"SNS:SetTopicAttributes"”,
"SNS:AddPermission”,
"SNS:RemovePermission",
"SNS:DeleteTopic"”,
"SNS:Subscribe",
"SNS:ListSubscriptionsByTopic",
"SNS:Publish"”,
"SNS:Receive"

1

"Resource”: "arn:aws:sns:ap-south-1:65291¢ Es:,

"Condition": {
"StringEquals": {

"AWS:SourceOwner": "652918353734"

}
{
“Sid": "AWSEvents Prod-Web-EC2-Status-Change 1d69957605406685",
"Effect": "Allow",
“Principal": {
"Service": "events.amazonaws.com"
}
"Action": "sns:Publish",
"Resource": "arn:aws:sns:ap-south-1:6529183537 ts"
}

2.10 Ensure SNS Topics do not Allow ‘Everyone’ To Subscribe

® Couldn't create subscription.

Error code: AuthorizationError - Error message: User: arn:aws:iam:652918353734:user/i tor is not authorized to perform: SNS:Subscribe
on resource: am:aws:sns:ap-south-1:652918353734 rts
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3 Business Continuity

3.1 Ensure each Auto-Scaling Group has an associated Elastic Load Balancer

Check-Point-Security-Gateway-Autoscaling

Load balancing

Load balancer target groups Classic Load Balancers

3.2 Ensure each Auto-Scaling Group is configured for multiple Availability Zones

Check-Point-Security-Gateway-Autoscaling

Network Ean

Availabdity Zones

ap-south-1b, ap-south-1a subinet-0adS629535795¢ce 77, suboet
077259810e5939878

3.3 Ensure Auto-Scaling Launch Configuration for Web-Tier is configured to use an approved Amazon
Machine Image [ 3.4 Ensure Auto-Scaling Launch Configuration for App-Tier is configured to use an
approved Amazon Machine Image

Check-Point-Security-Gateway-Autoscaling

Launch configuration Edit

f JUrator
Check-Poin-Security-Gateway-AutoScaling-ALLBANKS- ami-07731¢7¢681d 77408 #3783402159118b3 [Z
LaunchConfig-PSZEXUTTE1SM
Koy pa T pato tims

cS.adarge Check®oint-Prod Sat Sep 05 2020 20:26:42 GMT+0550 (India Standard
Time)

3.5 Ensure Relational Database Service is Multi-AZ Enabled
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prod-xyz-v2

Instance

Configuration

DB instance id

prod-

Engine version
5.7.23

DB name
QA

License model

General Public License

Option groups
pre

armn:aws:rds:ap-south-
1:652918353734:db:pi
v2

Amazon Resource Name (ARN)

Instance class

Instance class
db.r5.4xlarge

vCPU
16

RAM
128 GB

Availability

Master username

IAM db authentication
Enabled

Multi AZ

Yes

Storage

Encryption
Enabled

KMS key

a52c3ad3-36b0-4381-9ff5-

bb274e89d913 [4

Storage type
Provisioned IOPS (SSD)

10PS
2500

Storage
2400 GiB

Storage autoscaling
Disabled

Performance Insights

Performance Insights enabled

Published logs

CloudWatch Logs

prod-yyz

Instance

Configuration

D8 instance id
I

Engine version
5.7.23

D8 name

License model

General Public License

Option groups

po

amawsrdsiap-south-

Amazon Resource Name [ARN)

instance class

Instance class

db.rS.xlarge

vCPU
4

RAM
32 GB

Availability

Master username

1AM db authentication
Enabled

Storage

Encryption
Enabled

KMS key

bb274e894913 [4

Storage type
Provisioned 10PS (SSD)

10PS
1000

Storage
300 GiB

Storage autoscaling

Performance Insights

Performance Insights enabled

Published logs

35d3-36b0-4381-95-
CloudWatch Logs

1:652918353734:dbips Moltl AZ Disabled
— = L.
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ABCD-prod
Instance
Configuration Instance class Storage Performance Insights
DB instance id Instance class Encryption Performance insights enabled
db.rS.darge Enabled No
Engine version vCPU KMS & -
- 7 Published logs
57.26 4 a52¢33d3-36b0-4381-9475-
bb274¢89d913 [3 CloudWatch Logs
DB name RAM Audit
Q 3268 Storage type Error
Provisioned I0PS (5SD) Cadaal
License model . o : ‘
Availability op Slow query
General Public License OPS
Master username 1000
Option groups
pn Storage
1AM db authentication 200 GiB
Amazon Resource Name (ARN}
Enabled .
amiawsirdsiap-south- Storage autoscaling
1:652918353734:db: Multi AZ Disabled
No

3.6 Ensure Relational Database Service Instances have Auto Minor Version Upgrade Enabled

prod-xyz-v2

prod-i

Summary

DB identifier
prod-

Role

Instance
Connectivity & security
Maintenance

Auto minor version upgrade
Disabled

Monitoring

- 12.00%

Current activity

10212 Connections

Logs & events

Maintenance window
twe06:31-tue07:01 UTC (GMT)

Configuration

Madify ’ I Actions ¥
Status Class
@ Avallable db.r5 dxlarge
Engine Region & AZ
MySQL Community ap-south-1a
Maintenance & backups Tags
Pending maintenance Panding modifications
none
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prod-yyz
prod-. Modify | ‘ Actions ¥ I

Summary

DB identifier CPU Status Class

prod ‘ ® Availabte db.r5 xlarge

Role Current activity Engine Region & AZ

Instance w2145 Connections MySQL Community ap-south-1b
Connectivity & security Monitoring Logs & events Configuration Maintenance & backups Tags
Maintenance

Auto minor version upgrade Maintenance window Pending maintenance Pending modifications
Disabled thu11:51-thuc12:21 UTC (GMT) none

ABCD-prod
-prod Modify || Actions ¥

Summary

DB identifier Py Status Class

mfi-prod | @ Available db.r5 xlarge

Role Current activity Engine Region & AZ
Instance —— 1058 Connections MySQL Community ap-south-1a
Connectivity & security Monitoring Logs & events Configuration Maintanance & backups Tags
Maintenance
Auto minor version upgrade Maintenance window Pending maintenance Pending modifications
Disabled twe06:31-twe07.01 UTC (GMT) none
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3.8 Ensure Relational Database Service backup retention policy is set

Prod-xyz-v2

Backup

Automated backups
Enabled (7 Days)

Copy tags to snapshots
Enabled

Latest restore time

January 8th 2021, 11:55:00 am UTC

Backup window

18:23-18:53 UTC (GMT)

Prod-yyz

Backup

Automated backups
Enabled (7 Days)

Copy tags to snapshots
Enabled

Latest restore time
January 8th 2021, 12:00:00 pm UTC

Backup window

00:00-00:30 UTC (GMT)

ABCD-prod

Backup

Automated backups
Enabled (7 Days)

Copy tags to snapshots
Enabled

Latest restore time

January 8th 2021, 12:00:00 pm UTC

Backup window

18:23-18:53 UTC (GMT)

3.9 Ensure Web Tier Elastic Load Balancer has application layer Health Check Configured / 3.10 Ensure
APP-Tier Elastic Load Balancer has application layer Health Check Configured
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CP-External-ALB

Basic configuration

HTT™

Toargets Monitoring

Health check settings

Target type Protoc

Port

w HTTPS : 9443

Togs

(4

Edit

Inbsealthyy thresh

2 Corsecutive heatth check failures

50 seconcs

NROUL

S secordds

200.499

P Put)
HITPS findechami
Haalrhy
traffic-port 5 consecutive health chock successes
Lnihaalthy threshol Timeout
7 consecutive health chack falures 5 secands
Inter i
30 seconds 200
CP-External-ALB-ABC
Basic configuration
ot tyy x VF o Dalan
Instare HITPS 19468 L f5abaaray 2 P-Ext 2
HITPY
1p detall Torgets Monitoring Togs
Health check settings Edit
rot
HTTPS /
vt althyy theeshoid
443 5 consecutive health check sucresses
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CP-External-ALB-prod-yyz

Basic configuration
Target type Protoc ort VPC ac
Instance HTTPS : 9465 pc-0083fSahdaf$70cR2 [A Extornal-ALE )
Tote ’
HTT™
Targets Monitoring Togs
Health check settings Edit
| Patt
HITPS /
t Healthy th
445 5 consecutive health check successes
LUnhaall hrmshok Nimeout
2 consecutive health check fattures 5 secancs
Irwrval L code
30 seconsds 200-499
CP-External-ALB-CBI
Basic configuration
type F | ' i | Wt
Instance HTTPS - 5467 pe-008315300 12 (2 CP-Exagr s
HTTP
tal Targets Monitoring Tags
Health check settings Edit
Totec F 1
HTTPS /
" Healehw t
443 5 consecutive health chack siccesses
Jnhealtiny Timaaut
7 corsecutive heatth chack fallures 5 seconds
we A [
3 seconds 200-499
—
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CP-External-ALB-Prod

Basic configuration
type dotocod © Part Vi Load bo o
Instance MWTTPS 9470 )-D0835abd 41 470¢82 [ CP-Extornal o)
Protocst 10t
MTTE
et Targets Monitoring Tags
Health check settings Edit
Yot "t
HTTPS /
' iy thy ]
443 5 consecutive health check successes
nt LIpY r i
2 corsecutive heatth check failures 5 seconds
erval SUCOE-
50 seconds 200499
CP-External-ALB-XXY
Basic configuration
Target typ Prce
Mstance MTTPS : G469 Vpe-0083153bdAt4TOER [ 3
HITE
Targats Monitonng Tags
Health check settings Edit
Protocol Bath
HTTPS /
0 ¥ heesh
443 5 consecutive health check successes
thy threshal neous
2 consecutive health check fadures S seconds
Interva SILCH
30 seconds 200-499
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CP-internal-ALB-YYZ

Basic configuration

MStance WITP . B33 I £14 7052 (3

Targets Menitaring g

Health check settings Fdn
1)
S 5 Consrutivg healih Chack succetses
1
2 consecutive heatth check Talises S seconds
30 soconds 200
CP-internal-ALB-nginx-ABC
Basic configuration
wsta HTTF. 80 [
MR
Yar Me g !
Health chack settings t
HTTP
M DO o i chk
4 cormmev utrve heslith check falurm e
30 secoath 00
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CP-internal-ALB-CI

Basic configuration

tance WITP: 40 noAra i[A

{ITHY

Targees Meaitorning Tags

Haalth check settings

HTT®

traffic port S comotytive health chack sucoraes
1 consactive boaith check lalures S eeondd

0 ‘

CP-internal-ALB-nginx-XXY

Basic configuration
nstance MTTP 80 , a0 2 , Sirs .
M
Targets Manttansg Tags
Health check settings fn
M
WAoot S consecutive hoslth check SLCCREus
1
Consecutive haattn check fak D0ong:
59 sexune
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CP-internal-ELB

Basic configuration

YSLance HWITH 9394 o ' « 3102 y 04

Torget Mosmoning

Health check settings

80 tve hoolth chack sucoesses
4 consecutive health check falures sec oty
) Secnngs 200

CP-internal-ALB-XXY

Basic configuration

Irstancs wITe 92

Targot Manitaring Tage

Health check settings

™

no S comsecutive health chock wacoysen
T comecutive Heslsh check falnn S vecsody

30 second 200
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CP-internal-ALB-nginx-XXY

Baslc configuration

Health check settings

tramc.goct

3.11 Ensure S3 Buckets have versioning enabled.
Note: Need to be configured.

3.12 Configure HTTP to HTTPS redirects with a cloudfront viewer protocol policy: Not Applicable

3.13 Ensure all cloudfront distributions require HTTPS between cloudfront and your web-tier origin: Not
Applicable

3.4 Ensure web-tier auto scaling gateway has an associated Elastic load balancer [ 3.15 Ensure App-
tier auto scaling gateway has an associated Elastic load balancer

Load balancing

Classic Load Balancers
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4 Event Monitoring and Response

4.1 Ensure a SNS topic is created for sending out notifications from Cloudwatch Alarms and Auto

scaling Groups

4.2 Ensure a SNS topic is created for sending out notification from RDS Events /4.3 Ensure RDS events
subscription are enabled for instance level events

Prod-Events

Event subscription details

4.4 Ensure RDS events subscription are enabled for DB security groups

Note: Need to be configured.

4.6 Ensure that a log metric filter for the Cloudwatch group assigned to the "VPC Flow Logs" is created

/

4.7 Ensure that a CloudtWatch Alarm is created for the "VPC Flow Logs" metric filter, and an Alarm
Action is configured
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prod-sidbi-vpc-flowlogs

Log streama Subncription Hitters Cantributor Insights
Metric filters (4 etric filter
1 @
A I | 6 W0bE [ r ni-0f [l
Error Esror
1 1
4.8 Ensure Billing Alerts are enabled for increments of X spend: Not Applicable
5 Audit and Logging
5.1 Ensure all resources are correctly tagged
instance: »-0)c€dS90das ) at4a (hod Sarvee-1)
Tags
Instance: HOS3c91597 Medb 07 (Prod 2Server2)
Tags
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instance: 052d24480a5005584 Ive Pyoduction 02}

Tags .
instance: 03712000t Scrt0a) scraping-server-01)

Tags

Instance: HOMECE882061 172463 (Live-RedHac-Server

Instance: 0450135909330 5 (Admin-panel-Instance)

Tags 1"

Instance: 1-00c88642062876ee3 INgine-LE-Enterpraa -Redhat- Froduction 1]

Tags "
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5.2 Ensure AWS Elastic Load Balancer logging is enabled
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CF Lowrs =~ =

3 3238 m 08 3]

@ CP-External CP-Extern:

DN S name

State
Type

Scheme

IP address type pvd
Edit IP address type

VPC

Availability Zones

Hosted zone

Creation time

Attributes

Deletion protection
Cross-zone load balancing

Access logs

active wpc-0083f5abd4f470c82 ap-south-1k, ap-south-13  network

com £2]

May 1, 2019 at 3:18:33 PM .
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5.3 Ensure AWS Cloudfront Logging is enabled: Not Applicable
5.4 Ensure Cloudwatch Log Group is created for Web Tier / 5.5 Ensure Cloudwatch Log Group is
created for App Tier

5.6 Ensure Cloudwatch Log Group for Web Tier has a retention period [ 5.7 Ensure Cloudwatch Log
Group for App Tier has a retention period
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Log groups (114)
By defaulz, we cndy load up to 20000 leg groups.

Loy growp

IDSOSMetric

Actiom »

Exact maach

Retention v Mutric Biters Stored

13258

mont! GR2 B

1138

1.93%B

2258

ARN

armawsiogeap-south- 3
armowsiogssp-south-1
arncawslogsap-south-1
arncawslogsap-south-1
arncawslogssp-south-1
s logsap-south-1
arnrwslogsap-south-1

amawsiogiap-south- 1

6529183555754:300-groy

652918355 754009-groy
652918353734 40g-grow
652018353734%0g-grou
652918353734 409-grow
652918353734 400-geow

652918353754 log-grou

5.8 Ensure an agent for AWS Cloudwatch Logs is installed within AutoScaling Group for Web-Tier: Not

Applicable

5.9 Ensure an agent for AWS Cloudwatch Logs is installed within AutoScaling Group for App-Tier: Not

Applicable

5.10 Ensure an AWS Managed Config Rule for encrypted volumes is applied to Web Tier [ 5.11 Ensure an

AWS Managed Config Rule for encrypted volumes is applied to App Tier.

encrypted-volumes
v Rule details

Checks whether TS volurmes That sew In sn sttschmd state

are eoorypted

AN oo ap-South- 1 8529183557 34 config-

ule/config-rule-2lagem

* Owerslzed configuration changes

o Cantigerstion changm

Resources

£C2 Velume

@ Inrwsary 23, 2021

731PM
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5.2 Ensure an AWS Managed Config Rule for EIPs attached to EC2 instances within VPC.

ec2-instance-no-public-ip Actions ¥

v Rule details

6 Networking

6.1 Ensure Root Domain Alias Record Points to ELB: Not Applicable (pointed to Imperva alias)

6.2 Ensure a DNS alias record for the root domain: Not Applicable

6.3 Use CloudFront Content Distribution Network: Not Applicable

6.4 Ensure Geo-Restriction is enabled within Cloudfront Distribution: Not Applicable

6.5 Ensure subnets for the Web tier ELB are created [ 6.6 Ensure subnets for the Web tier are created /
8.7 Ensure subnets for the App tier are created [ 6.8 Ensure subnets for the Data tier are created:

Name v Subnet 1D Stat VPC IPv4 CIDR
SIT-N tor-Ervar $ ! () | 14 10724
p k t N .:;?) A | al4 2|F | 1.0/24
Yod 101 46e ® | a4 2 40/24
" 3 = . O A y 4 $0/23
Prod-sue-1a ! 29333793¢e7 @ | | 3 i DZ0f24
.
.
24
@ 24
@ 24
&
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6.9 Ensure Elastic IPs for the NAT Gateways are allocated

nat-0c759b4bb00aaZacs / Prod-NAT

Monituring

Details

= =

6.10 Ensure NAT Gateways are created in at least 2 Availability Zones

nat-0c759b4bb00aa2aca / Prod-NAT

Maonitoring Tags
Details

(9 natLc759bsbb00aa 2acd

6.11 Ensure a route table for the public subnets is created

6.12 Ensure a route table for the private subnets is created:

6.13 Ensure Routing Table associated with Web tier ELB subnet have the default route (0.0.0.0/0)

defined to allow connectivity to the VPC Internet Gateway (IGW)

Route Table: it
Edit routes

Osstnation largeat Status

Propagstodt

aEmn
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6.14 Ensure Routing Table associated with Web tier subnet have the default route (0.0.0.0/0) defined to

allow connectivity to the VPC NAT Gateway

Route Table: it i
Edit routes

Deatination Target Statue

Propagated

6.15 Ensure Routing Table associated with App tier subnet have the default route (0.0.0.0/0) defined to
allow connectivity to the VPC NAT Gateway / 6.16 Ensure Routing Table associated with Data tier
subnet have NO default route (0.0.0.0/0) defined to allow connectivity to the VPC NAT Gateway

Destination Target Stntus

Propagated

6.17 Use a Web-Tier ELB Security Group to accept only HTTP/HTTPS

p—
EH =
T Pr | |
T
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6.18 Ensure Web tier ELB Security Group is not used in the Auto Scaling launch configuration of any
other tier (Web, App)

Launch configuration

2

Note - ELB security group is not used in auto scaling launch configuration.

6.19 Create the Web tier Security Group and ensure it allows inbound connections from Web tier ELB
Security Group for explicit ports [ .22 Create the App tier Security Group and ensure it allows
inbound connections from App tier ELB Security Group for explicit ports: Not Applicable

6.20 Ensure Web tier Security Group has no inbound rules for CIDR of 0 (Global Allow) [ 6.23 Ensure App
tier Security Group has no inbound rules for CIDR of 0.

Security Group

ID.xlsx

Note: Need to change the inbound rule.
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6.21 Create the App tier ELB Security Group and ensure only accepts HTTP/HTTPS

CP-External-ALB (sg-0f6154ad05df248ae)

Details

39-016 15458054 2882¢ - CP-Prod-Lxternal-ELD

Outhuund rule

a Tagy

Inbound rules Edit Inbownd rules
Type Praac Port range ot aptenal
TP P &0
4TT TF &0 Imoerss
" e an
AR} e
{1 (8} 0
{11 ¥ A
HTT CF =
{17 TCHE &t
Live-ITR-Xyxyx-Scraping-ALB (sg-08b9456e3590c8436)
4 45603590004 54 L'l ) 2 (TR-Quokcom-craping (5291535 55754 2 Py
= =
+9-08b9456e3590cRA%E scraping-server-5G
Detaila Outbound rules Tags
Inbound rules £t inboced rules
Typu utacol Part range Saurts Descr N - optional
e ! "W abt NKS peank for sestingg it with AP Gatewiry
A tr ity ~l Al nter
Al tr oS Al Al al W
Custom TCP [ 411 iy me
tom ) ! a1t " mera
tom 05 n e MK
Tes i
NLICMP - 1Ped o) Al AP Ml
ABCD-Prod-ALB / Prod-ALB (sg-0f9c90a86dacach62)
Prod-ALESG Prod-MB-56 = Prod-ALB-5G 1055 f Per
= =
s0-0r3c90aB6dacaché - Frod
Detaily Outtaund rules Tagy
Inbound rules Eelit inbeund rules

Tepe Pretocst
Wt e
HTTP o
HTTH

HTTH o
WTTH oy
HTTP TCP

Purt range

o

Soures
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6.24 Create the Data Tier Security Group and ensure it allows inbound connections from App tier
Security Group for explicit ports: Not Applicable

6.25 Ensure Data tier Security Group has no inbound rules for CIDR of 0 (Global Allow): Not Applicable

6.26 Ensure the App tier ELB is created as Internal: Not Applicable

6.27 Ensure EC2 instances within Web Tier have no Elastic / Public IP addresses associated [ 6.28
Ensure EC2 instances within App Tier have no Elastic / Public IP addresses associated / 6.29 Ensure

EC2 instances within Data Tier have no Elastic / Public IP addresses associated.

(/] Prod ] \ @ auing @ 5. Bularge &) 7z zheck AVELL+
Securiry Norwarking Stormge Status Chacks Manitoring Tags
¥ |Rstance su I '
() J Jd
9 »07beedsS96daarai4a arver-1) 9 1004252
an t
&) g v Ip AP-50ah- 1. LOMPUNa. INeerna
ran id
r5.8xlarge o v AB3FSabdard A7 (Frod.sdb) (5
4] 4
W = B
I
o o
O
) 2
+
B =
e ] o
o
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o -~
=)
e ]
o
. ©
n +
wl
o o
- .
a +
E S
o o
o 3
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6.30 Ensure RDS Database is not publically accessible

Yl oy ¥
Sunmmary
—-
Connectivity & security
Endpoint & port Networking
prod ” p——
Summary
Connectivity & security
doont & port Natworking
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prod

Sammary

Connectivity & security

6.31 Don't use the default VPC

4]

Details
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6.32 Ensure Auto-Scaling Launch Configuration for Web Tier is configured to use the Web Tier Security

Group. Not Applicable
6.33 Ensure Auto-Scaling Launch Configuration for App Tier is configured to use the App Tier Security
Group. Not Applicable

6.34 Ensure RDS Database is configured to use the Data Tier Security Group

<]

$9-07V45d0a 140060304 - 01

Details
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Section 4 — List of actions required to complete

the hardening configuration.

‘ Point
111.21.3

Ensure a customer created Customer Master Key (CMK)
is created for the Web/App/Database tier

Action Required

Currently we have default AWS
KMS in use, we need to create CMK,
which allows for configuration of
key rotation and key policy which
is applied to the customer created
CMK.

1.5,1.6

Ensure all EBS volumes for Web/App Tier are encrypted

Need to encrypt not encrypted EBS
volumes.

116

Ensure all S3 buckets have policy to require server-side
and in transit encryption for all objects stored in bucket.

Need to enable the encryption of
S3 buckets.

27

Ensure an IAM group for administration purposes is
created.

Need to create IAM group for
administration purpose so that
any user in that group
automatically has the permissions
that are assigned to the group.

3.5

Ensure Relational Database Service is Multi-AZ Enabled

Need to enable Multi-AZ on RDS
service so that it can provide AWS
managed high availability of the
Database Tier across 2 availability
zones within a region through
asynchronous replication at the
data layer.

3.6

Ensure Relational Database Service Instances have Auto
Minor Version Upgrade Enabled

Need to enable Auto Minor Version
Upgrade of RDS. It ensures
automated patch management is
in place on the RDS instance to
ensure the database engine has
all the latest patches applied.

3.1

Ensure S3 buckets have versioning enabled

Need to enable S3 buckets
versioning. It enables us to recover
objects from accidental deletion
or overwrite.

4.4

Ensure RDS event subscriptions are enabled for DB
security groups

Need to enable RDS event
subscription for DB security
groups. It is designed to provide
incident notification of events
which may affect the network
availability of the RDS instance.

6.10

Ensure NAT Gateways are created in at least 2
Availability Zones

Need to create 2 availability zones
for NAT Gateway currently we
have 1.

6.20,6.23

Ensure Web tier Security Group has no inbound rules for
CIDR of 0 (Global Allow)

Need to change the inbound rule
of security groups with same rule.

6.21

Create the App tier ELB Security Group and ensure only
accepts HTTP/HTTPS

Need to change the inbound rule
of ELB Security Group which
accepts from other ports as well.
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About INFOPERCEPT

Infopercept’s vision and core values revolve around making organizations more secure through the
core values of Honesty, Transparency and Knowledge, so as to enable them to make better informed
decisions about their security practices & goals. With our synergistic vision to combine technical
expertise and professional experience, we aim to further establish our place as a one stop shop for
our clients and partners’ cybersecurity and accreditation needs.

Our specialized core team comprises of experienced veterans, technical experts & security
enthusiasts having good practical experience & thorough knowledge in the Cybersecurity domain,
are abreast of the latest trends and security innovations; ensuring that you always get the best
security approach & solutions for your specific business needs, exactly the way you want it to be.
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