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AWS Security 
Report@ABC Corporation
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AWS Overview : Apps Servers

Running Instances 33 (9:00AM to 9:00PM)

Stopped Instances 33

Production Instances 21
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AWS Overview : CPU Utilization 
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IAM User Activity – Normal Activity
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ELB Instances - CP-External ALB
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ELB Instances - CP-External ALB
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ELB Instances - CP-External ALB
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RDS CPU & Memory Utilization: prod rds

We Observed Normal CPU Utilization of Prod-Sidbi

Average Freeable Memory of Prod-Sidbi is 20 GB and Storage 501 GB
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RDS - Database Connection

Average Database Connection of Prod Sidbi was between from 6541 to 6495

10



"Infopercept Proprietary Material - Please do not copy or distribute".

App Server Services
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Cloud Trail Alert: Instances: Run/Start Actions
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Linux Auditd : Production Server User Activity 
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Host IP: 10.0.4.252
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Host IP: 10.0.5.229
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RDS Backup and Restart Activity
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prod-ABC-v2-2 Backup
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MFI-Live-Production Backup
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Admin-panel-Instance Backup
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Tableau-RedHat-7-Linux-var-opt-partition Backup
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Tableau-RedHat-7-Linux-opt-partition Backup
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Live-ITR-Gunicorn-scraping-server-01 Backup

22



"Infopercept Proprietary Material - Please do not copy or distribute".

Live-ITR-Gunicorn-scraping-server-02 Backup
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Pre-Production-29-07-2020 Backup

24



"Infopercept Proprietary Material - Please do not copy or distribute".

Host Monitoring - /appspartition

Prod-ABC-v2-1 –

Server is not running

Prod-ABC-v2-2   - 97.00%
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Host Monitoring - /Memory Utilization

Prod-ABC-v2-1  

Server is not running

Prod-ABC-v2-2 – 73.71%
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Host Monitoring - /Memory Utilization

MFI-Live 10.0.5.185 Production-02 – 64.05% ITR 10.0.4.141 Server-1 – 38.81%
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Host Monitoring - /CPU & Memory Utilization

Linux-Tableau-RedHat-7-April-2019 CPU-
Utilization – 1.8% 

Linux-Tableau-RedHat-7-April-2019 Memory-
Utilization – 54.81%
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Host Monitoring - /Memory Utilization

Nginx-LB-Enterprise-Redhat-Production-SBI-
BOI-CBI 
MEMORY-Utilization – 12.04%

Nginx-LB-Enterprise-Redhat-Production-SBI-
BOI-ABC-BackupServer
MEMORY-Utilization –

Server is not running
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Host Monitoring - /Disk Utilization

Nginx-LB-Enterprise-Redhat-Production-SBI-
BOI-CBI
Disk-Utilization – 27.66%

Nginx-LB-Enterprise-Redhat-Production-SBI-
BOI-CBI-BackupServer
Disk-Utilization –

Server is not running
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Site Lock & Trust Guard 
Report @ABC Corporation
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Site Lock – Daily Scan Reports

32



"Infopercept Proprietary Material - Please do not copy or distribute".

TrustGuard – Daily Scan Reports
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Check Point   
Report @ABC Corporation
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Checkpoint VPN GW Products
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Check-Point App - Threat Emulation
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Check Point – Application and URL Filtering

General Activity

Note: Migration is going on for ABC testing.
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High Bandwidth Applications

Note: Migration is going on for ABC testing.
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Executive Summary of Security Checkup
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Mobile Threat Analysis
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Network Traffic Analysis

Network Traffic Analysis
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Intrusion Prevention System

Overview
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Intrusion Prevention System
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Intrusion Prevention System
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New Relic APM Report 
@ABC Corporation
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Host Monitoring – Application Response time

Top 5 application services response time

notification service Prod had highest response rate.

46



"Infopercept Proprietary Material - Please do not copy or distribute".

Host Monitoring – Application Throughput

Top 5 application services throughput

Auth service Prod had highest throughput rate
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Imperva Report @ABC 
Corporation
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Incapsula Main View Attack Logs

Attack Types Count Percentage

IncapRules(Anti Scrapper Policy) 304 68.315%

IncapRules(Clients with more than 2 UA) 51 11.461%

Bot Access Control 40 8.989%

Illegal Resource Access 32 7.191%

IncapRules(Blocking Attacks) 10 2.247%

IncapRules(Block Anonymous Proxy and TOR) 3 0.674%

IncapRules(Blocking Web Attacks) 3 0.674%

Norme9a-1fa2-4caa-b499-0fb17da4f731 cs4Label=VID 
cs5=2818a631ceb054cb67971e459c4233757ae125d640cb999f5176d82b81306e79d3064ec14d3932ba6e89f5393a158b8ba4e9c4fa2d5b5c7bc6b5bd9bdc8c385522e4a42cd214641a4d1
4dd7cabb5cc83 cs5Label=clappsig dproc=Browser cs6=Android Browser cs6Label=clapp ccode=IN cicode=Bengaluru cs7=12.9634 cs7Label=latitude cs8=77.5855 
cs8Label=longitude Customer=Capita World start=1614516590253 request=dil.bankofbaroda.co.in/assets/images/bob-favicon.png 
ref=https://dil.bankofbaroda.co.in/autoloan?ct\=dnNlcg%3D%3D&utm_source\=Affiliate9&utm_medium\=cpl&utm_campaign\=PTBOBCarLoan&cai\=206796_78049&px\=1 
requestMethod=GET cn1=304 app=HTTPS act=REQ_PASSED deviceExternalId=52851337855501960 sip=13.248.170.248 spt=443 in=0 xff=157.45.218.65 cpt=63760 src=157.45.218.65 
ver=TLSv1.2 ECDHE-RSA-AES128-GCM-SHA256 end=1614516590258 al

1 0.225%

SIEMintegration 1 0.225%
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Incapsula Main View Traffic Logs
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AV Security Report @ AWS 
& CW Office
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Virus Scan
Report Summary

Date – 28th February 2021
Group Name: All Groups
Endpoint Name: All
User Name: All
Records Found: 01

Report Summary

Date – 28th February 2021
Group Name: All Groups
Endpoint Name: All
User Name: All
Records Found: 00

Device Control 

Row Labels Count of Source
Ransomware 1
Grand Total 1
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Web Security

Report Summary

Date: 28th February 2021
Group Name: All Groups
Endpoint Name: All
User Name: All
Records Found: 00

Report Summary

Date: 28th February 2021
Group Name: All Groups
Endpoint Name: All
User Name: All
Records Found: 00 (All Events are 
blocked)

IDS / IPS – Port Scanning
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Event Logs - SEQRITE Admin Console

Report Summary

Date: 28th February 2021
Group Name: All Groups
Endpoint Name: All
User Name: All
Records Found: 13
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Data Loss Prevention

Report Summary

Date: 28th February 2021
Group Name: All Groups
Endpoint Name: All
User Name: All
Records Found: 26

26

Skipped

1

Row Labels Count of Source

Skipped 26

Slack 26

Grand Total 26

Row Labels Count of Source

Skipped 26

Grand Total 26
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THREATS OVER TIME 

Auth service Prod had highest throughput rate
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PROTECTOR STATUS
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PROTECTION COVERAGE
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Office 365  Overview
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Office 365  Overview
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Office 365  Azure AD Login Activity
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Office 365  Azure AD Login Activity
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Office 365  Exchange Overview

Above Dashboard gives brief of the Operations performed by End Users in Exchange today
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Failed logins because of MFA errors

Password Resets

Note: No password resets recorded today.
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Failed login attempts from multiple IP-Address
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Device Status Intune enrolled devices

Tenant Status / Resource alerts 
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SonicWALL - Overview
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SonicWALL – Viruses & Intrusions
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SonicWALL – Spyware & URL
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SonicWALL – Locations & IPs
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User And System Reports:
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Logged On User And Group and OU Reports:
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ABC Corporation Security Operations Center Process

• Host Monitoring
• Network Monitoring
• Application logmonitoring
• Data-in motion logmonitoring
• Use account authentication&

AccessMonitoring

Security
Monitoring

Incident
Response

• Incidentanalysis
• Network & Server analysiswith 

live response
• Static & dynamicmalware 

analysis
• Breach support (onneed 

basis)
• Forensics (on needbasis)

• Threat feedreview
• Internal IntelligenceHarvesting
• Industry threatbriefings
• Validate & prioritizesecurity

countermeasures
• Threat profile development& 

trendinganalysis

Threat
Intelligence

Proactive 
hunting

Alert 
Analysis& 

Triage

Realtime
monitoring

Active 
Guidance

Incident
Investigation

Threat 
Analysis

Strategic 
Intelligence

Tactical
Intelligence
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Infopercept’s vision and core values revolve around making organizations more secure through the core values of Honesty, 
Transparency and Knowledge, so as to enable them to make better informed decisions about their security practices & goals. 
With our synergistic vision to combine technical expertise and professional experience, we aim to further establish our place
as a one stop shop for our clients and partners’ cybersecurity and accreditation needs.

Our specialized core team comprises of experienced veterans, technical experts & security enthusiasts having good practical 
experience & thorough knowledge in the Cybersecurity domain, are abreast of the latest trends and security innovations; 
ensuring that you always get the best security approach & solutions for your specific business needs, exactly the way you 
want it to be.

About Infopercept
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© Infopercept Consulting Pvt. Ltd. 2021
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H-1209, Titanium City Center,
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Ahmedabad – 380 015,
Gujarat, India.
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+1 516 713 5040
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+44 2035002056
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+94 702 958 909
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