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AWS Overview : Apps Servers nfopercep

splunk
Running Instances 33 (9:00AM to 9:00PM)
Stopped Instances 33
Production Instances 21
PRIVATE_IP_ADDRESS KEY_NAME ID INSTANCE_TYPE
I Adt e i-0450df9e5909bd8b3 rba.2xlarge
1C ) Pre d i-07bc6d596daa7alda r5.8xlarge
1C ) Prc 2 i-093c9199734edb9b7 r5.8xlarge
13.2 33 TL(']' 9 i-0c15416fbe896657f t2.medium
13 1 — K i-0c80ff7c9e183d888 m5a.4xlarge
1 Ié i-0d3712b0cc5ce50a7 cba.2xlarge
[ ; i-0f6926fdlebcldc4c cba.2xlarge
N¢ -
1 Red 31- i-00c846dae69d76ee3 cb.large
E
N¢ -
1 Red 31- i-07ba56ebef8409f8f cb.large
E_. . __ __ _




AWS Overview : CPU Utilization [d Infopercept

splunk>enterprise

EC2 CPU Utilization

i-00cB46dae69d76ee3

i-0450df9e5909bd8b3
— i-093c9199734edbSb7

i-0c15416fbeB896657f
— i-0c80ff7c0e183d888
= i-0d372b0cc5ce50a7

00:00
Sun Feb 28
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IAM User Activity — Normal Activity [ Infopercept

splunk>enterprise

Error Events Activity by User IAM Actions

Username * Unauthorized % Errors =
ListUsers GetAccountPasswordPolicy

ListAccessKeys

IAM Error Activity

No results found.




ELB Instances - CP-External ALB [ Infopercept

splunk>enterprise

Total Requests ELB Error Requests Backend Error Requests




ELB Instances - CP-External ALB [ Infopercept

splunk>enterprise

Backend Error Requests

metric_name = metric_dimensions =




ELB Instances - CP-External ALB

[[ Infopercept

splunk>enterprise

EC2 Instances

Region = ELB Name %

Instance ID = Instance Name = Instance State *

Request Count Over Time HTTP Backend Code Over Time
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RDS CPU & Memory Utilization: prod rds [ Infopercept

splunk>enterprise
We Observed Normal CPU Utilization of Prod-

RDS CPU Utilization Max

40

max(Maximum)
[ w
o (=]

=

r T
00:00 0:00

Sun Feb 28
2021

Average Freeable Memory of Prod: is 20 GB and Storage 501 GB

Average Freeable Memory Average Free Storage Space

60,000 502,500

50,000 49,0595

v2

500,000
T 40,000

497,500

prod-opl

30,000

prod-opl-v2

2082125
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20,000 495,000
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RDS - Database Connection [ Infopercept

splunk>enterprise

Average Database Connection of Prod was between from 6541to 6495

Average Database Connections

6,750

6,572 766666666666
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— prod-opl-v2
6,079.46/ 6666666
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App Server Services [ Infopercept

splunk>enterprise

Total Services Restarted (10.0.5.229)

O

Services Restarted over Time (10.0.5.229)

Mo results found.

Total Services Restarted (10.0.4.252)

O

Services Restarted over Time (10.0.4.252)

Mo results found.




Cloud Trail Alert: Instances: Run/Start Actions

eventTime &

2021-02-
27719:00:

2021-02-
27719:00:

2021-02-
28703:30:

2021-02-
28T04:00:

2021-02-
28105:00:

awsRegion

-
-

ap-south-1

ap-south-1

ap-south-1

ap-south-1

ap-south-1

PreviousinstanceState

-
-

running

running

stopped

stopped

running

CurrentinstanceState

-
-

StopInstances

StopInstances

StartInstances

StartInstances

StopInstances

userldentity.arn +

arn:aws:sts:

arn:aws:sts:

Stop

arn:aws:sts:

Start

arn:aws:sts:

arn:aws:sts:

:652918353734:

:652918353734:

:652918353734:

:652918353734:

:652918353734:

assumed-role/Lambda_ec2_execution/Dr-tableauec2server-stop

assumed-role/Lambda_ec2_execution/Linux-Tableau-RedHat-7-April-2019-Ec2-

assumed-role/Lambda_ec2_execution/Linux-Tableau-RedHat-7-April-2019-Ec2-

assumed-role/Lambda_ec2_execution/Tableau-server-13-04-2020-Ec2-Start

assumed-role/Lambda_ec2_execution/Tableau-server-13-084-2020-Ec2-Stop

SIc =

13.233.58.252

52.66.40.155

13.127.227. 71

13.235.215.39

3.7.70.121

[[ Infopercept

splunk>enterprise

instanceld +

i_
02e15052ddf663501
i_
BcBOff7c9e183d888
i_
BcBOff7c9e183d888
i_
04e456d77c2b305cf
i_
B4e456d77c2b305ch
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Linux Auditd : Production Server User Activity [ Infopercept
splunk
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Host IP:10.0.4.252 [ Infopercept

splunk>enterprise

Operating System Kerne IP Address Last Boot

Enterprise Linux7  310.0-1062 x86_64) 10.0.4.252 107 day/s ago
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Host IP:10.0.5.229 [d Infopercept

splunk>enterprise

Operating System Kernel IP Address Last Boot

Enterprise Linux7 31001062 x86_64) 10.0.5.229 25 day/s ago

Top Users (last 7 days)

user = login_count <

1 "
LI

8
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RDS Backup and Restart Activity [ Infopercept
dWS

Backup

Automated backups Latest restore time

Enabled (7 Days) February 28, 2021, 1:30:00 PM UTC
Copy tags to snapshots Backup window

Enabled 18:23-18:53 UTC (GMT)

16



prod-ABC-v2-2 Backup [ Infopercept
dWS

Snapshot: snap-034baf063cb9f8d1f (pr¢ 2-2) =l
Description Permissions Tags
Snapshot ID  snap-034baf063cb9f8d1f Progress  100%
Status  completed Capacity 425 GiB
Volume  vol-08c5981bca82edbde Encryption ~ Encrypted
Started  February 28, 2021 at 12:37:14 AM UTC+5:30 KMS Key ID  f07adcf6-bS3c-4ab4-b69e-0f3ef74fef4b
Owner 652918353734 KMS Key Aliases
Product codes - KMS Key ARN  am:aws:kms:ap-south-
1:652918353734:key/f07adcf6-b93c-4ab4-b69e-
Of3ef74fef4b
Description  Created for policy: policy-Ofa874dcebb801043 Fast Snapshot Restore -
schedule: Schedule 1
OutpostARN -
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MFI-Live-Production Backup [ Infopercept
dWS

Snapshot: snap-Oca8a5c1ea35294ab (MFI-Live-Production) [ [l
Description Permissions Tags
Snapshot ID  snap-Oca8aSc1ea35294ab Progress  100%
Status  completed Capacity 250 GIiB
Volume  vol-0696130454ed50bse Encryption  Encrypted
Started  February 28, 2021 at 12:30:37 AM UTC+5:30 KMS Key ID  f07adcf6-b93c-4ab4-b69e-0f3ef74fef4b
Owner 652918353734 KMS Key Aliases
Product codes - KMS Key ARN  arn:aws:kms:ap-south-
1:652918353734:key/f07adcf6-b93c-4ab4-b69e-
0f3ef74fef4b
Description  Created for policy: policy-09b83c29cda2204e6 Fast Snapshot Restore -
schedule: Default Schedule
OutpostARN -
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Admin-panel-Instance Backup [ Infopercept
dWS$S

Snapshot: snap-0bf451e848a214ed4 (Admin-panel-Instance) ([l
Description Permissions Tags
Snapshot ID  snap-0bf451e848a214ed4 Progress  100%
Status  completed Capacity 190 GiB
Volume  vol-0a227955afc2cd5ed Encryption  Encrypted
Started February 28, 2021 at 12:18:24 AM UTC+5:30 KMS Key ID  f07adcf6-b93c-4ab4-b69e-0f3ef74fef4b
Owner 652918353734 KMS Key Aliases
Product codes - KMS Key ARN  arn:aws:kms:ap-south-
1:652918353734:key/f07adcf6-b93c-4ab4-b69e-
Of3ef74fef4b
Description  Created for policy: policy-040b7cb22a3c6b472 Fast Snapshot Restore -
schedule: Schedule 1
OutpostARN -
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Tableau-RedHat-7-Linux-var-opt-partition Backup [ Infopercept
dWsS

Snapshot: snap-Obdecd51edc9bc66e (Tableau-RedHat-7-Linux-var-opt-partition) (e
Description Permissions Tags

Snapshot ID  snap-Obdecd51edc3bcE6e Progress  100%
Status  completed Capacity 100 GiB
Volume  vol-029e055fb963¢cb779 Encryption ~ Not Encrypted
Started  February 28, 2021 at 12:12:58 AM UTC+5:30 KMS Key ID
Owner 652918353734 KMS Key Aliases

Product codes - KMS Key ARN
Description ~ Created for policy: policy-05113fe7c7804bf6b Fast Snapshot Restore -
schedule: Schedule 1
Outpost ARN -

20



Tableau-RedHat-7-Linux-opt-partition Backup [ infopercept
aAWs

Snapshot: snap-00c965f40ba03c70c (Tableau-RedHat-7-Linux-opt-partition) [ [ e
Description Permissions Tags

Snapshot ID  snap-00c965f40bal3c70c Progress  100%
Status  completed Capacity 100 GiB
Volume  vol-014a96999c7ef8464 Encryption  Not Encrypted
Started  February 28, 2021 at 12:12:06 AM UTC+5:30 KMS Key ID
Owner 652918353734 KMS Key Aliases

Product codes - KMS Key ARN
Description ~ Created for policy: policy-03e0c993a845¢8943 Fast Snapshot Restore -
schedule: Schedule 1
OutpostARN -
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Live-ITR-Gunicorn-scraping-server-01Backup [ Infopercept
dWS

Snapshot: snap-024ebb7471b5168ec (Live-ITR-Gunicorn-scraping-server-01-100GB) [ N e |
Description Permissions Tags
Snapshot ID  shap-024ebb7471b5168ec Progress  100%
Status  completed Capacity 100 GiB
Volume  vol-Oe1afe3e49d12bcd4 Encryption  Encrypted
Started  February 28, 2021 at 12:10:46 AM UTC+5:30 KMS Key ID  f07adcf6-b93c-4ab4-b69e-0f3ef74fef4b
Owner 652918353734 KMS Key Aliases
Product codes - KMS Key ARN  am:aws:kms:ap-south-
1:652918353734:key/f07adcf6-b93c-4ab4-b69e-
Of3ef74fef4b
Description ~ Created for policy: policy-04628df6e338466ea Fast Snapshot Restore -
schedule: Schedule 1
Outpost ARN -
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Live-ITR-Gunicorn-scraping-server-02 Backup [ Infopercept
dWS

Snapshot: snap-0fc9085ba3b58599f (Live-ITR-Gunicorn-scraping-server-02-100GB) [ [ e |
Description Permissions Tags
Snapshot ID  snap-0fc9085ba3b58599f Progress  100%
Status  completed Capacity 100 GiB
Volume  vol-0e623545a0c9afabs Encryption  Encrypted
Started  February 28, 2021 at 12:27:03 AM UTC+5:30 KMS Key ID  f07adcf6-b93c-4ab4-b69e-0f3ef74fef4b
Owner 652918353734 KMS Key Aliases
Product codes - KMS Key ARN  am:aws:kms:ap-south-
1:652918353734:key/f07adcfB-b93c-4ab4-b69e-
0f3ef74fef4b
Description  Created for policy: policy-0d7dc7fbc33e92c41 Fast Snapshot Restore -
schedule: Schedule 1
Outpost ARN -
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Pre-Production-29-07-2020 Backup (3 Infopercept
dWsS

Snapshot: snap-0de0347ababbdcbbb (Pre-Production-29-07-2020) [ [ e |
Description Permissions Tags
Snapshot ID  snap-0de0347ababbdcbbb Progress  100%
Status  completed Capacity 250 GiB
Volume  vol-09fe8781ea9c3fb07 Encryption  Encrypted
Started February 28, 2021 at 12:12:46 AM UTC+5:30 KMS Key ID  f07adcf6-b93c-4ab4-b69e-0f3ef74fef4b
Owner 652918353734 KMS Key Aliases
Product codes - KMS Key ARN  arn:aws:kms:ap-south-
1:652918353734:key/f07adciB-b93c-4ab4-b69e-
0f3ef74fef4b
Description  Created for policy: policy-0¢772ae92¢69a66d0 Fast Snapshot Restore -
schedule: Schedule 1
Outpost ARN -
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Host Monitoring - [appspartition [ Infopercept
dWsS

LIVE 10.0.4.252 Prod- 2-1- [/apps] LIVE 10.0.5.229 Prox« v2-2- [lapps]
1 Percent
ar
0.5
96.7
0 96 5
02:30 03:30 04:30 0530 06:30 07:30 0830 0930 10:30 11:30 12:30 13:30 02:30 03:30 04:30 0530 06:30 0730 08:30 0930 10:30 11:30 12:30 13:30
@ DiskSpaceUtilization @ DiskSpaceUtilization
Prod-ABC-v2-1- Prod-ABC-v2-2 - 97.00%

Server is not running
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Host Monitoring - [Memory Utilization [ Infopercept
dWS

LIVE 10.0.4.252 Prod 2-1-MemoryUtilization LIVE 10.0.5.229 Prod 2-2-MemoryUltilization
1 Percent
737
05
733
0 728
02:30 03:30 04:30 0530 06:30 07:30 08:30 09:30 10:30 11:30 12:30 13:30 02:30 03:30 04:30 0530 06:30 07:30 08:30 09:30 10:30 11:30 12:30 13:30
@ MemoryUtilization @ MemoryUtilization
Prod-ABC-v2-1 Prod-ABC-v2-2 -73.71%

Server is not running
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Host Monitoring - [Memory Utilization [ Infopercept
dWS

MFI-Live 10.0.5.185 Production-02-MemoryUltilization ITR 10.0.4.141 Server-1-MemoryUTtilization

Percent Percent

64 1 40.1

637 343

63.4 285

02:30 03:30 04:30 0530 06:30 07:30 08:30 09:30 10:30 11:30 12:30 13:30 02:30 03:30 04:30 0530 06:30 07:30 08:30 09:30 10:30 11:30 12:30 13:30

® MemoryUtilization ® MemoryUtilization
MFI-Live 10.0.5.185 Production-02 - 64.05% ITR10.0.4.141 Server-1- 38.81%
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Host Monitoring - [cPU & Memory Utilization [4 Infopercept
dWS

Linux-Tableau-RedHat-7-April-2019-CPU-utilization Linux-Tableau-RedHat-7-April-2019-Memory-Utilization
Percent Percent
728 577 L,_,
36.9 4738
1 LWA_A_—A 37 9
02:30 03:30 04:30 0530 06:30 07:30 08:30 0930 10:30 11:30 12:30 13:30 02:30 03:30 04:30 05:30 06:30 0730 08:30 0930 10:30 11:30 1230 13:30
@ CPUUtilization @ MemoryUtilization
Linux-Tableau-RedHat-7-April-2019 CPU- Linux-Tableau-RedHat-7-April-2019 Memory-
Utilization —1.8% Utilization — 54.81%
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Host Monitoring - [Memory Utilization [ Infopercept

Nginx-LB-Enterprise-Redhat-Production- Nginx-LB-Enterprise-Redhat-Production-
Percent 1
12.1
05
12
12 0
02:30 03:30 04:30 05:30 06:30 07:30 08:30 09:30 10:30 11:30 1230 13:30 02:30 03:30 04:30 05:30 06:30 07:30 08:30 09:30 10:30 11:30 1230 13:30
@ MemoryUtilization @ MemoryUtilization
Nginx-LB-Enterprise-Redhat-Production- Nginx-LB-Enterprise-Redhat-Production-
~BackupServer
MEMORY-Utilization —12.04% MEMORY-Utilization -

Server is hot running
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Host Monitoring - [Disk Utilization [ Infopercept
dWsS

Nginx-LB-Enterprise-Redhat-Production- Nginx-LB-Enterprise-Redhat-Production-

Percent 1

278

05
271
265 0
02:30 03:30 04:30 0530 06:30 07:30 08:30 09:30 10:30 11:30 12:30 1330 02:30 03:30 04:30 0530 06:30 07:30 08:30 09:30 10:30 11:30 12:30 13:30

® DiskSpaceUtilization @ DiskSpaceUtilization

Nginx-LB-Enterprise-Redhat-Production- Nginx-LB-Enterprise-Redhat-Production-
-‘BackupServer

Disk-Utilization — 27.66% Disk-Utilization -

Server is hot running
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Site Lock & Trust Guard
Report (@WABC Corporation
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Site Lock — Daily Scan Reports (3 Infopercept
@AsiteL ock

Security Summary
Domain 4+ Malware Spam Vulnerability SSL Risk Score SMART PatchMan SMART DB WAF Plan
Good Good Good Good Low Upgrade Upgrade Upgrade Upgrade
Good Good Good Good Low Upgrade Upgrade
Good Good Good Good Low Upgrade Upgrade Upgrade Upgrade
Good Good Good Good Low Good Good Upgrade
Good Good Good Good Low Upgrade Upgrade

MALWARE SCAN VULNERABILITY SCAN

32



TrustGuard — Daily Scan Reports (3 Infopercept

Site Status Website Details Blacklist Status Site Status Website Details Blacklist Status
Blacklist Status
Website:

J Domain clean by Google Safe Browsing: )

Site Status: 0K
J Domain clean by Norton Safe Web: Blacklist Status: 0K
J Domain clean on PhishTank:
J Domain clean on the Opera browser;
J Domain clean by SiteAdvisor: M a|Wafe Scan Status
J Domain clean by the Sucuri Malware Labs: PASSED 2021-02-23 04:15:50
J Domain clean on SpamHaus DBL:
o/ Domain clean on Yandex (via Sophos) Latest Scan Status Q| Ml ts

J Domain clean by ESET: PASSED 2021-02-25 07:54:26

33



Check Point
Report (@WABC Corporation




Checkpoint VPN GW Products

CheckPoint Autoscaling By Products

40,000

[[ Infopercept

Check Point

SOFTWARE TECHNOLOGIES LTD.

CPMI Client
= Compliance Blade
Firewall
IPS
= Log Update
= Mobile Access
— SmartConsole
= Threat Emulation

CheckPoint Firewall Top App

MySOL
hitps 68,121
cp_tcp_A_65F07477
tcp-high-ports
a domain-udp
a
T HTTPS-94. ap-south-1
HTTPS-84._ap-south-1
microsoft-ds
cp_udp_8_92C2F3F
ssh

50,000 100,000

252,252

M count

150,000 200,000 250,000
count

Top fetched source over time

75

25

\

r T
00:00

Sun Feb 28

2021

CP Firewall Top Destination

1010.6.26
10.0.2134
10.0.3.236
10.0.2164
10.0.0.2
1010.2194
23.50.246 .67
10106132
23.50.254.67
169.254169.123
50,000

1 — WEB_API
19:00 — query-database

M count

100000 150,000 200,000 250,000
count




Sheck-Pom App - Threat Emulation [[ Infopercept

=% SOFTWARE TECHNOLOGIES LTD.

Threat Emulation Top 10 Source count

Mo results found.

Threat Emulation Top 10 Destination count

No results found.




Check Point — Application and URL Filtering [ Infopercept
(- Check Point

=% SOFTWARE TECHNOLOGIES LTD.

General Activity

Note: Migration is going on for ABC testing.
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High Bandwidth Applications T Infopercept
(- Check Point

=% SOFTWARE TECHNOLOGIES LTD.

Note: Migration is going on for ABC testing.
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Executive Summary of Security Checkup [ Infopercept
Check Point

SOFTWARE TECHNOLOGIES LTD.

Malware and Attacks

0 known malware 3

downloaded by

computers infected with bots unigue software vulnerabilities
were attempted to be

3 f i O users exploited
N 0

L _ E

communications 0 écenrzgn?:g;ed :g:*:

S with C&C* sites
Zero-days downloaded present a

# C&C - Command and Control. unique count of old or new malware

If proxy is deployed, there might be | variant with un-known anti-virus | Indicates  potential attacks  on

additional infected computers. signature. computers on your network.

Data Loss High Risk Web Access
+ potential data loss high risk web high risk web sites cloud applications

incidents applications

@0 AOB mohits AOB

sensitive data

categories
Indicates information sent outside Potential risks: opens a backdoor to | Potential risks: Exposure to web-based
the company or to unauthorized your network, hides wuser activity, | threats and network infection. | Risk of data loss and compliance
internal users. Information that causes data leakage or malware | Examples: Spam, malicious, phishing | violations. Examples: Dropbox, Google
might be sensitive. infections. web sites. Drive, OneDrive.

39



Mobile Threat Analysis [ Infopercept
Check Point

SOFTWARE TECHNOLOGIES LTD.

Mobile Devices

0 Android devices

&
I'l
" 0 i0S devices

ﬂ OB total mobile traffic

Mobile devices detected on corporate network (number of devices is based on
source IP addresses).

Cloud Mobile Apps High Risk Apps Access to High Risk Sites Malware
cloud base : () high risk mobile () high risk web A=A () downloads of
mobile apps sites malicious apps
apps and malware

0 infected devices

ﬂ OB traffic ﬂ OB traffic m 0 hits

m[

Download of malicious content such

Potential risks: Exposure to web- as malicious apps, malware and
Risk of data loss and compliance High risk mobile apps are legitimate based threats and network infection. adware and infected devices
violations.  Examples: Dropbox, apps that can be used to monitor Examples: Spam, malicious, phishing communicating with Command and
Google Drive, OneDrive. and control mobile devices. web sites. Control servers.
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Network Traffic Analysis [ Infopercept
) Check Point

“ SOFTWARE TECHNOLOGIES LTD.

Network Traffic Analysis

Top Services Top Sources Top Destinations

ssh ip-172-16-10-154... — CPAutoscal--i-0b...
https — ip-172-16-10-149... — ip-10-10-6-26.ap...
frp —|. ip-172-16-10-151... ip-10-10-6-132.a...
HTTPS-0467_CP.. — ip-172-16-10-159... ip-10-10-4-79.ap...
HrTes-267_cp.. ([} ip-172-16-10-156... ip-10-10-4-131.a...

HTTPS-9470_CP...
HTTPS-9470_CP...
HTTPS-0465_CP...

HTTPS-0468_CP...

[ I
] 50

ip-10-0-6-207.ap...
ip-10-0-6-253.ap...
ip-10-0-7-151.ap...

ip-172-16-10-152...

ip-10-0-5-58.3p-5...
ip-10-10-2-194.a...
ip-10-10-6-71.ap...

ip-10-27-1-107.a...




Intrusion Prevention System I Infopercept
(] Check Point

SOFTWARE TECHNOLOGIES LTD.

Overview

Protections By Severity Timeline

@ Critical @ High

&

E:00AM X 1100 4K 1:00 PM Exbidy | 5:00 P 700 P

42
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Intrusion Prevention System I Infopercept
(] Check Point

TIII-FI Attacks SOFTWARE TECHNOLOGIES LTD.
Protection Mame Severity AUt OTigin
20 ZMap Security Scannmer over HTTP - High - Prevent 3 Origins
11 MoneCkE ThinkPHP Remote Code
s ‘Critical Prewvent 3 Origins
Execution (CVE-2018-20062) - =
¥ Zend Techmologies Zend Framework
Zend_XmilRpc Information msm  High - Prevent 3 Origins
Di=closure
5 WordPress HT TP Erute Force Login . o
mmmm - High W Frevent 2 Origins
Artemipt
4 Web Server Exposed Git Repository
e ritical Prewvent 2 Origins ;
Information Disclosure - = Attacks b}r SE""EHW
A Ma=sscan Port Scanner - High ' Prewent 3 Origins 39
Dasan GO Router Authentication . o
— ritical - Prewvent 2 Origins a0
Bypass
1 Apache Tomcoat PUT Method 25
Arbitrary File Uploasd Remobe Code I ritical - Prewvent 1 Cirigin
Execution (CWE-2017-12615) 20
1 PHF Web Shell Generic Backdoor e ritical . Prewvent 1 Cirigin
13
1 Draytek Vigor Command Injection
m— ritical Pr t 1 Drigi
|CVE-2020-B515) ritica ' EWEN rigin .
1 MVPowrer OWE Remote Code P - . e
o ica EWEr rigin
Execution - = .
1 Apache StrutsZ Content-Type
} e Critical - Prevent 1 Cirigin &
Remite Code Execution Critical High Irfocrmaticnal
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Intrusion Prevention System

Top Origins And Top Protections

[§ Infopercept

Check Point

SOFTWARE TECHNOLOGIES LTD.

Oorigin Protection Severity Action LOES
e CPALTOSG-- I ZMap Security Scanner over HTTP | Se— High W Prevent | 9
-081b5b8723bedb12e—~ | None(MS ThinkPHP Remote Code Execution (CVE-2018-20062) | e—Critical | @ Prevent H
s mnacia WordPress HTTP Brute Force Login Attempt | s High | W Prevent | &
| Zend Technologies Zend Framework Zend_XmiRpc Information Disciosure \ s High W Prevent a
Apache Tomcat PUT Method Arbitrary File Upload Remote Code Execution < |
(CVE-2017-12615) s Critical W Prevent 1
| Total: 9 Protections { s Critical ‘\ 1 Action 27
e CPAUToSG-- ZMap Security Scanner over HTTP | w—— High ‘ W Prevent 10
H059356€476614a81f- ‘ NoneCMS ThinkPHP Remote Code Execution (CVE-2018-20062) \ s Critical ‘ W Prevent 5
N SRy Web Server Exposed Git Repository Information Discosure e Critical | . Prevent =
‘ Masscan Port Scanner ’ - High ‘ . Prevent | 2
‘ Zend Technologies Zend Framework Zend_XmiRpc Information Disclosure s High ‘ . Prevent | 2
‘ Total: 7 Protections ’ s Critical ‘ 1 Action 24
& CPVPNGW | Web Server Exposed Git Repository Information Disclosure , e Critical ' Prevent | 1
‘ PHP Web Shell Generic Backdoor ‘ e Critical ‘ W Pravent 1
Masscan Port Scanner | wmm—— High ; W Prevent 1
Zend Technologies Zend Framework Zend_XmiRpc Information Disclosure ‘ — High ‘ . Prevent 1
‘ Dasan GPON Router Authentication Bypass | — Critical ‘ ' Prevent 1
‘ Total: 7 Protections ‘ e Critical ‘ 1 Action 7
Totalk: 3 Origins ' 12 Protections | m— Critical | 1 Action  s8
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New Relic APM Report
(@ABC Corporation
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Host Monitoring — Application Response time [4 Infopercept

Top 5 application services response time

Share v~

notification service Prod had highest response rate.
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Host Monitoring — Application Throughput [ Infopercept

Top 5 application services throughput

Share «

Auth service Prod had highest throughput rate
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Incapsula Main View Attack Logs [ Infopercept

IMPERVA

INCAPSULA

Number Of Attacking Countries Number Of Attacks Number Of Attack Types Number Of Attackers

12 415 9 33
Attack Types Percentage
IncapRules(Anti Scrapper Policy) 304 68.315%
IncapRules(Clients with more than 2 UA) 51 1.461%
Bot Access Control 40 8.989%
llegal Resource Access 32 7.191%
IncapRules(Blocking Attacks) 10 2.247%
IncapRules(Block Anonymous Proxy and TOR) 3 0.674%
IncapRules(Blocking Web Attacks) 3 0.674%
ot 18208130667903 dobdc8osasE0sasscansaiae | | 0.225%
4d Browser cs6Lakb¢ itude cs8=77.5855
rec Etomal-5266 PI=63760 sr=157.45.218.65
SIEMintegration 1 0.225%
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https://10.0.9.131:8000/en-GB/app/search/search?earliest=%40d&latest=now&q=search%20sourcetype%3Dincapsula%20NOT%20CEF_Name%3D%22Normal%22%20CEF_Name%3D%22*%22%20(siteid%3D%22*%22%20OR%20sourceServiceName%3D%22*%22)%7C%20stats%20dc(ccode)&display.page.search.mode=verbose&dispatch.sample_ratio=1&display.general.type=statistics&sid=1614521774.293466&display.page.search.tab=events
https://10.0.9.131:8000/en-GB/app/search/search?earliest=%40d&latest=now&q=search%20sourcetype%3Dincapsula%20NOT%20CEF_Name%3D%22Normal%22%20CEF_Name%3D%22*%22%20(siteid%3D%22*%22%20OR%20sourceServiceName%3D%22*%22)%7C%20stats%20dc(ccode)&display.page.search.mode=verbose&dispatch.sample_ratio=1&display.general.type=statistics&sid=1614521774.293466&display.page.search.tab=events
https://10.0.9.131:8000/en-GB/app/search/search?earliest=%40d&latest=now&q=search%20sourcetype%3Dincapsula%20NOT%20CEF_Name%3D%22Normal%22%20CEF_Name%3D%22*%22%20(siteid%3D%22*%22%20OR%20sourceServiceName%3D%22*%22)%7C%20stats%20dc(ccode)&display.page.search.mode=verbose&dispatch.sample_ratio=1&display.general.type=statistics&sid=1614521774.293466&display.page.search.tab=events
https://10.0.9.131:8000/en-GB/app/search/search?earliest=%40d&latest=now&q=search%20sourcetype%3Dincapsula%20NOT%20CEF_Name%3D%22Normal%22%20CEF_Name%3D%22*%22%20(siteid%3D%22*%22%20OR%20sourceServiceName%3D%22*%22)%7C%20stats%20dc(ccode)&display.page.search.mode=verbose&dispatch.sample_ratio=1&display.general.type=statistics&sid=1614521774.293466&display.page.search.tab=events
https://10.0.9.131:8000/en-GB/app/search/search?earliest=%40d&latest=now&q=search%20sourcetype%3Dincapsula%20NOT%20CEF_Name%3D%22Normal%22%20CEF_Name%3D%22*%22%20(siteid%3D%22*%22%20OR%20sourceServiceName%3D%22*%22)%7C%20stats%20dc(ccode)&display.page.search.mode=verbose&dispatch.sample_ratio=1&display.general.type=statistics&sid=1614521774.293466&display.page.search.tab=events
https://10.0.9.131:8000/en-GB/app/search/search?earliest=%40d&latest=now&q=search%20sourcetype%3Dincapsula%20NOT%20CEF_Name%3D%22Normal%22%20CEF_Name%3D%22*%22%20(siteid%3D%22*%22%20OR%20sourceServiceName%3D%22*%22)%7C%20stats%20dc(ccode)&display.page.search.mode=verbose&dispatch.sample_ratio=1&display.general.type=statistics&sid=1614521774.293466&display.page.search.tab=events
https://10.0.9.131:8000/en-GB/app/search/search?earliest=%40d&latest=now&q=search%20sourcetype%3Dincapsula%20NOT%20CEF_Name%3D%22Normal%22%20CEF_Name%3D%22*%22%20(siteid%3D%22*%22%20OR%20sourceServiceName%3D%22*%22)%7C%20stats%20dc(ccode)&display.page.search.mode=verbose&dispatch.sample_ratio=1&display.general.type=statistics&sid=1614521774.293466&display.page.search.tab=events
https://10.0.9.131:8000/en-GB/app/search/search?earliest=%40d&latest=now&q=search%20sourcetype%3Dincapsula%20NOT%20CEF_Name%3D%22Normal%22%20CEF_Name%3D%22*%22%20(siteid%3D%22*%22%20OR%20sourceServiceName%3D%22*%22)%7C%20stats%20dc(ccode)&display.page.search.mode=verbose&dispatch.sample_ratio=1&display.general.type=statistics&sid=1614521774.293466&display.page.search.tab=events
https://10.0.9.131:8000/en-GB/app/search/search?earliest=%40d&latest=now&q=search%20sourcetype%3Dincapsula%20NOT%20CEF_Name%3D%22Normal%22%20CEF_Name%3D%22*%22%20(siteid%3D%22*%22%20OR%20sourceServiceName%3D%22*%22)%7C%20stats%20dc(ccode)&display.page.search.mode=verbose&dispatch.sample_ratio=1&display.general.type=statistics&sid=1614521774.293466&display.page.search.tab=events

Incapsula Main View Traffic Logs

Traffic Statistics By IP (Top 100)

4,000,000

2,000,000

00:00
Sun Feb 28
202

Traffic By Unique Countries

— 1036822163
— 1036822191
— 1312721229

— 15746119156
— 741252121

— 7412521273
— 7412521275
— 7412521277
— 74125.21279
— 74125.212.81

—— OTHER

— NULL

Amount Of Traffic Events

4,468,690

Requests (Passed Vs Cached)

750,000

500,000

250,000

00:00
Sun Feb 28
2021

Unique HTTP Replies

[[ Infopercept

IMPERVA
INCAPSULA

- B1eTab0f9

ED_FRESH
REQ_CAC._ALIDATED
REQ_PASSED
OTHER
NULL

Traffic By Unique Sources (IP)

66,421
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AV Security Report (@ AWS
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Virus Scan

Report Summary

Date — 28th February 2021
Group Name: All Groups
Endpoint Name: All

User Name: All

Records Found: 01

Device Control

Report Summary

Date — 28th February 2021
Group Name: All Groups
Endpoint Name: All

User Name: All

Records Found: 00

[[ Infopercept

SEQRITE

Row Labels Count of Source

Ransomware

]

Grand Total
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Web Security

Report Summary

Date: 28th February 2021
Group Name: All Groups
Endpoint Name: All

User Name: All

Records Found: 00

IDS / IPS — Port Scanning
Report Summary

Date: 28th February 2021

Group Name: All Groups
Endpoint Name: All

User Name: All

Records Found: 00 (All Events are
blocked)

[[ Infopercept

SEQRITE
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Event Logs - SEQRITE Admin Console

Report Summary

Date: 28th February 2021
Group Name: All Groups
Endpoint Name: All

User Name: All

Records Found: 13

[§ Infopercept

SEQRITE

Date & Time Category Message
28 Feb 2021 . :
(20:42:01) Information Infopercept logged in from 192.168.1.215.
2(81’;?30-‘_’25)1 Information Scheduled Virus Scan notification sent for group 'QA_Team_New'.
2(81;e8023)1 Information Scheduled Virus Scan notification sent for group 'Reseach_youtube_allow'.
28 Feb 2021 7 T—— Scheduled Virus Scan notification sent for group
(13:00:41) v ‘Research_Analyst_Team_Youtube_allow'.
28 Feb 2021 . o : ’
(13:00:41) Information Scheduled Virus Scan notification sent for group IT_Team_Youtube_allow".
z(slgegozgf)l Information Scheduled Virus Scan notification sent for group 'RnD_Team_New'.
Z?II;egoz‘%)l Information Scheduled Virus Scan notification sent for group 'Research_Team_New'.
28 Een 201 Information Scheduled Virus Scan notification sent for group 'HR_Team_New'.
(13:00:40)
2(81?302;’;)1 Information Scheduled Virus Scan notification sent for group 'Administration_Team_New'.
28 Feb 2001 Information Scheduled Virus Scan notification sent for group 'IT_Team_New'.
(13:00:39)
zflgegozgf)l Information Scheduled Virus Scan notification sent for group 'Default_New'.
28 Feb 2021 . : : x
(08:00:04) Information License information has been updated.
28 Feb 2021 . ;
(05:27:50) Information Infopercept logged in from 192.168.1.215.
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Data Loss Prevention

Report Summary

Date: 28th February 2021
Group Name: All Groups
Endpoint Name: All

User Name: All

Records Found: 26

Skipped

ml

[[ Infopercept

SEQRITE

Row Labels Count of Source

Skipped 26
Slack 26
Grand Total 26

Row Labels Count of Source

Skipped

26

Grand Total

26
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THREATS OVER TIME (3 Infopercept
—| MORPHISEC

Moving Target Defense

THREATS OVER TIME | v ' v

[ f Top Categories

A

Auth service Prod had highest throughput rate
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PROTECTOR STATUS (9 infopercept
MORPHISEC

Moving Target Defense

Protector Status ) . :
B machines with active Defender AV

ci- 56 machines with Defender AV disabled
! 1 NOT PROTECTING

4 machines recently updated

. Q their Defender AV definitions
? OFFLINE .

4 machines require an update

W 20 CONNECTED 6 61 machines with drive encryption disabled
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PROTECTION COVERAGE [ Infopercept
1] MORPHISEC

Moving Target Defense

PROTECTION COVERAGE 2 hours -

Top Protected Applications B Protecte 3 . § scted Prote

Ly
]
%]
1]
1
1
1
1
o

@ o w
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Office 365 Overview

Azure Active Directory

Top Failed Logins
Country ¢ IP %

India 182.75.147.198

Userld ¢

India 13.127.21.229

count
333
309

o
Qo
@
N
@

0.05

Total Downloads Total Uploads

_— s 0000
Sun Feb 28

2021
_time

S

SharePoint

3

KCPPTeam

videote._nlals-opl
Site

MobilleApp63

[[ Infopercept

digitalm._ting-opl
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Office 365 Overview [d Infopercept

3

T

Exchange

Microsoft Teams

Unique Users MemberAdded
r T Y
00:00 02:00 12:00
Sun Feb 28

2021

_time

DipRuleMatch . HardDelete = MoveToDeleteditems
SoftDelete

Set-ConditionalAccessPoli...
SupervisoryReviewOLAudit Update




Office 365 Azure AD Login Activity [ Infopercept

Dands Neow
 uinos

b

v sy
jascar

61
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Office 365 Azure AD Login Activity

Azure AD Failed Login Attempts

User =

2d19b417-ce18-402c-acba-27b908797ceT

387dd2a%-112a-4cd9-b966-76cc17cT73f6e

501bce39-7124-4f35-bla6-1f4ec4120e19

71c@1291-7c2d-458d-9b1f-51d0cBd48747

d328e27T-T6db-45c3-a677-7dd7927139e7

d328e27f-f6db-45c3-a677-7dd7927139%e7

e@al1f450-532e-4fcc-b426-34dB81bac6614

LogonError =

InvalidUserNameOrPassword
UserStrongAuthClientAuthNRequiredInterrupt
UserStrongAuthClientAuthNRequired

Inval idPasswordExpiredPassword
InvalidUserNameOrPassword
InvalidUserNameOrPassword

InvalidPasswordExpiredPassword

Client IP
13.127.21.229
182.75.147.198
182.75.147.198
14.99.96.186
182.75.147.198
203.88.128.170

13.127.21.229

Country =
India
I OE]
India
India
India
India

India

[[ Infopercept

count =
231

4
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Office 365 Exchange Overview [ Infopercept

Mailbox Logins Unique users by operation performed

Exclude Country: DlIpRuleMatch

None X
HardDelete
Search produced no results.

Poland MoveToDeletedltems
Germany LRIRES Kazakhstan
= Mongolia

Haly.
Spain ~
@ e North Turkey Chiia S A soa Set-ConditionalAccessPolicy
outh Korea |l
Atlantic iraq Afghanistan -
Ocean bl e
Algeria Libya Egypt akistan
Mexico Saudi Arabia India
Thailand SoftDelete
Mali  Niger Sudan
Chad
Venezuels Nigeria Ethiopia
Colombia ; % :
.............. et e e o e e e e e e L e KO8 e - SupervisoryReviewOLAudit
o Indonesia
Brazil gt
Peru A la
Bolivia
Pii® Madegasca Indian
Fouth R South e Ocean Australia
acific Atlantic
Dcean Ocean South Africa

Argenting

Above Dashboard gives brief of the Operations performed by End Users in Exchange today
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Failed logins because of MFA errors [ Infopercept

Failed logins because of MFA errors

User < ClientlP < LogonError < count ¢

_ UserStrongAuthClientAuthNRequired
UserStrongAuthClientAuthNRequiredInterrupt

Password Resets

Note: No password resets recorded today.
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Failed login attempts from multiple IP-Address (3 Infopercept

Failed login attempts from multiple IP-Addresses

User = UniquelP $  SourcelP ¢

203.88.128.170
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Device Status

Intune enrolled devices

. . Intune enrolled dewvices
Device compliance status
LAST UPDATED 2/27,/2021, S:29:21 PMM
Platform Dewvices
Status Devices
Windows I =2
Compliant =7 Android - 18
In grace period 0 iOS/siPados I =
Mot evaluated 36 macOsS | o
Mot Compnant =3 1 ] WWindows PMobile I O
Total 101 Total 102
Tenant status Resource alerts
Accountstatus I Service health I Connector status @ Device compliance @ Device enroliment
Active Healthy Healthy 8 devices not in compliance 5 devices have enrollment failures

o Device configuration o Client apps

2 devices have profile errors 1 installation failure

[[ Infopercept
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SonicWALL - Overview [d Infopercept
SONICWALL

Top Applications View by Sessions  ~| (23 Top Users View by:sessions | (3
Application Name Percentage of Applications User Name Percentage of Users
Service ALL Port for R&D 43.63% I UNKNOWN 00.46% I
General HTTPS 22.72% I amitp 0.14%
General DNS 15.86% | divyesh 0.12%
General HTTP 7.63% || SmitM 0.10%
Service Tivo TCP Data 3.27% | | socteam 0.09%
General UDP 1.46% I helpdesk 0.06%
Service Suresh 1.00% | SOCTEAM2 0.02%
Service SMB 0.92% I aneri 0.01%
Service RPC Services 0.69% | SOCTEAM 0.01%
General NETBIOS 0.43% ITHelpdesk 0.00%
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SonicWALL - Viruses & Intrusions [d Infopercept
SONICWALL

Top Virus View by:[ Sessions -| 22 Top Intrusions View by:| Sessions | (&3
Virus Name Percentage of Virus Intrusion Name Percentage of Intrusions
Nanspy.AE (Trojan) 40.00% ] Time-To-Live Exceeded in Transit 44.80% ]
ARMADILLO packed executable_2 file (... 40,00% I Echo Reply 25.56% N
UPX_Packed_Executable_0 (Trojan) 20.00% N PING 20.28% N

NetBIOS Name Request Probe 4.41% [ |
Suspicious Executable File Download 10 0.78% 1
PING with Null Payload 0.77% |
Web Application Directory Traversal ... 0.62% I
fetc/passwd Access 2 0.40%
SSLv2.0 Client Hello 2 0.36%

Web Application Directory Traversal ... 0.24%
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SonicWALL - Spyware & URL [ Infopercept
SONICWALL

Top Spyware View by:| Sessions | % Top URL Ratings View by: Sessions | %
Spyware Name Percentage of Spyware Rating Name Percentage of Ratings
No entries Information Technology/Computer 53.10% 1
Not Rated 14.68% N
Freeware/Software Downloads 11.06% [
Advertisement 6.50% =
Business and Economy 4.79% =
Web Communications 4.16% i}
Search Engines and Portals 1.87% |
E-Mall 1.23% I
Multimedia 0.78% I
Society and Lifestyle 0.31%
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[[ Infopercept

SONICWALL

SonicWALL - Locations & IPs

Top Locations View by: Sessions - 2 Top IP Addresses View by:| Sessions e
Location Name Percentage of Locations IP Address Percentage of IP Addresses
Private 40.59% I Rer Ps 28.39% I
India 34.15% 1 182 198 18.70% —

United States 12.13%  — 192. 4 4.89% |
Unknown 11.29% j— 8.8.t 4.56% |
Singapore 0.52% 1 192.. ! 3.76% u|
Japan 0.36% 192.1 5 3.68% u]
Hong Kong 0.25% 192.1 6 2.25% |
Taiwan 0.25% 192.11 ? 1.52% |
Australia 0.13% 15.20; 1.17% I
Ireland 0.06% 192.16 1.14% |
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[§ Infopercept

User And System Reports:

ManageEngin@

ADManager Plus
User Reports o System Reports o
200 150
100
(7] (4]
L] v
= 100 =
& ™
= =2
50
[ | Number of users 157 [ | Number of computers 140
| Inactive users in 30 days 76 [ Inactive computers in 30 days 41
H Disabled Users 2 [ Disabled Computers 1
[ | Locked-out Users 0 [ | Number of workstation 138
[ | Password Expired Users 51 [ Number of domain controllers 2
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Logged On User And Group and OU Reports: (3 Infopercept

ManageEngin@
ADManager Plus

Logged On User Report

@

Group and OU reports

4]

Recently logged on users in )

Recently bad logged on Number of distribution

79

users in 30 days groups

0
Soon to password expire . Number of groups without _
users in 7 days 6 members 39

Soon to account expired
users in 30 days 0 Number of OUs - 7
0

=
P
(=]

40 60 80 100 10 20 30 40 50 60
Values Values
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ABC Corporation Security Operations Center Process [ Infopercept

Tactical
Intelligence

Strategic

Realtime Alert Proactive Intelligence

Analysis& ;
Triage hunting

monitoring

Incident

(. Host Monitoring ) Response /. Threat feedreview )
« Network Monitoring * Internal IntelligenceHarvesting
« Application logmonitoring S * Industry threatbriefings
« Data-in motion logmonitoring * Incidentanalysis + \blidate & prioritizesecurity
- Use account authentication& * Network & Server analysiswith countermeasures
AccessMonitoring live response * Threat profile development&
« Static & dynamicmalware trendinganalysis
analysis
+ Breach support (onneed
basis)

- Forensics (on needbasis)

Security ) Threat

Monitoring Intelligence

Threat
Analysis

Active
Guidance

Incident
Investigation
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About Infopercept

[[ Infopercept

Infopercept’s vision and core values revolve around making organizations more secure through the core values of Honesty,
Transparency and Knowledge, so as to enable them to make better informed decisions about their security practices & goails.
With our synergistic vision to combine technical expertise and professional experience, we aim to further establish our place

as d one stop shop for our clients and partners’ cybersecurity and accreditation needs.

Our specialized core team comprises of experienced veterans, technical experts & security enthusiasts having good practical
experience & thorough knowledge in the Cybersecurity domain, are abreast of the latest trends and security innovations;
ensuring that you always get the best security approach & solutions for your specific business needs, exactly the way you

want it to be.
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© Infopercept Consulting Pvt. Ltd. 2021
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H-1209, Titanium City Center,
Satellite Road,

Ahmedabad — 380 015,
Gujarat, India.

ContactInfo

M: +91 9898857117

W: www.infopercept.com
E: sos@infopercept.com

By accessing/ proceeding further with usage of this platform / tool / site [application, you agree with the Infopercept Consulting Pvt. Ltd.’s (icpL) privacy
policy and standard terms and conditions along with providing your consent toffor the same. For detailed understanding and review of privacy policy and
standard terms and conditions. kindly visit www.infopercept.com or refer our privacy policy and standard terms and conditions.

Global Offices
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+1 516 713 5040
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+44 2035002056
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+94 702 958 909
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+965 6099 1177
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