


Definition

User behavior analytics (UBA) is tracking, 
collecting and assessing of user data and 
activit ies using monitoring systems.

It  is a category of cybersecurity tools that 
analyze user behavior on networks and other 
systems, and apply advanced analytics to 
detect anomalies and malicious behavior. 
These can be used to discover security 
threats l ike malicious insiders and privileged 
account compromise, which traditional 
security tools cannot see.



Focus on User Behavior Analytics (UBA) modules that track and monitor 

behaviors of users, IP addresses and devices in an enterprise. Anomalous 

behavior is automatically detected using machine learning algorithms. Such 

anomalous behavior indicative of potentially malicious activity is alerted to 

analysts with relevant

contextual information for further investigation and action.



Data collection, parsing and aggregating of security events, via log data or agents installed on IT systems.

Central storage where raw data, metadata, and the results of analyses are stored.

An analysis engine that analyzes events, identifies anomalies, and prioritizes them to pinpoint security incidents.

Automated response some UBA solutions can integrate with other security tools or IT systems and perform automated actions in 

response to a security incident.



Use cases - UBA solutions provide information on the

behavior of users and other entities in the corporate

network. They perform monitoring, detection and alerting

of anomalies and are applicable for multiple use cases.

Data sources - UBA solutions are able to ingest data

from a general data repository such as a data lake

through SIEM.

Analytics - UBA solutions detect anomalies using 

a variety of analytics approaches like statistical 

models, machine learning.



Discovering compromised accounts- UBA can 

identify user accounts taken over by attackers, because they 

exhibit anomalous behavior compared to the real business user.

Identifying malicious insider threats- Insider 

threats are a major, growing threat, and are extremely difficult 

to detect via traditional security tools. UBA tools can identify 

malicious insiders by analyzing their behavior compared to 

similar, non-malicious users.

Identifying privileged account abuse UBA can 

help monitor

accounts with administrative or escalated privileges, to 

ensure they are not being misused, either by their 

designated owner or by others.



Cloud security monitoring- Cloud assets are

provisioned dynamically and used remotely, making them

difficult to capture with traditional tools. UBA can look at

cloud-based assets and discover if they are acting

normally or abnormally.

Entity monitoring- UBA can be used to monitor Iot

devices, such as critical medical equipment or sensors

deployed in the field.



Supervised machine learning- It is sets of known 

good behavior and known bad behavior that are fed into the 

system.

Bayesian networks- It can combine supervised machine 

learning and rules to create behavioral profiles.

Unsupervised learning - The system learns normal 

behavior, and is able to detect and alert on abnormal behavior.

Reinforced / semi-supervised machine 

learning- A hybrid model where the basis is unsupervised 

learning and actual alert resolutions are fed back into the 

system to allow fine tuning of the model and reduce the signal-

to-noise ratio.

Deep learning - The system trains on data sets

representing security alerts and their triage outcomes,

performs self-identification of features and is able to

predict triage outcomes for new sets of security alerts.



The true power of a UBA solution is in its 
abil ity to cut across organizational 
boundaries, IT systems and data sources and 
analyze all  the data available for a specif ic 
user or entity.

A UBA analyze data sources, example -

1 .  Firewall,  Intrusion Detection and    
Prevention Systems (IDPS)

2 .  Anti-malware and antivirus systems

3 .  Endpoint Detection and Response systems

4 .  Network Traffic Analytics





The primary approach to cyber security for the last 10 
years has been to "lock everything down."

When we hire somebody, we should trust them. When 
we employ them, we put them through a vetting 
process,  carry out due dil igence, and study how they 
performed in their former jobs.

When we stop users from doing things that they 
should be able to do to do their jobs,  they always f ind 
another way around these measures.

If  we trust our employees,  we should give them broad 
access without restrict ions so that they can do their 
jobs well  because they need to use a variety of means 
to be quick and innovative, but at the same time, we 
must verify what they do.

It  is  important to verify the content of users work, 
create a mechanism to detect and stop bad behavior 
and when an employee makes a mistake, teach them 
how not to do it  again.



Monitor and analyze behavior -It has the ability to 

collect data from IT systems and create a behavioral baseline of 

entities on the network.

Detect anomalous behavior - A deviation from the 

behavioral baseline that is significant and could indicate an 

insider attack or other security threat.

Leverages machine learning and advanced 

analytics - It makes it possible to detect unknown threats 

and learn from big data sets, even if an attack has never been 

seen before.

Combines multiple activities into one 

security incident - It is able to identify security incidents 

across multiple users, entities or IPs, and also combine data 

from many different sources, such as anti-malware, firewall, 

proxies, and VPN..

Near-real time performance- To be effective as an 

incident response tool, UBA technology collects data and alert 

security analysts very soon after an event has occurred.



Exam beam's Security Management 

Platform Exam beam Capabilities
SIEM solutions, which are the foundation of the 

modern Security Operation Center (SOC), are 

highly complementary to UBA , because they also 

collect security events from across the 

organization, analyze them and identify security 

incident.

Incorporating UBA in a SIEM can provide 

strong security benefits, by combining the 

breadth of information accessed by a 

SIEM, with the advanced analytical 

capabilities of UBA / UEBA technology.

Rule and signature-free incident detection.

Automatic timelines for security incidents..

Dynamic peer groupings.

Lateral movement detection
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