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Definition
• At its simplest level, machine learning is defined as “the ability (for 

computers) to learn without being explicitly programmed.”

• Using mathematical techniques across huge datasets, machine 

learning algorithms essentially build models of behaviors and use 

those models as a basis for making future predictions based on 

newly input data.

• Machine learning is a branch of artificial intelligence (AI) that 

refers to technologies that enable computers to learn and adapt 

through experience. It emulates human cognition



ML-powered cyber security tools by comprehending the 

following:

• The most important actions and security applications of 

main machine learning (ML) algorithms.

• How to pick out the most suitable ML algorithm 

training methods.

• How to scrutinize a security threat detection and ML 

algorithms' development lifecycle.

• ML cases for attacker behavior detection.

What ML tools
need to 
implement



ML is a dual-use
technology

Automation is the name of the game in security and machine

learning is here to help. AI is all about automating expert

systems, and security is all about experts answering some form of the 

question:

• Does this matter?

• Does this alert matter?

• Is this vulnerability risky?

Machine learning will help filter out the noise, so that the limited number of 

practitioners out there can use their time most efficiently



This figure shows 
Machine Learning is one 
of the top trending 
technologies and most 
expected technology 
within two to five years in 
the upcoming future.



How ML will Affect Cyber Security

One can’t simply turn on an AI system and expect 

it to add a strong layer of defense to your 

network and software. That’s because machine 

learning is all about taking data from the past and 

using it to your benefit in the future.

ML algorithms needs information to set a 

baseline of normal performance and then 

calculate new events from there. These patterns 

help the machine learning system to recognize a 

hacker or a threat to the system.

Pattern Recognition

Machine learning systems are getting 

better at natural language processing and 

trend analysis, but at the end of the day, 

humans can still do a better job of 

interpreting spoken and written text.

Human Interaction:

With machine learning intelligence watching 

over their systems, business of all sizes can 

secure their cloud environments and protect 

against the most typical means of malware 

penetration. It would be wise not to take the 

word of your cloud provider that they have top-

of-the line security in place on the.

Cloud Integration:



Webshell: Ransomware: Spear phishing: Watering hole:

Cyber Security threats that machine learning can protect against



# George Watch



• Using machine learning to detect malicious activity and 

stop attacks

• Using machine learning to analyze mobile endpoints

• Using machine learning to enhance human analysis

• Using machine learning to automate repetitive security 

tasks

• Using machine learning to close zero-day vulnerabilities

Use Cases
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