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Abstract

D3.1 is the first in a series of PIQASO deliverables dedicated to detailing the provision of the PIQASO
PQC Ensemble. To this end, we first provide a high-level description of the architecture of the PIQASO
Framework, including the provision of the PQC enablers through a PQC-as-a-Service modality. Next,
we provide a detailed overview of the state-of-the-art in PQC algorithms investigated by PiQASO,
focused on lattice-based constructions. We then describe the forward-secure cloud storage scheme of
PiQASO based on Updatable Public Key Encryption. Afterwards, we describe the mathematical
foundations behind the Functional Encryption capabilities of PIQASO, as well as ACE of SPADE (AoS),
a novel lattice-based FE scheme based on the RLWE problem. Finally, the SW/HW co-design approach
is detailed, focusing on the envisioned optimization and acceleration capabilities for operations identified
as bottlenecks in lattice- and code-based schemes.
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Executive Summary

Considering the advent of quantum computers, it is imperative to ensure that all existing information se-
curity systems are able to cope with attackers and malicious entities who possess quantum computing
capabilities. However, one core challenge in this regard is that existing service graph chains (SGCs)
may consist of heterogeneous devices with varying computational capabilities, including legacy devices
with limited ability to support advanced crypto. In this regard, one core target of PIQASO is to provide
the tools required for the transition of such SGCs to the post-quantum era, through the provision of the
required tools and security solutions for ensuring that all entities remain at a trustworthy level throughout
their operational lifecycle. It should be noted that such a transition is not a singular technical upgrade,
but a systematic transformation consisting of not only cryptographic algorithms, but also their
integration into higher-end security protocols, ensuring security of stored data, as well as algo-
rithmic accelerations and HW-based optimizations to enhance applicability and performance in target
infrastructures. To this end, this deliverable is dedicated to providing the basis for the development of the
PiQASO PQC Ensemble, by establishing a common baseline to support the crypto design and imple-
mentation activities carried out throughout the project lifecycle. This will, in turn, enable the development
of the testbed for evaluating the impact of all PQ crypto enablers in the context of the PIQASO use case
demonstrators.

One important aspect of securing modern computing infrastructures is the use of cloud storage. Specif-
ically, while such solutions offer scalability, availability, and cost efficiency, they introduce security chal-
lenges, such as long-term data confidentiality. In this regard, one core consideration explored entails the
notion of forward secrecy (Chapter 5) for ensuring that the exposure of a secret key at a given point in
time does not compromise the confidentiality of data protected in the past. To this end, PIQASO offers
a forward-secure cloud storage scheme based on Updatable Public Key Encryption (UPKE), which
provides strong resilience against key exposure and insider threats, thus enhancing long-term data pro-
tection. As a result, since cloud-stored data often remains sensitive beyond the lifetime of any single
cryptographic key, forward secrecy provides a solution for building trustworthy and robust cloud systems,
culminating in the definition of the Forward Secure Cloud Storage Scheme of PiQASO.

Another functionality offered by the PIQASO PQC suite pertains to Functional Encryption (Chapter 6),
which enables performing high-level operations over encrypted data, specifically numerical values. For
instance, in a healthcare scenario, it is possible to perform a search operation over encrypted heart rate
data in order to determine whether there is a value above a specific threshold, in order to identify whether
the patient requires further medical attention. It should be noted that the ACE of SPADE (AOS) Functional
Encryption scheme provided by PiQASO is based on the Ring Learning With Errors (RLWE) problem,
for which a detailed analysis is provided. However, considering recent advancements in its mathematical
analysis, future versions of the AOS scheme will investigate the use of ideal lattices and Module LWE
constructions.

One core target of PIQASO is the ability to provide post-quantum cryptographic capabilities to the far
edge, including embedded devices which may be subject to strict latency and memory constraints. To
this end, PIQASO employs a hybrid Software/Hardware co-design approach (Chapter 7), based on

Bl Co-funded by ’_L'J_' ECCCm
R the Eurcpean Union M



@ PiQASO

which algorithmic software optimizations aim to improve the performance of the cryptographic algorithms
themselves, while hardware accelerations target the underlying mathematical operations that have been
identified as bottlenecks. Particularly, with regards to the latter, PIQASO aims to accelerate two core
arithmetic operations: (i) NTT, which refers to the polynomial multiplication which lies at the core of
lattice-based constructions, and (ii) Karatsuba, which is the mathematical operation at the core of HQC
constructions.

Compounding all the above, D3.1 is the first deliverable in a series of PIQASO deliverables aimed towards
the design and implementation of the PIQASO PQC Ensemble (Chapter 3). Here, we define the roadmap
of the related activities to be carried out as part of PIQASO (Chapter 2), and we set the foundation for
the evaluation of the PIQASO offerings as part of the envisioned use cases, in order to evaluate their
performance and practical applicability.
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Chapter 1

Introduction

1.1 Scope and Purpose

Cryptographic services constitute the backbone of trust in modern service graph chain infrastructures,
enabling secure communications, authenticated command and control, controlled information sharing,
and trustworthy platform operation across heterogeneous systems ranging from embedded endpoints to
backend infrastructures. The advent of quantum computing challenges this trust model by undermining
the hardness assumptions of widely deployed public-key cryptography and, consequently, threatening
critical defence capabilities that depend on PKI-driven authentication, secure channel establishment,
and credential lifecycle management. For modern service graph chains, this challenge is compounded
by long platform lifecycles, constrained and intermittently connected tactical nodes, stringent assurance
expectations, and adversarial capabilities that extend beyond remote cyber attacks to include physical
access, side-channel exploitation, and fault injection.

In this context, the scope of D3.1 is to establish a defence-grounded baseline for PIQASO. The deliver-
able pursues four objectives. First, it frames the necessity of PQC migration for defence infrastructures
and positions the transition as a system-level transformation affecting protocols, PKI ecosystems, and de-
ployability constraints. Second, it provides a high-level description of the building blocks comprising the
PiQASO framework. This will, in turn, set the scene for the development of the tesbed for the evaluation of
the PIQASO security enablers in the context of all use cases, in order to evaluate their impact on regular
operations. Third, it provides a detailed description on the mathematical principles behind the func-
tionalities provided by PIQASO, namely Forward Security through Updatable Public Key Encryption
(UPKE), Functional Encryption, decompressing Learning-with-Errors (LWE) with Polynomial Matri-
ces, and the Algorithmic Optimization and HW-based Acceleration capabilities of PIQASO.

Thus, compounding all the above, D3.1 is the first deliverable in a series of technical PiIQASO deliverables
focused on the provision of the PIQASO PQC Ensemble, offering the functionalities and primitives to be
tested in the context of the use cases through the design and implementation of an appropriate testbed.
To this end, in this deliverable we first provide a high-level overview of the architecture of the PiQASO
PQC Ensemble, starting from a description of all considered offerings, going all the way to providing them
through a PQC-as-a-Service (PQCaaS) modality. Note that all PIQASO offerings are designed to enable
the PQC transition of all layers in the compute continuum, ranging from the far-edge (through the provision
of an SDK and a QR-TCB for converting devices to their quantum-secure equivalents) to the cloud-based
backend (by supporting advanced functionalities such as Functional Encryption and UPKE for secure
and privacy-preserving data sharing). On top of that, this baseline of primitives will be integrated into
high-end security protocols for establishing authenticated and encrypted communication sessions.
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1.2 Relation to other WPs and Deliverables

As previously outlined, one core target of D3.1 is to provide a high-level overview of the PIQASO PQC
Ensemble, covering all offered modalities and all layers of the compute continuum. This provides the
basis for the definition of the PIQASO reference architecture (D2.1), which will consist of a structured rep-
resentation of the required security functionalities for the safety-critical services of the PIQASO use cases
towards defining a layered architecture for enabling the transition of legacy systems to next-generation
quantum-secure systems. D2.1 will also provide a more concrete version of the threat model initially
defined in this deliverable, and will define the long-term security requirements and functional specifica-
tions for the PIQASO use cases. D3.1 also provides the basis for the design and implementation of the
PIQASO SDK in D3.2, as the first core block of the PIQASO PQC ensemble containing the optimized
SW-based implementations of all enhanced PQ cryptosystems, as well as optimized parametrizations
for all use cases, and the first definition of the PQCaaS modality for providing the PiIQASO offerings to
organizations belonging to various application domains.

D3.1 also provides input to other PIQASO WPs, and sets the foundation for the integration activities to
be carried out for the PIQASO PQC Ensemble in the context of all use case demonstrators, in WP2, thus
setting the scene for the evaluation of all PIQASO modalities in all use cases through the creation of the
required testbed, and the evaluation of their impact on the normal operational behaviour of the use case
environments in WP4. The outcome of the design and implementation activities of PIQASO provides
input to WP5, where the dissemination of PQC knowledge and training of all concerned stakeholders
will be facilitated through the construction of the PIQASO Academy. Finally, in the context of WP6,
dissemination activities will be carried out for facilitating the adoption of all PIQASO offerings in actual,
real-world organizations, and detailed exploitation plans for PIQASO artefacts will be set forth.

Rulgs and Use case IntEQratiQH and PQC knovl.-.flledge Dissemination
regulations, and requirements, evaluation of and training and exploitation of
PIQASO adversarial model, F’I_QAS_O through FiQASO PiQASQ artefacts
framework reference modalities in use academy
reguirements . architecture y cases /
1

/WP:! \\

* D2.1

State-of-the-art in post-quantum crypto to provide baseline
for definition of PiQASO requirements, selection criteria, and
KPls. Initial threat model expansion to concrete definition.

Expansion of PQC Service modalities.

Based on initial definition of PIQASO PQC Ensemble, first
release of the PIQASO SDK with SW/HW co-design,
optimizations/accelerations, and the PQC-as-a-Service modality
NG /

Figure 1.1: Relation of D3.1 to other PIQASO WPs and Deliverables
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1.3 Deliverable Structure

The remainder of this deliverable is structured as follows:

Chapter 2 provides a detailed roadmap towards the development of the PIQASO PQC ensemble, while
detailing the motivation behind the selection of PQC primitives.

Chapter 3 provides a high-level overview of all building blocks comprising the PIQASO PQC ensemble,
as well as their positioning within the PiIQASO framework.

Chapter 4 details the state-of-the-art in post-quantum cryptography, focusing on the aspects tacked by
PIQASO.

Chapter 5 provides a description of the Forward Security functionalities of PiIQASO, focusing on the
Updatable Public Key Encryption (UPKE) functionality.

Chapter 6 focuses on the Functional Encryption capabilities of PiIQASO, including Homomorphic Encryp-
tion and the ACE of SPADE (AoS) scheme.

Chapter 7 presents the algorithmic optimization and HW-based acceleration features of PIQASO.

Chapter 8 concludes the deliverable.
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Chapter 2

PiIQASO Ensemble PQC Roadmap

The security posture of modern service graph chains relies on the cryptographic foundations that enable
secure communication, trusted execution, authenticated command exchange, and resilient information
sharing. From edge devices and embedded systems to federated platforms and cross-domain gateways,
cryptography constitutes the backbone of trust in network infrastructures belonging to various domain
applications.

However, the advent of quantum computing introduces a structural disruption to this trust model. Cryp-
tographic primitives that have underpinned security for decades—primarily those based on integer fac-
torisation and discrete logarithm problems—are vulnerable to polynomial-time quantum algorithms. While
large-scale quantum computers are not yet operationally available, the trajectory of technological progress,
combined with the long lifecycle of existing infrastructures and the handling of sensitive information, ne-
cessitates immediate action.

Transitioning towards quantum-resistive networks is not a singular technical upgrade but a systemic trans-
formation. It affects not only cryptographic algorithms but also architectural design choices, hardware-
based Roots of Trust, protocol stacks, key management infrastructures, certification pipelines, and op-
erational interoperability across allied ecosystems. Moreover, the diversity of PQC families and their
heterogeneous performance and security characteristics introduce new complexity in selecting and inte-
grating appropriate primitives into critical environments.

In this context, the objective of this chapter is to establish the foundations of PIQASO’s structured and
resilient PQC transition approach. Section 2.1 analyses the necessity for migration, highlighting the
convergence of quantum threat acceleration and algorithmic trade-offs. Section 2.2 identifies the key
enabling factors required to operationalise migration, including visibility of cryptographic assets, agility in
cryptographic deployment, and elevation of trust anchors. Finally, Section 2.3 examines alignment with
European standardisation efforts and identifies gaps in profiling and metrics construction.

Together, these sections articulate PiIQASQO’s coherent pathway toward quantum-resistive networks—networks
capable of preserving long-term confidentiality, authenticity, integrity, and operational continuity in the
emerging post-quantum era.

2.1 Need for PQC Migration

The security of contemporary service graph chains is fundamentally anchored in asymmetric crypto-
graphic primitives such as RSA and elliptic-curve cryptography (ECC). These schemes underpin authen-
tication, digital signatures, key exchange protocols, Public Key Infrastructures (PKIs), and communication
stacks. Their long-standing security assumptions are based on the computational hardness of integer
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factorisation and discrete logarithm problems. The rapid progress of quantum computing, however, chal-
lenges these foundational assumptions. Advances in logical qubit stability, quantum error correction, and
algorithmic optimisation indicate that the time horizon for cryptographically relevant quantum computers
may be shorter than previously estimated. While large-scale quantum machines capable of breaking
RSA-2048 or ECC are not yet available, adversaries do not need immediate decryption capabilities to
pose a threat.

The “harvest-now, decrypt-later” paradigm fundamentally alters the risk model for modern infrastructures.
Sensitive diplomatic, operational, intelligence, and industrial data intercepted today may remain confiden-
tial for decades. If stored encrypted under classical public-key schemes, such data becomes vulnerable
to retrospective decryption once sufficiently powerful quantum computers emerge. As such, migration
planning must begin well before quantum advantage is practically demonstrated. Therefore, PQC migra-
tion is not a speculative research exercise but a forward-looking resilience strategy aimed at preserving
long-term confidentiality, authenticity, and integrity of communications and systems.

2.1.1 Post-Quantum Transition Timeline

The urgency of this transformation is underscored by the European Union’s roadmap, which mandates
concrete transition strategies by the end of 2026, migration of critical sectors to PQC by 2030, and targets
full PQC migration by 2035 [249]. Meeting these deadlines requires immediate action to hedge the scale
of impact, particularly regarding the miniaturization of PQC footprints to enable integration across diverse
devices.

While this timeline may appear proactive, the rapid pace of quantum computing development suggests
it is merely necessary. Commercial vendors such as lonQ now project the delivery of systems capable
of supporting 80,000 logical (2,000,000 physical) qubits by 2030 [175]. Furthermore, recent theoretical
breakthroughs have drastically lowered the hardware threshold for cryptanalysis: new architectures uti-
lizing Quantum Low Density Parity Check (QLDPC) codes suggest that RSA-2048 could be broken with
as few as 100,000 physical qubits—an order of magnitude fewer than previously estimated [309]. These
developments highlight that the ‘Q-day’ threat is credible and may arrive sooner than anticipated due to
sudden leaps in both instrumentation and error-correction algorithms.

2.1.2 The Transition Roadmap

A transition roadmap for PQC must be engineered as a long-term resilience programme rather than a
single replacement action. NIST [230], [46] and ANSSI [8] emphasise that cryptographic transitions are
recurring events and that systems must be prepared to replace and adapt cryptographic algorithms, pa-
rameters, and protocol instantiations across software, hardware, firmware, and infrastructures without
disrupting normal operations. Consequently, a credible roadmap is anchored on three mutually reinforc-
ing pillars: (1) crypto agility, (2) hybridisation during the transition period, and (3) interoperability
with legacy infrastructures. While the standardization of PQC primitives has reached a high level of
maturity, the industry currently faces the mandate of developing hybrid cryptosystems that combine estab-
lished classical schemes with quantum-resistant constructions. This hybridization is essential for avoiding
security regression during the transition period and is required to transform high security protocols into a
Post Quantum Public Key Infrastructure (PKI) capable of securing the entire compute continuum from far
edge to cloud.
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2.1.2.1 Crypto Agility

Crypto agility constitutes the cornerstone of the roadmap because it provides the capability to adapt un-
der uncertainty. Previous cryptographic migrations (e.g., DES to AES, SHA-1 to SHA-2) were frequently
reactive and operationally costly, often due to hard-coded dependencies, rigid protocol bindings, and in-
flexible hardware implementations. The PQC transition amplifies these difficulties: multiple mathematical
families (e.g., lattice-based, hash-based, code-based) exhibit heterogeneous operational trade-offs, and
the long lifecycles of service graph chain mean that today’s cryptographic design choices may remain
operational for decades. NIST therefore highlights the need to move from ad hoc remediation toward
planned agility [46], in which systems are designed natively to accommodate future cryptographic substi-
tutions, a concept that directly supports the operational superiority and longevity of critical assets.

In this context, cryptographic agility should be understood as a system-level architectural property rather
than a software convenience. As defined in NIST Cybersecurity White Paper 39 [46], crypto agility en-
compasses the capabilities required to replace and adapt cryptographic algorithms, parameters, and pro-
tocols across software, hardware, and infrastructure without disrupting critical operations. This capability
is necessary for two complementary reasons. First, it enables remediation if a deployed PQC primitive
is later found vulnerable, deprecated, or no longer recommended. Second, it enables optimisation and
tailoring by allowing systems to select primitives and parameter sets that best satisfy application-driven
constraints (e.g., bandwidth and footprint versus computational cost, verification throughput versus sig-
nature size), while remaining aligned with assurance and interoperability requirements.

Achieving crypto agility requires the systematic decoupling of applications from cryptographic mecha-
nisms through stable interfaces, controlled configuration, and policy-governed selection. In practice,
applications should request security services (e.g., key establishment, signing, verification) without being
tightly bound to a specific primitive, so that algorithm substitution can be enacted as a controlled opera-
tional change rather than an intrusive redesign [46]. This separation is particularly important in modern
service graph chains because cryptography is deeply embedded across layers—secure boot chains,
platform identity, secure communications, and PKI-driven authentication—and any tightly coupled depen-
dency can become a migration bottleneck.

Crypto agility must also extend beyond software-only considerations, since embedded systems often de-
pend on hardware-backed security and acceleration. While software abstraction improves adaptability,
rigid single-purpose accelerators or non-updatable firmware can constrain future transitions. A roadmap
that operationalises agility therefore favours designs that support re-parameterisation and reuse of com-
mon cryptographic kernels where feasible, so that cryptographic capabilities can evolve through controlled
firmware and configuration updates rather than hardware replacement, consistent with NIST’s system-
wide interpretation of agility [46]. At the same time, agility depends on operational visibility: migration
cannot be systematically executed without knowing where cryptography is used and how it is instantiated.
For this reason, crypto agility is closely coupled with crypto asset inventorying (treated as a dedicated en-
abling factor elsewhere in this chapter), which provides the situational awareness needed to apply agility
in a policy-driven and risk-informed manner.

For the most resource-constrained nodes where fully on-device agility is infeasible, agility can also be re-
alised through architectural abstraction, including service-based models that offload certain cryptographic
functions to secure and controllable layers (e.g., edge or back-end security services). Such approaches
can decouple the security lifecycle from the device lifecycle, thereby enabling field-deployed assets to
consume updated cryptographic capabilities without requiring disruptive hardware replacement, provided
that the trust, latency, and availability constraints are preserved.

Finally, the rationale for agility is strengthened by the existence of multiple PQC primitives capable of
fulfilling the same cryptographic role, each with distinct benefits and limitations. Figure 2.1 illustrates
these trade-offs across PQC families and motivates the need for planned adaptability rather than single-
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choice commitments. In particular, NIST-standardised (or draft-standard) primitives include ML-KEM
(Kyber) [237] and KEM-HQC (HQC) [244] for key establishment, as well as ML-DSA (Dilithium) [235],
SLH-DSA (SPHINCS+) [240], and FN-DSA (FALCON) [243] for digital signatures. The diversity of these
options—combined with evolving profiling guidance and deployment constraints—reinforces the central
roadmap principle: service graph chains must be engineered to adapt cryptographic choices over time

without jeopardising continuity or assurance.
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Figure 2.1: Benefits and limitations of various families of PQC primitives.

2.1.2.2 Hybridisation

Hybridisation is the second pillar of the transition roadmap because it provides a disciplined mechanism to
preserve security guarantees and operational interoperability during the multi-year period in which PQC-
enabled and legacy components must inevitably coexist. Unlike previous cryptographic updates, where
a single dominant primitive could be phased out with limited ecosystem disruption, the PQC transition
impacts the full PKI and protocol fabric across heterogeneous endpoints, administrative domains, and
long-lived platforms. The IETF’s engineering guidance stresses that, under incremental deployment, pro-
tocol and infrastructure adjustments are unavoidable because communicating peers will not be upgraded
concurrently and because negotiation and failure behaviour must remain deterministic and downgrade-
resistant [43].

At a high level, hybrid mechanisms combine a traditional public-key algorithm with a post-quantum algo-
rithm so that the resulting security does not depend exclusively on a single cryptographic family during
the migration period. The security rationale is that if one component is later found weaker than ex-
pected—whether due to cryptanalytic advances, parameter weaknesses, or implementation vulnerabil-
ities—the other component can preserve essential properties such as the confidentiality of established
session keys or the authenticity of credentials. ANSSI explicitly frames early adoption through hybrid ap-
proaches as a pragmatic strategy for long-term protection horizons and recommends hybridisation as a
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hedge while the confidence level in post-quantum schemes and deployment profiles continues to mature
[8].

To avoid inconsistent interpretations across systems, hybridisation must be specified using standard ter-
minology and explicit construction semantics. RFC 9794 defines security-relevant terminology for post-
quantum/traditional hybrid schemes and is intended to ensure consistent interpretation across protocols,
standards, and organisations [114]. Within this terminology, the distinction between composite and non-
composite hybrid protocol designs is particularly important, as it determines where the primary changes
occur—within cryptographic elements themselves or within protocol fields and message flow.

In IETF terminology, a composite PQ/T hybrid protocol incorporates hybrid schemes in a way that keeps
protocol fields and message flow essentially the same as in a single-algorithm version; the main changes
occur in the formats of the cryptographic elements (e.g., keys, signatures, ciphertexts), which encapsulate
multiple component algorithms behind a single composite interface [114]. By contrast, a non-composite
PQ/T hybrid protocol composes multiple single-algorithm schemes so that the component cryptographic
elements retain their single-algorithm formats; in this case, the main changes occur in the protocol fields
and/or message flow, while changes to cryptographic elements are minimised, and most implementation
modifications tend to fall within protocol libraries rather than cryptographic libraries [43]. Importantly, a
protocol need not be purely composite or purely non-composite; it may combine both approaches (for
example, composite key establishment with non-composite authentication), provided that negotiation and
downgrade protections are engineered explicitly [114, 43].

For authentication and PKI migration specifically, recent IETF guidance compares alternative transition
models—including composite certificates, dual-certificate approaches, and PQC-only certificates—and
emphasises that the selection impacts operational deployment complexity, relying-party compatibility,
and lifecycle management (issuance, rotation, revocation, and auditability) [270]. Therefore, the choice
of hybrid strategy must be driven by operational constraints and assurance expectations: modern ser-
vice graph chains may prioritise bounded message sizes and predictable negotiation under constrained
links, whereas modern service graph chain infrastructures may prioritise auditability, deterministic valida-
tion semantics, and long-term maintainability of credential chains. Irrespective of the selected pattern,
hybridisation must be treated as a governed transition mechanism rather than an ad hoc compatibility
patch, because inconsistent hybrid handling across domains directly translates into risk and fragmented
trust.

2.1.2.3 Interoperability with Legacy Infrastructures

Interoperability and integration with legacy infrastructures constitute the third pillar because it ultimately
determines whether PQC can be deployed at scale without degrading operational capability. In mod-
ern service graph chains, cryptographic mechanisms are deeply embedded across system layers and
platform categories, including secure boot and firmware validation, platform identity and attestation, se-
cure communications, cross-domain gateways, and PKI-enabled authentication for critical applications.
Many of these components are long-lived, certification-constrained, and not uniformly updatable; as a
result, migration must preserve compatibility across mixed capability sets over extended periods. The
IETF’s guidance for engineers emphasises that PQC transition must explicitly account for incremental
roll-out, heterogeneous endpoint capabilities, protocol negotiation behaviours, and the operational risks
of partial compatibility, including downgrade resistance and deterministic selection of mutually supported
mechanisms [43].

A central interoperability constraint is the PQC footprint: several PQC mechanisms entail larger pub-
lic keys, signatures, certificates, and handshake payloads compared to legacy RSA/ECC deployments.
These increases can produce first-order operational effects in bandwidth-constrained and latency-sensitive
environments, especially in communication links, embedded systems, and far-edge deployments. More-
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over, the computational and memory profiles of PQC primitives vary significantly across families and
parameter sets, affecting energy consumption, real-time responsiveness, and throughput on constrained
processors. Consequently, interoperability cannot be treated as a “final integration step”; it must be
engineered from the outset of the roadmap through explicit profiling of cryptographic choices against ap-
plication constraints and platform classes. NIST’s transition guidance similarly stresses that the move to
PQC is a multi-stage deployment challenge across products and infrastructures, requiring coordinated
planning and integration across systems rather than isolated algorithm substitution [230].

Interoperability also has a strong assurance dimension. Legacy systems frequently rely on certified
cryptographic modules and established validation artefacts; introducing PQC affects not only the cryp-
tographic primitive but also the surrounding protocol logic, credential formats, and lifecycle processes
(issuance, rotation, revocation, logging). Any ambiguity in negotiation and validation semantics can cre-
ate security regressions even when “strong algorithms” are selected, particularly if fallback behaviours
enable downgrade or inconsistent policy enforcement across domains. For this reason, interoperability
must be aligned with governance and policy mechanisms that ensure consistent algorithm selection, pa-
rameter constraints, and transition rules, in line with the broader NIST framing of planned, system-wide
agility [46].

Finally, interoperability with legacy infrastructures is inseparable from performance engineering. In prac-
tice, deployability at scale will depend on the ability to keep PQC overheads within acceptable operational
envelopes across the compute continuum. This motivates systematic optimisation and, where appropri-
ate, acceleration strategies to reduce communication expansion and computational cost, especially for
certificate-heavy workflows and frequently executed authentication operations. Such engineering is not a
“nice to have”: uncontrolled footprint growth can directly impact communications, increase latency at crit-
ical decision points, or constrain deployment on embedded platforms. Therefore, the roadmap must treat
integration engineering—protocol profiling, footprint management, and implementation optimisation—as
a necessary condition for achieving quantum-resistive security without compromising continuity or frag-
menting interoperability across legacy-dependent systems [43].

2.1.2.4 PQC Families Availability, Trade-offs, and PiQASO Direction towards providing a PKI-
equivalent capability

The three transition pillars identified in this chapter—crypto agility, hybridisation, and interoperability with
legacy infrastructures—are actionable only if credible post-quantum alternatives already exist for the two
core required public-key roles: authenticated key establishment and digital signatures. This condition
is now met. Figure 2.1 reflects that multiple PQC families can fulfil these roles, but with distinct opera-
tional properties and maturity levels, implying that algorithm choice is simultaneously a resilience enabler
(via diversity) and an engineering constraint (via footprint and integration trade-offs). NIST’s transition
guidance further emphasises that adoption must be planned as a staged programme across products,
services, and infrastructures rather than as a one-time replacement, precisely because cryptographic de-
pendencies are pervasive and algorithm agility and coexistence are required during migration [230, 45].
In parallel, ANSSI explicitly stresses that hybridisation remains necessary in the short and medium term
because post-quantum algorithms should not be assumed sufficiently mature to be deployed alone for
all use cases, and because hybrid approaches provide a pragmatic hedge during the confidence-building
period [34].

At the family level, Figure 2.1 summarises the principal benefits and limitations that drive transition engi-
neering. Lattice-based schemes have become the dominant near-term option for broad deployment due
to their favourable performance and extensive public scrutiny; this is reflected in NIST’s first finalised PQC
standards, where ML-KEM (FIPS 203) is specified for key establishment and ML-DSA (FIPS 204) is spec-
ified for signatures [238, 236]. Nevertheless, lattice mechanisms introduce larger keys/certificates and
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non-trivial implementation constraints compared to classical ECC, and they require careful engineering
and hardening to ensure robust operational deployment under realistic adversarial models. Hash-based
signatures provide conservative security foundations grounded in well-studied hash functions and sim-
ple design principles; NIST’s SLH-DSA (FIPS 205) specifies a stateless hash-based signature standard
derived from SPHINCS+ [240]. At the same time, hash-based signatures typically impose larger signa-
ture sizes and/or computational overheads, and, for stateful variants (e.g., XMSS and LMS), operational
fragility arises from state management requirements, motivating careful profiling and deployment disci-
pline [240, 170, 223]. Code-based schemes provide valuable algorithmic diversity and strong security
intuition, but practical deployment is often constrained by large public keys and associated communica-
tion overheads, which can be problematic for certificate-heavy workflows and bandwidth-limited environ-
ments; these trade-offs are reflected in NIST’s broader PQC evaluation and status reporting [16]. Finally,
additional families (e.g., multivariate and isogeny-based candidates) contribute diversity and, in some
instances, attractive size properties, but they are generally less stabilised for near-term high-assurance
deployment, reinforcing the need for staged adoption and agility-driven hedging [16, 34].

These family-level trade-offs translate directly into the protocol ecosystem readiness illustrated in Fig-
ure 2.1: progress across major security protocols and standards is uneven, and migration commonly
relies on transitional and hybrid constructions. The IETF engineering guidance stresses that PQC transi-
tion differs from previous cryptographic updates because incremental deployment, negotiation behaviour,
downgrade resistance, and ecosystem dependencies must be explicitly engineered [43]. Moreover, the
IETF has standardised terminology for hybrid schemes to ensure consistent interpretation across proto-
cols and organisations [96]. In practical terms, this means that PQC adoption must be executed at the
protocol and PKI level, not merely at the primitive level: modern service graph chains require a post-
quantum functional equivalent of classical PKI capabilities—supporting authenticated key establishment,
certificate-driven authentication, and integrity protection—while preserving interoperability across mixed
fleets spanning embedded nodes to back-end systems [230, 43].

In this context, PIQASO prioritises lattice-based and hash-based cryptography, as dictated by re-
quirements for deployability, maturity, and achievable assurance under constrained operational condi-
tions. Lattice-based primitives provide the most practical basis for scalable key establishment and signa-
ture services under current standardisation maturity [238, 236], while hash-based signatures complement
this baseline with conservative security foundations that are particularly relevant for long-term integrity
assurances and robustness-driven profiles [240]. To realise the transition pillars end-to-end, these prim-
itives must be integrated into high-level security protocols and credential ecosystems. Representative
IETF work items specify how ML-KEM and ML-DSA are incorporated into TLS 1.3 as part of the ongoing
protocol-level transition [90, 167], while PKI-level migration guidance addresses the operational trade-offs
among composite, dual, and PQC authentication models in certificate-based systems [272]. Together,
these protocol- and PKIl-level integrations provide the engineering pathway toward a quantum-resistive
trust fabric that preserves operational continuity through hybrid coexistence, supports future remediation
via agility, and maintains interoperability with legacy infrastructures.
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Table 2.1: Post-Quantum crypto implementations and countermeasures

PQC Family | Implementations

ML-DSA » RISC-V-based: matrix extension, 2D systolic array for NTT and other arithmetic optimizations
[322] , PQ ALU with performance/energy optimization [231], Custom lattice crypto processor
(Sapphire) for energy/performance optimization [44]

» ASIC-based: ASIC-tailored KaLi polynomial arithmetic unit with memory management for
optimal latency, Xilinx Zynq Ultrascale+ZVU102 FPGA [13], C-based FPGA and ASIC imple-
mentation for ML-DSA and ML-FSA [295]

+ FPGA-based: Ultrascale+ with parallelism, pre-computation, memory access sharing [157],
Ultrascale+ with compact programmable coprocessor for key generation, encapsulation, de-
capsulation, signature creation and verification, Zyng-7000 SoC, custom HW for main algo-
rithm, pre/post-processing on processor [308], Offloading to FPGAs to reduce energy con-
sumption [52], Artix-7 with LUT and FF optimization with special purpose DSPs [197], two-
stage pipeline for signing with low latency/ area [53]

+ ARM-based: Signing with trade-offs on stack/flash memory, speed [154], Intel Core i5-2260,
Cortex-M4 unrolling, inlining-pre-signing [268], NTT optimization, uniform sampling [158], Cor-
tex M7, leveraging 64-bit (double-precision) FP architecture [168], NTT/arithmetic signing op-
timizations, smaller prime modulus [3], ARMv8 (NEON) for optimized, interleaved NTT [193],
Co-design for reducing data transmission overhead, with HW accelerator integrated with ARM
Cortex-A9 in Xilinx Zynq [220], C implementation on Nios-Il, speed/resource trade-off [324].

+ OpenTitan-based: Extensions for optimizing lattice-based crypto with OpenTitan Big Num-
ber (OTBN) accelerator for improved performance [4], instruction set extensions in OTBN for
polynomial arithmetic and sampling optimizations [299]

» Other HW optimizations: Segmented pipeline NTT processing for storage/performance op-
timization [321], Performance, latency, area, energy optimization for embedded applications
[51], VHDL parallelization with low cycles, reasonable HW resources [278], RISC-V co-design
with enhanced performance using HW accelerations [190], Improved NTT HW architecture,
implemented using HLS, memory write-back [245]

« With Countermeasures: Low-cost fault-attack-resistant on Vehicle Network Processor
S32G274A: CM: FIA [62], ARM Cortex-M3, CM: masking with power of two prime modulus for
side-channel leakage [228], ML-DSA computations to be protected by Differential and Simple
Power Analysis (DPA, SPA), masking, shuffling with performance/security trade-off [40]. SCA
on signing vector. CM: Shuffling and masking [56]. SCA and FIA combination resilient to
shuffling. CM: Masking [69], Al-based SCA on secret key unpacking. CM: Masking secret
signing key [307], Instruction skipping FIA, deterministic and random ML-DSA. CMs: Signa-
ture re-computation, fault detection [123] Generalizes attack with fault in signing (randomized
ML-DSA). CM: Sign-then-verify [195].
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» Reference implementation: Two-stage approach: (i) IND-CPA-secure PK encryption, (ii) FO
transform for constructing KEM [37]

+ ARM-based: Cortex-M4 with signed Barrett performance optimization [3], 64-bit Cortex-A,
NTT optimizations, noise sampling, AES-based accelerator for symmetric functions [283],
Cortex-A72 and Apple M1 with caching incomplete NTT results, efficient modular multipli-
cation with Armv8-A Neon vector instructions [49]

+ With countermeasures: ARM Cortex-M4, PQM4 with performance optimizations. CMs:
1st/higher order masking [164], ARM Cortex-M0+/M4F. CM: Masking against first- and higher-
order attacks [64]. Artix-7, area-performance trade-offs. CM: Fault detection hashes, instruc-
tion cycle count, equality instructions, direct memory access isolation, protection against con-
trol flow modification, memory faults. Side-channel: address and instruction randomization
[180], Virtex7 VC707 FPGA fully masked implementation for SCA protection with limited per-
formance impact, CM: Masking and hiding through pipelining operations [185]. Masked co-
design with ciphertext compression, NTT multiplier for optimization, CM: Masking [133]. High-
order masking and polynomial comparison. New high-efficiency techniques proposed [91].
Improved FIA with reduced requirements for success, SACSA and lattice reduction [165], CPA
targeting polynomial multiplication. CMs: Masking, hiding [196], Kyberslash, timing attack
with non-constant-time modular division: CM: constant-time implementation [54], Defeating
low-cost CMs, like sanity check and decapsulation failure check. No CM proposed [269]

» RISC-V-based: Co-design with enhanced performance using HW accelerations [251]

+ ARM-based: Faster signature verification using ARMv8-A, benchmarked on Apple M1 and
RPI4 Cortex-A72. Slower signing compared to ML-DSA [246], NEON parallel processing unit
of ARMv8 MCU for accelerating FTT and NTT [192].

+ SW-HW co-design: Efficient accelerator (EFX) with granular optimization of low-level opera-
tions [202], Xilinx SoC FPGA, co-design for accelerating FN-DSA Gaussian sampling subrou-
tine [188]

» With Countermeasures: Mitigations for leakage of floating point-based operations [77], [189].
Key recovery by faulting Gaussian sampling, reducing lattice dimension. CM: Zero-checking
sampled secrets [222], Key recovery with a timing attack [132], EM-based SCA on pointwise

multiplication of FFT. CM: Masking [187], [155], [319]
» ARM-based: Architecture optimizations (Cortex): (i) Acceleration of Keccak permuta-

tion, (ii) hybrid implementations leveraging scalar and Neon instruction sets of Aarch64
[50], TPM extensions for resource-constrained devices to sign messages [247]

+ Intel-based: Optimized library combining SHA-NI and AVX2 vector instructions [161]

+ FPGA-based: Area-efficiency for embedded systems [55], Performance-optimized,
SCA identified (no efficient CMs proposed) [31], HW accelerator for signing [30]

+ RISC-V-based: Prototype implementation SLotH with HW optimizing padding formats

and iterative hashing processes of SLH-DSA. CM: SCA-secure PRF computation and
SLH-DSA Winternitz chains [282], integrating two accelerator modules for Keccak-1600 and
Haraka hash function, with processor modifications [211]

+ Other HW optimizations: Secure boot optimization, exploiting similarities of SLH-DSA
with LMS/XMSS [306], First FPGA and ASIC implementation of HQC [287]

» With Countermeasures: Protection against fault injection for forging signatures. Rec-
ommended redundancy checks, caching the intermediate W-OTS+s [140]. Key recov-
ery with faulty signatures obtaining by signing same message twice [73], [141], Ex-
tension to randomized SLH-DSA. CMs: redundancy, recompute and compare [140],
SACSA-based attack on Keccak. CM: Shuffling Keccak operations [186]
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+ FPGA-based: Xilinx Artix 7 Tow-latency polynomial multiplication and efficient Reed-
Solomon decoder [203], cross-layer approach for optimizing HQC RNG [288].

« Other HW optimizations: Optimized designs for key generation, encapsulation, and
decapsulation [102], fast prototyping of HQC with high-level synthesis (HLS) with paral-
lelization [12].

+ With countermeasures: Masked specification-compliant HQC vector sampling to ad-
dress timing attacks: CM: Masking [296]. Single-trace SASCA based on belief propaga-
tion (BP), targeting the Reed-Solomon decoder in the HQC code. CMs: Masking, shuf-
fling. [1583], Cache timing attack. CM: Accessing whole index set in secret sparse vector
[169], Message recovery based on EM-leaks of load and store operations. CM: Shuf-
fling multiplication order [152], Key recovery using ciphertexts combined with EM-based
SCA. CM: Boolean masking [150], Key recovery using ciphertexts with timing-based
attack. CM: Constant-time random vector generation [151].

2.2 Key Enabling Factors for PQC Migration

2.2.1 Crypto Asset Inventorying

The accelerated evolution of quantum computing constitutes a profound and disruptive transformation in
the foundational security assumptions upon which contemporary cryptographic systems are constructed.
It challenges long-standing trust models. It alters the threat landscape in fundamental ways.

Public-key cryptographic mechanisms such as RSA and elliptic curve cryptography (ECC) currently un-
derpin secure communications, digital authentication frameworks, certificate infrastructures, and crypto-
graphic key management across global digital ecosystems. These mechanisms are deeply embedded
in modern digital operations. They serve as the backbone of confidentiality and trust online. However,
they are widely anticipated to become fundamentally vulnerable once large-scale, fault-tolerant quantum
computers materialize. This projected capability elevates quantum computing from a distant theoretical
abstraction to an imminent inflection point. It demands proactive governance, structured preparedness,
and anticipatory mitigation. Reactive remediation will no longer be sufficient.

A particularly consequential dimension of this emerging threat paradigm is encapsulated in the harvest-
now-decrypt-later model. Within this framework, adversaries may already be systematically aggregating
encrypted communications and sensitive datasets. They may be preserving them for future decryption.
This decryption would become possible once quantum-enabled cryptanalysis becomes operationally vi-
able. The implications of this strategy are especially acute for information characterized by long-term
confidentiality horizons. This includes personal and biometric data. It also includes proprietary industrial
research, classified governmental correspondence, and operational data governing critical infrastructure
systems. Consequently, cryptographic resilience must no longer be evaluated solely through the lens
of present-day computational feasibility. It must be assessed from a forward-looking perspective. That
perspective must account for the projected longevity of both protected data assets and the cryptographic
primitives safeguarding them.

Within this evolving context, crypto asset inventorying emerges as an indispensable foundational pillar for
any credible transition toward post-quantum cryptography (PQC). Without a comprehensive, continuously
maintained, and empirically validated understanding of where cryptographic mechanisms are embedded,
organizations operate with limited visibility. They may not know which algorithms and protocols are op-
erational. They may lack clarity on how keys and certificates are provisioned and managed. They may
also be uncertain about what categories of assets are ultimately protected. Such opacity constrains their
capacity to assess quantum-related exposure. It also weakens their ability to design coherent mitigation
roadmaps. Crypto asset inventorying establishes the essential baseline. It does so by systematically
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Figure 2.2: Ideal Crypto Asset Inventorying

identifying, classifying, and documenting cryptographic dependencies. These dependencies span ap-
plications, communication networks, operating systems, embedded platforms, and hardware security
modules.

The imperative for structured inventorying is intensified by the architectural complexity of modern IT and
OT environments. Contemporary organizations typically operate highly heterogeneous infrastructures.
These environments integrate legacy systems with cloud-native services. They include distributed ar-
chitectures, containerized workloads, and third-party service dependencies. Each layer may rely upon
a diverse constellation of cryptographic standards, protocol implementations, and embedded libraries.
Legacy systems are particularly challenging. They frequently depend on deprecated algorithms. They
may rely on static configurations or hard-coded keys. In some cases, they use undocumented crypto-
graphic modules. This makes them resistant to agile migration. The resulting structural diversity amplifies
the operational intricacies of post-quantum transition efforts. It underscores the necessity of maintaining
a dynamic, continuously updated, and centrally governed view of cryptographic utilization.

Regulatory and policy developments at the European level further reinforce the relevance of crypto asset
inventorying. Policy instruments and guidance issued by the European Commission emphasize struc-
tured preparedness. The NIS2 Directive highlights the importance of risk management and resilience.
Guidance from ENISA further stresses the need to evaluate and map existing cryptographic dependen-
cies.

These frameworks collectively acknowledge that post-quantum migration is neither instantaneous nor
purely technical. It is a long-term, risk-driven transformation process. It must be anchored in precise
visibility. It must also rely on structured governance and foresight. The principal objective of crypto asset
inventorying is to enable informed and defensible decision-making. It allows organizations to exhaus-
tively identify cryptographic assets. These assets include algorithms, protocols, key pairs, certificates,
trust anchors, cryptographic libraries, and hardware-based security components. Through this process,
organizations attain granular visibility across every operational stratum of their infrastructure.

This enhanced visibility facilitates systematic vulnerability analysis. It is particularly relevant for algorithms
demonstrably susceptible to quantum adversarial capabilities. It also enables quantitative and qualitative
risk modelling. Cryptographic assets can be correlated with the sensitivity classification of the data they
protect. The operational, financial, and reputational consequences of potential compromise can be more

—
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accurately assessed. Beyond risk assessment, crypto asset inventorying plays a decisive role in struc-
tured migration planning. A rigorously maintained inventory permits organizations to prioritize remediation
and transition efforts. Prioritization can be based on asset criticality, external exposure, system interde-
pendencies, and practical feasibility of replacement or upgrade. Such prioritization is indispensable.
Post-quantum cryptographic schemes exhibit significant variability in performance characteristics. They
differ in computational overhead, bandwidth requirements, and technological maturity. Not all systems
can transition concurrently. Nor can they uniformly adopt identical post-quantum mechanisms. Crypto
asset inventorying therefore provides the analytical foundation for determining when, where, and which
post-quantum cryptosystems should be deployed. It supports a calibrated balance between enhanced
security assurances, operational continuity, and infrastructural resilience.

For inventorying processes to achieve substantive efficacy, they must extend beyond static documentation
and theoretical policy declarations. Effective crypto asset inventorying requires empirical observation. It
also requires automated discovery and continuous monitoring capabilities. These mechanisms must
detect cryptographic elements embedded within network traffic, software dependencies, configuration
files, authentication mechanisms, firmware, and application source code. This operational necessity has
catalysed the development of specialized technological solutions. These solutions translate conceptual
inventorying objectives into measurable and actionable capabilities. Tools such as Crypto Asset Inventory
(CAl) demonstrate how organizations can achieve comprehensive, cross-layer cryptographic visibility.
They help transform intent into tangible operational readiness in the face of the quantum computing
paradigm shift.

2.2.2 Integration to high-level protocols

Crypto Asset Inventorying establishes the evidence base for migration by revealing where cryptography
is used, which protocols and libraries are instantiated, and how trust is provisioned through keys and
certificates across the infrastructure. However, visibility alone is insufficient to plan a defensible PQC
transition. Migration feasibility is ultimately constrained by the maturity of high-level protocol integration,
because modern service graph chains consume cryptography primarily through standardised security
protocols and PKI-driven trust workflows rather than through standalone primitives. In operational terms,
a PQC transition succeeds only if post-quantum (or hybrid) key establishment and authentication are
supported end-to-end across protocol stacks, implementations, and relying parties. This system-level
viewpoint is aligned with IETF guidance, which emphasises that PQC transition is an ecosystem migra-
tion problem: incremental deployment, deterministic negotiation, downgrade resistance, and backward
compatibility dominate what is practically deployable in heterogeneous environments [43].

A consolidated view of the current maturity landscape is provided by the PQC adoption “heatmap” (Figure
2.3) summarised in the industry survey by Encryption Consulting and derived from the PQCC protocol
adoption tracking. This representation compares major protocols (e.g., SSH, TLS 1.2/1.3, X.509/PKI,
S/MIME, OpenPGP, IKE/IPsec, MLS, DNSSEC) across categories including pure PQ encryption, hybrid
PQ encryption, pure PQ signatures, and hybrid PQ signatures, illustrating that maturity is uneven and
frequently higher for hybrid key establishment than for pure PQ or for signature migration [124, 263].
For PIQASO, this unevenness is operationally significant: it indicates where near-term deployment can
build on converging standards and where additional engineering effort is required to avoid fragmented
adoption.

At the transport security layer, PQ integration is most advanced in TLS 1.3, where the IETF has defined
a framework for hybrid key exchange [297]. This standardisation effort aligns with the current deployment
pattern in which classical (EC)DHE is combined with a PQ KEM and the resulting secrets are combined to
provide resilience during transition. In parallel, the IETF is standardising concrete TLS 1.3 integrations for
ML-KEM-based key agreement and ML-DSA-based authentication, reflecting the practical convergence
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July 2025 Heatmap: Current State of PQC Standards and Adoption
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Figure 2.3: A recent and encouraging snapshot of the post-quantum PQC migration effort at high-end
protocol level [124]

around NIST-standardised primitives for protocol deployment [90, 167]. This maturity is also reflected in
large-scale, real-world experiments and rollouts: Cloudflare publicly reported broad deployment experi-
ments for post-quantum/hybrid TLS key agreement and continues to document PQ support constraints
(e.g., PQ key agreements supported in TLS 1.3-based stacks, with operational restrictions such as FIPS-
mode considerations) [198, 86]. Chrome’s platform-facing strategy similarly prioritises quantum-resistant
key exchange and explicitly highlights the systemic challenge of PKI agility for large-scale transition, re-
inforcing that protocol adoption must be accompanied by trust ecosystem evolution [304].

At the network-layer security plane, the PQ transition of IKEv2/IPsec has proceeded through standards
that explicitly address hybridisation and transitional operation. RFC 8784 specifies an IKEv2 extension
that mixes preshared keys to increase resistance to quantum attacks, while RFC 9370 specifies a frame-
work for performing multiple key exchanges in IKEv2 so that PQC can be integrated while maintain-
ing backward compatibility [260, 314]. These documents provide a standards-based foundation for PQ-
transitioned VPN and tunnel establishment, but also make explicit that protocol-level changes, negotiation
semantics, and message-size constraints must be carefully engineered—an issue that is particularly rele-
vant to deployments operating over constrained links and in environments where deterministic behaviour
under partial compatibility is required.

Beyond “classical TLS-like” handshakes, the research community has also developed protocol variants
that reduce the handshake overhead and shift authentication mechanisms to better accommodate PQ
settings. KEMTLS proposes a TLS 1.3 handshake variant that uses KEMs instead of handshake signa-
tures for server authentication, explicitly targeting efficiency and deployability constraints in post-quantum
environments [286]. KEMTLS-PDK extends this line by leveraging pre-distributed public keys to further re-
duce bandwidth and computation overheads, at the expense of additional provisioning assumptions—an
engineering trade-off that can be realistic in managed ecosystems with controlled key distribution chan-
nels [285].

At the implementation layer, protocol maturity is strongly influenced by the availability of deployable cryp-
tographic stacks. The Open Quantum Safe ecosystem (notably the OpenSSL 3 provider approach) ex-
poses post-quantum and hybrid capabilities for TLS 1.3 and associated X.509/CMS operations, enabling
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experimentation and integration even when native vendor stacks lag [252, 253]. In parallel, the OpenSSL
Foundation has publicly discussed post-quantum feature development paths (including hybrid ML-KEM
support), reflecting an increasing convergence toward production-grade support for post-quantum primi-
tives and hybrid configurations [257].

Overall, the protocol maturity landscape motivates a concrete conclusion for PiIQASO: integration readi-
ness is not uniform, and therefore protocol-aware profiling and prioritisation is a necessary enabling factor
for any credible transition plan. Crypto Asset Inventorying provides the visibility needed to identify which
protocols, cryptographic libraries, and trust dependencies are present across the infrastructure. The ma-
turity assessment discussed here, then provides the basis to determine which dependencies can transi-
tion first, which are expected to rely on hybrid transitional modes, and which remain bottlenecks that must
be mitigated through architectural controls and deployment planning. Importantly, protocol readiness
alone does not guarantee deployability. Even when standards and implementations exist, operational
deployment must account for hostile threat models, including physical access, side-channel exposure,
and fault-injection capabilities against embedded endpoints and cryptographic modules. This creates the
need to instantiate sensitive PQC and hybrid protocol functions within a protected execution context—i.e.,
as a trusted application anchored on quantum-safe cryptographic services and hardware-based key pro-
tection so that protocol-level security claims remain valid under realistic adversarial conditions.

2.2.3 Deployment and Instantiation as a Trusted Application

The maturity of PQC integration into high-level protocols is a necessary precondition for migration, but
it is not sufficient for modern service graph chains. In contested and physically exposed environments,
protocol-level security guarantees can be undermined if secret-dependent computations are executed in
weakly protected software contexts, or if long-term private keys are exposed through physical attacks.
This is particularly relevant for PQC implementations, which often operate on larger secret-dependent
data structures and may involve longer computations, increasing the observable footprint for side-channel
leakage and expanding the attack surface for fault injection.

PIQASO therefore treats deployability as a trusted instantiation problem: cryptographic functions that
handle long-term secrets—key generation, private-key storage, key decapsulation, and signing—must be
deployed as Trusted Applications within an isolated execution context and anchored to hardware-backed
key protection. The objective is to ensure that the host operating environment, even if compromised,
cannot directly access private keys or intermediate secret state, and that the interface between the rich
execution environment and cryptographic services is minimised, strictly validated, and policy-governed.

At the architectural level, this instantiation model aligns with established secure-execution principles as
formalised in Trusted Execution Environments (TEEs), where trusted applications run isolated from the
rich OS and are accessed through a controlled client APl and secure session model. Such isolation and
trusted application lifecycle management is consistent with the GlobalPlatform TEE architecture and its
trusted application model, which define security boundaries, secure storage, and the trusted application
execution paradigm used across commodity devices. [143] TEEs serve as the enforcement point for
cryptographic policy and for secure mediation of cryptographic operations, ensuring that sensitive code
and data remain confined to the trusted world.

Beyond protocol maturity, trusted deployment is an architectural necessity driven by three imperatives.
First, isolation of critical cryptographic kernels is required because not all components of a cryptographic
workflow require the same protection level. A trusted-application deployment model draws explicit bound-
aries between trusted and untrusted execution contexts and confines the most sensitive operations—such
as KEM decapsulation and digital signature generation—to an isolated environment. This prevents a com-
promised host operating system or application stack from directly accessing private keys, decapsulation
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intermediates, or signing state, thereby preserving the confidentiality of long-term secrets even under
host compromise.

Second, resilience against physical attacks must be assumed in realistic threat models. Software-only
implementations—even when functionally correct—can be exposed to side-channel leakage (e.g., power
and electromagnetic analysis) and fault injection, particularly on embedded platforms with extended field
exposure. Trusted deployment therefore requires a hardware-backed secure element (or equivalent
tamper-resistant module) that is explicitly engineered with countermeasures against leakage and fault
adversaries. By offloading the most sensitive computations and key storage to this hardened module,
the system reduces the attack surface available to physical adversaries and provides a practical basis
for achieving measurable, certifiable resistance against side-channel and fault attacks. Foundational
results on differential power analysis and practical fault attacks illustrate the feasibility of key recovery
when implementations are not protected, motivating countermeasures such as masking, hiding, and
redundancy/error-detection mechanisms as part of a defence-in-depth design [194, 58, 218]. In addition,
recognised evaluation frameworks provide the baseline for structuring and validating assurance claims
for cryptographic modules and their physical security posture [2, 233].

Third, trusted deployment provides the root capability for trust establishment and attestation in distributed
security architectures. Beyond protecting execution, the trusted domain can act as the device’s anchor for
producing integrity evidence—attestation assertions over software configuration, cryptographic posture,
and runtime integrity—that can be verified by remote relying parties. Such evidence is essential for estab-
lishing trust relationships in Zero-Trust settings, enabling policy enforcement that only verified nodes and
verified cryptographic configurations may participate in protected communication and key management
workflows.

Operationally, the Trusted Application boundary also enables a clean integration path with high-level
protocols. Protocol stacks (e.g., secure channel establishment and certificate-driven authentication work-
flows) can invoke PQC services via the Trusted Application interface, while long-term keys and secret-
dependent computations remain confined to the trusted domain. This design reduces the likelihood
that protocol integration inadvertently reintroduces key exposure through debugging interfaces, memory
disclosure vulnerabilities, or untrusted software dependencies. It also supports policy-governed hybridi-
sation and algorithm agility at runtime: protocol-facing components can negotiate and select approved
algorithm suites, while the actual private-key operations are executed under trusted enforcement, pre-
serving assurance even in mixed and partially upgraded deployments.

The deployment and instantiation as a Trusted Application provide the missing link between “protocol
support exists” and “protocol security holds under considered threat models”. It anchors PQC opera-
tions in a protected execution and key-protection substrate that is compatible with recognised assurance
frameworks, and it constrains the exposure of long-term secrets in the presence of realistic adversaries,
including those with physical access and advanced measurement or fault capabilities. This trusted in-
stantiation must also remain interoperable and profile-driven: interfaces and operational behaviours must
align with emerging PQC protocol profiles and conformity expectations to avoid fragmentation across
vendors and coalition deployments.

2.3 Alignment with European PQC Standardisation

The post-quantum transition is being shaped by a small set of highly influential standardisation and guid-
ance ecosystems that collectively determine what is deployable, interoperable, and certifiable at scale.
In practice, two primary reference points currently drive national and industrial transition programmes:
NIST in the United States, which is producing formal algorithm standards and associated transition guid-
ance, and ANSSI in Europe (France), which provides security-agency guidance on algorithm choices,
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hybridisation strategy, and deployment constraints for high-assurance products. While these ecosystems
are broadly aligned on the necessity of staged transition and hybridisation, they are not fully aligned
today with respect to algorithmic preferences and profiling choices, and this divergence creates a practi-
cal convergence gap for service graph chains operating across transatlantic supply chains and coalition
environments.

On the US side, NIST has already published its first post-quantum cryptography standards (e.g., ML-
KEM, ML-DSA, SLH-DSA) and maintains an evolving programme for additional algorithms and transition
guidance, positioning these standards as the baseline for widespread adoption across products and pro-
tocols [242, 239]. On the EU side, ANSSI’s position papers emphasise early deployment through hybrid
mechanisms and provide explicit agency guidance on algorithm selection principles, assurance evolution,
and conservative options for high-security use cases [33, 34]. Importantly, ANSSI explicitly highlights that
“choosing algorithms selected by NIST for standardization is not an absolute prerequisite” in early de-
ployments, and it encourages conservative options where performance and bandwidth constraints permit
[33, 34].

A concrete manifestation of the current profiling divergence is the treatment of FrodoKEM. In its follow-up
guidance, ANSSI describes FrodoKEM as a more conservative alternative to structured lattice KEMs due
to its reliance on plain LWE, while acknowledging that this conservatism incurs substantial performance
and bandwidth penalties; ANSSI therefore encourages FrodoKEM as a valid option in high-security appli-
cations where this penalty is not prohibitive [34]. By contrast, NIST’s first published standards designate
ML-KEM as the primary standard for general key establishment, reflecting the stronger emphasis on
deployability and efficiency for broad ecosystems and protocols [242, 239]. This example illustrates a
wider issue: even where long-term convergence is expected, near-term deployment profiles may differ
(e.g., “conservative but heavy” versus “efficient and standardised”), and guidance is needed to avoid
fragmentation of interoperability profiles across service graph chains, vendors, and certification pipelines.

Beyond algorithm selection, convergence also depends on protocol and platform standards bodies that
operationalise PQC into real systems. The IETF is central to this layer, because it defines how PQC is
integrated into high-end security protocols and PKI artefacts that underpin authenticated key exchange
and trust establishment across networks. IETF engineering guidance emphasises that PQC transition
is an ecosystem migration problem in which incremental deployment, negotiation behaviour, downgrade
resistance, and backward compatibility dictate real-world feasibility [43]. Recent IETF work items further
extend this transition into application and PKIl layers, including recommendations for PQC usage profiles
in TLS-based applications and explicit treatment of pure PQ versus hybrid (composite) X.509 certificate
strategies [271]. This IETF layer is therefore a key determinant of what constitutes “compatible” post-
quantum operation in practice.

At the hardware root-of-trust layer, the Trusted Computing Group (TCG) provides the dominant industry
specifications for trusted platform modules and related trust anchors. TCG has explicitly stated that it is
updating specifications to prepare for the post-quantum era and that these updates depend on the algo-
rithms and parameter sets published by agencies such as NIST, highlighting that platform trust standards
evolve under external cryptographic dependencies [305]. This adds a further dimension to convergence:
even if NIST and ANSSI guidance converges at the algorithm level, practical alignment still requires con-
sistent profiles that can be embedded into platform trust anchors and consumed uniformly by protocol
stacks, credential ecosystems, and relying parties.

The current landscape indicates an alignment gap across (i) algorithmic profiling preferences (e.g., con-
servative options such as FrodoKEM versus efficiency-driven baselines), (ii) protocol-level integration
profiles governed by IETF processes, and (iii) platform trust anchor evolution governed by TCG spec-
ifications. For service graph chains where interoperability, certification, and long lifecycle constraints
are binding, this gap cannot be addressed by algorithm selection alone. What is required is structured
guidance that (a) defines interoperable PQC profiles across agencies, (b) aligns protocol and certificate
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migration patterns with those profiles, and (c) ensures that platform trust anchors can support these pro-
files consistently. This is precisely why PiQASO treats profiling and metrics construction as a necessary
step towards harmonised, deployable, and assurance-aligned migration.

2.3.1 Gaps in PQC Standardisation Profiling and Security Evaluation Metrics

A second—and currently more severe—convergence gap concerns how PQC implementations will be
evaluated and certified under realistic attacker models. While algorithm standards are now being pub-
lished and protocol integrations are progressing, harmonised certification methodologies for PQC mod-
ules (especially under physical attacks) are not yet mature or consistently codified across schemes. This
matters directly for practical deployments, as PQC will often be instantiated in security-critical, physically
exposed platforms (secure elements, TPM-class roots of trust, embedded endpoints), where certification
is a procurement and assurance prerequisite rather than an optional add-on.

In Europe, the newly adopted EUCC scheme is explicitly grounded in Common Criteria evaluation prin-
ciples and associated methodologies [126, 88, 1]. EUCC inherits the long-standing CC approach to
vulnerability analysis (AVA-VAN) and attacker capability modelling (including attack potential scoring),
which has been refined substantially in the smartcard/secure-element community [125]. In the United
States, comparable assurance is typically achieved through FIPS 140-3 / CMVP, where algorithm val-
idation (CAVP) is a prerequisite for module validation [233, 232, 241]. Importantly, these frameworks
are mature as certification structures, but they were developed primarily around classical cryptographic
modules and established evaluation practice for conventional primitives.

For PQC, the gap is not the absence of any evaluation method, but the lack of PQC-specific, standardised
guidance that reliably maps (i) which physical attack classes are critical per PQC primitive and implemen-
tation style, (ii) which countermeasures must be present and how their effectiveness should be tested,
and (iii) how to express these expectations as interoperable protection profiles / evaluation vectors. Exist-
ing standards for non-invasive attack testing—such as ISO/IEC 17825—provide structured test metrics for
assessing mitigation against non-invasive attacks at the module boundary, but they do not, by themselves,
deliver PQC-family-specific evaluation profiles or resolve the composability and coverage questions that
arise for diverse PQC kernels and parameter sets [176, 177, 311]. Similarly, CC evaluation methodology
(CEM/ISO 18045) specifies what evaluators must do at a process level, but PQC-specific test artefacts
(e.g., reproducible attack traces, fault models, leakage models, and pass/fail criteria for concrete PQC
kernels) are not yet harmonised in the way that classical smartcard evaluation practice has achieved for
certain established primitives [88, 1, 125]. The result is a practical uncertainty: organisations may be able
to integrate PQC into products and even validate algorithms under CAVP/CMVP workflows, yet still face
ambiguity over which physical attacks must be demonstrated, which countermeasures are “sufficient”,
and how evaluation effort and cost should scale with attacker capability in a consistent, repeatable way
[241, 232].

PIQASO’s activities on physical-attack demonstration and protection for PQC implementations can di-
rectly contribute to closing this gap by providing the kind of evidence and technical artefacts that certifica-
tion schemes require to converge on actionable profiles. In particular, PIQASO’s experimentally grounded
results can be leveraged by the wider PQC community to: (i) define attack-path profiles for PQC kernels
(e.g., decapsulation/signing) that align with attacker-capability concepts used in EUCC/CC and the smart-
card evaluation ecosystem [125, 126]; (ii) produce repeatable evaluation vectors (measurement setups,
leakage/fault models, and pass/fail criteria) that complement existing non-invasive testing standards and
make them more directly applicable to PQC modules [177, 176]; and (iii) support the construction of PQC
protection profiles / assurance templates that are interoperable across vendors and evaluators, reducing
fragmentation between “algorithm standardisation” and “certifiable deployment.” This is a necessary pre-
condition for practical adoption, because it enables procurement-aligned assurance claims and reduces
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the risk that PQC migration stalls at the point where products must demonstrate measurable resilience
against physical adversaries.
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Chapter 3

PiQASO Framework Main Building Blocks

In order to fulfil the core motivation of PIQASO for providing quantum-resistant security capabilities to ser-
vice graph chains belonging to a wide variety of application domains, the approach followed by PiQASO
entails the creation of a testbed that provides the capability for benchmarking the PiQASO Post-
Quantum security protocols in the context of the use cases, in order to measure their impact on
the operations conducted as part of their normal operation. Throughout this Chapter, we will provide a
high-level overview of the building blocks comprising the PIQASO framework, which will then constitute
the basis for their development throughout the lifecycle of the project.

Specifically, PIQASO adopts a 3-layered approach for building a holistic quantum resilient solution to-
wards enabling an operationally realistic transition to PQC across heterogeneous infrastructures. The
approach is designed to (i) establish visibility and evidential grounding on where and how cryptography
is used, (ii) enable controlled integration and deployment of PQC and hybrid transitional configurations
with minimal disruption to operational services, and (iii) support continuous verification and assurance
under realistic adversarial models, including physically capable attackers. In contrast to purely algorithm-
centric viewpoints, PIQASO treats PQ transition as a system-level solution that couples cryptographic
primitives, protocol stacks, and trusted execution into a coherent framework suitable for long-lived and
mixed-criticality environments. Crucially, PIQASO is engineered to safeguard the entire computing
continuum, spanning edge nodes to back-end/cloud infrastructures. This continuum-wide scope
is essential in modern service graph chains, where services and trust relationships are inherently dis-
tributed and where adversaries may target the weakest point of the chain—often a physically exposed or
resource-constrained endpoint—to undermine end-to-end confidentiality, integrity, availability, and opera-
tional assurance.

Figure 3.1 provides a consolidated view of PIQASO’s end-to-end transition logic across the computing
continuum. It highlights the closed-loop nature of the framework: starting from crypto-asset inventorying
and posture assessment, progressing through PQC selection and orchestration (including hybrid tran-
sitional configurations where required), and culminating in verification activities such as implementation
rating, continuous monitoring, and recommendations. The figure also reflects PIQASO’s design objective
of preserving deployability across both low-end embedded platforms and high-end infrastructures (com-
prising the entire computing continuum), ensuring interoperability with legacy infrastructures. The latter
is one of the main bottlenecks identified in EU’s roadmap for a concrete transition strategy: Miniaturiza-
tion of PQC implementation footprint with full hardware re-use so as to unlock their integration in diverse
applications across different services. This is one of the main endmost goals of PIQASO to be achieved
through not only a detailed profiling of each PQC primitive but also the provision of different modalities
capturing industry’s favour towards hybrid- and agile-by-design PQC settings.

Assessment and Characterisation of Cryptographic Assets and Posture. PIQASO establishes the
starting point for transition by characterising the cryptographic posture of an infrastructure and producing
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Figure 3.1: PIQASO PQC framework safeguarding the computing continuum (edge to cloud)

“Acceleration Templates” for

structured inventories of cryptographic assets (Section 3.5). This includes the identification of crypto-
graphic dependencies at multiple layers—protocol instantiations, libraries, certificate chains, key sizes
and lifetimes, and key management interfaces—so that quantum-vulnerable elements can be prioritised
for remediation. The assessment phase is not limited to passive listing; it is designed to support
continuous observability and traceability of cryptographic usage across operational services, en-
abling the construction of crypto inventories that are actionable for migration planning across
the edge-to-cloud chain. The outcome of this process is a structured representation of cryptographic
dependencies (e.g., a cryptography bill of materials—style view) that feeds risk and conformity reasoning,
supporting the definition of short-term (hybrid) and long-term (pure PQ) transition strategies consistent
with operational constraints.

PQC Integration and Orchestration. Based on the characterised posture, PIQASO supports the orches-
trated deployment of PQC capabilities in a way that preserves interoperability with legacy systems and
reduces operational disruption. The orchestration & operational deployment of post-quantum cryptosys-
tems leverages PIQASO PQC Ensemble secure implementations (Section 3.1) featuring a fully-fledged
(SW) optimization and (HW) acceleration design space while embodying advanced counter-measures
(CMs) against the most prominent types of physical attacks (see Section 4.7 for the threat model to be
considered as a basis demonstrating PIQASO’s enhanced resilience). To better capture the current needs
of both high-end (safety-critical) applications but also low-end embedded devices, PIQASO will provide a
3-tier service modality: (a) a HW-augmented and accelerated implementation providing a full instantiation
of a QR Trusted Computing Base (QR-TCB as described in Section 3.2) enabling cryptographic functions
including secure authentication, KEM, encryption and signing functions in a tamper-resistant manner,
turning the host device into a “hardened” security token with sustainable security, featuring protection
techniques against both side-channel and fault injection attacks with the specific target to be the first PQ-
ready Secure Element to achieve certifiable physical security; (b) a cryptographic SDK (PQC SDK) that
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can be integrated into any commodity system for secure data processing and crypto operations; and (c)
an “as-a-service” model that provides the first instance of a cloud self-service model (PQC “as-a-Service”
(PQC AAS)) (Section 3.3) capable of delivering the trustless and computational secure benefits of PQC
to all and any connected devices that want long-term secure-by-design data storage (PQC anywhere
and anytime service model). All these functional components will be commonly designed by adopting a
flexible SW/HW co-design approach enabling full programmability, as it pertains to optimization and ac-
celeration, resulting into robust (universal) accelerators that can support the optimal (re-)parameterization
of different families of crypto algorithms (i.e., lattice-, hash-based) which in turn guarantees high security
with high performance. PIQASO PQC Ensemble SW/HW co-design will leverage two types of accel-
eration primitives: (i) HW acceleration of those crypto workloads/operations leveraging the underlying
(soft-core) general-purpose processing unit, and (ii) HW acceleration of those resource-intensive compu-
tations supported through dedicated co-processing units. Combining the flexibility of the soft-core and the
performance of dedicated HW accelerators, makes PIQASO PQC co-design an ideal design approach
for resource-constrained commodity devices. Our implementations will be tested on an FPGA platform
representing a commodity platform rather common in the majority of defence applications.

Testing, Validation, and Verification for Conformity and Assurance. PiQASO closes the loop be-
tween deployment and assurance by combining continuous monitoring of cryptographic posture with
validation and verification activities that quantify both performance and resilience. This includes (i)
implementation-level benchmarking and profiling to evaluate operational overheads induced by PQ and
hybrid configurations, and (ii) security validation against realistic adversarial models, with particular em-
phasis on physical and implementation-level attacks (e.g., side-channel and fault attacks against embed-
ded endpoints and cryptographic modules). The objective is not merely to “test implementations,” but to
generate structured evidence that supports repeatability, comparability, and eventual convergence toward
evaluation profiles and conformity expectations for PQC modules and PQ-enabled protocol deployments.

PiQASO’s layered approach enables a disciplined transition programme: it begins with evidence-driven
characterisation of cryptographic dependencies, proceeds to orchestrated PQC integration, anchored in
trusted deployment patterns across the computing continuum, and is continuously supported by validation
and verification activities that produce actionable assurance evidence. In doing so, PIQASO aims to
reduce fragmentation between “standardised algorithms” and “deployable, certifiable systems,” providing
a coherent pathway toward quantum-resilient networks that preserve operational continuity under realistic
threat conditions.

3.1 PiQASO Software Library

One of the main objectives of PIQASO is to develop robust and highly-optimized implementations
of the NIST-standardized PQC primitives ML-KEM, ML-DSA and SLH-DSA. Robustness of the im-
plementations is ensured by the multi-layered threat model, described in Section 4.7, which will enable
a series of countermeasures at implementation-level for mitigating risks and vulnerabilities introduced
by SCAs, SW-based FlAs and inconsistencies in SW implementations (SW-bugs). For the optimization
of PQC algorithms, PiIQASO aims at conducting an extensive study on investigating algorithmic
improvements in order to overcome performance bottlenecks. More precisely, this rigorous study
will focus on optimizing performance-intensive subroutines in PQC primitives, particularly the NTT-based
polynomial arithmetic operations, which dominate the execution time of lattice-based algorithms. Since
NTT is the main computational building block of lattice constructions, accelerating NTT will yield perfor-
mance gains also in the more advanced lattice-based schemes which are part of the PiQASO initiative
(ABE and UPKE).

The PiQASO PQC Software Library is dedicated to high-quality, embedded-oriented implementations of
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post-quantum cryptographic (PQC) algorithms. Its objective is to collect, consolidate, and maintain opti-
mized PQC implementations developed within the project, ensuring a high level of assurance, systematic
testing, and integrated countermeasures against side-channel attacks.

The PIQASO PQC Software Library focuses on providing lightweight asymmetric cryptographic primitives
suitable for constrained platforms, combining efficiency, robustness, and side-channel resistance. In
particular, the library integrates masking and shuffling techniques as built-in countermeasures against
side-channel leakages. To the best of our knowledge, no existing state-of-the-art library currently offers
embedded-oriented PQC implementations that simultaneously combine high code quality, fine-grained
function-level testing, and integrated first- and second-order masking protections. The library includes
the following main components:

* ML-KEM implementation compliant with FIPS 203: An embedded-oriented implementation of
ML-KEM fully compliant with the FIPS 203 specification is provided. The design targets constrained
platforms and relies on static memory management to avoid dynamic allocation. All internal func-
tions are individually tested to ensure correctness and robustness. The implementation supports
hardware accelerators developed by CEA. Dedicated validation functions are included to verify cor-
rectness against official NIST test vectors and reference implementations such as mlkem-native'.

* ML-DSA implementation compliant with FIPS 204: An embedded-oriented implementation of
ML-DSA compliant with the FIPS 204 specification is also included. As for ML-KEM, the imple-
mentation uses static memory management and ensures that all internal functions are thoroughly
tested. Support for CEA-developed hardware accelerators is provided where applicable. Validation
functions ensure conformance through official NIST test vectors and available reference implemen-
tations such as midsa-native?.

+ First- and second-order masking gadgets for ML-KEM: The library provides all necessary cryp-
tographic gadgets to enable first- and second-order masking of ML-KEM. These components are
specifically designed for embedded environments and are systematically tested and characterized
to ensure the absence of exploitable side-channel leakages. Particular attention is devoted to re-
sistance against power and electromagnetic analysis attacks, including higher-order attacks.

* First- and second-order masking gadgets for ML-DSA: Similarly, the library includes the required
masking gadgets to support first- and second-order protected implementations of ML-DSA. These
components are thoroughly tested and characterized to verify their effectiveness in preventing infor-
mation leakage through side-channel attacks, ensuring robust protection in embedded deployment
scenarios.

* First- and second-order masked ML-KEM implementation: A fully protected version of ML-KEM
is included, leveraging the independently developed first- and second-order masking gadgets. This
implementation integrates the masking components into the complete algorithm flow and may incor-
porate additional countermeasures, such as shuffling at carefully identified sensitive points of the
algorithm to further reduce side-channel leakage. The masked implementation is thoroughly char-
acterized through dedicated leakage assessment campaigns and includes support for hardware ac-
celeration, ensuring compatibility with CEA-developed cryptographic accelerators while maintaining
side-channel resistance.

* First- and second-order masked ML-DSA implementation: A fully protected ML-DSA implemen-
tation is also provided, integrating the dedicated first- and second-order masking gadgets within the
full signature scheme. As with ML-KEM, additional countermeasures such as selective shuffling

'https://github.com/pg-code-package/mlkem-native
2https://github.com/pg-code-package/midsa-native
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may be applied at critical stages of the algorithm. The implementation is characterized through
systematic side-channel evaluation to assess its resistance against power and electromagnetic
attacks. Support for hardware acceleration is included, enabling integration with CEA-developed
accelerators while preserving the intended security guarantees.

3.1.1 Algorithmic Optimizations of Lattice-Based Algorithms

The practical deployment of lattice-based Post-Quantum Cryptography (PQC) requires not only theoret-
ical security guarantees but also highly optimized implementations capable of meeting stringent latency
and resource constraints. As these primitives rely heavily on polynomial arithmetic over finite fields, the
efficiency of the underlying multiplication algorithms is the primary driver of overall system performance.
While standard techniques such as the Number Theoretic Transform (NTT) provide asymptotic efficiency,
they often incur significant concrete overhead due to the dense frequency of modular reduction oper-
ations required in software. In this section, we propose an algorithmic optimization that mitigates this
bottleneck by transposing the arithmetic burden from the modular domain to the complex domain. By
leveraging fixed-point arithmetic, we achieve better performance while preserving the constant-time exe-
cution, which is necessary for security against timing side-channel attacks.

Context and Mathematical Foundations Lattice-based PQC primitives rely on the hardness of prob-
lems over structured lattices to achieve an optimal balance between security, computational performance,
and transmission bandwidth (ciphertext and key sizes). These primitives typically operate over polynomial
rings, where elements are represented as polynomials—or matrices of polynomials—residing in quotient
rings of the form:

Ry = L[ X]/(XY +1), (3.1)

where N is a power of two (typically 256 or 512) defining the lattice dimension, and ¢ is a prime modulus.
The efficiency of polynomial operations within this ring structure is a critical determinant of the primitive’s
overall performance. The most computationally intensive operation is polynomial multiplication. Given two
polynomials a(z) = SN " a;2” and b(x) = SN biat, their product c(z) = a(z) - b(x) mod (XN + 1) is
defined as a negacyclic convolution. The coefficients ¢, of the resulting polynomial are given by:

k N-1
Ci, = Z a;by—; — Z aib]\[+k,i for k = O, N N —1. (32)
=0 i=k+1

A naive implementation of this convolution requires O(N?) scalar operations, which is prohibitively slow
for the large values of N required for high-security applications.

Standard Approach vs. Computational Bottlenecks To mitigate the O(N?) complexity, parameters
N and q are typically selected to support the NTT [284]. The NTT is an analogue of the Fast Fourier
Transform (FFT) over finite fields, allowing multiplication to be performed in the frequency domain. By
transforming the polynomials into their NTT representations, point-wise multiplication can be applied,
reducing the asymptotic complexity to O(N log, N). However, while the NTT reduces the operation count,
the standard implementation introduces significant overhead due to the nature of modular arithmetic.
Modular reductions are required after every addition and multiplication to keep coefficients within the field
Z,. These modular reduction operations hinder the performance.
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Proposed Optimization: Complex Domain Mapping To address these bottlenecks, we propose an
algorithmic optimization that shifts the arithmetic domain. Instead of performing operations directly in Z,,
we map the original polynomials to appropriate polynomials with complex coefficients. This allows us
to leverage standard FFT-based convolution techniques rather than the modular NTT. The core of this
strategy involves implementing fixed-point arithmetic to retain constant-time execution—a mandatory re-
quirement for preventing timing side-channel attacks. In this optimized flow, all intermediate operations
(FFT, point-wise multiplication, inverse FFT) take place using standard integer instructions without inter-
mediate modular reductions. The costly modular reduction modulo ¢ is deferred until the very end of the
polynomial multiplication process.

Precision and Correctness Strategy The viability of this approach hinges on managing numerical
precision to prevent data loss. Since fixed-point arithmetic is an approximation of the continuous complex
domain, strict error analysis is required. We ensure correctness through a dual-selection strategy:

1. Integer Width Selection: We carefully select the appropriate container size (e.g., int32 vs int64)
to accommodate the dynamic range of the values during the accumulation steps of the convolu-
tion, ensuring that the maximum possible value does not exceed the container’s capacity (overflow
protection).

2. Fractional Bit Allocation: We determine the optimal number of bits dedicated to the fractional part
of the fixed-point representation. This minimizes the quantization noise introduced during the
FFT/IFFT stages.

By rigorously configuring these parameters, we maintain sufficient precision to ensure that the accumu-
lated error remains strictly below the rounding threshold. Consequently, the final fixed-point result rounds
correctly to the exact integer expected from the theoretical convolution, guaranteeing mathematical equiv-
alence to the standard NTT approach while reducing instruction overhead.

3.2 Quantum-Resistant Trusted Computing Base (QR-TCB)

The Quantum-Resistant Trusted Computing Base (QR-TCB) considered in PiIQASO is designed as the
minimal trusted domain responsible for protecting long-term cryptographic assets and enforcing secure
execution of Post-Quantum Cryptography (PQC). Long-term private keys are generated, stored, and used
exclusively inside a Trusted Execution Environment (TEE), ensuring isolation from the Rich Execution
Environment and untrusted software. These keys serve as the root for deriving session keys, enabling
secure communication, and providing authenticity through PQC signatures. The blueprint emphasizes
minimizing the trusted surface while maintaining sufficient functionality to preserve security guarantees
and avoid excessive secure/non-secure transitions that would increase latency and observable leakage.
To accommodate heterogeneous device capabilities and deployment requirements, the QR-TCB follows
a three-tier architectural model that balances security and efficiency. The highest-assurance tier exe-
cutes full cryptographic primitives within the TCB, providing maximal isolation and reduced exposure of
intermediate secrets.

A second tier confines only secret-dependent operations, such as key generation, secure key storage,
signing, and decapsulation, to the TCB, while non-sensitive computations are delegated outside to re-
duce trusted code size and improve performance. The third tier introduces fine-grained partitioning of
cryptographic primitives, selectively executing only the most sensitive algorithmic components inside the
TCB, guided by leakage and performance analysis. This tiered approach enables adaptable deployment
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Figure 3.2: QR-TCB blueprint in the context of PIQASO

across platforms with varying performance, energy, and threat constraints. The QR-TCB will hold long-
term keys that will be isolated from normal execution via a TEE. These keys will, in turn, be used to derive
new session keys for communication, or provide authenticity via signatures. In short, the three levels that
will be considered are

1. Full execution of the cryptographic primitives inside the TCB.

2. Delegation of only secret-key dependent high-level functions inside the TCB (key generation and
key storage, and signing/decapsulation).

3. Low-level segmentation of the primitives that need to be run in the TCB or outside.

Beyond functional partitioning, the blueprint incorporates configurable hardware and execution options.
Hardware accelerators for PQC operations may be bound to the TCB to provide constant-time, leakage-
resilient execution, or alternatively shared with the non-secure domain where performance constraints
dominate. In some deployments, dual accelerators may be employed to maintain strict isolation between
trusted and non-trusted computation. Similarly, ephemeral/session key processing, used to ensure for-
ward secrecy, may be executed either inside the TCB for maximal protection or outside when performance
or resource constraints require it, provided that long-term secrets remain fully protected within the trusted
domain. A central design objective of the QR-TCB is resistance to side-channel leakage, with mask-
ing serving as the primary protection mechanism. The blueprint considers the possible integration of
masked implementations with constant-time execution, controlled memory access patterns, and careful
coordination with the TEE to limit observable behavior across domain boundaries.

For signing the attestation evidence used in the context of the attestation enablers exposed by the
PIQASO QR-TCB, we will investigate (hash-based) group signatures from symmetric primitives. To con-
struct a group signature scheme, the first design choice is selecting group membership credentials. A
credential is essentially a signature on a user’s key generated by the group issuer, while a group signa-
ture serves as a non-interactive zero-knowledge proof of the credential. Since we utilise only symmetric
primitives, the credential can either be a hash-based signature or a signature from another symmetric
primitive. Many researchers have employed a single Merkle tree signature as a group membership cre-
dential. Some examples include group signatures [70, 120, 191, 290, 317, 318] and enhanced privacy 1D
(EPID) [59]. However, these schemes are limited to handling small group sizes. Recently, Chen et al. in-
troduced a new group membership credential, which is a modified SPHINCS+ signature and can support
a large group size of up to 260. They proposed to use this type of credentials to generate group signa-
tures [79], Direct Anonymous Attestation (DAA) [78] and Enhanced Privacy ID (EPID). Unfortunately, the
performance of this type of group membership proof is not optimal; with a group size of 260 and a security
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level of 128 bits, it takes 30 seconds to prove a group membership and 14 seconds to verify, resulting
in a signature size of approximately 2 MB. In PIQASO, we will investigate the development of a more
efficient group signature scheme from symmetric primitives. We will explore suitable group membership
credentials and their corresponding zero-knowledge proof. For example, we will investigate the possibility
of employing a symmetric-setting signature, FAEST, which is a candidate in the second round of NIST’s
PQC for additional digital signature schemes. It is based on the VOLE-in-the-Head technique, which is
similar to MPCitH.

3.3 PQC-as-a-Service (PQaaS)

PQC-as-a-Service (PQCaaS) is envisioned by PIQASO as a means to provide devices that do not pos-
sess the computational resources to execute complex cryptographic operations with the capability to run
the PQC schemes of PIQASO. Specifically, one modality offered by the PQCaaS aims to enable devices
to perform secure storage of their own data, i.e., perform encryption at rest. Devices with low computa-
tional power typically do not possess the capability to create their own keys, thus PIQASO offers a PQ
Data Encryption Server responsible for performing the encryption of the data, so that devices do not
need to perform the encryption themselves. This enables the implementation of lattice-based Attribute-
Based Encryption (ABE), leveraging PQ crypto primitives, so that the encryption server can encrypt a
set of data at rest under a specific set of attributes. However, this assumes that the encryption server can
be trusted to manage the attribute keys, which may not always be a realistic assumption.

It follows that, in case the encryption server cannot be assumed trusted, this modality may be insufficient,
and in cases where security, privacy, and unlinkability are needed, the trust assumption of the encryption
server may not be applicable. Thus, the PIQASO PQCaasS is envisioned to offer the additional modality
of Updatable Public Key Encryption (UPKE) in order to mediate the secure and privacy-preserving
sharing of data. Thus, if a data provider wishes to associate their data, either with specific attributes or
encrypted under specific attribute policies, it is possible for only decryptors that possess a specific set
of attributes to decrypt the data. Through the novel UPKE scheme of PIQASO, a Private Key can be
associated with multiple Public Keys, which are unlinkable between them. Thus, considering that a data
encryptor is not trusted by default, the UPKE scheme enables the provision of such a Public Key for the
encryption of the data, in a manner that does not reveal any information about other encryptors using
different Public Keys to encrypt their data. Then, in case an entity queries for a set of encrypted data, the
PQCaaS acts as a mediator between the requester and the data source in order to determine if they are
permitted to access and decrypt the data. Further information on these two modalities of the PIQASO
PQaaS component will be provided in Section 3.3.2.

3.3.1 Towards Sustainable Security and Forward Secrecy

In order to achieve sustainable security, PIQASO aims to establish a PQC ensemble that is able to fulfil
all overarching security requirements of the target infrastructure, while providing protection against the
post-quantum threat landscape. In this regard, as aforementioned, a core consideration of the PIQASO
PQCaaS component is the secure management and protection of stored cryptographic keys, which
is a highly important and challenging issue in practical applications, as the strength of the cryptographic
keys is of paramount importance in the overall security of any cryptographic scheme. For instance, if a
secret key is revealed, all encrypted data associated with it is compromised and is henceforth considered
public. In scenarios where fine-grained access control is required, the issue of key management be-
comes even more complex, as there is typically a key hierarchy that governs the access control process,
thus highlighting the importance of secure key management.
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In order to address these issues and mitigate the impact of key leaks, cryptographic properties such
as forward secrecy and post-compromise security are typically considered. In the context of PiQASO,
a powerful concept that can enable the realization of fine-grained key management is puncturable en-
cryption, which is able to provide strong security to encrypted data sharing applications, and can be
elevated to quantum-safe assumptions. Especially in the case of key management, it is useful to con-
sider the concept of puncturable key wrapping, which specifically targets encrypted data at rest. This
is realized through the PIQASO Updatable Public Key Encryption (UPKE) scheme, which is a notion
of asymmetric encryption that has been demonstrated to be an important tool for key rotation in out-
sourced storage, and can also be constructed from quantum-safe assumptions. This can be likened to
key rotation techniques, based on which one attribute-based key is associated with each data workload.

Updatable Public Key Encryption (UPKE) [182, 26] is an innovative PKE approach offering forward secu-
rity through regular updates of public/private key pairs such that potential compromise of future private
keys does not break confidentiality of ciphertexts encrypted under earlier public keys. In UPKE, senders
can generate update tokens which are then asynchronously used by the recipient to update their own pub-
lic key. To ensure that at any time only one version of the recipient’s public key is used, UPKE requires
interaction and coordination regarding the order in which the recipient processed the update tokens. The
UPKE concept suits particularly well for achieving end-to-end forward security in asynchronous messag-
ing, such as in the recent MLS standard [47], and offers tremendous potential in encrypted data sharing
applications.

Earlier UPKE constructions were obtained using complicated and inefficient building blocks such hier-
archical IBE. More recent UPKE schemes offer better efficiency and enjoy generic constructions, e.g.
[108, 6], which can be instantiated using post-quantum secure techniques from lattice-based cryptog-
raphy. They also offer so-called “insider security” capable of resisting chosen-ciphertext attacks. For
example, [108] offers a UPKE instance from an LWE-based PKE scheme with the properties of circular
security, leakage resilience, and homomorphism for key / message spaces.

The core innovation of our approach are the new post-quantum secure flavours of UPKE tailored for use
in the cloud-based PQaaS architecture. By using UPKE within PQaaS we aim to enable two different
innovative post-quantum secure encryption services. Our first PQaa$S service will provide forward secure
end-to-end encrypted data sharing amongst multiple users. A trusted PQaaS provider will be responsible
for the evolution of time and management of public key updates for all users over the evolving time
epochs. Our new UPKE flavours will support co-existence of multiple unlinkable public keys per user
and epoch and the PQaa$S provider will equip each sender with a different (unlinkable) public key per
each time epoch when encrypting data for the same receiver. Our UPKE flavours will be constructed
using Asynchronous Key Remote Generation (AKRG), a recent technique which allows to asynchronously
derive multiple unlinkable public keys from some given public key. The use of post-quantum secure AKRG
in the context of UPKE design is an independent novelty. Our second PQaa$S service will adopt UPKE
to provide forward secure attribute-based encryption (ABE) by initialising and managing an alternative
chain of evolving public keys that will be associated with attributes/policies. Any sender wishing to share
data encrypted under some policy/attributes will obtain the currently valid corresponding public key(s)
from the service. Any eligible receiver will be able to obtain appropriate decryption keys from the service
following verification of their eligibility. The corresponding ABE public keys will evolve over time using
UPKE techniques to ensure forward security of the underlying encrypted data.

3.3.2 Description of the PIQASO UPKE Approach

From all the above, it follows that the goal of the PIQASO PQCaaS is twofold: (i) provision of all the
high-assurance and accelerated PQC operations through a cloud-based service so as to ensure inter-
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operability and avoid fragmented solutions with barriers due to discrete HW architectures and secure
elements, and (ii) secure data compute and processing capabilities, thus, enabling the execution of com-
plex data sharing agreements with strict security and privacy controls. The PIQASO PQCaa$S will expose
PQC crypto operations as-a-service, utilising at its core the QR-TCB (Section 3.2) and the PQ SW library
(Section 3.1) modalities. As shown in Figure 3.3, PQCaaS comprises various components, summarized
as follows:

» The PQ Data Encryption Server (PQ-DS) supports encryption and signing operations, by inter-
facing with the QR-TCB and instrumenting the advanced Key Management System offered by the
Key Provider component. The PQ-DS is dependent on three core service components, namely Key
Provider, 10 Provider and Identity Provider.

» The Key Provider exposes new key management and key provisioning functionalities for allowing
the quantum encryption/decryption of received Data Payloads. It is responsible for managing the
lifecycle of crypto keys generated by the PQCaasS, allowing client-based encryption/decryption of
the Data Payloads, while it exposes the core innovation of time-evolving key management as part
of UPKE/ABE functionalities, maintaining key chains over the time epochs (incl. generation of key
update packages) per each user/client and attribute/policy.

» The 10 Provider and Identity Provider expose the traditional interfaces for allowing the (sharing)
transactions with the stored data payloads, by data requestors, after having authenticated and ver-
ified the identity of the end-user (for either pushing data for quantum-secure storage or requesting
access to already stored data). The ldentity Manager component undertakes the user/device on-
boarding authentication and attribute-based authorisation actions. In PiQASO, all entities will be
equipped with a PQ digital certificate and their lifecycle management will be supported through QR
PKis.

To materialise the QR data protection vision of PIQASO, two different types of evolving key chains will be
created and maintained, namely an attribute/policy-specific and a user-specific chain, in order to support
two modes of operation. These are the Policy-specific and User-specific modalities and, as depicted in
Figure 3.3, are differentiated by whether they feature policy- or user-centric handling of key management.
Their characteristics are detailed in the following sections.

3.3.2.1 Attribute-Based Encryption of Data Payload (policy-specific)

In this mode of operation, data sharing takes place between a specific data sender and any arbitrary
number of entities (receivers), as long as the latter comply with a specific policy, defined by a trusted third
party. Thus, any sender wishing to share data encrypted using the efficient PIQASO ABE variant under
some policy/attributes, will obtain the currently valid corresponding public key(s) and any eligible receiver
will be able to obtain appropriate decryption keys and data payloads if, and only if, they meet specific
eligibility criteria reflected by its verifiable attributes.

Next, we provide further information on the operation of the ABE variant of the PIQASO PQCaaS. Once an
(AES or ECC encrypted) Data Payload is provisioned to the PQ-DS, it proceeds in creating its quantum-
secure equivalent by leveraging a different ML-KEM-based key pair provided by the Key Provider. For
achieving an enhanced security level, a different key is used for creating multiple ciphertexts that can be
associated to different identities (and/or attributes) that will be authorized to access each ciphertext. This
process is governed by the end-user (as the data source) through the attribute- and identity-based policies
circulated together with the encrypted Data Payloads to the PQ-DS. The PQ-DS then performs the PQ
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Figure 3.3: High-level overview of the PQCaaS component.

Data Encryption-at-rest operations and creates a Sealed Data Object (which is the quantum encryption
of the Data Payload) and an associated Sealed Data Access Token. The leveraged ML-KEM-based key
is wrapped using a Key Encryption Key (KEK), which is saved as part of the Sealed Data Access Token
which additionally also holds the identity (or attributes) of the authorized end-user that can access this
encrypted data bundle. This means that only the target user(s) can prove ownership of the required
identity or attributes can get access to the Sealed Data Access Token for then being able to decrypt the
Data Payload with the appropriate (ML-KEM-based) key. Quantum-encrypted Data objects are decoupled
and stored separately from the associated Sealed Data Access Tokens. This new key management and
authentication process decouples the transmission of the encrypted Data Payloads and the keys used
for the establishment of the respective secure and authenticated channel (used for the sharing) but also
the key to be used for its quantum-based encryption. Besides enhanced programmability, this feature
offers advanced immutability against outsider attackers that try to compromise the confidentiality of the
encrypted data in-motion and at-rest.

3.3.2.2 Encryption/Decryption of Data Payloads with UPKE (user-specific)

In this mode, data sharing takes place between a specific user, functioning as the data receiver, and one
or more data senders, utilizing time evolving user-specific key chains. This relies on the aforementioned
AKRG scheme, which allows for the derivation of multiple Public Keys from a single Private Key. This
constitutes a core innovation of PIQASO, as the PIQASO Post-Quantum UPKE protocol enables secure
end-to-end encrypted data sharing among multiple users, while providing resistance against chosen-
ciphertext attacks (potentially with extra properties of circular security), ensuring also leakage resilience,
and homomorphism capabilities for key/message spaces. The UPKE scheme of PiIQASO is an innovative
PKE approach which offers forward secrecy through regular updates of public/private key pairs of data
sharing parties.
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Contrary to traditional PKE, where an entity holds a lifetime key pair that entails no post-compromise se-
curity, UPKE offers a secure way to refresh the key pair after certain time intervals (epochs) ensuring that
even under a potential compromise of future private keys, confidentiality of ciphertexts encrypted under
earlier public keys is not breached. The PQ UPKE will provide forward secure end-to-end encrypted data
sharing amongst multiple users, leveraging post-quantum secure Asynchronous Remote Key Gener-
ation (AKRG), which is a recent technique which allows to asynchronously derive multiple unlinkable
public keys from some given (base) public key. The scheme offers “insider security” capable of resisting
chosen-ciphertext attacks, potentially with extra properties of circular security, leakage resilience, and ho-
momorphism for key/message spaces. PQCaasS is a central component of the data sharing infrastructure
of PIQASO, as it supports UPKE key generation, management and distribution of key updates (through
epochs) among data points, as well as data hosting and sharing.

3.4 Functional Encryption

As previously analysed, the vision of PIQASO entails the ability to support the execution of data sharing
agreements in a secure and privacy-preserving manner. To this end, a core envisioned functionality that
supports this vision is the extension of the PQC portfolio of the PQCaaS modality with Functional
Encryption capabilities. The motivation behind the inclusion of Functional Encryption, which is analysed
in detail in Chapter 6, is to enable carrying out computations on encrypted data, revealing only the result
of these computations and avoid leakage of any sensitive information.

This is particularly pertinent in the PIQASO use cases which revolve around the sharing and management
of sensitive information, such as the ones belonging to the healthcare domain. In particular, PiQASO
envisions two such use cases, namely Remote Patient Monitoring Intelligent System for Supporting Inde-
pendent and Safe Living and Smart Ambulance. The common denominator in these cases is the need to
share data in the backend service of the healthcare delivery organization (e.g., hospital), in order
to enable monitoring the treatment of the patient. For instance, this may apply to ECG data from
monitoring the heart rate of a patient. In this case, Functional Encryption can be used in order to deter-
mine whether any recorded values match or exceed a threshold value, in order to determine whether an
alarm should be raised signifying the need for further medical attention.

Considering all the above, PiIQASO provides several cryptographic primitives to secure data in transit
and at rest. Namely, Functional Encryption is used together with Attribute-Based Encryption in order to
enable fine-grained control over data access. thus enabling secure computation in sensitive applications
such as healthcare and surveillance systems. In these cases, a cloud service provider (CSP) must
perform computations on sensitive data and return precise results to end users without accessing the un-
derlying data. Only modern cryptographic primitives—Homomorphic Encryption (HE) and Functional
Encryption (FE)—enable such computations without exposing sensitive data to the CSP.

High-level overview of HE and FE Consider a three-party setting: a Data Owner (DO) encrypts her
data and outsources it to a Cloud Service Provider (CSP). An Analyst (A)—such as a doctor—requests
a specific computation from the CSP. The goal is to deliver the computation result without sharing the
DO’s data with the CSP or A. The result itself must also remain hidden from the CSP.

* HE approach. The A generates a key pair and shares the public key with the DO and CSP.
The DO then encrypts the data with this public key and outsources it to the CSP. Upon receiving
a computation request, the CSP evaluates the function on the encrypted data and returns the
encrypted result to the A, who alone can decrypt it. HE thus supports flexible computations on
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encrypted data. However, it suffers from an “all-or-nothing” drawback: the A can decrypt not only
the result but also the underlying data from the DO by having the encrypted data.

* FE approach. Most FE schemes rely on a trusted Key Curator (KC) to generate the master secret
key, master public key, and functional keys, and to register users. The DO encrypts her data with
the master public key and outsources it to the CSP. The A encrypts the desired function £ () with
the same master public key and requests functional keys from the KC tied to £ () and the relevant
user identifier. The A then obtains the encrypted data from the CSP and decrypts only the result of
£ (). In this setup, the CSP performs two tasks: (i) hosting the KC in a trusted zone, and (ii) storing
and distributing encrypted data on request. FE avoids the “all-or-nothing” problem but requires a
trusted KC.

To combine the strengths of these primitives into the PIQASO framework and enable computation over
encrypted data, we introduce a post-quantum secure FE scheme. This scheme relies on lattice-based
security assumptions and Learning With Errors (LWE), and it incorporates HE parameters and best
practices. We analyse this scheme in detail in Chapter 6.

3.5 PiQASO’s Crypto Asset Inventorying Toolkit

As part of PIQASO’s quantum resilience solution for security systems and beyond, the first step to be
employed is the composition of a full-blown “Crypto Bill-of-Material” enabling the identification and moni-
toring of the cryptographic posture of a system so as to better facilitate the planning and migration to PQC
by selecting the most appropriate crypto algorithms to be instantiated, offering the following capabilities:
(i) Discovery — Real-time monitoring and tracing of all events, on communication channels between sys-
tems comprising assets, so as to identify the type of (classical) cryptosystems and protocols used and
create crypto asset inventories including information on running processes, crypto algorithms used, key
sizes (number of keys pairs used throughout the system lifetime), certificates, libraries so as to better
capture those components that will be mostly impacted by the advent of quantum attacks and need to
be PQC compliant, i.e., dealing with the authentication, authorization, data protection, key management
requirements that need to be quantum-resistant; (ii) Security Analysis — Testing the security level of
each identified crypto asset through crawling and matching specific keywords capturing the possible use
of crypto primitives that have been identified as vulnerable to quantum-computing attacks; e.g., the use
of ECC-based crypto for instance. Furthermore, this will also focus on mapping similar weak communica-
tion APIs based on the use of high-end security protocols that can be exploited - e.g., send commands to
a device’s key management interface to verify its resilience against prominent PKCS11 API attacks; (iii)
PQC Crypto Agility — Orchestrating the operational deployment of the best-suited PQC implementations
that offer the highest degree of resilience and programmability, to the target system, with the smallest
possible level of disruption, enabling strict compliance in the target environment.

Towards this directon, the proposed Cryptographic Asset Inventory (CAl) Toolkit is envisioned not merely
as a static utility, but as a dynamic, evolving framework meticulously engineered to address the so-
phisticated visibility requirements identified in our previous analysis. To meet the urgent demands of
post-quantum readiness, our architectural vision follows a phased implementation roadmap. In the initial
delivery cycle, the toolkit will prioritize the most critical vectors of exposure: live network environments and
the software supply chain. This foundational period focuses on the deployment of robust Network Scan-
ning and Software Composition Analysis capabilities, specifically designed to generate comprehensive
Cryptographic Bill of Materials (CBOM) and Software Bill of Materials (SBOM) datasets. Consequently,
the CAIl Toolkit is engineered as a dynamic framework to operationalize the audit and mapping phase of
post-quantum migration, directly supporting the Cryptographic Agility requirements identified in Section
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2.2.1. Unlike standard IT tools that are often proprietary and limited in their transparency, the CAl toolkit
provides an accessible, community-driven alternative designed to identify undocumented cryptographic
implementations across a tri-layered architecture.

Layer 0: High-End Security Protocols at a Network Level

At the network layer, the toolkit operates as a non-intrusive observer of Transport Layer Security (TLS)
communications, passively capturing and analyzing API traffic packets to derive actionable intelligence.
Through detailed profiling of the TLS handshake, across both real-time traffic flows and historical network
captures. The system extracts critical cryptographic parameters, including key exchange mechanisms,
key sizes, and negotiated cipher suites.

These elements are systematically classified according to their dependence on legacy classical algo-
rithms, contemporary hybrid configurations, or emerging post-quantum primitives. This granular visibil-
ity enables precise identification of externally exposed assets that may be susceptible to “harvest-now,
decrypt-later” threat models. Additionally, the platform provides the capability for manual inspection, al-
lowing security teams to review cryptographic configurations per device and assess or initiate migration
strategies directly at the endpoint level.

Layer 1: Application Logic at the Software Level

Simultaneously, the toolkit addresses the complexities of the software ecosystem through deep system-
level analysis. By examining installed software packages and their intricate dependency chains, the
CAI toolkit uncovers the "shadow cryptography” that is often inherited through third-party libraries. In
modern development environments, cryptographic functions are frequently buried deep within nested
dependencies, remaining invisible to traditional manual audits. By generating high-fidelity SBOMs and
CBOMs during this first phase, the toolkit provides an exhaustive inventory of the software supply chain,
highlighting insecure or deprecated components that pose a systemic risk to the organization’s integrity.

Layer 2: Security function at the Device Level

Following the successful stabilization of these core modules, the toolkit’s roadmap envisions an expansion
into the domains of authentication, identity, and application-specific logic. This subsequent phase will
extend inventorying capabilities to the often-neglected realm of SSH keys. By extracting and analyzing
algorithm types and bit lengths of keys residing within user environments, the toolkit will shine a light
on long-lived administrative assets. These credentials represent a significant risk in a post-quantum
landscape, as quantum-vulnerable authentication keys could grant persistent, unauthorized access to
critical infrastructure long after other protections have been modernized.

Furthermore, the toolkit will evolve to include application-layer inspection, moving beyond binary analysis
to the scrutiny of source code repositories. This allows the toolkit to map the specific cryptographic
libraries and functions invoked by developers, identifying instances where cryptographic logic is “hard-
coded” or tightly coupled with the application’s core business logic. Such insights are indispensable for
architects who must estimate the human effort required for migration and design transition roadmaps that
avoid breaking essential services.

The overarching strength of this envisioned CAI toolkit lies in its commitment to structured, machine-
readable reporting. Rather than producing static documents, the toolkit generates actionable data schemas
that document every identified asset alongside its specific risk profile and quantum-readiness score. This
data-centric approach ensures that the toolkit supports continuous monitoring and remains in strict align-
ment with the evolving standards currently being drafted by international bodies such as NIST and ETSI.

By operationalizing crypto asset inventorying as a perpetual, automated process, the toolkit moves the
organization away from reactive “point-in-time” assessments and toward a state of proactive cryptographic
agility. Ultimately, this toolkit serves as the essential bridge between theoretical risk and operational
execution, providing the evidence-based foundation required to navigate the transition to a post-quantum
future with confidence and precision.
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Chapter 4

State-of-the-Art in Post-Quantum Crypto

In continuation to the description of the PIQASO vision set forth in Chapter 2, the focus of this Chapter is
on detailing the state-of-the-art in the design of the types of PQC algorithms and constructions investi-
gated by PiIQASO, with particular focus on lattice-based constructions. Note that, at the time of writing of
this deliverable, we acknowledge the latest advancements in the domain of lattice-based constructions,
based on which the level of security offered by the Ring-Learning With Errors (RLWE) variant may be
compromised. However, this does not directly impact other modalities of lattice-based structures. Thus,
as will be detailed in Chapters 5 and 6, the PIQASO PQC Ensemble employs ideal lattices and Module
LWE (MLWE) structures, thus remaining up-to-date with the latest advancements in terms of offered se-
curity level. Finally, based on the state-of-the-art in all considered domains, Section 4.7 introduces an
overview of the considered PIQASO threat model based on the identified threat landscape.

4.1 Introduction to lIdeal Lattices and Learning with Errors

4.1.1 Motivations

Post-quantum motivation Contemporary cryptographic systems, often termed classical cryptography,
rely on the presumed computational hardness of problems such as integer factorization and the discrete
logarithm problem (DLP) in finite cyclic groups. Notable examples include the RSA cryptosystem [280],
the Diffie—Hellman key exchange protocol [104], and cryptographic schemes based on elliptic curves over
finite fields [160].

The security of these cryptographic constructions is increasingly threatened by advances in quantum
computing. In 1994, Shor introduced a quantum algorithm [291] that efficiently solves both the integer
factorization problem and the discrete logarithm problem. If large-scale quantum computers become
available, Shor’s algorithm would compromise the security of many currently deployed public-key cryp-
tosystems.

Although quantum computers capable of executing such algorithms do not yet exist, ongoing advance-
ments in quantum hardware make this threat increasingly realistic. Consequently, there is a growing need
to develop cryptographic systems that remain secure against quantum adversaries.

This context has led to the emergence of post-quantum cryptography (PQC), which does not rely on
quantum computation but instead utilizes alternative mathematical structures believed to be resistant to
both classical and quantum attacks.

Many research directions are currently explored, including lattice-based cryptography, code-based cryp-
tography, multivariate cryptography, and hash-based cryptography. Among these approaches, lattice-

Sl Co-funded by @ ECCCm

ENRN the European Union



@ PiQASO

based cryptography is one of the most extensively studied fields and has emerged as a promising candi-
date for post-quantum security.

Lattices A lattice is an algebraic structure that defines an infinite set of point in an n-dimensional
space. For cryptographic purposes, n is chosen very large to ensure security, but it helps to visualise
a 2-dimensional lattice as a structured set of points in an infinite plan — hence its name. For a formal
description, we refer the reader to the following definition 1.

Definition 1 (n-dimensional lattice). Let B = (by,...,b,) € R™* be linearly independent vectors in R".
The lattice generated by B is the set L(B) = {B - x : x € Z*}. B is a matrix that generates the lattices,
and is hence called a basis of L(B). The integers n and k are called dimension and rank of the lattice,
respectively.

What makes lattices a good candidate for cryptographic primitives is that, for well chosen parameters, it
is extremely hard, given a random point in the plan, to retrieve its closest point in the lattice. This problem
is called Closest Vector Problem (CVP), and is stated as follows:

Definition 2 (Closest Vector Problem (CVP)). Let L(B) be an n-dimensional lattice and v € R" be a
random vector in the plan. Find the vector generated by B that is the closest to v.

A similar hard problem that can be defined on lattices is the Shortest Vector Problem (SVP) that consists
in finding the shortest non-zero vector of the lattice. CVP and SVP are the first and main two problems
defined on lattices, and most recent hardness assumptions such as Learning With Error (LWE) reduce to
CVP or SVP.

Definition 3 (Shortest Vector Problem (SVP)). Let £L(B) be a n-dimensional lattice. Find a non-zero
vectorv € ,C(B) such that: ||V||: minweE(B)\{O}HWH.

Why lattices Lattices are extensively studied due to their versatility and efficiency, enabling the con-
struction of advanced cryptographic primitives such as Homomorphic Encryption (HE), Functional En-
cryption (FE), and Attribute-Based Encryption (ABE).

Early lattice-based cryptographic constructions relied on the hardness of lattice problems, such as the
Shortest Vector Problem (SVP) and the Closest Vector Problem (CVP).

One of the first lattice-based cryptosystems, called the GGH Cryptosystem [144], was created in 1997 by
Oded Goldreich, Shafi Goldwasser, and Shai Halevi.

Another important work was presented by Oded Regev in 2005 with the Learning With Errors prob-
lem [273].

In 2009, Lyubashevsky, Peikert, and Regev introduced an algebraic variant of LWE in their work on ideal
lattices and learning with errors over rings [273], leading to the development of improved and structured
lattices: Ring-LWE and Module-LWE. These variants aim to enhance efficiency while maintaining strong
security guarantees. Many contemporary post-quantum cryptographic schemes are now based on these
constructions.

This field of research has also contributed to the standardization of lattice-based cryptographic algo-
rithms. Notably, the key encapsulation mechanism CRYSTALS-Kyber [61], which is based on the Module-
LWE assumption, and the digital signature scheme CRYSTALS-Dilithium [116], which relies on the hard-
ness of lattice problems over Module-LWE and was introduced in 2020, were selected for the NIST
post-quantum cryptography standardization process.
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Precisions on Ideal Lattices and Module Structures Initially, lattice-based cryptographic construc-
tions relied on general lattices, evolving into modern schemes that use structured lattices to improve
efficiency and reduce an important parameter: key size. In particular, these structured lattices are often
derived from algebraic objects such as polynomial rings, leading to the notion of ideal lattices.

In general, an ideal lattice can be viewed as the lattice associated with an ideal of a polynomial ring.
This additional algebraic structure enables more compact representations and more efficient arithmetic
operations, especially when using fast polynomial multiplication techniques such as the Number Theoretic
Transform (NTT).

The two main problems arising from this idea are Ring-LWE [214] and Module-LWE [199], which extend
the LWE framework to structured algebraic settings. These two variants preserve the theoretical security
of the LWE foundation while significantly improving computational efficiency and reducing parameter
sizes.

4.1.2 Learning With Errors (LWE)

The Learning With Errors (LWE) was introduced by Regev [273]. It can be seen as the problem of solving
a seemingly overdetermined system of linear equations modulo ¢ in the presence of small noise.

Let n,m > 1 be integers, ¢ > 2 be a modulus, and x be an error distribution over Z (typically a discrete
Gaussian distribution). For a secret vector s € Z, the LWE distribution A , is obtained by sampling a

uniformly random vector a < Z; and an error e < X, and outputting the pair (a, (a,s) + e mod q) €
Ly X Ly
There are two main variants of the LWE problem:

« Search LWE: Given m independent samples (a;, b;) drawn from A ,, find the secret vector s.

+ Decision LWE: Distinguish between m independent samples drawn from As, and m samples
drawn uniformly at random from Zj x Z,.

Regev showed a quantum reduction from worst-case lattice problems (like approximate SVP) to average-
case LWE, demonstrating that solving LWE on average is as hard as solving certain lattice problems in
the worst case. More details on LWE-based schemes and its variants are presented in Section 6.2.

The security and efficiency of LWE-based schemes were recently demonstrated by their selection in the
NIST standardisation process [61, 116]. Furthermore, LWE supports a broad range of cryptographic
applications, including: Inner-Product Encryption from Middle-Product LWE(MP-LWE) [316] addresses
the issue of oversized public keys and ciphertexts by proposing an MP-LWE-based solution that relaxes
restrictions on polynomials and yields a better balance between security and efficiency. Inner-Product
Encryption from Ring-LWE [129] focuses on optimising key sizes and enhancing encryption efficiency.
Functional Encryption (FE) for Inner-Product Predicates from LWE [10] extends LWE techniques to FE,
enabling more flexible computations. Additionally, Attribute-Based Access Control for Inner-Product Func-
tional Encryption from LWE [10] introduces a construction of an attribute-based FE scheme in a key-policy
setting under the LWE assumption.

However, the field still faces several limitations, such as noise growth, scalability challenges, and large
key sizes [259, 129, 10]. In practical applications, cryptographic libraries such as Microsoft SEAL [289]
and OpenFHE [15] these techniques, but they continue to employ an all-or-nothing decryption model and
do not support partial decryption. This work addresses this gap by introducing partial decryption within
the LWE framework, an area that remains largely unexplored.
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4.1.3 Ring-Learning With Errors (RLWE)

Introduced by Lyubashevsky et al. [214], RLWE is a structured variant of LWE that improves efficiency
by operating over polynomial rings rather than over integer vectors. While traditional LWE parameters
are integers used to encrypt a single bit, RLWE operates over a polynomial ring R, := Z,[X]/(P (X))
where P (X)) is typically a cyclotomic polynomial. A common instantiation of RLWE uses the cyclotomic
polynomial P (X) = X + 1, which is secure when N is a power of 2, ensuring that X* + 1 is irre-
ducible. It is a significant performance improvement, allowing a broader use of lattice-based encryption
in PKE and FE. This is particularly beneficial in scenarios where using standard LWE parameters is in-
feasible. This advantage is especially relevant for HE schemes [68, 128], whose evaluation algorithms
are computationally intensive.

4.1.4 Module Learning With Error (MLWE)

Module-LWE, introduced by Langlois et al. [199], generalizes both LWE and RLWE by considering module
lattices over polynomial rings. While RLWE operates over a single ring element, Module-LWE extends
this setting to vectors of ring elements. Let R, = Z,[X]/(X" + 1), where N is typically a power of two.
In the Module-LWE setting, samples are drawn from R, where x denotes the rank of the module.

This construction can be seen as interpolating between RLWE and standard LWE: when x = 1, Module-
LWE reduces to RLWE, while larger values of x decrease the algebraic structure and bring the problem
closer to standard LWE. As a result, Module-LWE provides a possible trade-off between efficiency and
security.

In practice, implementations typically fix the ring parameters such as N and ¢ to enable optimized poly-
nomial arithmetic, and the adjusted rank ~ can be changed for different security levels. This approach
retains much of the efficiency of RLWE while offering a more conservative security assumption.

Module-LWE is notably used in practical constructions such as Kyber, selected in the NIST post-quantum
standardization process.

4.2 Key Encapsulation Mechanisms

4.2.1 Introduction

Key Encapsulation Mechanisms (KEMs) are cryptographic primitives designed to securely establish a
shared secret between two parties over an insecure communication channel. Informally, a KEM allows
one party to encapsulate a randomly generated symmetric key using the public key of another party, such
that only the intended recipient—holding the corresponding secret key—can decapsulate and recover the
shared key.

KEMs are a fundamental building block in modern cryptographic systems because they enable the se-
cure use of efficient symmetric cryptography without requiring a pre-shared secret. In practice, they are
typically used as part of hybrid encryption schemes, where public-key techniques are employed only for
key establishment, while symmetric encryption is used for protecting bulk data.

Early public-key encryption schemes, such as RSA [280] and ElGamal [122], were originally designed to
encrypt messages directly. However, public-key operations are computationally expensive and inefficient
for large amounts of data. Moreover, many real-world protocols require only the establishment of a shared
secret rather than general-purpose message encryption.
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Therefore, the cryptographic community adopted hybrid encryption. In this approach, public-key cryptog-
raphy is used only to protect a secret key for a symmetric-key encryption scheme. This secret key is a
fixed-length string—much shorter than typical messages—while the actual message is encrypted using
the symmetric scheme under this key, yielding a significantly more efficient construction overall.

4.2.1.1 KEMs in the Pre-Quantum Era and Transition to Post-Quantum KEMs

In the classical setting, widely deployed KEMs are based on number-theoretic assumptions such as
integer factorization and the discrete logarithm problem. Representative examples include RSA-based
KEMs and Diffie—Hellman-based constructions, particularly those using elliptic curves. These schemes
have been extensively studied and deployed in major security protocols such as TLS [276], SSH [210],
and secure messaging systems.

Despite their maturity and efficiency, these constructions rely on mathematical problems that are effi-
ciently solvable by quantum computers using Shor’s algorithm [292], posing a serious threat to their
long-term security.

The prospect of large-scale quantum computers has motivated the development of post-quantum cryp-
tography (PQC), which aims to design cryptographic schemes secure against both classical and quantum
adversaries. Within this context, KEMs have become the primary focus, as secure key establishment is a
critical requirement for most communication protocols.

Post-quantum KEMs are typically based on hardness assumptions that are supposed to be resistant
against quantum adversaries, including lattice-based, code-based, and multivariate polynomial problems.
Among these, lattice-based constructions have emerged as particularly promising due to their strong
theoretical foundations, efficiency, and flexibility.

This research effort culminated in the NIST Post-Quantum Cryptography standardization process [237],
which selected ML-KEM, derived from the CRYSTALS-Kyber scheme [61], as the standardized post-
quantum KEM. ML-KEM represents the current state of the art, offering strong security guarantees, effi-
cient implementations, and suitability for large-scale deployment.

4.2.2 Lattice-Based KEMs

Among lattice-based key encapsulation mechanisms, some of the most prominent proposals include
CRYSTALS-Kyber, NTRU [166], SABER [98], and FrodoKEM [142]. These schemes rely on different lat-
tice assumptions, ranging from structured variants such as module-LWE and NTRU lattices to the more
conservative standard LWE assumption used by FrodoKEM. CRYSTALS-Kyber, which is based on the
module-LWE problem, was the one selected for standardization due to its balance between security, effi-
ciency, and implementation simplicity. At the same time, Kyber offers strong performance across software
and hardware platforms and supports efficient, constant-time implementations, making it particularly well-
suited for deployment in real-world protocols.

4.2.2.1 ML-KEM

Design ML-KEM is based on the hardness of the Module-LWE problem over polynomial rings modulo
a prime modulus, using small, centered noise distributions. Its security relies on the hardness of Module-
LWE (MLWE) for the selected parameters and the security of the FO transform in the random oracle
model. It is standardized in three parameter sets—ML-KEM-512, ML-KEM-768, and ML-KEM-1024—
corresponding approximately to NIST security levels 1, 3, and 5.
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Efficiency and Performance From a theoretical perspective, the sizes of ML-KEM keys and ciphertexts
are determined by a small set of fixed public parameters and a single variable parameter, namely the
module rank k. All standardized ML-KEM instances operate over the polynomial ring R, = Z,[X]/(X™ +
1) with fixed parameters n = 256 and ¢ = 3329. The public encapsulation key (ek) consists primarily
of a seed describing a uniformly random public matrix together with a vector of &k ring elements, while
the decapsulation key (dk) contains the secret vector, a copy of the public key, and auxiliary hash values
required by the CCA-secure transform. Ciphertexts similarly consist of a vector of k£ ring elements and one
additional ring element. Consequently, the sizes of keys and ciphertexts scale linearly with the module
rank k, while the size of the encapsulated shared secret is fixed at 32 bytes for all ML-KEM instances as
specified in FIPS 203 [237].

All three instances use the same ring parameters n = 256 and ¢ = 3329, and performance differences
arise solely from the module rank £ (with £ = 2,3,4 for ML-KEM-512, ML-KEM-768, and ML-KEM-
1024, respectively). Key generation is dominated by matrix-vector multiplication over R,, requiring the
computation of t = A - s + ¢, and thus incurs a cost proportional to k? polynomial multiplications and
associated Number-Theoretic Transform (NTT) operations. Encapsulation is similarly dominated by poly-
nomial matrix-vector and inner-product computations, in particular the evaluation of AT - r and t* - r,
again yielding a cost proportional to k? polynomial multiplications and NTTs. Decapsulation additionally
performs an implicit re-encapsulation step as part of the CCA-secure FO transform, but its overall cost
remains proportional to k2 polynomial multiplications and NTT operations [38].

Concrete key and ciphertext sizes for standardized ML-KEM instances The resulting concrete
sizes of encapsulation keys, decapsulation keys, and ciphertexts for the three standardized ML-KEM
instances are summarized in Table 4.1. These values are fixed by FIPS 203 and illustrate the linear
growth in size with increasing security level. For all instances, the encapsulated shared secret has a fixed
length of 32 bytes [237].

Table 4.1: Sizes of keys and ciphertexts for ML-KEM instances (FIPS 203)

ML-KEM instance Public key Private key Ciphertext
(bytes) (bytes) (bytes)

ML-KEM-512 800 1632 768
ML-KEM-768 1184 2400 1088
ML-KEM-1024 1568 3168 1568

Concrete performance measurements in software In addition to asymptotic analysis, extensive bench-
marking results are available for optimized ML-KEM software implementations. On modern x86-64 pro-
cessors, reference and optimized implementations derived from the CRYSTALS-Kyber codebase and its
successors report key generation costs of approximately 30-50 thousand CPU cycles for ML-KEM-512,
50-80 thousand cycles for ML-KEM-768, and 80-120 thousand cycles for ML-KEM-1024 when AVX2 op-
timizations are enabled [95, 254]. Encapsulation is typically slightly faster than key generation, while
decapsulation is the most expensive operation due to the additional re-encapsulation step required for
CCA security, with reported costs ranging from roughly 40-70 thousand cycles for ML-KEM-512 up to
100-150 thousand cycles for ML-KEM-1024 [265, 258]. On ARM platforms, similar relative performance
trends are observed in NEON-optimized implementations, albeit with higher absolute cycle counts [254].
Overall, these measurements indicate that ML-KEM supports high-throughput and low-latency use cases
such as TLS handshakes, and that its performance overhead compared to classical key establishment
mechanisms is dominated by increased bandwidth rather than computational cost.
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4.2.2.2 State of the art in ML-KEM implementation

Software implementations in general-purpose cryptographic libraries Following its standardiza-
tion as ML-KEM in FIPS 203, the scheme has rapidly transitioned from a research prototype into a
production-ready primitive supported by several widely deployed general-purpose cryptographic libraries.
Most notably, OpenSSL provides first-class ML-KEM support through its native KEM and EVP interfaces,
enabling direct use of ML-KEM encapsulation and decapsulation operations in TLS, PKI tooling, and
application-level cryptography without reliance on external providers [258, 237]. In parallel, BoringSSL
has incorporated ML-KEM—uwith particular emphasis on ML-KEM-768—to support large-scale experi-
mentation and early production deployments in the web ecosystem, especially in hybrid key establishment
mechanisms [148]. Beyond TLS-centric libraries, Botan and wolfSSL/wolfCrypt provide production-grade
ML-KEM implementations aimed at portability and deployment in embedded or constrained environments,
often in combination with classical key establishment algorithms [65, 312]. In managed-language ecosys-
tems, Bouncy Castle supports ML-KEM in both its Java and .NET distributions, facilitating adoption in en-
terprise middleware and application frameworks [66]. Similarly, Microsoft’s integration of ML-KEM into its
SymCrypt library signals readiness for deployment at operating-system and cloud-platform scale [227].
Transitional libraries such as libogs and the ogs-provider for OpenSSL continue to play an important role
in interoperability testing, benchmarking, and early adoption, and have strongly influenced API design
and implementation practices across the ecosystem [255, 256].

Side-channel resistance and secure implementation techniques While the cryptographic security
of ML-KEM relies on the assumed hardness of the MLWE problem, practical security critically depends on
resistance to side-channel attacks. A substantial body of recent work has demonstrated timing, microar-
chitectural, power, and electromagnetic leakage vulnerabilities in insufficiently hardened implementations
of Kyber and ML-KEM [54]. In response, state-of-the-art implementations emphasize constant-time exe-
cution, avoidance of secret-dependent memory access patterns, and hardened decapsulation procedures
that prevent key recovery under chosen-ciphertext and leakage-based attack models. Production libraries
such as OpenSSL, BoringSSL, and wolfCrypt explicitly aim to provide constant-time ML-KEM encapsu-
lation and decapsulation, informed by lessons learned from prior side-channel analyses [258, 148, 312].
High-performance implementations such as mlkem-native explicitly incorporate side-channel counter-
measures, including constant-time polynomial arithmetic and hardened comparison logic [265]. Side-
channel resistance therefore remains an active and evolving aspect of ML-KEM implementation research
and engineering.

Formally verified and high-assurance implementations In addition to conventional testing and code
review, a growing line of work focuses on formally verified and high-assurance implementations of ML-
KEM. These efforts aim to provide machine-checked guarantees of functional correctness, memory
safety, and, in some cases, constant-time behavior for critical components of the encapsulation and
decapsulation algorithms. Notable examples include implementations developed within the PQ Code
Package and related efforts, which combine carefully audited C code with formally verified or mechani-
cally checked assembly routines for performance-critical arithmetic operations [264, 265]. Although such
implementations are not always intended for direct deployment, they serve as high-assurance reference
implementations and as building blocks for production libraries. This trend reflects a broader shift in
post-quantum cryptography toward higher assurance levels, motivated by the complexity of lattice-based
arithmetic and the long-term security requirements associated with post-quantum standards.

Hardware optimizations and acceleration Hardware optimization and acceleration constitute another
important dimension of the ML-KEM implementation landscape. On general-purpose processors, state-
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of-the-art software implementations exploit vector instruction sets such as AVX2 and AVX-512 on x86
platforms and NEON on ARM architectures to accelerate NTT and polynomial arithmetic, which dominate
the cost of ML-KEM encapsulation and decapsulation [265, 255]. Beyond software optimization, ML-KEM
has also been implemented in dedicated hardware, including FPGA and ASIC prototypes, targeting ap-
plications such as secure communication endpoints and embedded systems [163, 217]. These hardware
designs explore trade-offs between throughput, latency, area, energy consumption, and side-channel re-
sistance. Collectively, these results demonstrate that ML-KEM can be efficiently realized across a wide
range of platforms, from high-performance servers to resource-constrained embedded devices.

4.3 Digital Signatures

4.3.1 Introduction

Digital signature schemes are cryptographic primitives designed to provide authenticity, integrity, and non-
repudiation for messages. Informally, a digital signature scheme allows a signer to produce a short piece
of data—called a signature—using a secret signing key, such that anyone holding the corresponding
public verification key can verify that the signature was generated by the legitimate signer and that the
signed message has not been altered.

Digital signatures are a fundamental building block in modern cryptographic systems because they enable
secure authentication and data integrity in open and adversarial environments. In practice, they are widely
used in applications such as secure communication protocols (TLS) [276] or contract signing [261], where
trust must be established without relying on shared secrets.

As for KEMs, early digital signature schemes, such as DSA [234], were designed under number-theoretic
hardness assumptions, including the difficulty of integer factorization and the discrete logarithm problem.

This motivated the development of post-quantum digital signature schemes, among which lattice-based
constructions play a prominent role. These constructions rely essentially on the same hardness assump-
tions as lattice-based KEMs.

4.3.2 Lattice-Based Digital Signatures

Among lattice-based digital signature schemes, some of the most prominent proposals include CRYSTALS-
Dilithium [116], Falcon [131], and qTESLA [21]. These schemes rely on different lattice assumptions,
ranging from structured variants such as module-LWE and NTRU lattices to constructions based on
the standard Learning With Errors problem. CRYSTALS-Dilithium, which is based on the module-LWE
and module-SIS problems, was selected for standardization due to its favorable trade-off between secu-
rity, efficiency, and implementation robustness. In particular, Dilithium avoids complex arithmetic such
as floating-point operations, enabling straightforward, constant-time implementations, and demonstrates
strong performance across a wide range of software and hardware platforms, making it well-suited for
deployment in real-world cryptographic systems.

Lattice-based digital signatures are typically built upon the Short Integer Solution (SIS) problem and its
structured variants. Modern constructions aim to avoid costly Gaussian sampling and to tightly control
information leakage during signing.

In this environment, two dominant design paradigms have emerged: Fiat—-Shamir with aborts [103] and
hash-and-sign constructions with advanced sampling techniques (see e.g., [181]).
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ML-DSA, derived from CRYSTALS-Dilithium [116], is the NIST-standardized lattice-based digital signature
algorithm. It follows a Fiat—-Shamir-with-aborts paradigm, emphasizing simplicity, ease of analysis, and
the avoidance of Gaussian sampling. Security is proven in the random oracle model.

4.3.2.1 ML-DSA

The standard specifies multiple parameter sets, commonly denoted ML-DSA-44, ML-DSA-65, and ML-
DSA-87, corresponding to increasing security levels.

Cryptographic security ML-DSA bases its security on the presumed hardness of the Module Learning
With Errors (Module-LWE) and Module Short Integer Solution (Module-SIS) problems over structured
polynomial modules. As with other lattice-based constructions, these problems inherit security intuition
from the Learning With Errors framework, for which reductions from worst-case lattice problems such as
GapSVP and SIVP were established by Regeyv, providing evidence of hardness even against quantum
adversaries [273]. Cryptanalytic evaluation of ML-DSA therefore primarily focuses on assessing the
cost of lattice reduction attacks against the underlying Module-LWE and Module-SIS instances, including
primal, dual, and hybrid attacks based on BKZ lattice reduction combined with enumeration or sieving.
Security estimates rely on heuristic lattice cost models and are typically evaluated using tools such as
the lattice estimator developed and maintained by Albrecht et al. [20, 18].

To date, no cryptanalytic result has demonstrated a practical break of any standardized ML-DSA instance
(ML-DSA-44, ML-DSA-65, or ML-DSA-87) under widely accepted attack models, and the parameters
selected by NIST are considered to provide comfortable security margins according to current lattice
attack estimates [236]. Overall, ML-DSA is widely regarded as the state of the art among lattice-based
digital signature schemes.

Efficiency and Performance From a theoretical perspective, the sizes of ML-DSA public keys, private
keys, and signatures are determined by fixed ring parameters and a small number of scheme-specific
parameters that control the dimension of the underlying module lattice and the bounds on secret and error
distributions. All standardized ML-DSA instances operate over the polynomial ring R, = Z,[X]/(X" + 1)
with n = 256 and a fixed modulus ¢, similarly to ML-KEM. The public verification key consists primarily of a
vector of ring elements derived from a public matrix and a secret vector, while the signing key additionally
contains short secret vectors and auxiliary hash values required for the Fiat—-Shamir-with-aborts signing
procedure. Signatures consist of multiple vectors of ring elements along with challenge information. As
a result, public key, private key, and signature sizes scale roughly linearly with the module rank and the
selected security level.

All ML-DSA instances use the same polynomial ring dimension, and differences in performance arise
primarily from parameter choices that affect the number of polynomial operations and rejection sam-
pling iterations. Key generation and signing are dominated by polynomial matrix-vector multiplications,
sampling from discrete distributions, and repeated norm checks inherent to the Fiat-Shamir-with-aborts
paradigm, resulting in an overall complexity proportional to a small constant multiple of polynomial multi-
plications and NTT operations. Signature verification is comparatively less expensive, as it involves fewer
polynomial multiplications and no rejection sampling, yielding lower computational cost than signing.

Concrete key and signature sizes for standardized ML-DSA instances The concrete sizes of public
keys, private keys, and signatures for the three standardized ML-DSA instances are fixed by FIPS 204 and
are summarized in Table 4.2. As expected, sizes increase with higher security levels, with ML-DSA-44
targeting NIST security level 2, ML-DSA-65 targeting level 3, and ML-DSA-87 targeting level 5 [236].
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Table 4.2: Sizes of keys and signatures for ML-DSA instances (FIPS 204)

ML-DSA instance Public key Private key Signature
(bytes) (bytes) (bytes)

ML-DSA-44 1312 2560 2420
ML-DSA-65 1952 4032 3293
ML-DSA-87 2592 4896 4595

Concrete performance measurements in software Concrete performance measurements indicate
that ML-DSA offers efficient signing and verification on modern platforms. Optimized software imple-
mentations derived from the CRYSTALS-Dilithium codebase report signing costs on the order of 100-200
thousand CPU cycles for ML-DSA-44, increasing to approximately 200-400 thousand cycles for ML-DSA-
87 on x86-64 processors with AVX2 optimizations enabled [41, 95]. Verification is significantly faster,
typically requiring less than half the number of cycles needed for signing. ARM-based implementations
using NEON instructions exhibit similar relative performance trends, albeit with higher absolute cycle
counts [254]. These results demonstrate that ML-DSA is suitable for high-volume signature verification
workloads and practical deployment in authentication, software update, and certificate validation scenar-
i0s.

Software implementations in general-purpose cryptographic libraries Since its standardization as
ML-DSA in FIPS 204, the scheme (derived from CRYSTALS-Dilithium) has been implemented in a wide
range of general-purpose cryptographic libraries and toolkits. OpenSSL and its provider ecosystem offer
ML-DSA support either natively or via PQ provider modules, enabling straightforward use of ML-DSA
public-key operations and signature verification in TLS, code signing, and application-level authentication
workflows [258, 236]. BoringSSL and other TLS-focused stacks have also incorporated Dilithium-based
signatures for experimental and early production use, particularly where hybrid signature strategies are
required. Libraries such as Botan and wolfSSL/wolfCrypt provide portable ML-DSA implementations ori-
ented toward embedded and constrained environments, while managed-language ecosystems (Bouncy
Castle for Java/.NET) and platform cryptography libraries (e.g., Microsoft SymCrypt) have introduced
support for ML-DSA to ease enterprise and OS-level adoption [95, 255, 256, 312, 66, 227]. The Open
Quantum Safe project and the PQ community repositories (e.g., the CRYSTALS-Dilithium reference code)
continue to serve as primary sources for reference implementations, interoperability tests, and perfor-
mance baselines [95, 255].

Side-channel resistance and secure implementation techniques Practical security of ML-DSA de-
pends critically on careful implementation, particularly because Dilithium’s signing algorithm uses sam-
pling and rejection loops (the Fiat—-Shamir-with-aborts paradigm) which can introduce side-channel risks
if not handled correctly. Research has demonstrated that naive implementations may leak through tim-
ing, power, or microarchitectural channels unless mitigations are applied. Consequently, production and
reference implementations increasingly incorporate constant-time primitives for polynomial arithmetic,
blinding of ephemeral randomness, and careful handling of rejection sampling to avoid secret-dependent
timing or branching. Libraries such as OpenSSL, BoringSSL, and vetted reference implementations
in the PQ community explicitly target hardened signing and verification routines informed by published
side-channel analyses and implementation guidance [236, 95, 255]. High-performance, security-focused
projects within the PQ Code Package and related efforts also integrate side-channel countermeasures
(constant-time arithmetic, masked sampling, and hardened failure handling) into their Dilithium back-
ends [264].
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Formally verified and high-assurance implementations Given the complexity of lattice-based arith-
metic and the long-term security goals of post-quantum signatures, there is active interest in formally
verified or mechanically checked implementations of ML-DSA primitives. Efforts in the PQ community
aim to produce high-assurance Dilithium components that provide guarantees of functional correctness
and memory safety, and in some cases additional proofs or checks about timing-related behavior for criti-
cal kernels. Projects in the PQ Code Package and related repositories provide carefully audited reference
code and, for selected arithmetic kernels, mechanically checked or formally verified artifacts that serve
as high-assurance building blocks for production libraries and platform integrations [264, 95].

Hardware optimizations and acceleration As with other lattice-based schemes, ML-DSA benefits
substantially from platform-specific optimizations. Optimized software backends exploit vector instruction
sets such as AVX2 and AVX-512 on x86 processors and NEON on ARM architectures to accelerate NTT
and polynomial arithmetic, which dominate the cost of key generation, signing, and verification; such opti-
mized kernels are available in libogs [255], the CRYSTALS-Dilithium reference implementation, and sev-
eral production-grade libraries (e.g. [95]). Beyond software-level vectorization, ML-DSA has also been the
subject of dedicated hardware implementations. Multiple FPGA prototypes of CRYSTALS-Dilithium have
been reported in the literature, demonstrating efficient realizations of signing and verification while ex-
ploring trade-offs between throughput, latency, area, and energy consumption [277, 53, 217]. In addition,
ASIC implementations targeting Dilithium have been proposed and evaluated, with particular emphasis
on constant-time execution and side-channel-aware design suitable for embedded and high-assurance
environments [204]. Taken together, these results show that ML-DSA can be efficiently implemented
across a wide spectrum of platforms, ranging from constrained embedded devices to high-performance
server-class systems.

4.4 Towards Robust PQC Implementation through QR Trusted Com-
puting Architectures

The two core dimensions of the transition towards PQC are cryptanalysis maturity (incl. CMs design
and implementation) and performance. In this regard, while SW-based implementations offer easy in-
tegration, they pose significant challenges in terms of efficiency. HW-based solutions (capturing also
memory-mapped cryptography peripherals) can increase both performance and security (it is prefer-
able not to have secret variables in commodity microcontroller processor registers as preventing leakage
there is more difficult), at the cost of fragmentation due to dependence on specific HW. This highlights
the benefit of SW/HW co-design, lowering the barrier of entry for secure and efficient PQ solutions with
high interoperability. Co-designs can be categorized as tightly- and loosely-coupled [93], depending on
whether they require HW modifications of the CPU. Several such approaches for lattice-based crypto
are based on tightly-coupled HW modules [324, 301, 245, 220], or a combination of loosely- and tightly-
coupled extensions [190], for the acceleration of NTT and SHAKE. Tightly-coupled HW acceleration has
also been proposed for SLH-DSA [211, 306] and HQC [288, 102]. However, the consideration of CMs is
lacking, as only masking has been considered for HQC [296], and masking, randomization, and custom
PRF hardening for SLH-DSA [282]. Co-designs for isogeny- and multivariate-based crypto have not yet
been explored.

SW/HW co-design is also the main design choice for establishing PQ Roots-of-Trust (RoTs). For instance,
the OpenTitan RoT [212] has been leveraged for loosely-coupled instruction sets [300] and tightly-coupled
Keccak acceleration extensions [4] in lattice-based crypto. However, due to high computational require-
ments, OpenTitan cannot yet be integrated into resource-constrained devices. The use of QR-TPMs
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has been examined for ML-KEM, ML-DSA [130], and SLH-DSA [248], but the integration of CMs has
not been considered. The use of TEEs has been investigated for mitigating side-channel vulnerabilities
[205], but they lack implementation. All the above highlight the need to converge on an acceleration
strategy allowing interoperability across multiple architectures, while supporting multiple PQC families. In
addition, while the EU regulation on the adoption of the European Common Criteria-based cybersecurity
certification (EUCC) is set to come in effect in 02/2025 [126], and the NIST CAVP [232] and CMVP [241]
programs dictate the validation of vendor implementations of PQC schemes, it is still unclear which im-
plementation attacks are the most critical and relevant for product security certification, and there are no
well-established guidelines for running security tests.

4.5 Integration into High-End Security Protocols

Throughout this Chapter, we have provided a detailed overview on the state-of-the-art pertaining to var-
ious types Post-Quantum crypto primitives, focusing on both theoretical and implementation aspects.
However, an important dimension that needs to be considered when examining the post-quantum transi-
tion of existing infrastructures is the post-quantum elevation of higher-end security protocols, which
use the aforementioned types of primitives as building blocks. Specifically, many modern applica-
tions include components based on standardized network protocols and security technologies that
need to be revised to support the use of PQC algorithms for the secure lifecycle management of all de-
vices operating in a zero-trust manner. Thus, in order to enable the transition of such applications, there
is a need not only for theoretical improvements on the underlying PQC primitives, but also the crypto
designs of the applications themselves, such as access control, data sharing, privacy-preserving authen-
tication, and E2E communication. Throughout this Section, we will provide a detailed overview of the
state-of-the art pertaining to such higher-end security protocols.

Communication protocols for E2E security PQ-TLS has recently attracted considerable attention,
and the IETF has provided a PQ implementation for TLS 1.3 [171]. KEMTLS [147] builds upon this by
using ML-KEM for authenticated key exchange, and KEMTLS-PDK is a variant with pre-distributed keys
[285]. However, all existing PQ solutions rely on replacing the classic DH used in TLS with a KEM-based
solution, such as ML-KEM [293], code-based KEMs [310, 302, 111], and isogeny-based KEMs [310]
(though using the now-broken SIKE). However, the use of KEMs may not be the optimal transition strat-
egy for many applications relying on DH, thus highlighting the need for DH-alike and isogeny-based key
exchange alternatives. There have also recently been efforts for enabling the IPsec protocol (for network
application security) by quantum-hardening the underlying IKEv2 [136, 101] and integrating QKD/PQC
solutions [7]. There has also been consideration for advanced PQC/QKD authenticated key protocols with
increased key rotation capabilities, beneficial for telecom operators. However, while there is a conver-
gence on the benefits of PQC/QKD in key management [172, 135], there is limited work on the validation
and implementation of such schemes, and existing analysis is purely theoretical.

Progress on the migration of schemes like IKEv2 [260, 314] and IPSec [267] at the network layer, and
OpenPGP [266] at the application layer, is currently slower, as their quantum transition is ongoing due to
constraints posed by the size of the public keys. This leads to a core bottleneck regarding fragmentation,
as the internal building blocks of these schemes, such as X.509 certificates, currently do not support the
required sizes of signatures and keys [184]. Suppression of intermediate CA certificates for reduction
of PQ certificate chains has been proposed for mitigating the fragmentation issue, but such solutions
introduce security concerns [183].

One core issue towards the quantum transition of TLS 1.3 is the need for PQ Authenticated Key Estab-
lishment (AKE), in order to simultaneously establish a shared session key between parties and verify
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their identities in a quantum-resistant manner. Significant work has been performed by the IETF TLS
Working Group [171], which has provided a draft on hybrid key exchange [173] combining classical
ECDHE with PQ lattice-based KEMs, thus being one of the first to broadly adopt the current trend of
hybrid KEMs. This highlights the benefits (but also the necessity) of a hybridization strategy, which has
also been explored as part of the OpenSSL library v3.5 [298, 94, 303]. PQNoise [275] has been pro-
posed as an AKE protocol that is more efficient than other PQ KEMs and dynamically supports multiple
handshake patterns depending on the need of the communicating parties, but is hindered by the large
public-key and ciphertext sizes of ML-KEM. It follows that these solutions pose a significant scalability
hurdle, as they are subject to the performance bottlenecks of existing PQC (e.g., internal arithmetic op-
erations of lattice KEMs). Also, the need for client-server interactions significantly increases the amount
of data that needs to be exchanged as part of the handshake. Thus, there is a need for authenticated
(non-interactive) key exchange that bypasses the need for server communication, thus minimizing the
execution time and the amount of data exchanged during a handshake. A prominent solution is KEMTLS
[147], which performs authentication through KEM key exchange, and demonstrates reduced handshake
time and lower memory consumption than TLS 1.3. KEMTLS-PDK [285] further reduces handshake size
and enhances scalability in server-based implementations, but requires pre-distributed public keys. A
promising research direction entails the substitution of the traditional ECC-based Diffie-Hellman (DH) in
TLS with lattice-based PQ key exchange protocols [63], but authentication has not been considered. The
first proposed authenticated non-interactive PQ key exchange scheme is SWOOSH [134], which has per-
formance limitations and requires large public keys (in order of 200kB), but it demonstrates the capability
to move towards a more efficient authenticated pipeline. Specifically, it brings to the forefront the benefits
of other crypto families, especially isogenies, which have smaller key sizes, features the same arithmetics
as current ECC, and have potential for aggressive acceleration and optimization.

Identity Management and Execution of Data-Sharing Agreements Considering the increasing ap-
plication of large-scale interconnected loT, handling of private information at an individual-, business-,
and government-level is a core concern. This is supported by Self-Sovereign Identity (SSI) infrastruc-
tures, leveraging the EU Digital Identity Wallet (EUDIW), which enable individuals to handle their own
identities through Verifiable Credentials (VCs) with selective disclosure. Thus, there is a need for PQ
privacy-preserving communication and identity management protocols, necessitating more advanced
crypto abstractions to support and expand existing SSI infrastructures. The use of lattice-based schemes
for achieving VCs suitable for selective disclosure, non-interactive renewal, and revocation has been ex-
plored [118], but the use of QR signatures in SSI has not yet been explored. An open issue pertains
to the use of QR signatures for the delegation of credential use to third-party agents through the OAuth
protocol [313].

To fulfil the strict privacy, integrity, and correctness requirements of SSI [127], the use of anonymous
credentials was proposed [48]. The emergence of zkSNARKSs enabled their construction for any signature
scheme, and their application with (not PQ) ECDSA is currently considered. This approach is crypto-agile
and can facilitate PQ transition, as it allows the convenient shift from ECDSA to a PQ signature scheme
with a suitable PQ zkSNARK. ML-DSA with zkSNARKs has been investigated, but existing solutions are
limited in scope [262] and lack rigorous security analysis [281]. Also, the use of anonymous credentials
with attestation in a quantum-secure manner has not yet been investigated. Zero-knowledge proofs are
also a core enabler for privacy-preserving authentication schemes, such as DAA and EPID, but existing
solutions [78, 79] have low efficiency and lack security evaluation.

Research around QR management and execution of data sharing agreements mostly revolves around
access control, such as ABE [74, 9, 315, 110] and ABS [121, 320, 213]. However, these generally do
not provide forward secrecy, which is needed in E2E data sharing among multiple users. Updatable
encryption (UPKE) offers regular updates of public-private key pairs, but research on PQ schemes is
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immature [108], as they do not offer implementation or security analysis for optimal parameter selection.

4.5.1 Homomorphic Encryption

The versatile nature of Homomorphic Encryption (HE) — combined with the wide range of its applications
— has rendered it one of the most significant fields of research in recent years. In 1978, one year after
the introduction of RSA [280], Rivest et al. suggested HE serves as a solution against the incompatibility
between user privacy and the need for data delegation and computational requirements [279]. HE per-
forms computations on encrypted data and produces an encrypted result that can be decrypted to the
same result as if the computations had been performed on unencrypted data.

Several existing public-key cryptosystems, including RSA [280], EIGamal [122], and Goldwasser-Micali [146],
present homomorphic properties, though none support the computation of arbitrary functions on cipher-
texts. The goal of obtaining a fully homomorphic encryption (FHE) scheme continued until Gentry’s
breakthrough in 2009 [137]. This scheme dealt with the difficulty of specific mathematical problems
concerning ideal lattices and enabled unrestricted computations on encrypted data. Through the unre-
stricted computation feature, FHE has been brought as the leading solution to many applications, such
as private information retrieval [32], private set intersection [76, 75, 89], and privacy-preserving machine
learning [159, 201].

Over the years, researchers have developed three types of HE: Partially Homomorphic Encryption (PHE),
Somewhat Homomorphic Encryption (SHE), and Fully Homomorphic Encryption (FHE), each with distinct
properties and capabilities. FHE, though computationally intensive and resource-demanding, enables
arbitrary computations on ciphertexts, including addition, multiplication, and other complex operations. In
contrast, PHE supports only a single operation, either addition or multiplication, making it computationally
less demanding but significantly less flexible than FHE. SHE offers an intermediate solution, allowing a
limited number of additions and multiplications while being more practical than PHE and less resource-
intensive than FHE.

Since the groundbreaking work by Gentry [137], numerous HE schemes have emerged to handle diverse
data types. Notably, recommended by Homomorphic Encryption Standard [17], the Brakerski-Gentry-
Vaikuntanathan (BGV) scheme [68] supports modular arithmetic over finite fields, enabling computations
on vectors of integers in Z, with ¢ > 2. Similarly, the Brakerski/Fan-Vercauteren (B/FV) scheme [67,
128] operates over finite fields and facilitates computations on integer vectors. The Cheon-Kim-Kim-
Song (CKKS) scheme [80] allows approximate computations on vectors of real and complex numbers.
Additionally, the Torus FHE (TFHE) scheme [81, 82, 83] employs boolean circuits and decision diagrams
for low-precision integers [84]. Each HE scheme is meticulously designed to achieve specific optimization
goals. BGV, B/FV, and CKKS prioritize minimizing the multiplicative depth in their decryption circuits,
while TFHE focuses on reducing the gate count required for decryption operations. Section 6.3 presents
a detailed explanation of the mentioned HE schemes, along with their correctness.

4.5.2 Functional Encryption

Functional Encryption (FE) and Multi-Client Functional Encryption (MCFE) FE allows a user to
compute a specific function on encrypted data without revealing the underlying plaintext, and to obtain
only the result of that function. For example, Inner Product Functional Encryption (IPFE) [259, 10, 129]
and quadratic polynomials [42] being some of the most studied functions. The number of supported
functions continues to grow; we can add the recent discovery of partial decryption [250] in 2024.

In 2014, a new functionality for FE was introduced: Multi-Client Functional Encryption by Goldwasser [145],
which has since become a main feature of FE schemes. In an MCFE scheme, a ciphertext depends on a
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specific label, thereby limiting decryption to users who possess a decryption key for that label. While this
feature is perfect for a system requiring fine-grained access control, it narrows flexibility in data manage-
ment. Indeed, over the past dozen years, countless constructions have been proposed [207, 206, 11],
covering a large range of functionalities and system models. Another notable recent technique, Cipher-
text Updatability [85], allows an authority to issue update tokens that enable updating the label under
which a message was encrypted.

Ciphertext Updatability for tags The idea of rightfully tampering with a ciphertext has been introduced
by Boneh et al. [60] in 2013. Named Updatable Encryption (UE), this technique modifies a ciphertext to
change, or update, the key with which it is encrypted. Whilst simple, this feature has sparked interest in
the field [225, 105, 294, 224]. Its adaptation to MCFE has emerged with the article of Cini et al. [85], who
defined the notion of Ciphertext Updatable Functional Encryption (CUFE). While classical UE updates
the entire key, CUFE updates the label under which the ciphertext was encrypted, without re-encrypting it
from scratch. To sum up, the owner of the model can decide which ciphertext’s lifetime can be extended
for further use. Because this paradigm is very recent, little work has been conducted on proposing
CUFE schemes. However, we believe this technique will gain greater attention in the future and will soon
become an expected feature in most MCFE schemes.

Example of FE use: Partial Decryption FE schemes allow the computation of specific functions on
ciphertexts. However, FE schemes that allow fine-grained control and selective computations over en-
crypted data, while revealing only a part of the plaintext, are difficult to come by.

To the best of our knowledge, the only FE scheme allowing this so-called partial decryption is SPADE [250].
Other techniques can enable the decryption of parts of an encrypted database by identifying specific pat-
terns in a collection of ciphertexts [162], and another technique uses permutations [39].

SPADE [250] is an FE scheme introduced by Nuoskala et al.. In the article, the authors achieve fine-
grained control over ciphertext data during decryption. It is considered state-of-the-art in partial de-
cryption by FE. It relies on the cyclic group and Additive ElGamal and can be run on quantitative and
qualitative data. It served as the main inspiration for AoS. Despite its novelty, in our opinion, SPADE is
lacking additional components such as ciphertext updates as in [85] as well as post-quantum security.

4.6 Lattice Trapdoors and Gadgets and Applications

In lattice-based cryptography, trapdoors play a central role in enabling advanced cryptographic functional-
ities while preserving security based on hard average-case problems. Informally, a trapdoor is additional
secret information associated with a public lattice object—typically a matrix defining a lattice—that allows
one to efficiently solve certain computational tasks that are otherwise believed to be hard. A canonical
example is Gaussian preimage sampling: given a public matrix A and a target vector u, finding a short
vector x such that Az = u mod ¢ is computationally intractable in general (namely, this would solve SIS),
but becomes feasible when a suitable trapdoor for A is known. Trapdoors are used in many lattice-based
constructions, including, for example, signatures [138, 131] and identity-based encryption [209, 178].

The Ajtai-Dwork [14] cryptosystem introduces the notion of a lattice trapdoor as a hidden geometric
structure: the public key defines a lattice that appears random and for which decoding noisy lattice points
is computationally hard. Here, the secret key consists of a short basis (the trapdoor) that enables effi-
cient bounded-distance decoding. Gentry, Peikert, and Vaikuntanathan [138] generalize lattice trapdoors
by designing structures that support efficient Gaussian sampling and trapdoor delegation, thereby trans-
forming lattice trapdoors into a versatile primitive that is used to construct a signature scheme and an
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identity-based encryption scheme. Alwen and Peikert [28] significantly improve this paradigm by pro-
viding an explicit and efficient trapdoor generation method for random-looking matrices, ensuring the
existence of a trapdoor by construction rather than by probabilistic arguments. Finally, Micciancio and
Peikert [226] introduce simpler and more efficient trapdoors with tighter security reductions and improved
parameters, establishing an efficient framework that has become the standard foundation for modern
schemes relying on trapdoors.

4.6.1 Gadgets

Early lattice trapdoors, such as those used in the GPV framework [138], rely on the knowledge of a
short basis of a lattice. While theoretically powerful, these trapdoors suffer from large key sizes and
limited efficiency, thus ruling out practical instantiations. To address these limitations, an alternative
notion known as gadget trapdoors was introduced in [226]. Rather than relying on a hidden short basis of
an arbitrary lattice, gadget trapdoors exploit the structure of a specially generated, publicly known gadget
matrix. This matrix defines a simple lattice for which inversion and Gaussian preimage sampling can be
performed efficiently. Random looking lattices, which should normally be used in cryptographic schemes,
are then generated from the gadget lattice via linear transformations, effectively transferring the trapdoor
functionality. Thanks to their efficiency, gadgets have become a fundamental tool for bridging the gap
between theoretical lattice constructions and practical post-quantum cryptographic schemes, especially
regarding advanced constructions whose realizations would otherwise be impractical.

A gadget matrix is a public, highly structured matrix G € ZZ;X"Z designed to support efficient decomposi-
tion of vectors modulo g. A canonical example is

g 0 - 0
G=1,0g= 0 g . 0
oo .
where g = (1,2,4,...,2°1), ¢ = [log, q] and 0 is the vector with all zero components of size /.

The key property of G is the existence of an efficient algorithm that, given any y € Zj, computes a
short vector x such that Gx = y mod q. Instead of embedding a short basis directly into a public matrix,
modern constructions express the public matrix as

A=[A'| AT +G),

where A’ is uniformly random, 7" is the trapdoor, and G is a gadget matrix. This approach ensures that
the public matrix A is statistically close to uniform and the trapdoor 7" enables reduction of hard problems
on A to easy problems on G.

An important advantage of gadget-based trapdoors is the ability to delegate trapdoors. Given a trapdoor
for a matrix A, it is possible to efficiently derive a trapdoor for related matrices A’ = AR, where R is a
public transformation.

Trapdoor delegation is a key ingredient in hierarchical and identity-based encryption schemes.

4.7 PiQASO considered threat model

Based on the analysis of the relevant attack categories described in this chapter, the threat model envi-
sioned in PIQASO will follow a two-layer approach and will aim at:
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2. examining different attack scenarios when these primitives are integrated into high-end pro-
tocols.

1. analyzing attack vectors targeting low-level PQC primitives, and

For low-level cryptographic primitives, the threat model considered in PiIQASO targets the implemen-
tations of the NIST-standardized ML-KEM, ML-DSA and SLH-DSA schemes. In particular, the threat
model will consider adversaries capable of launching the most prominent SCAs in HW-based im-
plementations, by exploiting access to side-channel leakage information, such as power consumption
(DPA and SPA attacks). As a mitigation strategy for such types of SCAs, PiIQASO will aim at develop-
ing a fully masked implementation of first and second order for ML-KEM, ML-DSA and SLH-DSA.
In addition, timing-based attacks (on NTT for lattice schemes and on Keccak in SLH-DSA) will also
be considered in the threat model, targeting SW-based implementations, and will be mitigated by
including constant-time implementations of secret-dependent subroutines, as well as masking and
shuffling countermeasures. Furthermore, the proposed implementations of the aforementioned PQC
primitives will be tested against known SW- and arithmetic-level bugs and vulnerabilities. In par-
ticular, PIQASO will first investigate existing NIST Known Answer Tests (KATs) and Test Vectors, and will
next aim to identify bugs and validate SW and HW implementations of ML-KEM, ML-DSH, and SLH-DSA.
PIQASO will also leverage NIST-established parameter sets targeting specified security levels in order to
ensure the correct instantiation of PQC primitives, and will verify their correctness against fundamental
security properties, namely IND-CPA for PKE, IND-CCA for KEMs (based on the hardness of the stan-
dard MLWE) and SUF-CMA for digital signature schemes (based on the hardness of the standard MLWE
and MSIS lattice problems).

At a higher layer, PIQASO envisions the integration of the implemented PQC primitives into legacy, high-
end cryptographic protocols, such as TLS and IKEv2, which fundamentally rely on the development of
a (hybrid) Authenticated Key Establishment (AKE) mechanism. In addition, PIQASO aims at developing
new, lattice-based advanced cryptographic protocols, including Attribute-Based Encryption (ABE) and
Updatable Public Key Encryption (UPKE), to support the PQ-as-a-Service (PQaaS) concept. Hence, at
a protocol layer, the considered threat model assumes adversaries targeting known weaknesses
of communication protocols, but also vulnerabilities emerging from embedding low-level PQC
primitives into complex protocol stacks. In this case, threats include certificate validation flaws in PKI,
CA private key leakage, downgrade and MITM attacks, as well as various attacks targeting the handshake
layer in legacy protocols. Consequently, the security requirements posed by protocol deployments
will be formally verified against an extended set of application-driven security and privacy properties,
using well-established formal verification frameworks, selected based on the underlying threat model and
security objectives. This may involve verification in the symbolic (Dolev-Yao) model, using automated
tools such as Tamarin or ProVerif, the design of computational proofs following the provable-security
framework, or simulation-based approaches, by deploying the Universal Composability (UC) framework.
Furthermore, the migration to PQC, specifically the integration of PQC primitives into high-end proto-
cols, introduces additional risks, stemming from significantly larger public keys, ciphertexts and
signatures compared to classical cryptosystems. These increased values will result in exceeding the
packet size limits in legacy communication protocols (e.g., TLS and IKEv2) and will lead to packet frag-
mentation at different layers of the network. Fragmentation can have a negative impact, not only in the
overall performance, but also in the reliability and security of the underlying communication protocol. This
is because it often leads to increasing latency and potentially the expected retransmission rates, exposing
the protocol to Denial-of-Service (DoS) and traffic analysis attacks. PiQASO realises these additional
challenges in the PQC migration process and envisions a carefully-engineered transition to PQC,
with specific attention to protocol constraints, transmission requirements, and implementation-level miti-
gation strategies to ensure a robust and secure deployment of legacy, high-end cryptographic protocols.
In addition, the construction of advanced PQC protocols (ABE and UPKE) often mandates the use of
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new, non-established parameter sets to instantiate the lattice functions. These new instantiations will
be carefully selected to ensure that reductions to well-established hardness assumptions, such
as MLWE and MSIS, provide concrete security against both classical and quantum-enabled adver-
saries, while at the same time, the usual indistinguishability (IND-CCA/IND-CPA for KEMs and PKE) and
unforgeabilty notions (for digital signatures) are not violated.
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Chapter 5

Forward Security in PiQASO

Cloud storage services have become a fundamental component of modern computing infrastructures,
enabling users to outsource data storage and management to remote servers. While this paradigm offers
scalability, availability, and cost efficiency, it also introduces significant security challenges, particularly in
adversarial environments where long-term data confidentiality cannot be assumed. In such settings, the
compromise of cryptographic keys represents a critical threat, as it may allow an attacker to access not
only current data but also previously stored information.

Forward security addresses this risk by ensuring that the exposure of a secret key at a given point in
time does not compromise the confidentiality of data protected in the past. By periodically evolving
cryptographic keys and securely erasing obsolete key material, a forward-secure cloud storage scheme
limits the impact of key compromise to a narrow time window. This property is especially important in
cloud environments, where servers are continuously exposed to attacks and where breaches may remain
undetected for extended periods.

Incorporating forward security into cloud storage schemes provides strong resilience against key expo-
sure and insider threats, thereby enhancing long-term data protection. As cloud-stored data often remains
sensitive well beyond the lifetime of any single cryptographic key, forward security emerges as a crucial
requirement for building trustworthy and robust cloud storage systems.

In this chapter, we discuss how to use a suitable cryptographic approach to guarantee forward security
in the encryption provided by PiIQASO: updatable public key encryption. After an introduction and a
discussion revolving around the state of the art on this primitive, we show how to realize a trivial instance
of it, which is enough to guarantee forward security in the case of a trusted server managing keys and
updates. We make this formally by giving a security model for the cloud that captures forward security
and proving that the cloud enriched with the update procedure satisfies forward security.

5.1 Updatable Public Key Encryption

With UPKE, we consider a broad class of public-key encryption (PKE) schemes supporting evolution
of private/public key pairs, possibly along with associated ciphertexts. Its asymmetric nature implies that
schemes within this class are suitable for applications requiring interaction between third parties (typically
performing encryption) and the owner of a private/public key pair (typically, performing decryption). These
schemes were introduced in the context of Forward Security for public-key-encrypted data [71] and more
recently gained popularity in the context of secure messaging [182, 24].

The first construction of a public key encryption scheme with the goal of forward security can be found in
Canetti et al. [71] under the name of forward-secure public-key encryption (FS-PKE). Since then, it has
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become a central primitive for bringing forward security into the public-key setting, where confidentiality
of past communications must be preserved even if long-term keys are compromised. Recently, this
concept has found applications in efficient forward-secure key-exchange protocols [156, 99, 100]. The
true strength of FS-PKE lies in its ability to provide a non-interactive approach: starting from an initial
key pair (pk,, sko), the scheme defines two synchronised key chains:

pko — pk; — --- and sky —sky — - --.

Public keys can be updated in a publicly computable way, while only the receiver can evolve the secret
key. Note that, in the literature, two equivalent viewpoints are often considered: public keys evolve in
a deterministic chain or they remain constant. This stems from the fact that the encryption algorithm
uses both a constant public key and the index associated with the current epoch. Crucially, the evolution
of secret keys is one-way: compromising sk; allows decryption only of ciphertexts encrypted under the
corresponding public key pk; and any pk, for £ > 1, but it remains infeasible to recover any prior sk; for
j < 1, thereby protecting past communications.

This property can be achieved with a simplified version of Hierarchical Identity-Based Encryption (HIBE) [139,
57], and indeed the first FS-UPKE construction was built from HIBE [71]. As more efficient and di-
verse HIBE schemes were developed—based on bilinear pairings [57], lattice assumptions [72], or even
pairing-free groups [112]—corresponding FS-UPKE constructions followed. Some theoretical work has
also shown instantiations from weaker assumptions, such as DDH [112], or low-noise LPN [113]. Despite
this broad landscape of possible instantiations, all known FS-UPKE schemes inherit the drawbacks of
their HIBE roots: they are more complicated to implement and significantly less efficient than standard
PKE.

Another important limitation is that FS-UPKE only provides forward security, not post-compromise security
(PCS) [87], where PCS means that a system can heal after a key exposure. Consequently, once a secret
key is exposed, all future secret keys in the chain can be derived by the adversary, meaning that the
system cannot recover security going forward.

Taken together, these limitations have so far prevented FS-UPKE from being deployed in real-world mes-
saging or key-exchange protocols [97, 149]. Nonetheless, the primitive remains an important conceptual
bridge: it shows how forward security can be formalised and achieved in non-interactive public-key set-
tings, and it continues to inspire new approaches.

Notice that, after the introduction of FS-PKE, other primitives supporting PCS based on it were intro-
duced [109, 106, 107]. However, these primitives are based on HIBE, therefore suffering from the same
efficiency problems as FS-PKE.

To address the aforementioned performance limitations, Jost et al. [182] introduced a new primitive under
the name of updatable public key encryption (UPKE). These schemes gained popularity due to their
efficiency, comparable to standard PKE/KEM schemes (c.f. Table 5.5 for the comparison). These are
mainly used in continuous group key agreement (CGKA) [27, 25], which serves as a foundation of secure
messaging protocols [24], allowing a large group of users to maintain a shared secret key that is frequently
rotated by group members to achieve FS and PCS [25, 36].

In UPKE, any user can decide to update the public key of any other user and provide a token that is used
by the owner of the secret key to update it. This requires coordination between parties: since the public
key is updated, all the parties need to be up to date regarding the current public key. Indeed, to guarantee
FS, the previous secret key must be deleted after the update. This implies, if the scheme is secure, that
the user is not able to decrypt messages encrypted with an old public key.

Updating the public key usually results in a randomisation of the secret key. This is the main difference
with FS-UPKE, where public and private keys evolve in a deterministic chain, as explained before.

Although UPKE requires coordination, it usually provides PCS: if an adversary compromises a secret key
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at epoch e, then after an update performed by an honest party (e.g., the key owner), security is restored,
as the new secret key, which is the result of a randomization of the old one, becomes unknown to the
attacker. In this sense, PCS can be viewed as the analogue of FS for future instead of past epochs.
Some works in the literature (e.g., [22]) jointly refer to these properties as post-compromise forward
security (PCFS).

5.1.1 Syntax and Semantics of UPKE

Although the UPKE notion provides a general understanding of the core functionalities and security mod-
els involved, different works in the literature diverge in significant syntactic and conceptual details (as
was earlier observed in [26]). This is often because the proposed syntax in each work may be tailored to
specific application scenarios.

Note that, as in the context of conventional public-key encryption, it is useful to distinguish between
UKEM—the analogue of a KEM in the updatable setting—and UPKE schemes. Earlier works focused
primarily on UPKE constructions [182, 119, 108]. More recent research [26, 19], however, has shifted
attention to UKEMSs, a formulation that better aligns with modern cryptographic protocols and composes
more naturally with the established KEM/DEM paradigm. In addition, UKEMs provide improved compati-
bility with emerging standards such as the NIST post-quantum KEM specifications, i.e., ML-KEM [237],
making them a natural candidate for practical deployment. Throughout the section, unless stated other-
wise, we use UPKE as the default notion. We note that the transformation between the two notions is
straightforward: an UKEM can be obtained directly from an UPKE, and, as in the standard setting (i.e.,
between PKE and KEM), hybrid-encryption techniques, i.e., KEM/DEM, also allow constructing a UPKE
from a UKEM.

5.1.1.1 Defining UPKE and Its Correctness

For convenience, we adopt the syntax of [6], which is the same used also in other works, like [108, 19].

Definition 4 (UPKE). An Updatable PKE scheme consists of a PKE scheme (KeyGen, Enc, Dec) and two
associated update algorithms (UpdatePk,UpdateSk):

« UpdatePk(pk, up): the update public key algorithm takes as input a public key pk and a public key
update value up and outputs a new public key pk’, along with a secret key update token A;

« UpdateSk(sk, A): the update secret key algorithm takes as input a secret key sk and a secret key
update token A and outputs a new secret key sk'.

Correctness property. We require the following correctness property: We call a key-pair (sk’, pk’) fair
if it has been generated by the KeyGen algorithm or if it has been obtained by updating a fair key-pair,
i.e., (sk’, pk’) is fair if (sk’, pk’) <— KeyGen(1*) or (pk’, A) <— UpdatePk(pk, §), sk’ < UpdateSk(sk, A), for
(sk, pk) < KeyGen(1*). Then, a UPKE is correct if, for every fair key-pair (sk’, pk’), any possible update
value up and any possible message m:

P[Dec(sk’, Enc(pk’,m)) = m] = 1,
where this definition can be trivially relaxed to the case of )-correctness, i.e., decryption is allowed to fail
with probability 4.

This syntax is called “long symmetric syntax”. Other types are the “short syntax” and “long asymmetric
syntax”. In the short syntax, there are no update algorithms: the public key is updated with a random
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update value up inside the encryption algorithm. The private key is updated inside the decryption algo-
rithm, where this takes as input also the current public key: the update token A is retrieved from the new
and old public keys. In the long asymmetric syntax, other than the update algorithms, there is an update
generation algorithm that produces a string to update a public key and a string to update the related
secret key.

Note that the syntax of UKEM and its correctness are symmetric to the one of UPKE, and therefore we
don’t show it explicitely.

Before discussing security, we introduce a property that will be used in the comparison of schemes later.
Some UPKE constructions allow for agnostic updates, meaning that the update token can be generated
independently of the specific public key to be updated (e.g., [182, 119]). This offers a more modu-
lar approach, potentially improving scalability and usability in distributed environments. Other schemes
(e.g., [108, 35, 5)]), instead, require update tokens to be tightly bound to the public key being updated,
which may simplify security proofs but reduce flexibility.

5.1.2 Summary of Security Notions

Security for UPKE schemes extends classical PKE notions to account for key evolution over time. While
different syntaxes can be adapted to each other, the security models differ significantly in how they treat
updates, adversarial control over randomness, key exposure, and structural properties such as branching
key histories.

Core Goals: FS and PCS. Most models aim to capture FS: once a trusted update has occurred,
exposure of the current secret key must not compromise ciphertexts generated in past epochs. Stronger
notions additionally capture PCS, requiring that confidentiality can be restored after a corruption, provided
that honest updates follow.

One-Wayness Notions. The weakest notions are variants of one-wayness (OW-CR-CPA and OW-CR-
PCA), which extend classical OW-CPA/PCA security to the updatable setting. The adversary may trigger
key updates (possibly with chosen randomness (CR)), receive a challenge ciphertext encrypting a ran-
dom message, and eventually learns the updated secret key after a trusted update. Security requires
that the adversary cannot recover the plaintext. OW-CR-PCA implies OW-CR-CPA as in the standard
PKE setting. Although these notions are insufficient in isolation, generic transformations can lift them to
stronger indistinguishability guarantees.

IND-CPA Variants. Among CPA-based security notions, there is a spectrum of strength.

At the basic level, some models capture forward secrecy (FS) under the assumption that updates are hon-
estly generated and trusted. The adversary can observe ciphertexts, but it can’t influence how updates
are performed or how randomness is chosen.

Stronger variants increase adversarial power. In some cases, the attacker can control the randomness
used during encryption, making indistinguishability harder to achieve. In others, the adversary is given
active influence over the update process itself — for example, by triggering updates, interacting with
update mechanisms, or even choosing maliciously generated update outputs. These models aim to
capture FS in a more realistic, adversarially controlled, and dynamic environment.

Beyond that, there are notions that also allow secret-key corruption. These are designed to model post-
compromise security (PCS) and multi-instance settings, where keys may be exposed, and the system
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is expected to recover security after subsequent updates. However, these corruption-based models are
structurally different from the update-centric ones, and the differences in how updates and exposures are
handled can lead to separations between the corresponding security guarantees.

IND-CCA Variants and External Updates. When moving to CCA security, the models additionally give
the adversary access to a decryption oracle, with the usual restriction that it cannot decrypt the challenge
ciphertext in its own epoch. Some variants also take into account external updates, where update tokens
are publicly visible. In these settings, the adversary can observe updated information (as would happen if
an external service distributes updates), but only the secret key owner can derive the corresponding new
secret key. This reflects real-world applications where updates are not purely internal or hidden.

Forking and Tree-Based Security. All of the above models typically assume that keys evolve linearly
over time — one update after another in a single chain. Stronger formulations generalize this to a tree-
like evolution, capturing forking security. This becomes relevant in asynchronous or group messaging
scenarios, where different branches of key updates can emerge from a common key-pair. In such set-
tings, security must hold even if the adversary causes the key history to split and later corrupts selected
branches. Schemes that are secure in the simple linear setting may fail in the tree-based one, showing
that security under forking is strictly stronger.

In table 5.1 we compare all the security notions given for UPKE schemes in the literature; we refer to
[219] for a more exhaustive explanation and a formal presentation of these security notions.

5.1.3 Comparison of Existing Schemes

In this section, we provide detailed comparison tables for all known UPKE/UKEM constructions. We
include concrete instances—grouped according to the underlying mathematical frameworks (i.e., groups
and residuosity-based, lattices, and isogenies)—as well as general constructions.

In Table 5.2 we compare the complexity of all constructions. Specifically, we report the sizes of secret key,
public key, ciphertext, update token, and plaintext, and give the computational costs of encryption/encap-
sulation and public-key update. We focus on the cost of encryption/encapsulation because, in all con-
sidered schemes, decryption is no more expensive than encryption; similarly, the public-key update is at
least as costly as the secret-key update, so we report only the former. Here, the notation ¢ - S denotes the
size of ¢ elements in the set S. For group-based schemes, each group element has size 2k, where « is
the security parameter. For lattice-based schemes, m, n and n’ denote matrix dimensions over the base
ring Z, (or Z,). In the short-syntax setting (see Section 5.1.1), the encryption cost already includes the
public-key update procedure, and update sizes are omitted since no explicit update string is produced.
Finally, the last three groups correspond to general constructions with CCA security, starting from an
appropriate base scheme, that is, a PKE, an IND-CR-CPA, or an OW-CR-CPA UPKE (depending on the
group). For these groups, only the dominant extra costs (overheads), such as the proof of knowledge,
on top of the corresponding base schemes, are given. Regarding [108]'s CPA-to-CCA transformation,
we report the sizes from the original paper even though the proof has been shown to be flawed, as the
corrected version [35] maintains essentially the same asymptotic sizes and complexities.

In Table 5.3 we compare the security guarantees provided by existing UPKE/UKEM schemes along with
some other properties. First, we indicate whether a scheme is a UPKE or a UKEM. For security, we list the
model in which the security of the scheme is proved and the underlying assumptions. The other properties
are as follows: A stands for agnostic updates, oo Upd means that the scheme supports an unbounded
number of updates, PUV denotes public update validation and the last column, Syntax, follows what
we discussed in Section 5.1.1, where L.A. denotes long asymmetric syntax, L.S. long symmetric one,
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Property Reference CR CU Corrupt‘MI‘ExternaI Updates Forks? Notes ‘

IND-CPA [23] X | X X X X X Adversary chooses messages; cannot
control update randomness; challenge
after trusted update; FS.

IND-CPA* [23] V| X X X b 4 X | As IND-CPA, but adversary controls en-
cryption/update randomness.
IND-CR-CPA | [108,5,6,35,19]| v | X b 4 X v X | As CR-CPA but the adversary chooses

update values; updates allowed after
challenge; requires trusted update be-
fore challenge answer.

IND-CU-CPA | [108,5,6,35,19]| v | V b 4 b 4 v X Adversary can directly choose update
strings (stronger than CR).
C-IND-CPA [119,182,117] | v | X v X X X Adversary can choose update values

and corrupt keys; challenge must fol-
low a trusted update and precede
adversary-controlled updates + com-
promise.

MI-C-IND-CPA [182] V| X v v b 4 b 4 Multiple key pairs from start; same up-
date randomness can be applied to sev-
eral keys; updates/exposures affect all
keys in the same epoch.

IND-CR-CCA | [108,5,6,35,19]| v | X b 4 b 4 v X CR-CPA variant with decryption oracle;
cannot decrypt challenge ciphertext in
challenge epoch.

IND-CU-CCA | [108,5,6,35,19]| v | V b 4 b 4 v b 4 CU-CPA variant with decryption oracle;
cannot decrypt challenge ciphertext in
challenge epoch.

T-IND-CCA [26, 29] X | X v X v v Keys evolve in a tree (forking security);
reveal oracle allowed; challenge restric-
tions prevent trivial wins; tailored for
group messaging.

Table 5.1: Extended comparison of UPKE security properties.

and S is short syntax. For general constructions, the Assumptions column lists the basic primitives or
schemes from which the final construction is derived. Finally, in the table, the notation X/v'denotes that
the corresponding property is inherited from the chosen instantiation of the underlying base scheme, and
therefore may or may not be satisfied.

In Table 5.4, we additionally emphasize the differences between the parameters used in [19] and in other
lattice-based schemes. This comparison highlights that, although the asymptotic complexities suggest
that [19] is the most efficient scheme, its concrete parameters are substantially larger in practice. This
increase in parameter sizes, along with the need for additional assumptions, is the cost of supporting an
unbounded number of updates. For performance reasons, [29] and [6] adopt the ring-LWE variant of the
scheme. In contrast, [19] cannot do so due to the nature of its construction. As a result, the parameters
used in these works and provided in Table 5.4 differ, as explained in the following. The parameter p is
related to the size of the message space: in [6, 29] the message space consists of d elements, each in Z,,
whereas in [19] it contains p elements. The parameter ¢ represents the size of the base ring, that is R,
in [6, 29] and Z, in [19]. The value n denotes the vector length: in [19] it refers to the lattice/code vector
length, while in [6, 29] it is the message dimension when encrypting a vector. The parameter £ gives the
dimension of the code in [19], and d is the degree of the polynomial defining the base ring in [6, 29]. The
quantity B bounds the error in [6, 29], and h denotes the hull dimension of the code in [19]. Finally, ¢
specifies the number of supported updates. The final column clarifies that although the ciphertext size
in [6, 29] appears larger, this is due to their much larger message space; consequently, the ciphertext-to-
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plaintext bit ratio is significantly smaller. Moreover, the ciphertext in [29] includes a member tag, making
it secure in a model that supports forks, i.e., T-IND-CCA security, where [19] is IND-CR-CPA secure.

Finally, in Table 5.5 we provide a comparison of concrete sizes focusing on the most efficient UKEMs,
and compare them with standard KEMs. Notice that, from a size perspective, the most efficient UKEMs
in the pre-quantum setting are close to KEMs in current use. However, in the post-quantum setting where
sizes are generally larger, a 5 times expansion for ciphertexts is rather significant.

Sizes Computational Costs

Constructions based on Pre-Quantum Assumptions

AFMR25 [29] (Sec. 5)

General Constructions with CCA Security from a PKE Scheme

PKE.sk

PKE.pk

PKE.pt

JMM18 [182] 2K 2K 2K - 2K * O(k) O(k)
DKW22 [108] (Sec. 5.3) | 20x2 2042 + 20k2 + 2003 + 10k % O(r?) O(r?)
HLP22 [5] (Sec. 3.2) | 2w%—2 zn(c +1) 2:‘{(( +1) 2%(C+ 1) . (cn)* O(Cr)*
AFM24 [26] O(k) +

Constructions based on Lattices

DKW22 [108] (Sec. 6.3) | O(m)-Zs O(mn)-Z O(m) - Z, O(m?) - Z,, {0,1} O(mn) O(m?n)
HPS23 [6] (Sec. 4) o) -2, On? Zp on?) -7, o(n?) -7, (n)-Z O(n?) O(n?)
AFMR25 [29] o) -2, 0On)- -Z, O(n?) -7, - (n)-Z, Oom®) + -
ABL25 [19] o) -Z, OWk)-Z ow)-Zy ow)-Zy o) Zy O((n')?) O((

Constructlons based on Isogenies

EJKM20* [119] (Sec. 6) | 1 - [—p, ] 1-F, 1-F; 2GA 1GA
DFV24[117] 10 - Fy 2.-Fy 2 (Fﬁ,) + E(Fﬁ,) - {0, 1}7* * *

JD25* [179] (Sec. 5.4) | 1+ [—p, ] 1-F; 1-F; 1-F, 1-F; 2GA 3GA

JD25[179] (Sec. 5.2) | 1-[—p, p)? 1-F, 1-(Fp+ E(F;)) 1-(Fp+E(F;)  Zogo 2GA 3GA

PKE.Enc + PKE.KG -

DKW22 [108] (Sec. 7.4) +|7| +m

DKW22 [108] (Sec. 7.5) +|m| +|7| +m +’
HLP22 [5] (Sec. 4.2) +|m| X2 + X2
HLP22 [5] (Sec. 4.4) +|7| +|m|+|7| +m +m+ 7
HPS23 [6] (Sec. 5) x2
HPS23 [6] (Sec. 6) X2 +|m]

General Constructions with CCA Security from an OW-CR-CPA UPKE Scheme ‘
AW23 [35] X2 +Enc

Table 5.2: Sizes and computational costs of UPKE schemes.

{1,2}. The quantity 7’ denotes the number of distinct prime factors of N, and

In [5], the parameter ¢ takes values in

= O(N). The operations

in [117] are not directly comparable to those of the other schemes, as the construction is based on a
fundamentally different paradigm. Finally, the parameters . and 7 are chosen so that (2u+1)" > #CI(O),
where CI(O) denotes the ideal class group of an order O. 7 and 7’ are the sizes of required proofs of
knowledge. The reader can find even more detailed explanations and further remarks about the entries
in [219].
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‘ Security Other Properties

Model Assumptions A ooUpd PUV Syntax

Constructions based on Pre-Quantum Assumptions

JMM18 [182] UPKE C-IND-CPA CDH, ROM v Ve X L.A.
DKW22 [108] (Sec. 5.3) | UPKE | IND-CR-CPA DDH X v X L.S.
HLP22 [5] (Sec. 3.2) UPKE | IND-CR-CPA ¢-DCR X v X L.S.
AFM24 [26] UKEM | T-IND-CCA AGM, co-CDH, ROM, SSEPOL* X v v S
DKW22 [108] (Sec. 6.3) | UPKE | IND-CR-CPA LWE X x X LA
HPS23 [6] (Sec. 4) UKEM | IND-CR-CPA HNF-Aext LWE X X X L.S.
AFMR25 [29] UKEM | T-IND-CCA LWE, ROM, SEPOK* X X v S
ABL25 [19] UPKE | IND-CR-CPA LWE, PCE, ROM X v X L.S.
EJKM20 [119]* (Sec. 6) | UPKE | C-IND-CPA CSSIDDH v v X L.A.
DFV24 [117]* UPKE | OW-PCA-U SI-MPI v v X L.A.
JD25 [179]* (Sec. 5.1) | UPKE | IND-CR-CPA CSSIDDH X v X L.S.
JD25 [179]* (Sec. 5.2) | UPKE | IND-CR-CCA CSSIDDH + Rg + CSSIKoE X v X L.S.

General Constructions with CCA Security from a PKE Scheme

AFMR25 [29] (Sec. 5) | UKEM | T-IND-CCA (¢, 9) corr., v sp., Shifty-IND-CPA PKE, SE-POK | X  X/v v S

General Constructions with CCA Security from an IND-CR-CPA UPKE Scheme

DKW22 [108] (Sec. 7.4) | UPKE | IND-CR-CCA ot- ftSSE-NIZK X Xiv X LS.
DKW22 [108] (Sec. 7.5) | UPKE | IND-CU-CCA ot- ftSSE-NIZK X Xiv v LS
HLP22 [5] (Sec. 4.2) | UPKE | IND-CR-CCA ¢-DCR, ROM, SS-NIZK X Xv x LS.
HLP22 [5] (Sec. 4.4) | UPKE | IND-CU-CCA ¢-DCR, ROM, Strong RSA, SS-NIZK X Xv X LS.
HPS23 [6] (Sec. 5) | UKEM | IND-CR-CCA ROM X Xv X LS.
HPS23 [6] (Sec. 6) | UKEM | IND-CU-CCA ROM, NIZK in ROM* X xXv v LS.

General Constructions with CCA Security from an OW-CR-CPA UPKE Scheme

AW23 [35] UPKE | IND-CU-CCA ROM X XV X L.S.

Table 5.3: Security and other properties of UPKE schemes. Here, SEPOK stands for straightline-
extractable proof of knowledge, ot- f-t{SSE-NIZK is one-time strong true-simulation f-extractable NIZK
for the function f (see Section 7.3 of [108] for details), SSEPOL is a strong simulation extractable proof
of knowledge for DLog, and SS-NIZK is simulation sound NIZK. For further details, we invite the reader
to check [219].

Scheme K p loggq n k d B h 14 ctsize  ptsize (inbits)  ctxt bits per ptxt bit
HPS23 [6] 115 5 21 3 - 256 1536 - 2P 61.1 KB ~ 594 ~ 823
AFMR25[29] 115 5 21 3 - 256 1536 - 25 44.9 KB ~ 594 ~ 605
HPS23 [6] 125 5 26 4 - 256 2048 - 210 88.7 KB ~ 594 ~ 1194
AFMR25[29] 125 5 26 4 - 256 2048 - 210 60.1 KB ~ 594 ~ 810
HPS23 [6] 137 5 36 3 - 512 3072 - 220 130.7KB ~ 1190 ~ 878
AFMR25[29] 137 5 36 3 - 512 3072 - 220 86.9 KB ~ 1190 ~ 584
ABL25 [19] 128 2 13 7313 450 - - 27 oo 11.6 KB 1 ~ 92800
ABL25 [19] 128 16 16 11000 550 - - 26 oo 215KB 4 ~ 43000

Table 5.4: Comparison of concrete lengths and parameters for lattice-based UPKE/UKEM schemes, high-
lighting the trade-offs between the security level, ciphertext size, and the number of supported updates,
including constructions allowing an unbounded number of updates.
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Protocol Secret Key Public Key Ciphertext  Type PQ  Security Level (bits)
AFM24 [26] 32B 144B 48B UKEM X 128
AFMR25 [29] 640B 3.4KB 4.2KB UKEM v 125
ECDHE (P256 curve) [208] 32B 32B 32B KEM X 128
ML-KEM-512 [237] 1632B 800B 768B KEM v 128

Table 5.5: Comparison of concrete lengths between standard KEMs and state-of-the-art UKEMs. Here,
for elliptic curve group elements, we use point compression (i.e., storing one coordinate plus one bit). A
careful reader may notice that sizes for AFM24 do not match those in Table 5.2. As they heavily depend
on the implementation factors, we defer for a more detailed explanation to [219].
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5.2 The Framework for basic PiQASO Services

A core objective of PIQASO is to design and implement a PQaaS framework that will enable legacy
Common Transmission Systems (CTS) to achieve end-to-end, quantum-resistant data protection
and sharing services across cloud-based environments. A key component of this PQaaS solution
is the PQ Data Encryption Server (PQ-DS), which supports all the PQ cryptographic mechanisms, for
providing secure management, confidentiality services (different types of encryption/decryption), authen-
tication, and fine-grained access control leveraging the PiIQASO PQC Ensemble cryptographic SDK.
The aim is to develop a PQ DS, using NIST-standardized PQ algorithms and ensuring seamless integra-
tion in existing CTS instances, thus offering not only the expected security guarantees, but also the
required scalability and crypto agility requirements for quantum-safe, cloud-based data sharing
and storage services, with limited disruption and modifications for users and service providers.

Besides the usual security properties of confidentiality, authentication and integrity, the PQ DS will inno-
vate by offering strong forward data secrecy in data management (data sharing and storage), tailored
for use in the target PQ cloud-based CTS solution. Thus, the proposed data management service will
heavily rely on a novel, quantum-resistant UPKE scheme from lattice assumptions, which will be
integrated in the PIQASO PQ Ensemble set of cryptographic functionalities. This new UPKE scheme
will be designed to offer the required advanced forward secrecy guarantees, through regular updates
of public/private key pairs (key rotation) of data sharing parties at specific time intervals (epochs). A
key element in the proposed data sharing functionality that complements UPKE is the Asynchronous
Remote Key Generation (ARKG) mechanism, a new technique that allows to generate multiple un-
linkable public keys from a given (base) public key, hence associated with a single secret key, in
an asynchronous manner.

Building upon the novel quantum-resistant UPKE and ARKG constructions, the envisioned end-to-end
data management application will support two distinct modes of operation, which rely on different
trust assumptions. Another key difference in the two modes of operation is that they are driven by
different time-evolving key chains, updated at regular epochs. More concretely, the two modes are
categorized as follows:

User-specific mode: This mode offers encryption/decryption mechanisms of user-specific data
payloads leveraging UPKE, where the data sharing involves a specific data sender and multiple
data receivers. In this scenario, a PQaa$S entity, namely the Key Provider (KP) acting as part of the
CTS, is responsible only for authenticating end-users. The encryption and decryption of communi-
cating data is carried out by the end-users, leveraging the PIQASO PQC Ensemble cryptographic
SDK. Hence this mode of operation is fully decentralized, as all cryptographic operations
for confidentiality are executed at the endpoints, and no sensitive material is exposed to, or
processed by the PQaas infrastructure.

Attribute/policy-based mode: This mode offers advanced policy-based encryption/decryption mech-
anisms of data payloads leveraging attribute-based UPKE, where the data sharing involves a
specific data sender and multiple data receivers, assuming that data receivers comply with a spe-
cific policy, defined by a trusted third party, the PQ DS. In this scenario, any sender wishing to share
data encrypted using attribute-based UPKE under a defined policy or a set of attributes obtains the
currently valid ML-KEM public key(s) from the PQaaS provider (the KP), while the eligible receiver
will obtain the corresponding decryption keys if they meet specific eligibility criteria reflected by their
verifiable attributes. In this mode of operation, the confidentiality operations (encryption/decryption)
are executed by the PQ-DS, acting as a trusted entity. Hence, this mode of operation is cen-
tralized, as it assumes that the entire cloud-based CTS is trusted to perform cryptographic
operations and handle sensitive data and key material on behalf of the end-users.
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From a high-level view, the PIQASO system architecture considers a set of users & = {Uy,...,U,},
where each user is equipped with a software-based PQC Ensemble cryptographic SDK, thus each user
is able to access and deploy all core cryptographic functionalities offered by the PIQASO cloud-based
data management solution. The users interact with the CTS, which comprises three main entities:

Identity Provider (IDP): The IDP is responsible for verifying the identity of end-users by validating
their public key certificate. The IDP is also responsible for generating and securely (with sym-
metric encryption) transmitting access tokens to the end-users, consisting of arbitrary data, an
expiration time, as well as attributes and permissions. These access tokens are used in other
phases of the data management scheme for user authentication/authorization.

Key Provider (KP): The KP entity offers key management and key provisioning functionalities and
has a different role depending on the mode of operation (user-specific or attribute/policy-
specific). In the former case, the KP is responsible for the authentication of end-users. In the
latter case, it is assigned with the generation of all the required key material, for different sets of
cryptographic algorithms (PQC, especially ML-KEM, and symmetric cryptographic algorithms), as
well as for securely transferring the keys the the intended entity, including end-users, the IDP
for encrypting access tokens, and the PQ DS for executing the cryptographic operations.

PQ Data Server (DS): The PQ DS is the heart of the PIQASO cloud-based CTS as it executes all the re-
quired cryptographic operations, leveraging the PQC Ensemble cryptographic SDK. It is the entity
that receives, protects, stores, and controls access to the actual data. Concretely, the PQ-DS
provides explicit authentication mechanisms for end-users before accepting their data payloads,
by verifying their access token generated by the IDP. Authentication is accomplished either via a
challenge response protocol and PQ KEM/DEM encryption (as in ISO/IEC 9798), or through PQ
TLS with the fully optimized and accelerated versions of PQC Ensemble ML-KEM and ML-DSA
cryptosystems, or with the signature-less authentication TLS variant, namely KEMTLS. Further-
more, the PQ DS is in charge of ensuring the confidentiality of data in-motion, by deploying the
PQ encryption/decryption operations offered by the PQC Ensemble, as well as for guaranteeing
the long-term confidentiality of data at-rest through advanced encryption mechanisms offered
by the newly designed (attribute-based) UPKE.

The full PIQASO cloud-based data management architecture is described in Figure 3.3. In order to
realize the envisioned PiQASO quantum-resistant data management service, we follow a stepwise
approach. As a first step, we introduce a simplified system model that captures the essential entities and
fundamental operations and makes a formal security analysis feasible. More concretely, in this first step
we concentrate on two main functionalities of the cloud-based data management system; file upload
and file retrieval. Hence, we first focus on the cloud storage service, where all files/data stored in the
cloud are encrypted with a policy-based UPKE scheme, based on ML-KEM. This approach captures
the forward secrecy requirement with respect to a pre-defined policy, whereby ML-KEM encryption
key pairs are updated at specific epochs. In addition, in this first model we consider the default UPKE
functionality, where multiple ML-KEM public keys are derived by multiple secret keys, with the KP running
the ML-KEM key generation routine multiple times. We note that this notion of UPKE is the predecessor
of advanced, novel UPKE construction envisioned in PiIQASO where multiple ML-KEM public keys are
derived from a single secret key. Finally, the security model presented in this initial setting, abstracts away
from additional cryptographic operations required by the cloud-based data storage scheme, for instance
those related to end-user authentication. The security model is the entire PIQASO cloud-based data
management system wil be enhanced in later phases of the project.

Figure 5.1 provides a visual representation of the simplified, cloud-based data storage scheme and it
is a snapshot of the entire PQaaS description presented in Figure 3.3, as it focuses only on a subset
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Figure 5.1: System model with registration, data upload, and data retrieval phases

of the envisioned functionalities of the PIQASO PQaa$S solution. In particular, it illustrates the interac-
tions between a user and the CTS, as well as the internal communication among the three entities that
comprise the CTS, namely the IDP, the KP and PQ DS, during user registration, data upload and data
retrieval. As stated earlier, the IDP, DS, and KP are assumed to be trusted, as in this initial step focuses
on modelling the attribute/policy based mode of operation. This foundational model paves the way for the
development of the full end-to-end privacy-preserving data management service, in subsequent phases
of the PIQASO project and leveraging the novel UPKE functionality and the ARKG building block. In the
following sections, we formally describe the syntax of the upload and retrieval procedures, define the
security of the system, give a construction of these procedures, and prove their security according to the
definitions previously stated. We assume that the authentication is already performed and valid, so no
user of the system can impersonate any other user.

5.3 The Simplified Cloud Storage Scheme for Encrypted Data

We present a first step towards the security modelling of our simplified cloud-based storage scheme de-
scribed in Figure 5.1, focusing in particular on formalizing the notion of forward secrecy via a standard
UPKE scheme, as well as incorporating policy-based access control mechanisms for accessing en-
crypted data payloads. We start with the definition of Hybrid Encryption, which is a key building block in
our scheme and proceed with the description of the core storage functionalities, including Setup, Upl, Ret
and Update. We conclude this section with the definition of the forward secrecy property.

Notation. For a vector v of dimension n and values in a set S we use the notation v[1,...,n| = s, fora

s € 9, to indicate that we initialize all the elements of the vector v to the value s. Also, by v & s we mean
that s is appended to v, resulting in a vector with dimension n + 1 and last component s. For a database
containing n key couples DBk, we write DBk.sk and mean {DB:].sk}! ,, and the same for DBk.pk.

5.3.1 Hybrid Encryption Scheme

The simplified cloud-based storage scheme considered in our scenario, assumes a hybrid encryption
protocol that combines PQ encryption (ML-KEM) and symmetric encryption (AES-256 in combination
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with a mode of operation). In particular, the hybrid encryption function executes two encryption subrou-
tines; a symmetric encryption to encrypt the actual message m using a secret key k, and a public key
encryption for encrypting the symmetric key £ with an ML-KEM public key pk (key wrapping). Thus, the
hybrid encryption process outputs two ciphertexts; one corresponding to the symmetric encryption of the
message and the second is the public key encryption of the symmetric key. In this setting, the hybrid
decryption requires first an ML-KEM decryption with the corresponding secret key sk to obtain the secret
key k, and then the symmetric decryption with the symmetric key £ to obtain the actual message m. We
give the definition of hybrid key encryption, as it will be used later in the chapter:

Definition 5 (Hybrid Encryption Scheme). A hybrid encryption scheme is a tuple
HE = (HE.KeyGen, HE.Enc, HE.Dec)

defined as follows.

« HE.KeyGen(1*) is a probabilistic algorithm that, on input the security parameter \, outputs a se-
cret/public key pair (sk, pk).

« HE.Enc(pk, m) is a probabilistic encryption algorithm that, on input a public key pk and a message
m € {0, 1}*, outputs a ciphertext C' = (c1,¢cs);

« HE.Dec(sk, ¢) is a deterministic decryption algorithm that, on input a secret key sk and a ciphertext
C = (¢1,¢9), returns a message m or a special error symbol L.

The scheme is §-correct if for all messages m and all key pairs (sk, pk) output by KeyGen(1?),

Pr [HE.Dec(sk, HE.Enc(pk,m)) = m| > 1 — 4.

As stated earlier, the function HE.Enc() executes two types of encryption. Hence, the ciphertext C' is
composed of two parts (cy, ¢2), defined as:

¢ = Enc®™™(pk, k)  and ¢, = Enc*S(k,m)

We also recall the definition of IND-CCAZ2 security for a hybrid encryption scheme:

Definition 6. We say that an hybrid encryption scheme HE is IND-CCA-2 secure if, for any polynomial
time adversary A,

j 1
PIERTEZ(1) = 1] - 5 < negla(),

for a negligible function negl.., in the security parameter.

ExpThee?(1%)
11 (sk, pk) < HE.KeyGen(1%)
2: (mg,my,st) « APeER) (pk)

3: if mo|# |mi| then return L

o bE 0,1
5: "+ HE.Enc(pk,my)
6: b «— ADec(sk,~) (C*)

7: returnb — b
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The experiment Exply{;£**(1*) models indistinguishability under adaptive chosen-ciphertext attack for a
hybrid encryption scheme HE. The challenger first generates a key pair (sk, pk) using HE.KeyGen. The
adversary A is given access to a decryption oracle Dec(sk, -) and outputs two equal-length challenge
messages (mg, m;) along with some state information st. A random challenge bit b € {0, 1} is sampled,
and the challenge ciphertext ¢* < HE.Enc(pk,m;) is computed and returned to the adversary. The
adversary continues to have adaptive access to the decryption oracle, except on the challenge ciphertext
¢*, and outputs a guess '. The experiment outputs 1 if &’ = b, and 0 otherwise.

5.3.2 A Forward-Secure Cloud Storage Scheme

We proceed with the description of our modelling approach for the simplified cloud storage scheme. In
this initial modelling attempt, our primary objective is to capture the notion of forward secrecy by
assuming an UPKE in its simplest form, where ML-KEM key pairs are updated regularly. This ensures
that the leakage of a secret key at a given point does not affect messages that were stored in the cloud
and encrypted with keys from previous epochs. For simplicity, and for our goals, we assume that the
cloud updates all the keys at fixed time intervals. Furthermore, our model captures the concept of
policy-based access control, whereby users are granted access to specific encrypted data, as long as
they comply with a specific policy. This implies that along with the ciphertext, each user circulates an
attribute-based policy to be enforced by the cloud.

5.3.2.1 Syntax of Cloud Storage Scheme

In our analysis, we define a cloud storage scheme as a set of four probabilistic polynomial time algorithms
(Setup, Upl, Update, Ret) together with a hybrid encryption scheme HE = (HE.KeyGen, HE.Enc, HE.Dec)
(as defined in the previous subsection). Below we describe the four functions, as well as the correspond-
ing entities that participate in each function and their actions.

« System Setup (Setup(1*,n)). The procedure takes as input a security parameter \ and an integer
n (i.e., the number of users), and returns four initialized databases (lists), namely a database for
files DBy, a database for keys DBk, a database for policies DBp and a database for the epochs DB,.
In particular, DBf and DBp are initialized as empty databases in the beginning. The DBk contains
n pairs of public key encryption keys for the scheme HE, along with the epoch related to each key
pair. Finally, DB, keeps track of all the epochs. The databases DBp, DB¢, DB, and the public keys
of DBk (i.e., DBk.pk) are publicly accessible after generation;

« Data Upload (Upl(f, P)). It takes as input a file f € F, representing the user’s data payload, and
a policy P € 2", possibly changes the state of DB; and DBp and outputs a file identification string
IDs, or a special error symbol L. The Upl function is executed by the PQ DS, which is in charge for
deploying the HE.Enc function to encrypt data on behalf of a user.

« Key update (Update()). Updates public key pairs in the database DBk as the epoch evolves. In
this analysis, we consider the standard UPKE approach, where an update of n key pairs implies the
re-execution of the KeyGen function of the HE scheme and replacing the old key pairs with the new
ones. For simplicity, we introduce the notation DBk.pk® to indicate all the public keys of time epoch
e, that is {DBk[i][e].pk}?_; (i.e., all the public keys of n users, related to epoch e). Furthermore,
DBk.pk indicates all the public keys (of all the epochs). This function is executed by the KP, upon
request from the PQ DS.
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« Data Retrieval (Ret(IDy, IDf)). This procedure takes as input a user identification string IDy and a
file identification string IDs and outputs either a file f or a special error symbol L. The function Ret
is executed by the PQ DS as it involves the cryptographic operation HE.Dec.

If a file f has identity string IDs and it is encrypted in the time epoch e, then DB,[ID¢] = e. As we keep
track of which epoch a key couple is related to, the database of keys is a table. In particular, the keys
related to a user with identification string IDy and an epoch ¢, which we indicate as (skjp,, Pkip, ), are
stored in the entry [IDy][e] of DBk, that is DBk[IDy][e] = (skip,, Pkip,)- The current epoch is indicated
by a global value, which is incremented every time the epoch evolves and it is included in the policy
associated with the user with identity IDy. Since the keys are stored in a global database, and the index
related to the time epoch is also a global value, the algorithm Update does not have any input or output.
Based on this syntax, we obtain the following definition of correctness.

Definition 7 (Correctness). From these algorithms, we expect the following notion of correctness:
P[Ret(IDy, Upl(f, P)) = f|lIDy € P] > 1— 6,

for DB¢, DBp, DBy, DB; + Setup(1*,n), any file f and any policy P, for the upload happening at any
epoch t, and for a negligible function §(\).

5.3.2.2 Instantiation based on Hybrid Encryption

We now describe in more detail how to instantiate the algorithms of our simplified cloud storage scheme.
Let HE = (HE.KeyGen, HE.Enc,HE.Dec) be an IND-CCA2-secure hybrid encryption scheme. In our
model, we assume that a user with an identification string IDy obtained from IDP in the registration
phase, has already authenticated with the CTS, particularly with the IDP, and has already established a
secure communication channel with the CTS. As mentioned earlier, we exclude the authentication phase
from our model for now.

The user IDy who wishes to store their encrypted file in the cloud, generates a random secret key k,
using a Key Derivation Function (KDF) provided by the PIQASO PQC Ensemble crypto SDK. This secret
key is used to encrypt their file (data payload) with symmetric encryption (AES-256). Then, the user
encrypts the symmetric key k with the ML-KEM public key of the CTS. Hence, the user executes the
hybrid encryption function HE.Enc to produce a ciphertext C' = (cy, ¢3), such that ¢; = Enc®** (pkgrs, k)
and ¢, = EncAES(k, f), and sends the ciphertext C' containing both the encrypted key and the encrypted
file to the PQ DS. Note that in scenarios where a user is not able to perform ML-KEM encryption and
produce c¢; on its own, e.g., due to legacy constraints, the secret key k can be encrypted using any other
KEM mechanism supported by the user and the CTS, or sent to PQ DS over an existing secure channel
(e.g. TLS).

The PQ DS communicates with the KP, in order for the latter to generate an ML-KEM key pair (skip,, Pkip,,)
for the user with IDy, related to the current epoch e, using the PIQASO PQC Ensemble crypto SDK. The
PQ DS obtains the secret key k, e.g., by decrypting ¢; with its secret key skcrs, or by receiving it over
the existing secure channel. It then re-encrypts k with the new ML-KEM public key pkip, on behalf of
the user, producing the ciphertext ¢, = Enc*"(pkip,, k). Then, PQ DS stores the new key pair in the
database entry DBk[IDy]e], as well as the ciphertexts (¢}, ¢2) in the database entry DB¢[IDy]. Hence, in
order for a user to access their encrypted file, they need to be able to access their symmetric encryption
key k first.

We note that when a key pair (skip,, pkip,) associated with a user with identity IDy, created at epoch ¢ is
updated, the user should still be able to have access to their encrypted data. This requires that the epoch
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e is part of the policy associated with the user IDy, in which case a user can run the KEM key generation
function to retrieve ML-KEM key pairs at previous epochs.

We now proceed with the concrete description of the algorithms (Setup, Upl, Update, Ret).

The setup algorithm initializes a global counter count;, which is used to assign unique identifiers to up-
loaded files. While we fix the initial value to 0 and increase it every time a file is uploaded for convenience,
any mechanism that guarantees uniqueness for the identification of files would suffice. Next, three empty
databases are initialized: DBy for storing encrypted files and DBp for storing access policies and DB;
for storing the epochs. Finally, a key database DBk is initialized with one key pair per user, at epoch 0.
Each entry DB|i] is generated by running the key generation algorithm of the encryption scheme. The
algorithm outputs the initialized databases. The Setup procedure is summarized as follows:

Setup(1*,n) :

1: global county < 0, t < 0, DB¢, DBp, DB;, DBk|[1,...,n][0] < (¢,€)
2: fori=1tondo

3:  DBli][0] + HE.KeyGen(1%)

4: return (DBs, DBp, DBy, DBk)

The upload algorithm first checks whether the access policy P is non-empty; if empty, it returns an error
symbol . This is because each file must remain retrievable by at least the user who uploads it to CTS.
If P is not empty, a fresh file identifier IDs is assigned for the uploaded file by incrementing the global
counter county. For each user j € P, i.e., for all users’ identifiers in the policy, the function HE.Enc is
executed by the PQ DS with input the public key of the user with identify j and the file f, and that public
key is stored in the jth entry of the database of keys. This indicates that the file f is already encrypted
with a symmetric key k; generated by the user j, hence the PQ DS encrypts the symmetric key k; with
the public key of the user at the current epoch t. The resulting ciphertext is stored together with the
corresponding user identifier in the file database DBy at index IDs.

More concretely, the pair (4, (), i.e., the user’s identifier and ciphertext C, are appended to the database
entry DB¢[ID¢]. Once all encryptions are computed, the list is stored, while the policy P is stored in the
policy database DBp and the epoch ¢ in the database DB, at the same index ID¢. In particular, for a
file identified by 1D and associated with policy P, we have DB¢[ID¢] containing all authorized encryptions
of f, and DBp[ID¢] = P. In addition, DB, [ID¢] = ¢ is the epoch related to the file f with identifier IDs. The
algorithm returns the file identifier ID¢. The Upl procedure is summarized in the following steps:

Upl(f, P) :
1: if P =(thenreturn L

2: D¢ < county + +

3: forall j € Pdo

4 C < HE.Enc(DB[j].pk%, f)
DB[IDf] += (5,C)

DBp[IDf] + P

DB:[IDf] + ¢

return ID¢

o N o o

The retrieval algorithm first verifies that the request is well-formed: the file identifier ID¢ must correspond
to an existing entry in DB¢, and the user identifier IDy must be valid. If either check fails, the algorithm
returns L. If the checks succeed, the policy associated with the requested file is retrieved from DBp.
Access control is enforced by verifying that IDy is included in the policy. Only in this case does the
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algorithm decrypt the ciphertext corresponding to user IDy using the secret key DBk|[IDy].sk, and return
the recovered file. Otherwise, an error is returned.

Ret(IDy, IDy) :
1: if IDf > |DB¢| or IDy > n then return L //here, equivalently, can be checked if IDs is a valid ID string
2: P < DBp|ID¢]
3: e < DBy[IDf]
4: ifIDy ¢ P thenreturn L
5
6

for tupl € DB¢[IDf] do
if tuply == IDy then
7: [ < HE.Dec(DBk[IDy].sk®, tupla)
8: return f
9: return L

The Update procedure describes the current standard approach for UPKE schemes, where updating the
pair of public and private keys requires the KP to re-execute the KeyGen function of the HE scheme n
times, assuming n users. The following procedure describes this functionality, where a new pair of ML-
KEM keys (sk!, pk!) is updated at a new epoch ¢ and stored in the database DB. In particular, the entry
DBk[7][t], contains the pair of keys of the user with identity ¢, at epoch t.

Update() :

10 t++

2: fori=1tondo

3: skl pkl <« HE.KeyGen(1*)
4: DBli][t] < (ski, pk})

Note that the correctness of the instantiation follows directly from the correctness of the underlying HE
encryption scheme.

5.3.2.3 Definition of Forward Secrecy for the Cloud Storage Scheme

We now present a first attempt to describe the security model of the simplified cloud storage scheme,
capturing the forward secrecy property and based on the definition of the hybrid encryption scheme

described in this section. The experiment Expfj’\””sec(lA, n) aims to capture this property.

The setup phase is executed in order to initialize databases DB¢, DBk, DB; and DBp of size n. In addition,
a vector describing corrupted users is initialized, as well as the current epoch t which is set to 0. Then,
the adversary provides two files to be uploaded along with a policy P*. One of these two files is uploaded
and stored, and the identification string ID¢" of this file is returned to the adversary. The adversary, then,
has access again to all the stored files, can further upload and retrieve files reflecting adaptive security.
Throughout the entire game, the adversary can also query three oracles:

+ A compromise oracle O, that, on input an index identifying a user ¢, returns its secret key sk;
and marks the user as corrupted in the corruption vector;

+ An upload oracle Oy, that on input a policy and a file runs the upload algorithm;

» A retrieve oracle Og., that on input a file identity string and a user identity, runs the retrieve

EUROPEAN PARTNERSHIP

BAATIN Co-funded by U ECCCm
R the Eurcpean Union M



@ PiQASO

algorithm, under the condition that, when the challenge identity string is provided, the user identity
is not part of the policy related to challenge identity, that is Ret(i, ID¢*) =_L for each i € P*.

» We allow the adversary to see encryptions and have descriptions under different epochs. In partic-
ular, the adversary can query an update oracle Oy,q.te, Which updates all the keys in the current
epoch and increases the epoch counter e. Moreover, to model forward security, at the end of the
game, the adversary is given access to secret keys in the current epoch (which is a different epoch
compared to the keys generating the challenge ciphertext). This captures exactly the idea of forward
security: a key compromise should not affect messages encrypted in the past.

The adversary can win the game if it can guess with probability more than random if one or the other file
has been uploaded. Also, to avoid trivial wins, we check that the adversary has not corrupted any user in
the policy of the challenge file.
EXp]:?\rwseC(V‘ n) .

1: DBy, DBp, DBk, DB, + Setup(1*,n)

2: corr[l,...,n] = false

3: t=0

4: (fo, fr, P*) < ACw:Oret:Ocomp:Otpante (DB, DBp, DBy, DBk .pk)

s 5 {0,1)

6: st AOUpOret:OcompOvpdate (DB, DBp, DB, DBk.pk)
7: ID¢* < Upl(fy, P*)

8: Update(DBk.pk")

9: b <« A(IDf*, DB¢, DBp, DB;, DBk.pk, DBk.sk’)

10: returnb = b AVie P*.—corri]

Definition 8 (Forward-Secure Cloud Storage). An updatable cloud storage server is said to be forward-
secure if, for any probabilistic polynomial time algorithm A, we have that

1
PExp™**(1%,n) = 1] = 5| < negl(V),
for a negligible function negl, and for any fixed n.

We note that the modelling presented in this section represents a preliminary stage, and serves as the
basis towards the security modelling of the PIQASO cloud-based data management system with forward
secrecy based on a predecessor UPKE scheme. At this initial phase, the model design focuses on estab-
lishing the core architecture, identifying the involved entities and their role, and validating the feasibility
of the proposed approach. In subsequent phases of the project, this initial framework will be significantly
refined and an extended security analysis will be presented. This analysis will aim to incorporate ad-
ditional functionalities, capture a broader range of security properties, and evaluate the system against
sophisticated attack vectors, thereby ensuring that it meets the envisioned security guarantees.
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Chapter 6

Functional Encryption in PiIQASO

Today, data privacy has become a major concern as personal and possibly sensitive information is stored
and processed online. Traditional and widely-used cryptographic techniques, such as Public-Key Encryp-
tion (PKE) provide strong confidentiality guaranties by ensuring that only authorized parties can decrypt
data.

However, the opaque nature of encrypted data limits its application -especially in scenarios where con-
trolled computation over sensitive data is desirable, such as privacy-preserving data analytics.

Advanced cryptographic techniques such as Homomorphic Encryption (HE) and Functional Encryption
(FE) attempt to bridge this gap by enabling computations over ciphertexts while allowing fine-grained
access to encrypted data. In both HE and FE, specific functions can be computed directly on ciphertexts,
revealing only the output of the computation without getting access to the individual values.

These techniques have gained increased attention in recent years, as they represent a significant step
forward showing that data privacy can go hand in hand with utility.

This chapter is organised as follows. Section 6.2 recalls the Learning With Errors and its variants. Sec-
tion 6.3 provides an overview of Homomorphic Encryption schemes. Section 6.4 and Section 6.5 present
the construction of AoS in detalil, including its algorithms, system model, performance benchmarks, and
security analysis, culminating in its integration within the PiQASO framework.

6.1 Notations and Preliminaries

For a positive integer n, [n] is the set {1,...,n}. Vectors are denoted by bold lowercase letters, and ma-
trices by bold uppercase letters. We denote the modulus operation by [z], = = mod q. We denote y <—s )
when y is chosen uniformly at random from a set ). We denote Z, the set of integers in (—¢/2, q/2],
Z,X] the set of polynomials in X and R, = Z,[X]|/P(X) the quotient ring, if P(X) is irreducible in
Z4X]. An algorithm A is said to be (probabilistic) polynomial time ((P)PT) if it is a randomized algorithm
such that there exists a polynomial P such that for any input y, the running time of A(y) is bounded by
|P(y)|. Afunction f : N — R is negligible if Vc € N, 35 € N such that Ve > ¢, f (¢) < ¢ ¢. An arbitrary
negligible function is denoted negl (). Two elements a, b are said to be indistinguishable, denoted a ~ b,
ifPr(p=p;c«pB-a+(1—p5)-b|p<+s{0,1}] =1/2 + negl (-) where (' is the adversary’s guess.
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6.2 Learning With Errors (LWE) and its variants

LWE showcases its comparable worst-case hardness properties through a quantum reduction [274].
With the diversification of cryptographic protocols, new variants of this problem have emerged, such as
RLWE, MLWE and TLWE. These variants reduce to the same hardness assumption, which we refer to
as Generalized Learning With Errors (GLWE). For the sake of clarity, we formally define only the GLWE
problem.

It should be noted that the first version of the PIQASO Functional Encryption is based on the Ring LWE
(RLWE) problem. However, considering recent advancements detailed in Chapter 4, PIQASO is also
considering the transformation of this Functional Encryption construction to be based on the Module
LWE (MLWE) problem.

6.2.1 Generalized Learning With Errors (GLWE)

Definition 9 (GLWE sample). Let R be a ring and denote Ry[X] := R[X]|/(XY + 1) for N a power of
2. For a positive integer k, a vector s &z ~[X]* and a polynomial 1 € Ry [X], we define

GLWEs(u) = (a, u + (s,a) + ¢€)
where a & Ry [X]*¥ and e & Ry[X] for an error distribution x .
Note that the trivial sample GLWEs(0z) = (a, (z,a) + ¢) is called the GLWE distribution.
Definition 10 (GLWE problem). Lets & Zn[X]* be a secret vector.

« Search GLWE: Given GLWEs(Og) = (a, (z,a) + e) and the distribution x, find's;

« Decisional GLWE: Given a pair (a,b) € Ry[X]*™ and the distribution x, decide if b is chosen at
random, i.e. b & Ry [X], or if it follows a GLWE distribution that is (a, b) = GLWEs(0Og).

The classical LWE problem stated by Regev corresponds to the case N = 1 and R = Z,, for ¢ a
power of a prime. In short, an LWE sample is given by LWEs(x) = ((aq,...,ax),pu + (s,a) + e), for
a=(ay,...,ax) EZ’;,seZk,MGanndeéZq.

Definition 11 (Decisional LWE problem). Given the pair (A,b), where A € Z{"", b € Z", where
m > n, distinguishing the following cases forb:

* b is chosen uniformly at random from Z,.

*b+ A-s+e (modq) where s < Ly ande & 7.
Definition 12 (Search LWE problem). Let g be a prime and D,,, the discrete Gaussian of width cq for
a < 1. Lets € Z} be a secret vector. Given m independent samples (a;, (a;,s) + e;) where a; & Zy and
e; & Doy, find's.

Public-Key Encryption from LWE. We describe a public-key encryption scheme based on the Learning
With Errors (LWE) problem.

Definition 13 (LWE-based Encryption Scheme). An LWE-based encryption scheme for message space
M = 7Z,, consists of three algorithms LWE.Setup, LWE.Enc, LWE.Dec defined as follows:
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« LWE.Setup(A) — (pk, sk)

select s <& Z;, and generate m vectors a; & Z;, and m error values e; & D, We set (b; =
(aj,s) — 2.¢;) fori =1,...,m. Then output the sk = s and pk = ((az, b1), ..., (am,bn)).

« LWE.Enc(pk, 1) — (c,d)

to encrypt the single bit message 1. € Z,, first we select r & 7.5, the ciphertext is then a pair of c,
and an integer d, such thatc < > ri.a;, andd < p— > " rib;.

* LWE.Dec(sk, (¢,d)) — u
decrypting the ciphertext is performed by calculating 1 < [[(c,s) + d] ],

6.2.2 Learning with errors over a ring (RLWE)

For large values of N, encryption schemes based on LWE become too expensive for practical use in
cryptography, especially in HE. To decrease computational complexity, most HE schemes rely on the
Ring Learning With Errors (RLWE) problem, a variant of LWE that samples the keys in a polynomial ring.

This variant corresponds to the case k = 1, that is, the RLWE sample given by

RLWEs (1) = (a(X), p+ a(X) - s(X) +e(X)), for a(X) € Z,n[X], s(X) € Zn[X], p(X) € Zyn[X] and
e(X) & Z, 8[X].

Consider the ring R = Z[X]/{f(X)), where f(X) = X~ + 1 is a cyclotomic polynomial for N a power
of two, let ¢ be a sufficiently large prime modulus such that ¢ =1 mod 2N, R, = Z,[X]/{f(X)) be the
ring of degree n polynomials modulo f(X') with coefficients in Z,, and x represent the error distribution
over the ring R. The RLWE problemis formally defined as follows:

Definition 14 (Ring-Learning With Errors (RLWE) distribution). Let the parameters be (n,m, q, X4, X.)
where n > 1 is an integer, m is the number of samples, q is the modulus, Xy is the secret distribution
over Z|X]/ (XY + 1) and X, is the error distribution over Z,[X]/ (X" +1).

For a secret sk (z) € Z,[X]/(X" + 1) chosen according to X., the RLWE distribution samples a (z) €
Zo[ X1/ (XY +1) uniformly at random, samples e (z) € Z,[(X]/(X" +1) from X,, computes b(z) :=
a(z) - sk (z) + e (x) mod q and outputs (a (z) ,b(x)).

Definition 15 (Search RLWE problem). Leta,s € R,, and e & X- Setb + (a,s) + e mod q. Given
(a,b), find's.

Definition 16 (Decision RLWE problem). Given the pair (a,b), where a,b € R,, distinguishing the
following cases for b

* b is chosen uniformly at random from'R,.
* b+ (a,s) + e mod ¢, where s & R, ande hl X-

The Search-RLWE and Decisional-RLWE problems are proven hard as standard hard lattice problems
with properly chosen parameters, as shown in [215]

Definition 17 (RLWE-based Encryption). An RLWE-based encryption scheme for message space M =
R, consists of three algorithms RLWE.Setup, RLWE.Enc, RLWE.Dec defined as follows:

* RLWE.Setup (1& pp) . On the input of a security parameter \, outputs a secret key sk and a public
key pk, where sk <—s Z,[X]/(X™ + 1) and pk = (b,a) fora<+sR, andb = [—a - sk + t - eg],, with
€g < Dqﬂ;
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« RLWE.Enc (pk, z) . On the input of a public key pk and a message x in the message space, samples
u <3 Zo[X] /(XN +1), e1, €2 < D,,, and outputs a ciphertextc = (c1,cz), wherec; = b-u+t-e;+x
andc, =a-u—+1t-es;

« RLWE.Dec (sk,c) . On the input of a decryption key sk and a ciphertext c = (cy,cy), computes
x* < ¢ + sk - ¢cp, and outputs the message x € M obtained by rounding from z*.

6.2.3 Module-Learning With Errors (MLWE)

The Module-LWE problem generalizes the Ring-LWE problem by considering vectors of ring elements.
Let R, = Z,[X]/(X" + 1), where N is typically a power of two. In the Module-LWE setting, the public
samples are drawn from Ry, where ~ denotes the rank of the module.

In contrast to RLWE (which corresponds to « = 1), Module-LWE allows tuning the hardness of the
problem by adjusting the parameters N, x, and g. In practice, implementations typically fix NV and ¢ to
enable optimized arithmetic in R, and increase « to scale the security level.

Definition 18 (Search Module-LWE). Let R, = Z,[X]/(X" + 1). A Module-LWE sample is a pair
(a,b) € Ri x R, where a & Ry is uniformly random, and

b= (a,s)+e,
with secrets € Ry sampled from a distribution X, and errore <— X, drawn from a small noise distribution

over'R,.
The Search Module-LWE problem consists in recovering s given access to m independent samples

{(a;,b; = (a;,s) + ei)}zn:_ol'

Notation. We denote an MLWE instance by MLWE(N, x,m, ¢), where N is the ring dimension, « the
module rank, m the number of samples, and ¢ the modulus.

Elements of R are vectors of x polynomials in R,,. Addition and subtraction are performed component-
wise, while the inner product (a, s) denotes the sum of component-wise products, yielding an element in
R,.

6.2.4 Learning with errors over the torus (TLWE)

Though in the past decades, LWE or RLWE over integers have been in the spotlight recent workshave
been extending this paradigm to another structure: the torus. We define the real torus as the ring T =
R/Z, that is, the set of real numbers between 0 and 1. We justify using this new structure in Sect. 6.3,
where we describe TFHE, a cryptosystem that relies on the following distribution.

Set R = T. A TLWE sample is defined as:
TLWEs (1) = (a, u + (s, a) +e),

a c Ty[X]¥, s € Zy[X]F, p € Ty[X] and e <& Ty[X]. In classical LWE, one can define the classical
LWE encryption over the torus by setting N = 1 or a ring version of TLWE by setting £ = 1. These are
the two types of ciphertexts used in torus-based cryptography.
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6.2.5 General Gentry-Sahai-Waters construction (GGSW)

A GGSW encryption, named after Gentry et al. who first introduced it, is an extension of GLWE. In a
nutshell, it is given by a vector of GLWE distributions. Consider an integer plaintext 1 € Zy[X]* and a

vector s & Zn[X]*. For d > 0 its depth and a basis 5 > 0, a GGSW sample is given by
GGLWs(p) = Z + pu - G® ¢ TN[X]d(kH)x(kH)

where Z is a matrix of d(k + 1) GLWE distributions and G?) is the gadget matrix in Ty [X]d(k+1)x(k+1)
given by Ggg) = I, ® g for I the identity matrix, ® the tensor product and g the vector of size d given
by g; = 67,1 € [d].

We introduce a last version of LWE over the torus. We detail the construction of TFHE in section 6.3.

Consider the real torus T = R/Z and n,m > 0 two integers. Let £ be the error distribution over T.
Torus-LWE is defined as follows:

Definition 19 (Search TLWE problem). Lets € 7Z" be a secret vector. Given m independent samples
(as, (a;, 8) + €;) where a; < T" and e; < ¢, find's.

Definition 20 (Decisional TLWE problem). Lets € Z" be a secret vector. Given the pair (A,b), where
A € T(mxn) b e T™ ; distinguishing the following cases forb:

* b is chosen uniformly at random from T™.

. b<—A-s+eWheres£Z"andeé$§m.

6.2.6 LWE Security and Resistance to Attacks

The security of LWE, RLWE, and MLWE is fundamentally rooted in their formal worst-case to average-
case reductions. Regev [274] demonstrated that solving LWE on average is at least as hard as quantumly
solving worst-case standard lattice problems (such as GapSVP and SIVP). This was later extended to
the structured variants: Lyubashevsky, Peikert, and Regev [216] provided a reduction from worst-case
problems on ideal lattices to average-case RLWE, and Langlois and Stehlé [200] established analogous
reductions from module lattice problems to MLWE. These reductions guarantee that cracking a random
instance of these structured and unstructured LWE problems is theoretically as difficult as solving the
hardest instances of underlying lattice problems.

In practice, evaluating the concrete security of LWE-based schemes involves analysing their resistance
to the most effective cryptanalytic techniques, predominantly lattice reduction algorithms like the Block
Korkine-Zolotarev (BKZ) algorithm. The core subroutine of BKZ relies on solving the Shortest Vector
Problem (SVP) in smaller projected sublattices, which is typically achieved through either enumeration
or sieving approaches. Recent advancements in sieving, such as the Becker-Gama-Joux (BGJ) sieve,
have highlighted the need to rigorously account for memory constraints and hardware optimisation when
determining the practical complexity of real-world SVP solvers.

Notably, a recent breakthrough by Zhao, Ding, and Yang [323] introduced a highly optimised approach
termed “Sieving with streaming memory access.” They significantly improved the memory behaviour of
the BGJ sieve by minimizing RAM access overheads, demonstrating a roughly 40% reduction in RAM
footprint and remarkable accelerations on modern CPUs. Their work refined the concrete cost estimation
for solving SVP, revealing that parameters with excessively narrow security margins might provide less
concrete security than initially estimated against heavily optimised, memory-aware sieving implementa-
tions.
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Despite these advanced optimisations in sieving, cryptographic primitives based on RLWE and MLWE
remain robustly secure against such attacks. The reasons for their resistance are multifold:

1. Exponential Asymptotic Hardness: The optimisations presented by Zhao et al. [323] primarily
improve the constant factors and hardware-level memory efficiency of the sieve in practical limits.
However, the underlying time and space complexities of sieving for SVP remain strictly exponential
with respect to the lattice dimension even with idealised hardware. The conservative parameter
choices in standardised RLWE and MLWE schemes ensure that the required lattice dimensions are
large enough to keep the exponential cost entirely computationally prohibitive.

2. Absence of Devastating Algebraic Attacks: While RLWE and MLWE rely on structured lattices
(ideal and module lattices), these structures have not yet yielded practical algorithmic advantages
for sieving algorithms over general random lattices in the parameters used for cryptography. The
improved BGJ sieve operates predominantly by viewing the lattice as an unstructured entity; thus, it
does not exploit the underlying ring or module structure to achieve sub-exponential or polynomial-
time breaches.

3. Generous Security Margins: Modern standards leveraging MLWE and RLWE are parameterised
with substantial security buffers specifically intended to absorb such gradual, continuous improve-
ments in classical and quantum lattice algorithms. The theoretical enhancements in practical cost
scaling by Zhao et al., while significant for borderline cases or unstructured instances aiming for
minimal sizes, fail to bridge the massive gap required to threaten the securely buffered design of
contemporary MLWE and RLWE formulations.

Consequently, while streaming memory access optimisations provide critical insights into the real-world
cost of lattice reduction bounds, the structural properties and conservative parameterisation of RLWE
and MLWE ensure they safely withstand these and similar generalised sieving attacks.

6.3 Homomorphic Encryption

Over time, research has established three main types of Homomorphic Encryption (HE): Partially Homo-
morphic Encryption (PHE), Somewhat Homomorphic Encryption (SHE), and Fully Homomorphic Encryp-
tion (FHE). These variants differ in functionality and computational cost. FHE enables arbitrary compu-
tations on ciphertexts, supporting both addition and multiplication as well as more complex operations.
However, it remains computationally demanding and resource-intensive. PHE, by contrast, supports
only one operation—either addition or multiplication—making it more efficient but considerably less flexible.
SHE provides a compromise between these two extremes by permitting a limited number of additions
and multiplications while maintaining more practical performance than FHE and greater expressiveness
than PHE.

Following Gentry’s groundbreaking work [137], numerous HE schemes have been developed to support
diverse data types. Among the schemes endorsed by the Homomorphic Encryption Standard [17], the
Brakerski-Gentry-Vaikuntanathan (BGV) scheme [68] performs modular arithmetic over finite fields, en-
abling computations on integer vectors in Z, for ¢ > 2. Similarly, the Brakerski/Fan-Vercauteren (B/FV)
scheme [67, 128] operates over finite fields and supports computations on integer vectors. The Cheon-
Kim-Kim-Song (CKKS) scheme [80] extends these principles to approximate arithmetic on vectors of real
and complex numbers. The Torus FHE (TFHE) scheme [81, 82, 83] adopts a different model, using
boolean circuits and decision diagrams to operate on low-precision integers [84].

Each HE scheme is optimized for specific performance criteria. BGV, B/FV, and CKKS aim to minimize
the multiplicative depth of their decryption circuits, whereas TFHE prioritizes reducing the number of
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decryption gates. We now provide a generic definition of HE to help the reader follow the rest of this
section.

An HE := (KeyGen, Enc, Eval, Dec) scheme is a tuple of four algorithms defined as follows:

1. KeyGen (1A) given a security parameter A and outputs the public key pk, the secret key sk and the
evaluation key evk;

2. Enc (pk, m) given the public key pk and a message m and outputs a ciphertext c,;

3. Eval (evk, f, (Cm,, - - -, Cm,)) given the evaluation key evk, a function f and an n-tuple of ciphertexts
(Cmys - - - Cm, ) @nd outputs a ciphertext c/;

4. Dec (sk,c’) given the secret key sk and a ciphertext ¢/ and outputs m/.

Correctness: An HE scheme is correct if:

Pr {Dec(sk7 c!) # flmy,...,my) | [(pk, sk, evk) < KeyGen(1)]

A [ef « Eval(evk, f, (Cmy,- .- ,cmn))]} — negl(\).

6.3.1 Brakerski-Gentry-Vaikuntanathan (BGV)

BGV is an SHE scheme based on RLWE that supports modular arithmetic over finite fields [68]. BGV
construction is scale-dependent, relying on a predetermined sequence of moduli @ = {qo,q1,---,q5}-
Each modulus corresponds to the ciphertext scale for a particular operation, and each multiplication
requires a modulus switch. BGV is a scale-dependent scheme that defines multiple ciphertext modulo
Q = {po,p1,-..,pL}, for each level ciphertext’'s modulus is ¢;, where 0 < [ < L. While performing HE
computation, the ciphertext moves down from the freshly encrypted ciphertext at level L to level 1, the
level immediately before decryption.

Setup: Given a security parameter \, generate two integers t,n > 0 and ¢y < ... < ¢z a sequence
of powers of prime ¢, with ¢ € [L]. Then set P = R; = Z:/X]/(X™ + 1) the plaintext space and
C = R, x R, the ciphertext space at level ¢, for R, = Z,[X]/(X™ + 1). Finally, denote D, , the
discrete Gaussian distribution over R, of width 0. The BGV algorithms are as follows:

1. KeyGen (1A) takes as input a security parameter \. Sample sk & R with coefficients in {-1,0,1},
a &R
RQ

qL’

and ¢ < D,, ,; set pk = (b,a) € R? ,where b < [—a-sk+t-¢] ,and evk = (V',a) €

qL> L qL

where V' < [—(a - sk + e) 4 sk’] _; outputs (sk, pk, evk);

2. Enc(pk,m) takes as input the public key pk and a plaintext m € P. Sample u & R with coefficients
in {—1,0,1}, and ey, e3 <= Dy, ,. Setey < [b-u+t-ex+m], and ¢, < [a-u+t-eof ; outputs
c=(c1,¢9);

3. EvalAdd (cV, ¢?) takes as input two ciphertexts ¢V, ¢® and computes 3% «+ [0(11) + 052)] and
qe

34 [cgl) + ng)} ; outputs 234 = (249, ¢349);
q

4. EvalMult (c(V, ¢?) takes as input two ciphertexts ¢(!), ¢(?) and computes ¢ = (7, c3, ¢3) + ([c§1> - cﬁQ)L ,
i

[cgl) . 052) + cgl) . 652)i| , [cgl) . cgﬂ > ! Set ¢™1* < Relinearize (evk,¢); outputs c™t;
@ @

'When we multiply two ciphertexts, the resulting ciphertext has one more ring element than the original ones, and its secret
key is squared (sk?), which makes it challenging to decrypt. Thus, we need to perform Re-linearization to reduce the number
of ring elements back to two and make the final result decryptable by sk. Also, the noise in ¢/ grows multiplicatively from the
multiplication of noises in the input ciphertexts (v = e - e);
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5. Relinearize(evk,¢) takes as input the evaluation key evk = (0',a) and ¢ = (¢1,¢3,¢3), compute
¢ < [+ b’-c_;),]ql and ¢y + [c_2+a-@}ql; outputs ¢ = (c1, ¢2);

6. ModSwitch(evk, c) takes as input the evaluation key evk, a ciphertext ¢ encrypted modulo ¢,; computes

 «+— Li . c-‘ ; outputs ¢’;
qe—1

7. Dec(sk, c) takes as input the secret key sk and the ciphertext c. Compute m’ < [¢; + ¢ - sk]qé.
For simplicity we will not redefine functions for other HE schemes sharing the same principles as BGV.
Instead, we will simply refer to these functions by name, highlighting the commonality in their inputs and
outputs.

6.3.2 Brakerski/Fan-Vercauteren (B/FV)

B/FV is another SHE scheme that supports modular arithmetic over finite fields [67, 128]. B/FV is
scale-independent, meaning the ciphertext modulus remains constant during homomorphic evaluation.
The plaintext and the ciphertext spaces are defined over two polynomial rings denoted by P = R; =
Z[X]/(X"+1),and C = R, x Ry, where R, = Z,[X]/(X™ + 1), respectively. Unlike the BGV scheme,
in B/FV, the plaintext is placed on the most significant bits of the data structure. This is achieved by
utilizing a scale factor, denoted as A, and adjusting the message’s scale before encryption and after
decryption. The B/FV is outlined as follows:

—_

. ScaleUp (m, A = |1|) takes as input the message m and scale factor A and outputs m’ = A - m;
p t

2. ScaleDown (m’, Al = EJ) takes the scaled-up message m' and reverse scale factor A}, and out-
puts m = A=t . m'.

3. KeyGen (1*) outputs (sk, pk, evk);
4. Enc (pk,m’) outputs ¢;

5. EvalAdd (0(1), 0(2)) outputs ¢%4;
6. EvalMult (Y, c®) outputs ™'*;
7. Relinearize (evk,¢) outputs ¢;

8. Dec (sk, ¢) outputs m/'.

6.3.3 Cheon-Kim-Kim-Song (CKKS)

CKKS is an SHE scheme permitting approximate computation on vectors of real and complex num-
bers [115]. CKKS operates as a scale-dependent HE scheme, where the ciphertext modulus adapts
throughout homomorphic evaluation, akin to the BGV scheme. The plaintext and ciphertext spaces are
defined in the same way as P = R and C = R?, where R, = Z,[X]/(X" + 1).
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6.3.3.1 Encoding

We consider a message as a vector of complex numbers z € C*/? and provide an encoding to convert z
into a suitable plaintext. This method relies on a scaling factor A and the canonical embedding 7 : R" —
C™2. This construction is detailed in [80].

1. Encode (z, A) takes as input a vector z € C" and the scale factor A. Maps z into element w € R,
where w < |A - 71(z)]; outputs w;

Decode (w, A) takes a plaintext ring element w € R, and computes z < 7 (A~! - w); outputs z;
KeyGen (1*) outputs (sk, pk, evk);

Enc (pk, m) outputs ¢;

o &~ w0 D

EvalAdd (c(l), 0(2)) outputs ¢%4;

o

EvalMult (¢, ¢?) outputs c™*;

7. Relinearize (evk,c) outputs ¢;

8. Rescale (c,,, A) scale the input ciphertext ¢ down by A such that ¢, |

similar to BGV ModSwitch, outputs ¢/

qr—1’

=A"1. [(01,02)]%. Rescale is

9. Dec (sk, ¢) outputs m/.

6.3.4 Torus FHE (TFHE)

TFHE is an FHE scheme founded on bootstrapping. Unlike the leveled HE schemes, TFHE is fully
homomorphic, enabling support for any logical circuit and, consequently, any function. The particularity
of TFHE is that it uses two types of encryption: the classical LWE ciphertext and the so-called General-
GSW ciphertext. The latter permits efficient homomorphic multiplications.

6.3.4.1 Bootstrapping

To define a proper cryptosystem, one has to guarantee that any ciphertext can be decrypted correctly. As
homomorphic operations tend to increase noise, it is necessary to provide a method to keep the noise of
a ciphertext under a given bound. This can be achieved with a technique known as bootstrapping, which
consists of refreshing the encryption of a message into a new ciphertext, hence resetting the noise to an
acceptable level.

Let B = {—1,0,1}, and T be the real Torus, i.e. the set of real numbers modulo one. For ¢, N > 0
two powers of 2, we denote Ty[X] = Ty[X]/(XY + 1), By[X] = B[X]/(XY + 1) and Z,n[X] =
Z,X]/(XN 4+ 1). Let 8 > 0 and d € Z be two integers, called the base and the depth, respectively.

T%

1. KeyGen (1%) takes as input a security parameter \. Sample k = k()) polynomials sk := (s1, ..., sx)
(B, ~[X])*. Set pk := (a, b) < GLWE(0), output the keys (pk, sk).

2. Enc(pk,m) takes as input the public key pk and a message m € Z, y[X]. Compute ¢ < (a, b+m+e) =
GLWEg, (m) € (Zy n[X])FH1, for e <& Z, x[X] and outputs c;
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3. EvalMult(G, c) takes as input a GGSW ciphertext G and a GLWE ciphertext c. First compute (c)s <
((a1)p, - -+ (ar)g, (b)g) € Zyn[X]¥* +D where ()5 is the decomposition in basis 3. Compute the
GLWE ciphertext c™'* «<— (c)s - G; outputs c™'*;

4. KeySwitch(sk’,c) takes as input a new secret key sk’ and a GLWE ciphertext ¢ = (a,b). Define
the key-switching key K € Z, y[X]***(k+1) as the first d - k rows of GGSW, (1). Compute the GLWE
ciphertext ¢’ < (0,b) — EvalMult(K, a) encrypted under sk’; outputs c’;

5. CMux(B, co,cy) takes as input two GLWE ciphertexts cg,c; of plaintexts mg, m; and a GGSW ci-
phertext B of a bit b. Compute the GLWE ciphertext c3 < EvalMult(B,c; — cg) + co, Which is an
encryption of m,; with fresh noise; outputs cs;

6. Dec(sk, c) takes as input the secret key sk and a ciphertext c. Compute b— """, a;-s; = m+e. Then,
round to the nearest integer to output the message m.

Mark that a GLWE ciphertext mentioned earlier is an LWE ciphertext if N = 1 and an RLWE ciphertext if
k=1.

This method is usually too slow and, thus, impractical; TFHE introduces a novel idea that consists of
running the bootstrapping together with the evaluation of a look-up table. Given as input G, a GGSW
encryption of an NLUT L, and c, the LWE encryption of a message m, one can compute a fresh ciphertext
¢’ of L|m] directly. This method requires a heavy usage of the CMux algorithm that can be optimized using
programmable bootstrapping. We refer the reader to the articles of Chillotti et al. [83] and Cosseron et
al. [92]

6.4 Functional Encryption (FE)

Like previously stated in Section 4.5.2, FE allows a user to compute specific functions on encrypted data
without revealing the underlying plaintext and only obtains the result of that specific function. We now
provide formal definitions for FE, Multi-Client Functional Encryption (MCFE) and ciphertext updatability
as well as their correctness.

Definition 21 (Functional Encryption (FE)). A functional encryption scheme FE for message space M
and class of functions F C {f : M — Y}, consists of four PT algorithms Setup, KDer, Enc, Dec defined
as follows:

* Setup (1A) . The setup algorithm is a probabilistic algorithm. On the input of a security parameter X,
it outputs a secret key sk and a public key pk;

« Enc (pk,x). The encryption algorithm is a probabilistic algorithm. On the input of the public key pk
and a message x in the message space M, it outputs a ciphertext c.

« KDer (sk, f). The key derivation algorithm can be deterministic or probabilistic. On the input of the
secret key sk and a function f € F, it outputs a decryption key dk .

* Dec (dky, ¢). The decryption algorithm is a deterministic algorithm. On the input of a decryption key
dk; and a ciphertext c, it outputs an elementy € ).

EUROPEAN PARTNERSHIP

BAATIN Co-funded by U ECCCm
R the Eurcpean Union M



@ PiQASO

Correctness: For all parameters A € N, (sk, pk) <s Setup (1*), f € F andz € M,

P [Dec (dky, Enc (pk, x)) # f (z) || dky <—s KDer (sk, f)]

is negligible in \.

A functional encryption scheme only supports single-input functions, operating over M. In many sce-
narios, it is necessary to extend the set of functions F to multi-inputs, over vectors of plaintexts in M™.
Additionally, as previously mentioned, supporting multiple clients (MCFE) requires specific encryption
and a key derivation algorithm taking an additional label « (that we can see as an identifier) as input.

Definition 22 (Multi-Client Functional Encryption (MCFE)). Anm-multi-client functional encryption scheme
MCFE for message space M and class of functions F C {f : M™ — Y}, consists of four PT algorithms
Setup, Enc, KDer, Dec defined as follows:

* Setup (1A, m) . The setup algorithm is a probabilistic algorithm. On the input of a security parameter
A and an integer m € N, it outputs a secret key sk and a public key pk = (pky, ..., pk,,).

* Enc (pk;, x;, ). The encryption algorithm is a probabilistic algorithm. On the input of the i-th public
key component pk;, a message x; € M and a label «, it outputs a ciphertext c;.

» KDer (sk, f,«). The key derivation algorithm can be deterministic or probabilistic. On the input of
the secret key sk, a function f € F and a label o, it outputs a decryption key dk,, ;.

* Dec (dk,,r, c). The decryption algorithm is a deterministic algorithm. On the input of a decryption

key dk., s and a ciphertext vector c = (c1, ..., cy,), it outputs an elementy € ).
Correctness: For all parameters A, m € N, (sk, pk) <s Setup (1*,m), f € F, labels o, as, . .., oy, and
message vectorx = (x1,...,x,) € M™,
P [Dec (dkq, £, ) # f (x) || dke, s <—s KDer (sk, f, a) (6.1)

¢; s Enc (pk;, z;, ;)]

is negligible if « = oy = - - - = «,,, and overwhelming otherwise.

Remark: For the sake of brevity and readability, we sometimes use the notation ¢ <—s Enc (pk, x, @) to
denote the encryption of the full vector x = (x4, ..., x,,) into a vector of ciphertexts ¢ = (cy, ..., cy,) for
keys pk = (pky,- .., pk,,) and common label «. This notation is valid, since it corresponds to single-input
FE for message space M™ x X, where X would denote the space in which « lies.

Ciphertext Updatability is a feature allowing better management of the ciphertexts encrypted using
labels ¢ or tags. In short, it permits us to update the label under which a certain ciphertext was encrypted.
To perform this update, an authority can generate a token tk;_,s that can update any ciphertext encrypted
with a label § into a ciphertext encrypted with the label ¢'.

Definition 23 (Ciphertext Updatability (CU)). Let MCFE be an MCFE scheme for message space M and
class of functions F C {f : M™ — Y}. Let (TokGen, Upd) be a pair of algorithms defined as follows:

« TokGen (sk, 6, "). The token generation algorithm can be deterministic or probabilistic. On the input
of the secret key sk and two labels 4, 0’ it outputs a token tks_.s:.

 Upd (tks_s, c5). The update algorithm is a probabilistic algorithm. On the input of a token tks_,s
and a ciphertext vector cs, it outputs a ciphertext cs:.
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Correctness: Forall parameters A\, m € N, (sk, pk) <—s Setup (1A, m), f € F,labels, ', message vec-
torx = (z1,...,%,) € M™, ciphertext vector cs where c; 5 <—s Enc (pk;, z;, §) anddks- s <—s KDer (sk, f, §*),
0 € {6,0'},

tks_,or < TokGen (sk, d,d") and cg <—s Upd (tks_.s, c5) the following equality holds:

Dec (dkg, 7, csr) = Dec (dks, £, cs)

with overwhelming probability.

6.5 Functional Encryption scheme - ACE of SPADE (A0S)

We now describe the formal construction of AoS, a new lattice-based, construction that is based on
RLWE and is quantum secure. This scheme introduces partial decryption in a dynamic multi-client
setting, enabling flexible user registration and fine-grained access control. In addition, AoS supports
the important feature of ciphertext updatability and extends FE towards qualitative data analysis. In
Sect. 6.5.1 we provide the core algorithms (Setup, Enc, KDer, Dec) constituting the MCFE scheme. Then,
in Sect. 6.5.2, we extend the core construction into a CUFE scheme, embedding AoS with a pair of al-
gorithms (TokGen, Upd). Finally, Sect. 6.5.7 provide a formal security analysis, followed in Sect. 6.5.6 by
extensive experimental results that show its practicality.

6.5.1 Core Construction of AoS

This section formally defines the partial decryption FE scheme we obtain from an RLWE scheme with
public parameters pp = (n,m, q, X«, X.), as detailed in Definition 14. We parametrize pp by a security
parameter A, with ¢ = ¢(\) such that log, log, ¢ € N*, X, the uniform distribution over ternary polynomials
in R, denoted R, := Zy[X]/(X™ + 1), and X, the Gaussian distribution in D, , of standard derivation
o = o(\) in R,. We denote M = R; = Z;X]/(X" + 1) the message space for a positive integer
t =1t(\),and C = R, x R, the ciphertext space.

Setup During the setup step in algorithm 1, the secret key sk and the public key pk are generated as
follows: sk; is a ternary polynomial sampled randomly in Z,[X]/(X™ + 1); a is a polynomial sampled
randomly in Z,[X]/(X™ + 1) and e; and ¢,, are sampled from D", and D, ,, respectively. A label o is a
ternary polynomial in Zo[X]/(X"™ + 1).

The public key pk is constituted of m RLWE instances pk; = (b;, a) € RZ, where b; = [—a - sk; + 1 - eg],
and akey k, =a-a +t- e, associated to the label a.

Algorithm 1 Setup (1*, pp)

Input: Takes as input a security parameter A and the public parameters pp.
Output: Outputs a secret key sk = (sky, ..., sk,,) and an public key pk = (pky, ..., pk,,) and the k,
key.

1: Sample a <—s R, and sk = (sky, ..., sk,,) where i € [m], sk; <—s Ry

2: Sample eg = (eg,1 -+, €o,m) Where i € [m],eq; < Dy, and eq < Dy,

3: Sample a = (aq,- -+, ayy,) Where i € [m], a; s Ry and setk,, < [a-a; +1 - e4,

4: Set pk = (pky, ..., pk,,), where i € [m], pk; = (a,b;) € R, for b; « [—a sk +1-eq],
5: return (sk, pk, k)
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Encryption The encryption algorithm 2 is a probabilistic algorithm. On the input of a message = €
Z[X]/(X™ + 1), the i-th public key pk; = (b;,a) € Rg and a label «, outputs a ciphertext ¢ = (cy, ¢3).

In order to process that part, we sample u uniformly at random in R, and the errors ey, e; according to the
Gaussian distribution D, .. The first component of the ciphertextis computedasc; = [b; - o+ 1 - ey +u - 7],
contains the message payload x, and its second part c; = [a - « + t - e3 — u], is a helping information for
the decryption.

Algorithm 2 Enc (pk;, x, )
Input: Takes as input the i-th public key pk, and a plaintext x € R;.
Output: Outputs the ciphertext ¢, = (c1, ¢3)
1: Sample u <—s Ry, and e, e3 < D,
2:8etci < [bi-a+t-er+u-z] andcy « [a-a+t-ep—ul,
3: return c, = (cy, )

Key Derivation The key derivation algorithm is a probabilistic algorithm that outputs a decryption key,
depending on both an input value v € R, and a label o. This algorithm takes as input the secret key sk,
the value v, and the key k,. We sample the error e3 in D, and compute the key dk,, = (ki, ..., k),
where k; < k,, - (sk; — v).

Algorithm 3 KDer (sk, k,, v)

Input: Takes as input the secret key sk, a key k., and v the value that we want to see in the ciphertext.
Output: Outputs the derivation key dk, ,
Sample e3 < D, ,
for i € [m] do
kiFka' (Ski—U)+t'€3
end for
Setdky,, = (ki, ..., k)
return dk, ,

o9k wn

Decryption The decryption is done using the functional decryption key dk, ,, without the knowledge of
the secret key sk. This specificity guarantees partial decryption of the ciphertexts cx = (c,,,...,c;,,) for
value v and label a.

Algorithm 4 Dec (dk, ,, cx)

Input: Take as input the derivation key dk, ,,, and a vector of m ciphertexts c
Output: Outputs the partially decrypted x noted y = (y1, ..., Ym)-
1: for i € [m] do
2 Parse (ci1,cp) < ¢, and k; < dkg ,[i]
3: Compute y; <—c; + ki +v-c
4
5

Reduce y; into [y;], € [0,1)
Reduce [y}], into y; € (—q/2,q/2]
6: end for
7:returny = (y1,...,Ym)

Correctness: Let A\ € N be an arbitrary security parameter, (sk,pk) <—s Setup (1)‘,pp) the secret
and public keys, a« € R, an arbitrary label and dk,, < KDer (sk,k,,v). For any ciphertext c,, <«
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Enc (pk;, ¢i, o) of a message z; € M, it follows that
yy=atkt+tv-co=(r,—v) ut+t-E

where £ =ep,; - a+e; + e, (sk; —v) +es+v- e

To guarantee that the decryption works correctly, we need to choose the parameters so that the noise
overhead does not exceed the range (—q/2, ¢/2], that is

lyi 1l < a/2

We choose the parameters according to the article of Mono et al. [229], with /n V- < q/2, where V-
is the variance of y;. First, remark that Vy: = Vip, as we only need to check the correctness in the case
decryption works, that is u (z; — v) = 0. It follows that

Vy;‘ =Vig = ‘/t(eoi-aJrel+ea-(skifv)+63+v-eg)

= tz ‘/eOia—Q—el—&—ea-(ski—v)+eg+v-eg
=t 0% (4n/3 +2 +12/6) < q/2

where ¢ is the ciphertext modulus, ¢ the plaintext modulus, o the derivation of the gaussian D, , and n
the degree of the quotient ring R.

6.5.2 Updatable Functional Encryption

We now present the algorithms we designed to achieve ciphertext updatability, as defined in Definition 23.
In our model, we assume that the token generation algorithm 5 is run by a trusted authority KC. It takes
as input the secret key and two labels: ¢, is the original label, and 6., is the label to which we want to
make the update. It outputs a token tks, s

out "

Algorithm 5 TokGen (sk, 6;5,, dout)

Input: Takes as input the secret key sk and labels d;,,, ous
Outputs: Outputs the update token tks,, 5.,
1: Sample ey <s Dgﬂ
2: Compute tks,, s
3: Output tks,, s

< pk . (5out - 5271) +t- €tk

out

out

This update token can be used on a ciphertext to update its label using algorithm 6.

Algorithm 6 Upd (tks,, s,.. s,

Input: Takes as input a token tks, _,s,,, and a ciphertext c;, encrypted under o;,,.
Outputs: Outputs c;,,, encrypted under the label d,,;
1: Compute Cs,... < tk(;m_>50ut + ¢s,,

out

Correctness: Let A € N be an arbitrary security parameter. Generate (sk, pk) s Setup (\,n) and
choose 0;,,, 0.+ two labels. Let z € M be an arbitrary message, cs,, <—s Enc (pk, x, d;,) and dky s, , dky s
for labels 9;,, .. respectively. We show that

out

Dec (dkfy(sout7 C(Sout) = Dec (dkf762n7 Cézn)
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with overwhelming probability. Since we assume that dk;,,, is a valid decryption key, it is sufficient to
show that ¢;,,, is an encryption of = under the label é,,;. For every i € [n], we have

out

Cf;out = tkéin_)éout _I_ C(s’b’n
= (b 0w+ (e1+ Car) + -7, @~ Gour+ (2 + Coca) + 1)
€ Im (Enc (pk, z, §put))

if and only if (e; + ew.1) and (e2 + e 2) are valid errors, which is the case in all RLWE encryption schemes.

We now describe a protocol to demonstrate the applicability of the construction. In this scenario, we
consider a group of data owners DO = (d;,...,d,,). We assume the existence of a trusted authority, or
key curator, KC that generates the master and functional decryption keys. The users U = (uy, ..., u,),
who makes use of the data, are external entities only interacting with KC to request the decryption keys.

6.5.3 Application Scenario and Protocol

We now describe a protocol to demonstrate the applicability of the construction. In this scenario, we
consider a group of data owners DO = (dy, ..., d,,). We assume the existence of a trusted authority, or
key curator KC, that generates the master and functional decryption keys. The users U = (uy, ..., u),
who make use of the data, are external entities only interacting with KC to request the decryption keys.

6.5.4 System and Threat model

To describe our protocol, we formally define the capabilities of the three entities involved and the threat
model that covers the level of trust in each entity.

System Model. The considered system model consists of the following four entities:

» Key Curator (KC): A trusted authority responsible for the generation of the keys. It initializes the
system and generates the secret key, while providing the public key to registered data owners DO.
Upon a user’s request uy, for a value v and identifier «;, it provides a functional derivation key dk; ,,.

« Data Owners (DO = (dy, ..., d,,)): Each d; owns a private identifier «; and registers in the system
by sending «; to KC. The set DO is not bounded and a new owner of data d,,,, can dynamically
register by sending their private identifier «,,,..;. A data owner d; is responsible for the encryption
of their own data, using «;; and the public key.

« Users (U = (uy,...,u,)): Users wish to learn the positions of a value v in a message x. To do so,
a user u; sends a request to KC for the corresponding ciphertext ¢, and obtains a derivation key
dk; o

Threat Model. In the considered threat model, KC is a trusted authority. As it owns the master secret
key, it can generate an unbounded polynomial number of functional decryption keys and therefore has the
ability to decrypt all the ciphertexts provided by DO. On the other side, we assume that it provides the right
functional decryption key dk;,, corresponding to U’s requests. The owners of the data are not required to
trust each other. We make the natural assumption that they encrypt the correct plaintexts. Specifically, the
security of a data owner d;’s data is guaranteed even if all other data owners are malicious. Users U are
trusted only with the information they can recover from the ciphertexts and the decryption keys provided
by KC. Finally, we assume that users do not collude, which is a standard assumption in access-control
systems where each user possesses individual credentials.
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6.5.5 Protocol Construction

The main building blocks of our protocol are the following:

« An secure public key encryption scheme PKE = (Gen, Enc, Dec);

« An EUF-CMA secure signature scheme & = (sign, verify);

+ A first and second pre-image resistant cryptographic hash function H;
» A synchronized clock between all entities.

Setup. As a first step, KC runs the Setup algorithm to generate the keys (sk, pk) for the cryptosystem,
defined in Sect. 6.5.1. On the other side, each data owner d; € DO generates their private identifier
«;. In the protocol overview Figure 6.1, they register during the setup phase. However, registration
in the system can be made dynamically at any given time. Eventually, d; identifies itself by sending a
message m; to KC, which answers with a message m; containing the public key. Formally, m; and m;
develop as follows: m; = (t;, ca,, 04, (H (t; ]| ca,))) and my = (t1, pk, oc (H(t1 || pk))) where ¢;,1;
are timestamps, o4, o¢ are d;’s and KC'’s signatures, respectively, and c,, is the PKE encryption of j||c;
for KC’s public key. Upon reception, each party verifies the freshness and integrity of the messages by
respectively checking the timestamp and the signature. KC stores (j, «;) for each registered data owner
d;. Note: In Sect. 6.5.1, the identifier « is generate in algorithm 1. However, in a real-life scenario, data
owners will generate their o and will then send their requests for access and keys to the KC.

User Registration. On completion of KC’s setup, a user u, € U sends a registration message reg to
the key curator KC containing a set of one or more pairs (j,v). Each pair corresponds to a decryption
key request for the partial decryption of data collected by d;, for a value v. The message is formed as:
my = (t2, reg, oy, (H(t2 || reg))).

Upon reception, KC verifies the freshness and integrity of the message by respectively checking the
timestamp and the signature. KC first computes the functional decryption key dk; , <— KDer (sk, v, c;) for
each requested pair (j,v). Then, it encrypts {dk;,} into a ciphertext we denote cqx, using u;’s public key
for PKE. It forwards it to uy, via the following message: ms = (t3, ca, oc (H (¢3 || cak)))-

Again, u, verifies the freshness and integrity of mg. If the message is valid, u, stores the decryption keys
{dk;,} for further use.

Encryption. We assume d; owns data x as plaintexts. Using the public key pk obtained from my, d;
encrypts x into an RLWE ciphertext c; x < Enc (pk, x, «;). He then outsources the data to the key curator
as amessage my = (t4, Cjx, oa, (H(ts | cjx))).

Upon reception, KC verifies the freshness and integrity of the messages by respectively checking the
timestamp and signature.If the verification succeeds, KC stores the ciphertexts obtained.

Data Access. Next, u; sends a request for the encrypted data to KC via: ms = (¢, req, o, (H (¢5 || req))),
where req denotes a request for a set of encrypted data, for example, data collected by a specific owner
d; or data collected during a specific time frame. Upon reception, KC verifies the message’s integrity and
freshness, and returns {c;x} the corresponding set of such messages c; x with the following message:

me = (t6, {¢jx}, oo (H (s || {cjx})))-
Upon reception, u; verifies the freshness and integrity of the message. She can then run the functional

decryption algorithm as described in algorithm 4 using dk; , to recover the partial decryption of a cipher-
text c; x with respect to the value v. A complete overview of this protocol is illustrated in Figure 6.1.

Ciphertext Updatability. At any moment during the protocol, KC has the capability of generating an
update token tk to update a ciphertext c;, into a ciphertext cy ., for a new label ¢’. This feature is only
possible because we assumed that KC is a trusted authority. Otherwise, a malicious adversary that
corrupts KC and at least one data owner could update any ciphertext into a newly formed ciphertext for
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Figure 6.1: Use Case Protocol Overview

this corrupted user. In that case, they can access any data provided by any user. In this protocol, we
assume that ciphertext updatability is inherent to the ACCESS step, as it involves updating data upon
request of a user. It requires no additional security assumption, as KC already has access to all data.

In this section, we formally prove that the constructions we presented are secure in presence of an active
adversary. We first provide a semantic security analysis, to prove the security of the underlying MCFE
scheme on which the AoS protocol is built. The security of the latter is covered in Sect. 6.5.8, where we
address its robustness and secure access security, two notions detailed below.

6.5.6 Semantic Security of AoS
Theorem 1. The MCFE scheme AoS is IND-FE-CPA secure under the RLWE hardness assumption.

Proof. To prove Theorem 1, we proceed by a game reduction from the AoS IND-FE-CPA game to the
IND-CPA game for Definition 17. We introduce two PPT algorithms: A is the adversary in the RLWE
game for challenger C, and B is the adversary in the AoS game in which A is the challenger. We show
that, if B has a non-negligible advantage in the AoS game, then A has a non-negligible advantage in the
RLWE game.

Setup of RLWE game: The challenger C generates the secret and public key pair (sk, pk) for the RLWE
game and forwards pk to .A. The latter submits two plaintexts x, z; to C, who picks a bit 3 € {0, 1} at
random and computes cz <—s Enc(pk, z3), as:

EUROPEAN PARTNERSHIP

ENRN the European Union

Sl Co-funded by @ ECCCm



@ PiQASO

. — caa=b-ute +uap
g Ch=a- U+ e

where u <—s R, is a ternary polynomial, and ey, e; <—s D, , are sampled from a discrete Gaussian. The
challenger C returns ¢z to A.

Setup of AoS game: Then, A samples u’ <—s R, and alters the ciphertext c; = (c1,cz) into cj; = (cp, ¢3)
formed as follows: ¢} <— ¢; - v/ and ¢’ <— ¢ - v/ — /.

cg_{cl’:b-u-u’—l—el-u’—i—a}ﬁ-u’

o =a-u-uw+e-u—u

This alteration is valid, as it solely relies on the challenge ciphertext cz and the polynomial v’ generated
by A, and is hence independent from any private parameter held by the challenger C.

Challenge: The adversary A forwards the altered ciphertext cj; to the adversary B for the AoS game.
Recall that this adversary is assumed to have a non-negligible advantage in this game. Therefore, the
goal of A is to replicate this game for bit 5 and challenge plaintexts z, 1, to have B acting as an oracle
in the RLWE game against C.

We remark that the ciphertext cj; formed by A has the structure of a ciphertext for the MCFE scheme
A0S, if Asets a < (u-u'); e} + (e1-u'); ey < (e2-u'). Formally, ¢j; is defined as:

o — b-a+el+u - xp
=

a-o+ey+u

A eventually sends pk, z¢, 71, cj to 3. We note 3’ the guess made by B on the bit 8 chosen by C. B
forwards /3’ to A, which submits this same guess (5’ to C in the RLWE game for which it is the adversary.

If we denote e the advantage of B in the AoS game, A has at least an advantage ¢ in breaking the RLWE
game against C. It follows that, if 5 breaks AoS (i.e. it is not IND-FE-CPA secure), then A also breaks the
RLWE IND-CPA game against C. However, RLWE is IND-CPA secure by assumption, which concludes.

O

6.5.7 Semantic security of AoS

This section establishes the semantic security of the AoS construction described in earlier in the sense
of ciphertext indistinguishability, as defined below, in Definition 24.

Definition 24 (IND-FE-CPA). Let FE = (Setup, Enc, KDer, Dec) be a functional encryption scheme for
message space M and functionality space F. We say that FE is indistinguishable under chosen plaintext
attack, or IND-FE-CPA, if for all PPT adversary A, it holds that the advantage of A:

AR () = P [Expf s (1) = 1]
B [Bxpfg 7 () = 1 ‘

is negligible in \, where the experiment is defined as follows.
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x5 ()

Setup(1*) Challenge (z, x1)
LV <+ L+ LU {(330,1‘1)}
(sk, pk) + Setup(1?) cg < Enc(pk,zg, @)
a<s Ry Finalize (3)

KeyDer (v) f3veV (xg,21) € L;
V<V U {U} fv (x(])#fv (.7}1)1
dky < KDer (sk, v, @) return L
return dk, return 8 == 3’

Figure 6.2: Selective IND-FE-CPA security experiment parametrized by a bit 3 € {0, 1}, a PPT adversary
A and a security parameter \.

To prove the IND-FE-CPA security of AoS, we implement a reduction to the security of the traditional
RLWE from Definition 17.
ind-fe-cpa-

Claim 1. The advantage of an adversary A to distinguish between EXp’@E 4 and Expee 4 is smaller
than the advantage of A in the RLWE game.

Proof. To prove with a reduction using an adversary B that has a non-negligible advantage in AoS game.
]

6.5.8 Security of the protocol

This section addresses the security of the AoS protocol described in Sect. 6.5.2 or, more accurately,
proves that our protocol satisfies robustness and secure access.

Robustnessth guarantees that any party can access data they are authorized to retrieve. In its for-
mal security Definition 25, an active PPT adversary A can interfere with the communications m; and
my, ..., mg, but cannot influence the execution of the protocol. In this context, allowing A to corrupt
users is meaningless, as they cannot influence the execution of KC and DO. However, it can impersonate
KC or a data owner d € D to send inappropriate initial messages to the parties and upload invalid con-
tents. In the presence of such active adversary, we expect the protocol to guarantee that all authorized
users can correctly retrieve partial decryption of the data.

Definition 25 (Robustness). A protocol I for data owners DO = (dy, ..., d,,), key curator KC and users
U = (u,...,uy) is robust, if for all PPT adversary A, it holds that

Adv% (A) =P [Exprnoff\’g (A) — true]

robust

is negligible in A\, where the experiment Expr i is defined as follows.
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Expig® ()
L + () ;forged < false
(pp, stkc, Stp, sty) <+ Setup(1*)
(u*, req*) < A(1*, pp, {msg,}4eD : Orobust)
Parse req* as (idy, event)
If (forged = true) V
[3 x* such that (x*,a*,c*) € L
A c* Is encrypted under o*
A X* # (res < (sty«,c*))]:
return true

where O,.pus: are the oracles in the robustness game, formally defined in Figure 6.3.

_Oracles O,opust

Initp(d;, msgy, )

Ifd; € D :return L
If verification fails:
return L
Else: update stq; with msg,_
return true

Inity(ug, msg,, )
If up ¢ U :return L
If verification fails:
return |
Else: update st,, with msg,,
return true

UserReg(reg)

Parse reg as (ug, {v, a})
If upy € U : return L

sty, < KDer(ug, {v,a})
return msg,,

DataUpload (d;, x, o)

Ifd; ¢ D :return L

c <s Enc(stq;, X, a;)

msg <—s Upload (stg, x, c)
L+ LU{x,qj,c}

return (x, msg)

Upload(d;, msg)

Ifd; €D :return L
Extract (x, ¢) from msg
If 3 (x,*,%) € L:return L
If Initp (d;, msgy,) = true:
L+ LU{x,*,c}
forged = true
return x
return L

DataAccess(req)

Parse req as (idx, event)
If 3 (x,%,¢c) € L:returnc
Else: return L

Figure 6.3: Oracles for the robustness game.

This security property is defined by an experiment involving a challenger C, acting as KC, and a PPT
adversary A interacting with the protocol II. C first runs Setup, generating initial states for all parties
and providing each data owner d; € D with an initialization message msg, . Upon receiving msg, , d;
verifies that msg, is well formed and updates its local state. All initialization messages are revealed to
A, which can invoke the oracle Initp(d;, msg,, ) to further initialize owners, receiving a boolean response
indicating success. User registration proceeds similarly: .4 may call UserReg (uy, {v, a})) to register a
user u; with request {v, a} and, upon success, an update message is returned. The user then updates
its local state by calling Inity after verifying this update message.

The adversary can request a data owner d; to upload a data x with identifier a by querying DataUpload.
The oracle runs Enc to produce a ciphertext c, and executes Upload with d;’s local state and (x, c), to
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output the upload message. A list L keeps record of every entry x, «, c. The upload message is revealed
to A.

The adversary can also invoke Upload(d;, msg) to upload arbitrary information. If msg is valid and no
entry for x exists in L, the oracle returns x and sets a flag forged = true, indicating successful forgery.
To access encrypted data, A queries the DataAccess oracle with a data access token req. The token
is structured as a specific identifier id, along with a potential event name event. Eventually, A receives
the encrypted data c from the records in L.

There are two situations in which the adversary wins:

1. A data owner uploads x under «;, but no authorized user (with decryption keys for «;) can correctly
recover x.
2. A user gains access to data that was never uploaded by any data owner (i.e., the data is forged).

In either case, if there exists a user u* and data identifier id; such that «* fails to decrypt or the forged flag
is set, A wins the game.

Secure Access: The second security definition we introduce ensures that unauthorized users cannot
obtain any partial content of ciphertexts. This property is defined by a security game similar to the
robustness game, but now the adversary A attempts to guess a random bit 3 chosen at the beginning
of the game. The game maintains three lists: L for encrypted data, Ch for the challenges, and Cr for
corrupted users. Unlike the robustness game, A may call a corruption oracle Corrupt to compromise
users. Thus, UserReg is modified to permit corruption before and after user registration. However, A
cannot run Inity, since only C can initialize users. Honest users do not write data, so they cannot aid
the adversary in leaking data. Similarly, the adversary has no capability to impersonate data owners.

The adversary issues a challenge via Chall by specifying a data owner d;, two plaintexts x, and x;, and
«. The challenger encrypts and stores x3 in L. To prevent trivial wins, every corrupted user’s registration
requests {v, o'} must be such that o # «. The game ends when A outputs a guess /3, and the adversary
wins if 8 = .

Definition 26 (Secure Access). A protocol I for data owners DO = (dy,...,d,,), key curator KC and
users U = (uq, ..., uy) is secure with respect to secure access, if for all PPT adversary A, it holds that
1

Advi2 (X) = |P [Expp?y (A) — true] — 3

s-acc

is negligible in A, where the experiment Expp;” is defined as follows.
where O,qpust are the oracles in the robustness game, formally defined in Figure 6.4.
Expfiod® (V)
L,Ch,Cr <+ 0;8+s{0,1}
(pp7 StKC7 StDa StU) s Setup(l)\)

5/ — A(l)\a PP, {msgd}dED : Osfacc)
Return (5 = (')

Theorem 2. If the signature scheme G is EUF-CMA secure, the construction AoS is robust in the random
oracle model.

Theorem 3. If PKE is IND-CPA secure, G is EUF-CMA secure, and the AoS scheme is IND-FE-CPA
secure, the construction AoS is secure with respect to secure access in the random oracle model.

Proof. The formal proof of Theorem 2 and Theorem 3 are rather straightforward, as they essentially rely
on the unforgeability of the signature scheme &. This security assumption guarantees that no corrupted
entity is able to forge a message to impersonate another party of the system. O
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_Oracles Og._gec

Initp(d;, msgdj)

ltd; ¢ D :return L
If verification fails:
return L

Else: update st,, with msg,,

return true

DataAccess(req)

Parse req as (idx, event)
If 3 (x,a,¢) € L:
return c

Corrupt(ug)

If up, & U : return L
For all o« € Ch:

Parse reg as (ug, {v,a'}) If o € reg,, :return L
If up, ¢ U : return L Cr+ CrU{ug}
If (ug,a’) € Cr: return st,,

For all o € Ch:

If « =o' : return L

sty, < KDer (ug, {v,a’})
If u, € Cr: return st,,
Else return vy,

UserReg(reg)

Chall(d, x,x1, @)

Ifd €D :return L
For all uy € Cr:

If o« € reg,, :return L
¢ s Enc(stq, x5, @)
L+ LU{(xg,,¢)}

Ch «+ ChuU {a}
return c

DataUpload(d;, x, cj)
Ifd; D :return L
(x,¢) ¢=s Enc(stq;, X, ;)
L+ LU{x,aj,c}
return x

Figure 6.4: Oracles for the secure access game.

To evaluate the practicality of our scheme, we implemented a proof-of-concept of AoS using the Go pro-
gramming language and Lattigo library [174]. For testing and benchmarking, we followed best practices
by using the Golang standard test package. Our experiments were conducted in a single-threaded envi-
ronment on a PC with an Intel Core i5-1235 CPU @ 4.4GHz and 16GB of memory. Table 6.2 summarizes
our benchmarks in terms of running time and memory usage.

6.5.9 A0S Benchmarks

To benchmark AoS, we follow the notation and algorithms in Sect. 6.5.1, using a modular approach for
implementing different functions of AoS = {Setup, Enc, KDer, Dec, TokGen, Upd}. As shown in Table 6.1,
we define four parameter sets - Params = {S,M, L, XL} - to evaluate performance across different
system scales. For example, the smallest set (S) uses input vectors m of size 100 with a polynomial ring
degree of logoN = 12 and ciphertext modulus logoq = 39. Additionally, for all the parameter sets, we
have used the same plaintext modulus ¢ equal to 216.

As shown in Table 6.2, the running time and memory usage of AoS increases with the change of
parameters. The comparison between the smallest (B1) and largest benchmarks (B4), which involves
increasing the number of samples by 10x, using a larger ring degree, and a larger ciphertext modulus,
shows that the average running time is 25x longer, and memory usage is 43x higher.
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Table 6.1: Parameters for Benchmarking

Params m logaN log2q logat
Small 100 12 39 16
Medium 200 13 42 16
Large 500 14 43 16
XLarge 1000 15 47 16

Table 6.2: Ace of SPADE Benchmarks

Component Time Memory Allocations Component Time Memory Allocations
(ms/op) (K B/op) (ms/op) (K B/op)
B1 with parameter set S B3 with parameter set L
Setup 22.4327 25998 Setup 372.7643 515183
Encryption 0.4933 353 Encryption 1.1618 1412
KeyDerivation 4.8752 6439 KeyDerivation 39.7671 128164
Decryption 3.5918 6410 Decryption 46.1236 128047
TokenGen 0.4691 193 TokenGen 1.1352 772
Update 0.0244 64 Update 0.0564 256
B2 with parameter set M B4 with parameter set XL
Setup 74.4276 103384 Setup 1485.6854 2058371
Encryption 1.0265 706 Encryption 3.6025 2824
KeyDerivation 7.1626 25678 KeyDerivation 123.7577 512327
Decryption 9.3621 25619 Decryption 150.0868 512095
TokenGen 0.9092 386 TokenGen 2.1088 1544
Update 0.0406 128 Update 0.1498 512
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6.5.10 The use of AoS in the framework of PiIQASO

In healthcare, professionals analyse large volumes of sensitive patient data daily. Encryption must there-
fore protect this data while enabling selective access and computation when needed for analysis.

However, traditional cryptographic schemes permit only “all-or-nothing” decryption. As a result, they fail
to support fine-grained access control and offer no protection against quantum attacks.

The AoS scheme addresses these limitations. It enables partial decryption in a post-quantum setting
based on RLWE, allowing users to reveal only selected values while concealing other sensitive parts.
Ciphertext updatability further permits changes to ciphertext properties without re-encryption.

In scenarios involving healthcare systems such as the TelluCare Remote Patient Monitoring System or
Smart Ambulance, the AoS scheme allows authorised medical staff to decrypt only relevant data through
partial decryption.

This capability arises from key derivation tied to specific attributes or identifiers of the data owner. De-
cryption keys are then distributed to authorised entities.

Thus, the AoS scheme suits applications like UC TelluCare and UC Smart Ambulance, where partial
decryption, dynamic access control, and post-quantum security are essential.

The framework illustrated in Section 5.2 can be used to demonstrate the different interactions between
the actors needed.
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Chapter 7

Algorithmic Optimization and HW-based
Acceleration

7.1 State-of-the-Art in Optimization and Acceleration

Beyond the design and implementation of PQC primitives, one additional target of PIQASO entails the
investigation of their efficiency and the provision of optimization and acceleration capabilities in order
to facilitate their integration in the far edge, thus fulfilling the strict latency and memory constraints of
practical embedded systems. To this end, PIQASO employs a SW/HW co-design approach, where
algorithmic SW optimizations aim to improve the performance of the algorithms themselves, while HW
accelerations target the underlying mathematical operations that have been identified as bottlenecks.

The transition to PQC is driven by two key dimensions: cryptanalysis maturity (including countermeasures
against side-channel attacks) and performance. While SW-based implementations offer ease of integra-
tion, they often face efficient challenges. HW-based solutions, including memory-mapped cryptographic
peripherals, enhance performance and security by keeping secret variables out of vulnerable microcon-
troller registers, albeit at the cost of HW dependence and fragmentation. This underscores the value
of SW/HW co-design, balancing efficiency, security, and interoperability. Co-designs can be categorized
as Tightly-Coupled Accelerations (TCAs) and Loosely-Coupled Accelerations (LCAs) [COT15], de-
pending on CPU modification requirements. Several lattice-based crypto approaches rely on tightly cou-
pled HW modules [301], or combinations of loosely- and tightly- coupled designs for NTT and SHAKE
acceleration [190]. Tightly coupled HW acceleration has also been used for SLH-DSA [211] and HQC
[288]. Consideration of countermeasures is limited, with only masking applied for HQC [296]. SW/HW
co-design is also crucial for establishing PQ RoTs, as the OpenTitan RoT [212] has been employed in
loosely coupled instruction sets [300] and tightly coupled Keccak acceleration [4] in lattice-based crypto,
though it cannot yet be used for resource-constrained devices due to computational demands. QR-TPMs
have been examined for ML-KEM, ML-DSA [130], and SLH-DSA [248], but lack integration of counter-
measures. TEEs have been considered for mitigating side-channel vulnerabilities [205], though without
practical implementations.

The methodology employed by PiQASO entails performing a quantitative analysis - which has already
been conducted - for identifying performance-critical mathematical operations and accelerate subrou-
tines for all investigated PQ families, through the optimal composition of loosely- and tightly-coupled
extensions. As will be demonstrated in Section 7.3, in the next version of this deliverable (D3.2), we will
present the PIQASO approach for accelerating two core arithmetic operations: (i) NTT, which is essen-
tially the polynomial multiplication which lies at the core of lattice-based constructions, and (ii) Karatsuba,
which is the operation that lies at the core of HQC constructions.
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In the context of PIQASO, this will be achieved through targeted performance optimizations, hardware
accelerators, resource-constrained implementations (microcontrollers/loT), and robust CMs against side-
channel and physical attacks. Core PQ cryptosystems will run on CPUs, while performance-critical oper-
ations will be offloaded to HW accelerators in FPGAs. Note that, to this end, the AMD Zynq UltraScale+
MPSoC ZCU104 FPGA module has been selected to in order to implement the envisioned accelerations.
In principle, these can exist at all layers of the software stack: ranging from the low-level field arithmetic
over the polynomial multiplications and logical operations. The choice of the acceleration layer deter-
mines the boundary between hardware and software and enables different trade-offs between flexibility
and efficiency: accelerators can be re-used for different cryptosystems that are based on the same sub-
routine. Note that PiIQASO is the first to employ a hybrid approach combining TCAs and LCAs,
and memory-mapped cryptographic peripherals with Direct Memory Access (DMA). LCAs will tar-
get long-running operations (e.g., arithmetic in large prime fields requiring thousands of cycles, such
as NTT), while TCAs will handle faster operations (e.g., 512—1024-bit arithmetic, such as Karatsuba),
and DMA peripherals will accelerate resource-intensive tasks like matrix algebra and polynomial com-
putations. This HW/SW co-design strategy ensures universal acceleration for diverse PQC families by
leveraging shared arithmetic operations. The process involves quantitative analysis and design space
exploration to classify performance-critical sub-routines for hardware acceleration versus those suited for
software execution.

Note that all aforementioned accelerations will be integrated with the PIQASO PQC ensemble, incorporat-
ing validated state-of-the-art techniques (e.g., masking) and novel approaches like threshold implementa-
tions for code-based schemes. Thus, PIQASO will enable secure, efficient, and flexible implementations
compatible with both legacy systems and future cryptographic advancements.

7.2 PIQASO algorithmic optimization

Practical Deployment and Efficiency Drivers The transition to quantum-resistant standards necessi-
tates the practical deployment of lattice-based Post-Quantum Cryptography (PQC) across diverse plat-
forms. Beyond theoretical security proofs, real-world adoption depends on highly optimized implemen-
tations that can operate within the stringent latency and memory constraints of embedded systems and
high-throughput servers alike. Since these primitives are rooted in polynomial arithmetic over finite fields,
the efficiency of the underlying multiplication algorithms serves as the primary engine for overall system
performance. While the Number Theoretic Transform (NTT) provides asymptotic efficiency, its concrete
software implementation is often hampered by the high frequency of modular reduction operations—such
as Montgomery or Barrett reductions—which introduce significant computational overhead. In order to
apply NTT in Kyber it is required that the arithmetic field has a primitive N-th root of unity.

To mitigate frequent modular reductions, we propose a domain-shift optimization that transposes the
arithmetic burden from the modular finite field to the complex domain via fixed-point arithmetic. This
approach results in faster multiplication while maintaining the constant-time execution that is essential for
side-channel resistance. In addition, this construction does not require the existence of a primitive N-th
root of unity in the arithmetic field. Therefore, the modulus ¢ could be selected solely on the basis of
security and not the existence of a primitive N-th root of unity.

Context and Mathematical Foundations Lattice-based PQC schemes, such as those targeting Ring
Learning With Errors (RLWE) problem or its module variant, rely on the hardness of finding short vectors
in structured lattices. These schemes achieve a favorable balance between cryptographic strength and
communication overhead (e.g., ciphertext and public key sizes). Operations are typically defined over the
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Rq = Zq[X] /(XN +1), (7.1)
where N is a power of two (typically N € {256,512,1024}) and ¢ is a prime modulus. The core com-
putational bottleneck is the negacyclic convolution of two polynomials a(z),b(z) € R,. For a product
c(z) = a(z) - b(z) (mod XV + 1), the resulting coefficients ¢, are determined by:

N—-1
o= i=0bi— Y abyip fork=0,... N-1 (7.2)

i=k+1

cyclotomic quotient ring:

A direct implementation of this summation entails O(N?) scalar multiplications and additions. In high-
security contexts where N is large, this quadratic complexity becomes a prohibitive barrier to real-time
performance.

Standard NTT Approach vs. Computational Bottlenecks To overcome the O(N?) barrier, standard
PQC implementations typically utilize the NTT, see [284] for a review. By selecting parameters such that
¢ =1 (mod 2N), a primitive 2N-th root of unity exists in Z,, allowing the transformation of polynomials
into a “frequency” domain. In this domain, multiplication is reduced to a point-wise O(N') operation, bring-
ing the total complexity to O(V log, N). However, the NTT’s reliance on modular arithmetic introduces
a “reduction tax.” In software, every “butterfly” operation in the transform requires modular reductions to
prevent integer overflow and keep coefficients within the range [0, ¢ — 1]. These reductions involve mul-
tiple instructions (multiplications, shifts, and subtractions) that accumulate into a significant performance
penalty on general-purpose CPUs.

Proposed Optimization: Complex Domain Mapping Our proposed optimization circumvents the “re-
duction tax” by shifting the arithmetic domain. We map the integer coefficients of the polynomials in Z,
to the complex field C. Moreover, to circumvent the requirment for a Floating-Point Unit (FPU) and non-
constant time operations between floats, we use fixed point arithmetic. The strategy leverages the fact
that for specific ranges of N and g, the convolution can be computed using fixed-point arithmetic without
loss of information. By performing the FFT, point-wise multiplication, and Inverse FFT (IFFT) in the com-
plex domain, we replace expensive modular reductions with standard fixed-point instructions. The final
result is only mapped back to the modular domain Z, at the very end of the computation, significantly
reducing the time duration of the multiplication. Crucially, by utilizing fixed-point arithmetic with a deter-
ministic execution flow, we preserve the constant-time property required to thwart timing side-channel
attacks.

Precision, Correctness, and Error Bound Analysis The validity of this mapping depends on ensuring
that the numerical errors inherent in fixed-point approximations do not alter the discrete result. We employ
a rigorous dual-selection strategy to guarantee mathematical equivalence to the NTT-based approach:

1. Dynamic Range and Integer Width: We analyze the maximum possible growth of coefficients
during the convolution (the “worst-case” bit growth) to select an appropriate container size (e.g.,
32-bit vs. 64-bit). This prevents overflows during the accumulation of N terms.

2. Fractional Precision Allocation: We calculate the required number of fractional bits needed to
keep the cumulative quantization noise below 0.5. This ensures that when the final result is rounded
to the nearest integer, it matches the exact value of the theoretical negacyclic convolution.

By satisfying these precision bounds, we achieve a high-performance implementation that is functionally
identical to the standard modular approach but benefits from the highly optimized computational pipelines
of modern processors.

EUROPEAN PARTNERSHIP

BAATIN Co-funded by U ECCCm
R the Eurcpean Union M



@ PiQASO

7.3 PIQASO HW Acceleration Roadmap

As outlined in Section 7.1, the focus of the HW acceleration approach to be investigated in PiIQASO is to
accelerate the mathematical operations which have been identified as bottlenecks in the core function-
alities of KEMs and signature algorithms, and beyond. We first focus on these two core functionalities
present in each public-key infrastructure system but all tighlty- and looselyOcoupled acceleration units will
then be examined for integration in the more advanced crypto-suite of PIQASO in the context of Functional
Encryption (FE) and Attribute-based Encryption (ABE). These are related to both polynomial multipli-
cation for NTT, especially in the context of lattice-based crypto, and binary multiplication, especially
the Karatsuba operation used in code-based crypto (e.g., HQC). Note that, through this approach, less
focus is placed on acceleration of operations that have already been achieved through tightly-coupled
accelerations, such as hashing functions (e.g., Keccak). In the following, we provide further details on the
approach for the two types of operations targeted through HW accelerations.

Polynomial multiplication is typically employed to establish secured systems under the PQC principle.
However, the challenge for most cryptosystems is in attaining a computing speed similar to unsecured
systems (or secured under traditional crypto primitives). For a critical transactional activity, the encrypting
process lag may allow cyber miscreants to leak information and have irreparable consequences. Hence
faster cryptosystems are in demand to serve the purpose of providing security at no computational cost.
The Number theoretic transform (NTT) allows compute-latency enhancements by multiplying higher-order
polynomials in the transformed domain and achieve the necessary output. The hardware NTT design
further tightens the security aspect and additionally offers power-performance benefits to the system.
In PIQASO, the Longa-Naehrig reduction technique accompanied with the benefits of Montgomery (and
possibly Barett) reduction will be adopted at different stages of NTT sequence generation, to design
FPGA based hardware accelerator NTT design referred to as FastNTT.

7.3.1 HW Acceleration of NTT/INTT

As aforementioned, a core bottleneck of lattice-based crypto which will be targeted for HW-based ac-
celeration in the context of PIQASO are NTT and inverse NTT (INTT), which are core operations in
lattice-based crypto (e.g., ML-KEM, ML-DSA). In the literature, SW/HW co-design approaches have
been proposed [221], using high-speed pipelined HW modules dedicated to NTT/INTT, pointwise mul-
tiplication/addition, and for SHAKE, in order to accelerate the time-consuming operations in ML-DSA, as
shown in Figure 7.1. In this approach, the modules are not connected sequentially and the data is moved
through Module Control Logic (through an FSM). Based on a profiling on the ML-DSA algorithm, some
blocks were implemented in a HW-based manner, while the rest of the implementation was performed in
the software. However, such approaches may introduce performance issues, as the need to transfer data
between software and hardware may introduce latency issues, and pure HW designs may have a higher
degree of parallelism.

Thus, as part of the PIQASO approach, we aim to develop HW-based solutions in order to accelerate
the underlying operations themselves. Specifically, we will first profile the polynomial multiplication
performed as part of NTT/INTT and we will investigate all building blocks of FPGA-based NTT and INTT,
such as Butterfly Units, which are responsible for performing addition, subtraction, and multiplication
for each NTT stage. Based on this, we will identify the appropriate number of Butterfly Units in order
to optimize these operations, when also considering appropriate key optimization mechanisms. These
may include the Montgomery Modular Multiplier which reduces complex divisions to bit shifts and
additions and uses DSP slices or Lookup Table (LUT)-based multipliers for efficiency. To ensure efficient
resource usage, we will explore combining Cooley-Tukey (CT) and Gentleman-Sande (GS) Butterfly
Units into a single module capable of performing both operations using in-place memory updates. For

EUROPEAN PARTNERSHIP

BAATIN Co-funded by U ECCCm
R the Eurcpean Union M



____________________ -
|_ AXI Lite |
e | Rez0 | Rewl | Rex2 | Rem HW_ACC_IP

4
| r":} A710 4714 A 32 |
| Input * - * . * Output |
| FIFO | H»{NTTANTT I—r PWM I—» PWA I—» SHAKE FIFO |
A- - 7 A
| A4 64 464 164 (64 164 P (3 |
| Module Control Logic |
e I AXI
| AXIDMA |
= F
AXI Lite 432 12 AXI | 64
_P_L - - -
—| AXI Peripheral Interconnect ‘ | Concat | | AXI Memory Interconnect |
(HW) ¥
432 1?2 4 64
PS GP Port IRQ Port HP Port
(S“‘!J | ARM Processor |<—>| DDR Memory |

Figure 7.1: SW/HW co-design for accelerating ML-DSA

the core arithmetic, we will investigate the use of Montgomery reduction, along with modular addition and
subtraction, to achieve low-latency processing. Additionally, we will investigate on-the-fly twiddle factor
generation, initialized by an ARM processor, to minimize memory storage requirements. Finally, we will
examine the system-level integration of this accelerator, specifically utilizing AXI memory-mapped
interfaces for ARM configuration and AXI Stream interfaces for high-throughput data transfers. Additional
optimization and reduction mechanisms will also be investigated, such as Toom-Cook Reduction and
KRED Modular Reduction.

7.3.2 HW Acceleration of Karatsuba

PiIQASO will be one of the first projects of its kind to investigate the acceleration of the binary multi-
plication performed in the context of code-based crypto, and especially HQC (which has recently been
standardized by NIST). Specifically, we investigate the Karatsuba operation, which is essentially a divide-
and-conquer algorithm that reduces the multiplication of two n-digit numbers to three multiplications of
n/2-digit numbers. In this case, as Karatsuba is a binary multiplication and not pointwise, the acceleration
methods outlined in the previous Section (e.g., Montgomery, KRED) are not applicable in this case. Thus,
PiIQASO will investigate techniques focusing on how to structure the high-degree coefficient of HQC for
accelerating the Karatsuba operation, and will identify ways to further optimize the critical workflow of the
binary multiplication.

As part of this approach, our research will investigate hardware acceleration techniques for binary poly-
nomial multiplication, focusing on minimizing latency and optimizing resource utilization to achieve
a high operating frequency (Fmax). Specifically, in the case of the Karatsuba algorithm, the accel-
erator will be integrated into the broader system using AXI4-Lite for configuration and AXI4-Stream for
data transfer. To optimally feed the central Karatsuba engine, we will focus on leveraging suitable data
processing algorithms within either the Processing System (PS) or the Programmable Logic (PL).
Furthermore, we will investigate techniques for the efficient reconstruction of the final product. A key ob-
jective of this study is to explore the architectural design space of this pipeline. We will evaluate different
Karatsuba engine configurations, analyzing the trade-offs of using narrower versus wider foundational
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bit-widths, as well as test various chunk construction and reconstruction methodologies. While optimiz-
ing this specific Karatsuba-based dataflow is the primary focus, our efforts will also briefly review other
potential acceleration methods for binary polynomial multiplication to contextualize our performance and
resource metrics against alternative approaches.
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Chapter 8

Conclusions

As outlined throughout this deliverable, a core target of PIQASO is to provide post-quantum security ca-
pabilities across heterogeneous systems covering the entire compute continuum, ranging from the cloud—
based backend to the far edge, offering capabilities for converting embedded devices to their quantum
secure equivalents. In this regard, D3.1 is the first in a series of PIQASO deliverables intended to provide
all details pertaining to the PiIQASO PQC Ensemble, offering all functionalities and primitives required for
providing quantum secure capabilities to service graph chains belonging to various application domains,
so that it can then be integrated in the context of the use case demonstrators in order to evaluate their
applicability and performance, through the construction of an appropriate testbed.

To this end, in Chapter 2, we first provided a detailed analysis on the need for modern and legacy
infrastructures - which currently rely on traditional cryptographic methods - to adopt quantum-secure
solutions, considering the advent of quantum computers. To this end, we detail three core aspects of
the need for PQC migration, namely (i) crypto agility for enabling the efficient adoption of different PQC
schemes in case vulnerabilities are identified, thus providing the capability to adapt under uncertainty, (ii)
hybridization during the transition period as a disciplined mechanism to preserve security guarantees
and operational interoperability during the coexistence period of legacy and PQC-enabled components,
and (iii) interoperability with legacy infrastructures, which determines whether PQC can be deployed
at scale without deploying operational capability. Then, in Chapter 3, we provided a high-level overview of
the main building blocks of PIQASO to be developed in order to fulfil the defined PQC transition roadmap.

Next, in continuation to the description of the PiQASO vision, in Chapter 4 we provided a detailed de-
scription of the state-of-the-art in the design of the types of PQC algorithms and constructions targeted by
PiIQASO, with particular focus on lattice-based constructions. Specifically, we first described the Learn-
ing With Errors (LWE) problem, which constitutes a core building block of post-quantum cryptography,
and supports a wide range of cryptographic operations. We also provide descriptions of other LWE
variants, such as RLWE and MLWE, which will be used in the context of PIQASO cryptographic construc-
tions. We also provided detailed a state-of-the-art of all types of constructions and components targeted
by PIQASO, namely Key Encapsulation Mechanisms, Digital Signatures, QR Trusted Computing
architectures, integration into high-end security protocols, and lattice trapdoors and gadgets. We
also provide an initial definition of the threat model considered by PIQASO, as a baseline to be expanded
in the next version of this deliverable.

Next, we provided a detailed description of the foundations and the mathematical constructions behind
core components of the PIQASO PQC Ensemble. In Chapter 5, we defined various fundamental con-
cepts behind UPKE, which extends classical PKE notions to account for key evolution over time and
constitutes a suitable approach for guaranteeing forward security in the encryption provided by PiQASO.
We also provided a formal security model for the cloud that captures forward security and proves that
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the cloud enriched with the update procedure satisfies forward security requirements. Then, in Chapter
6, we presented the mathematical foundations behind the Functional Encryption capabilities of PIQASO,
specifically the LWE problem and its variants. We then presented the tools needed to construct the ACE
of SPADE (AoS) scheme of PIQASO, which allows partial decryption and features ciphertext updatability.

Finally, in Chapter 7, we provided an overview of the hybrid SW/HW co-design approach of PIQASO, in-
tended to enable the provision of PQC capability to embedded far-edge devices with limited computational
capabilities, through the construction of advanced optimization and acceleration capabilities. Specifically,
from a software perspective, we proposed a domain-shift optimization that transposes the arithmetic bur-
den from the modular finite field to the complex domain via fixed-point arithmetic, thus resulting in faster
multiplication, while also maintaining the constant-time execution that is essential for sode-channel re-
sistance. From a hardware perspective, we set the foundations for the HW optimizations of the NTT
operation used in lattice-based constructions, as well as the Karatsuba operation used in HQC construc-
tions.

Compounding all the above, D3.1 is the first deliverable in a series of PIQASO deliverables aimed towards
the design and implementation of the PiIQASO PQC Ensemble, which also sets the foundation for the
evaluation of the PIQASO offerings in the context of the envisioned use cases, in order to evaluate their
performance and practical applicability.
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