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Click, Knock, Bypass
Introduction:

Blue team: You are a small business owner in your hometown. Lately, you’ve been
hearing from folks in the local business association about a number of security issues - break-ins,
network hackers, people pretending to be pizza delivery drivers. In response to this, you’ve
decided to set aside money every month towards “security”, although you’re not sure exactly
what “security” means or where you should be focusing your attention. You’ll just have to wing
it and hope whoever’s causing all this trouble doesn’t come knocking at your door.

Red team: You are a freelancer who specializes in computer and network security, and
you also offer consultation to businesses to help them develop training and policies around
security in general, including social engineering. Recently, you received a request from a client
who wants you to test the security of a small number of local businesses, by attempting to breach
their security “in any way possible”. You are assured by the client that the businesses have
agreed to this exercise as a way of discovering any vulnerabilities. In the security sector, this is
known as the Red Team/Blue Team approach and is an uncommon but effective practice in the
security sector.

Objective of the Game:

Players take on the roles of red teamers (attackers) and blue teamers (defenders). The
goal of the blue team player is to protect their business from security breaches by investing in
defenses. The goal of the red team is to bypass those defenses using a mix of social engineering
and IT exploitation tactics.

This game is meant to be playable by anyone, of (nearly) any age. We recommend that
those who are less familiar with board games play as Red Team, and those who want to
strategize a bit more play as Blue Team.



Components

The game board

A Red Team Token

8 Blue Team coins

Two DS dices

A red deck consisting of 21 cards in 3 categories: Physical, 7 Technical, and 7 Social, as
shown in Appendix A.

e A blue deck consisting of 18 cards in 3 categories: 6 Physical, 6 Technical, and 6 Social,
as shown in Appendix B

Setup

e Shuffle each of the 6 decks: the Red Physical deck, Red Social deck, Red Technical deck,
Blue Physical deck, Blue Social deck, and Blue Technical deck.
Place each deck in its designated spot on the board.
The Blue player receives 3 coins.
The Red Team player starts with one card from each of the red decks (3 cards total)
The Blue Team player starts with no cards in hand.
The Blue Team player can look at the blue cards at any point and can reorganize them
however they see fit. Keeping them organized by type (Physical, Social, Technical) is
merely a suggestion.
o The Red Team token is placed on the first track of the board.

Pictured: Suggested initial setup
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How To Play
The game is played in a series of 8 rounds. The red player plays first in each round.

Start of a Round: Blue Player
e You may spend coins to purchase defense cards.
e Place newly-purchased defense cards on the board faced down.

Start of a Round: Red Player
1. During round 1: Pick up the topmost card from each of the 3 categories. You should
have 1 Physical, 1 Technical, and 1 Social attack card in your hand.
2. During rounds 2-8: Replenish your hand by drawing a card from any category you are
missing. You should have one Physical, one Social, and one Technical card in your hand.

Actions During a Round: Blue Player
e No actions.

Actions During a Round: Red Player
1. Choose one of the 3 cards in your hand to play.
2. Place the chosen card face-up on the board.

Determine if the Attack was Successful
If the category on the front of the card has an asterisk after it (e.g. Physical*), it is a wild card.
Skip to the Wild Card section.

1. Determine the minimum roll for a successful attack by reading the attack card.

e The minimum roll is inclusive and is 2 for all attack cards.

2. Determine the defense bonus by looking at the defense cards that match the category of
the attack card that was played. For example, if a Physical attack card was played, only
look at the Physical defense card pile.

e Sum the category defense bonuses of all of the cards in the category. This is the
number that is written in the bottom right corner of the front of each card.

e If one of the defense cards is most effective against the attack card that was just
played, flip the blue card face-up and add the bonus listed on the front of the card
to the total sum.

3. Add the sum from step 2 to the minimum roll in step 1 to determine the minimum roll
that the red player must roll in order to have a successful attack. This minimum roll is
inclusive: for example, if the minimum roll is 14 and the red player rolls a 14 or higher,
the attack is successful; if they roll a 13 or lower, the attack is unsuccessful.

4. Red player rolls two D8 dice to determine if the attack is successful.



5. If the attack is successful:
a. Red player moves the token one square towards the end of the path.
b. Blue player gains 3 coins.
6. If the attack is not successful:
a. Red player does not move the token.
b. Blue player gains 1 coin.

Wild Cards
e Wild Cards, denoted by a * on the card, have a special effect but are not attack cards.
e After a Wild Card is played, the Red Team player may play another card that is already in
their hand immediately (they may not replenish their hand by picking up another card at
this point).

End of a Round: Blue Player
e Purchase additional defences using the points that they acquired (as determined in the
Determine if Attack was Successful section).

End of a Round: Red Player
e Move all played cards to the discard pile.

End of the Game
The game ends after 8 rounds or if the Red player reaches the end of the track, whichever comes
first.

Credits

Bel Wang: brainstorming, cause map, board design, board creation (vl and v2), game
mechanics, card mechanics, organizing documentation, rulebook writing, playtesting

Chanthea Quinland: brainstorming, cause map, game mechanics, card mechanics, card design,
playtesting

Emile Greer: brainstorming, cause map, organizing team meetings, facilitating playtesting,
note-taking, board design (v2), game mechanics, card mechanics, playtesting, rulebook writing
Paola Marmorato: brainstorming, cause map, game mechanics, card mechanics, card creation
(vl and v2), card design, rulebook writing and editing

Patrick Ene: brainstorming, cause map, game mechanics, card mechanics



Appendix A: Blue cards

Front of Physical Defense Cards

$4 Turnstile

& mechanical gate
that allows one

persontopassata
time.

+5 to minimum roll
against tailgating.

(erysicat  -+]

$3 Disposal Plan

Discarding sensitive
data to prevent
unauthorized access
or breaches.

+4 to minimum roll
against dumpster
diving.

=Y

$2 Physical Barriers

Tinted computer
screens make it
impossible to see
unless you are sitting
perfectly in front.

+3 to minimum roll
against shoulder
surfing.

$2 uUsB Blocking

Disables computer
USE port preventing
the use of flash
drives and external
devices.

+3 to minimum roll
against baiting.
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$1  Alarms

Loud alarms go off if
a door is breached.

+2 to minimum roll
against lock picking.
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$1 1dentity Check

Verify the identities
of anyone trying to
access the building.

+2 to minimum roll
against ladder trick.

Physical +1
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Back of Physical Defense Cards
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Front of Technical Defense Cards

N

Technical

Antivirus

Effective against
attacks that
distribute malware-
infected files.

+3 to minimum roll
against malware.

+2

\ ¥,

$4

Passwords

Require passwords to
be a minimum of 20
characters.

+5 to minimum roll
against brute force.

$3 Input verification

Filter owt unexpected
characters [e.g., ', ", :

aoam

--} from user input.

+4 to minimum roll
against SQL
Injection.

e

$1

MNetwork update

Your company has
updated and
encrypted all
network and DNS
SErvers.

+2 to minimum roll
against obsolete.

)

b

Technical

$2 Least Privilege

Users are granted
only the minimum
level of access
necessary to perform
their tasks.

+3 to minimum roll
against privilege

escalation.

+2

$1  Admin privileges

Installing anything
requires admin level
privilege, which is
given only to certain
IT staff.

+2 to minimum roll
Against scareware.

E

Back of Technical Defense Cards
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Technical

+2
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$4

Technical

+4

Technical

+3

$1
Technical
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Front of Social Defense Cards

$4 Zero-trust

Every access request
is verified, reducing
the success rate of
attacks thatrely on
misplaced trust.

All employees
working from home
must use a VPN to

access the network.

+4 to minimum roll

+5 to minimum roll against work from
against CEO froud. home.
\ ¥ P,

$1 Login tracking $1  Work-ife separation
Track every login
attempt on any

website accessed
from the network.

Tell your employees
to leave work at work,
and remind them not
to discuss sensitive

work matters outside

+2 to minimum roll of work.
against web- +2 to minimum roll
spoofing. against honey trap.

\ ﬂ)k EJ

Back of Social Defense Cards

Training

Hire a consultant to
run aworkshop to
teach them about
social engineering
and security.

+3 to minimum roll
against sloppy.

Suspicious

Suspicious activity is
reported and the
team stays on high
alert.

+3 to minimum roll
against ignorance is
bliss.
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Appendix B: Red cards
Front of Physical Attack Cards

Tailgating

Follow an employes
into their building
to bypass physical
SECUriTy measures.

Dumpster Diving

Dig through
company trash bins
in order to get your
hands on sensitive

documents or data.

Urovsicat 2

Shoulder Surfing

Eavesdrop, look
over shoulders, and
accessing unlocked,
unattendad devices
inorder to discover
sensitive
information in
public spaces.

omb

Baiting

Leave malware-
infected flash
drives in common
areas inorder to
infect an
employee's
computer,

Lock Picking

Pick the lock of an
exterior door to
gain access.

Ladder trick

Carry a ladder and
pretendtobea
maintenance
worker to access a
building.

Double trouble

You get your friend
to help you break in.
Remove a random
physical defense
card from the

game.
Urrosicat 2 Mlenysicat 2 J0 physicats )
Back of Physical Attack Cards
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Front of Technical Attack Cards

Leave malware-
infected flash
drives in commaon
areas in order to
infect an
employee's
computer.

Lrectmicat__2 )

Brute Force

Run a program that
will rapidly try
different passwords
to gain access to
someone's account.

Inject malicious
code into a
database to access
sensitive
information.

[ rectmicar_ 2 )

0

Privilege Escalation

The attacker exploits
vulnerabilities to gain
higher-level access,
allowing them to
execute powerful
system commands.

Lrectricat 2

Scareware

Bombard user with
false alarms.
Targets are
deceived,
prompting them to
install software that
is malicious.

Back of Technical Attack Cards

Denlal of Service

The attacker floods
a target server with
overwhelming
amaounts of traffic,
causing it to crash.
Play two attack
cards this round!

K =/
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Obsolete

Your target hasn't
been keeping up
with modern
security software,
allowing you to
exploit their
antiquated systems.
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Front of Social Attack Cards

Email the company
pretending to the
be the CEOQ and
asking an employee
to make a purchase
for you.

Work from home

You take advantage
of an employee
work from home
setup looking for
vulnerabilities.

Usocm 2

oo 2

Security has gotten
lax, employee
training hasn't been
maintained, and
mistakes are more
frequent.

Web-spoofing

Using a spoofed
version of a website
the target regularly
visits to acquire
theirlogin
credentials.

Honey Trap

Form a romantic
relationship using a
fake persona with
anemployee to
access sensitive
data.

Vulnerability

You befriend an
employee and
casually ask them
about their
company’s security
policies.

Remove a random
technical defense

EEID

Ignorance is bliss

Anemployee can't
protect themselves
against an enemy
they don't
understand. Use
employees lack of
training to find
vulnerabilities in

their security.
ka

card from play.
Back of Social Attack Cards
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