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Why 8 in 10 Customers 
Are Ready to Revolt

Survey powered by

2025 Consumer Trust Survey

THE AI DATA ULTIMATUM
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EXECUTIVE SUMMARY1

1.1 

The Ultimatum in 
Numbers

1.2 

Three Critical 
Implications

Trust has collapsed

Behavioral consequences are immediate

82% see AI data loss-of-control as serious personal threat (43% “very serious”)

81% suspect undisclosed AI training on personal data

84% would abandon or restrict opaque companies (57% stop entirely)

76% would switch brands for transparency (50% even over lowest price)

80% concerned about data threats during holiday shopping

Only 18% don’t see AI control as serious problem

51% already reduced sharing

56% distrust company explanations

54% avoid AI features

52% would join lawsuits

Transparency is premium

50% choose transparency over lowest price

84% use as tiebreaker during sales
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METHODOLOGY

Sample: 1,017 U.S. consumers aged 18+

Timing: December 2025

Method: Online survey

Margin of Error: ±3.2%

Partner: Survey platform powered by Truedot.ai

Survey at a Glance

Sample Composition Chart

Key Characteristics

Gender
Male 49%

Gen Z 19%

Northeast 17%

College grad+ 32%

Female 51%

Gen X 26%

South 39%

Boomers+ 28%

West 24%

Millennials 27%

Midwest 20%

HS or less 40%Some college 29%

Age

Region

Education

2

53% have experienced data breach (30% multiple times)

58% extremely/very concerned about privacy generally

49% do most/all holiday shopping online

66% positive emotional state about holidays (34% stressed/burned out)
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THE TRUST COLLAPSE3

78%

81%

44%
Only

82%

3.1 

Fear of Loss of 
Control

3.2 

Assumption of Guilt

3.3 

Current 
Explanations Don’t 
Work

concerned companies 
losing track of data in 
AI systems

suspect secret AI training 
without disclosure

trust company explanations 
(56% distrust)

Key Insight: Whether true or not, 4 in 5 consumers believe you’re hiding AI training practices.

Implication: Promises don’t work. Proof required.

see as serious personal 
threat

33% very concerned

46% somewhat concerned

37% “very likely”

43% “somewhat likely”

Highest among: early tech adopters (85%), 
breach victims (88%), Gen Z/Millennials (87%)

11% trust a lot (tiny minority)

24% do not trust at all (active opposition)

43% “very serious” (nearly half!)

Higher among: breach victims (92%), parents 
(86%), high spenders (88%)
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THE BEHAVIORAL SHIFT4

84%

51%

76%

52%

4.1 

Immediate 
Abandonment 
Response

4.2

Actions Already 
Taken

4.3

Switching & Legal 
Intentions

would abandon or restrict 
if company admits opacity

have already reduced data 
sharing due to AI concerns

would switch for 
transparency, even at 
higher cost

would join legal action if 
can’t trace data flows

57% stop using product entirely (revenue 
elimination)

28% continue but limit sharing (degraded AI)

Only 7% continue unchanged

54% have avoided AI-powered features 
(recommendations, chatbots, tools)

Both highest among: Gen Z (61%), parents 
(58%), breach victims (67%)

28% very likely

48% somewhat likely

50% choose transparency over lowest price 
(forced choice)

Highest among: Gen Z/Millennials (64%), 
breach victims (68%), parents (59%)

Key Insight: Your AI is already getting worse data. The spiral has started.

84% believe traceability should 
be required by law
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TRANSPARENCY AS COMPETITIVE 
ADVANTAGE

5

5.1

What Consumers 
Want Most

5.2

The 50/50 Split: 
Transparency  
vs. Price

Top transparency priorities:

Perfect split when forced to choose:

Who chooses transparency over price:

37% Proving data isn't used for training without permission

36% Showing exactly where data goes inside AI systems

17% Detecting problems in real-time

82% say real-time detection extremely/very important

50% choose “knowing where data goes”

50% choose “lowest price”

High spenders ($1K+): 62%

Parents: 55%

College educated: 54%

Breach victims: 57%

Strategic Insight: Half your market prioritizes transparency over price. This is your premium segment.

5.3

Required Features
What should be required before using customer data in AI:

53% Ability to opt out of AI processing

49% Ability to trace data flows end-to-end

46% Disclosure of training data usage

23% Regular third-party audits
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5.4

Consequences for 
Misuse

Preferred remedies if data misused:

29% Compensation to customers (tied)

29% Fines (tied)

20% Forced transparency/public disclosure

13% Limits on AI usage

HOLIDAY SHOPPING AMPLIFICATION6
6.1

The Perfect Storm

6.2

Transparency as 
Holiday Tiebreaker

Holiday-specific amplification:

67% MORE concerned during holiday season 
(30% much more, 37% somewhat more)

49% do all/most shopping online (+ 22% 
about half = 71% significant digital exposure)

34% enter season stressed/burned out 
(emotional baseline already negative)

42% very likely

42% somewhat likely

Higher than general switching intention 
(76%) Holiday urgency intensifies transparency 
premium.

80%

84%

concerned about data 
threats during holidays

would choose transparent 
brand if prices similar during 
sales
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6.3

Retailer Confidence 
Gap

6.4

High Spenders Most 
Demanding

7.1

Generation Patterns

18% very confident (tiny minority)

40% NOT confident
60% confident major retailers 

can explain where data goes

Spending Tier

Generation

<$250 (40%)

Gen Z (19%)

$250-$1K (42%)

Millennials (27%)

$1K+ (17%)

Gen X (26%)

Boomers+ (28%)

Would Switch

% Concerned

71%

85%

77%

82%

88%

76%

71%

Choose Over Price

% Reduced Sharing% Suspect Training

45%

61%87%

51%

57%84%

62%

48%

39%

80%

76%

Gift data protection matters: 76% say extremely/very important companies don’t lose track of 
recipient data.

Implication: Your busiest revenue week is your highest transparency risk period.

Key Takeaway: Even least concerned generation (Boomers) shows 71% concern. Universal issue.

WHO’S MOST CONCERNED7
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7.2

The Breach 
Experience Effect

7.3

The AI User Paradox

Metric

AI Comfort Level

Concerned about data loss

Very comfortable (11%)

See as “very serious”

Somewhat comfortable (24%)

Reduced sharing

Neutral (33%)

Would join lawsuit

Uncomfortable (32%)

Breached Multiple (30%)

% Concerned

87%

73%

58%

76%

67%

79%

68%

83%

Never Breached (26%)

% Suspect Training

Gap

68%

85%

+19%

31%

82%

+27%

32%

80%

+35%

38%

81%

+30%

Critical Insight: 53% have been breached. They’ve learned not to trust promises.

Key Insight: Even AI enthusiasts show 73% concern and 85% suspicion. Familiarity breeds informed 
skepticism, not trust.

7.4

High-Value 
Customer Profile

The Premium Transparency Segment:

High spenders ($1K+): 88% would switch, 62% choose over price

College educated: 82% would switch, 54% choose over price

Parents: 81% would switch, 55% choose over price

Breach victims: 83% would switch, 57% choose over price

Strategic Implication: Your highest-LTV customers are most transparency-demanding. Win them = 
disproportionate revenue. Lose them = catastrophic churn.

7.5

Minimal Variation
Gender: Women 4-8 points higher concern, but both show majorities across all metrics

Political: Democrats 83%, Republicans 75%, Independents 76% concerned (bipartisan issue)

Regional: 4-point range (77-81% concerned) across all U.S. regions (national concern)

Education: College grads 8-13 points higher, but even HS-or-less shows 74% concern



The AI Data UltimatumCopyright © 2025 Relyance AI 11

ENTERPRISE IMPLICATIONS8
8.1

Revenue Impact
Scenario: 1M customers, $100 avg LTV

Without Transparency: With Transparency:

28% degrade = $8.4M additional loss from 
worse AI

Total impact: $65.4M

Retain $57M that would flee

Win 76% of competitor’s 100K dissatisfied 
customers = $7.6M gain

Total value: $64.6M

ROI: Platform cost ~$200K vs. $64.6M value = 323:1

8.2

Competitive 
Landscape Shift

First-Mover Advantage:

Capture 76% of switchers

Win 50% who prioritize transparency over price

Own 84% holiday tiebreaker segment

Market share swing: Potentially 10-20 points in 12 months

Old Hierarchy: Price › Features › UX › Brand

New Hierarchy: Provable transparency (76% would switch) › Price (but only 50% prioritize) › Features 
› Real-time detection (82% want)

8.3

Legal Risk Vectors
Class 

Action

Reputational

Regulatory

52% would join › 5M customers × 52% × $50 settlement = 
$130M exposure

84% say traceability should be required › Consumer 
demand drives regulatory action

Public admission of opacity = stock drop; 
competitor transparency announcement = your stock 
suffers

× $100 = $57M loss=57% 
abandon 

570K 
customers
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8.4

Industry Playbooks 
(Brief)

8.5

90-Day Action Plan
Days 1-30: Discovery

Days 31-60: Remediation

Days 61-90: Proof

AI inventory (all systems including shadow AI)

Risk assessment (where can’t you trace?)

Prioritize high-risk systems

Implement tracking for top systems

Close opacity gaps

Set up real-time alerting

Customer data dashboard (“your journey”)

Transparency report

Marketing campaign: prove, not promise

Third-party validation

Retail: 80% holiday concern + 84% use as tiebreaker = Map checkout flows, enable data dashboard, 
“Shop with Confidence” messaging

Financial: 81% suspect training on financial data + trust = deposits = Prove no undisclosed training, 
implement explainability, transparency dashboard

Healthcare: 82% serious threat + HIPAA = Shadow AI discovery, PHI flow mapping, patient-facing 
transparency

8.6

Communication 
Framework

DON’T Say (Promises) DO Say (Proof)

“We take privacy seriously”

“We have robust governance”

“Here’s where your data went: [show 
actual flow]”

“Third-party audit confirms: No 
undisclosed training”

“Real-time dashboard: We stopped this 
anomaly in 2 minutes”
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CONCLUSION9
9.1

The Ultimatum 
Revisited

9.3

Next Steps

9.2

The Two Futures

Consumers Have Spoken:

Resources Available:

Future A:  
You Lead (Transparency First-Mover)

Future B:  
You Wait

82% see AI data loss as serious threat

81% suspect you’re hiding something

84% will abandon opacity

76% will switch for proof

52% will sue if you can’t trace

AI Governance Expert (30-day free trial)

Shadow AI discovery

Request demo

Capture 76% of switchers

Retain 88% of high spenders

Revenue growth: +15-25%

Lose customers to leaders

Face lawsuits (52% appetite)

Regulatory enforcement

Revenue impact: -30-50%

The Message: Prove where our data goes, or lose our business.

Final Thought: ”1,017 consumers told us they don’t trust you (56%), suspect you’re hiding something 
(81%), and are ready to leave (84%). The ultimatum has been issued. Your response will define your 
competitive position.”

https://www.relyance.ai/ai-free-trial
https://www.relyance.ai/product/ai-governance-solution
https://www.relyance.ai/book-a-demo
https://www.relyance.ai/book-a-demo
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