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Confidentiality, Mobile Phones, Cameras and Social Media Policy
1. Introduction
Little Acorns Kindergarten works closely with children, families, staff, students, volunteers and other professionals. In doing so, we may have access to personal, sensitive or confidential information.
We are committed to protecting the privacy and dignity of children, families and staff and to ensuring that confidential information is handled appropriately.
This policy should be read alongside our Safeguarding and Child Protection Policy, Data Protection and Privacy Policy, Social Media Policy and Staff Code of Conduct.
The safety and wellbeing of children is always our highest priority. Confidentiality will never prevent information being shared where this is necessary to safeguard a child or adult, comply with the law, or meet our regulatory or professional responsibilities.
2. Confidentiality
All staff, volunteers, students, parent helpers, bank staff and other individuals working within Little Acorns will be made aware of their confidentiality responsibilities during induction.
Where appropriate, individuals will be required to sign a confidentiality agreement or confirm that they have read and understood this policy.
Confidential information must only be accessed, discussed or shared where there is a legitimate reason to do so.
Information relating to children
· Parents and carers will have appropriate access to records relating to their own child, subject to applicable data protection requirements.
· Parents and carers will not have access to confidential information relating to another child or family.
· Information about children will only be shared with staff who need the information to carry out their role effectively.
· Staff should discuss individual children only where there is a legitimate professional reason, such as supporting the child's learning, development, wellbeing, safeguarding or behaviour.
· The child's Key Person, SENCO and Manager should be consulted where appropriate regarding matters relating to a child's individual needs.
· Information may be shared with relevant professionals where this is necessary to support a child, fulfil a statutory or safeguarding duty, or where appropriate consent has been obtained.
· Safeguarding information will only be shared with those who need to know and in accordance with our safeguarding procedures.
Information provided by parents and carers
Information shared by parents or carers will be treated sensitively and confidentially.
However, parents and carers should understand that information may need to be shared without their consent where Little Acorns has a safeguarding concern, where disclosure is required by law, or where sharing information is necessary to protect a child or another person.
Staff and employment information
Information relating to staff employment, performance, disciplinary matters, salaries, sickness absence or other personnel matters will remain confidential and will only be shared with individuals who have a legitimate reason to access it.
This may include the Manager, Trustees, payroll providers, professional advisers or relevant authorities where necessary.
Staff must not discuss confidential employment matters with parents, other families, children or individuals who are not authorised to receive the information.
3. Confidentiality Outside the Setting
Staff, volunteers, students, helpers and other individuals working with Little Acorns must not disclose confidential information about:
· Children or families.
· Staff or volunteers.
· Individual incidents.
· Safeguarding concerns.
· Internal procedures or discussions.
· Personnel matters.
· Confidential communications.
· Information obtained through their role at Little Acorns.
Confidential information must not be discussed in public places or with friends, relatives or former staff members who have no legitimate reason to receive it.
This duty of confidentiality continues after an individual leaves Little Acorns.
However, confidentiality does not prevent an individual from raising a genuine safeguarding, whistleblowing or other serious concern through the appropriate channels.


4. Social Media
Staff, volunteers and students must maintain professional boundaries when using social media.
Confidential information relating to Little Acorns, children, families, staff or the setting must never be shared on social media or other online platforms.
This includes:
· Names or identifying information about children or families.
· Photographs or videos of children taken without appropriate authorisation.
· Information about incidents involving children.
· Safeguarding information.
· Internal communications or confidential documents.
· Information that could identify a child or family as attending Little Acorns.
· Comments that could bring the setting or its staff into disrepute.
Staff should consider carefully whether social media activity could compromise professional boundaries or their role at Little Acorns.
Staff are strongly discouraged from connecting with current parents/carers through personal social media accounts where doing so could create professional boundary issues.
Any concern regarding inappropriate use of social media will be dealt with in accordance with the setting's disciplinary or other relevant procedures.
5. Mobile Phones and Personal Electronic Devices
Little Acorns recognises that mobile phones are part of everyday life. However, the use of personal mobile phones and electronic devices within areas where children are present creates safeguarding, privacy and distraction risks.
Staff
· Staff personal mobile phones must be kept in the designated office area and must not be carried or used in children's play or learning areas.
· Staff must not use personal mobile phones to make or receive calls, send messages, access social media or undertake other personal activities while working directly with children.
· Personal phones must not be used to photograph, video or record children.
· Smart watches and other wearable devices with cameras, recording or communication functions must not be used to record children or access personal communications while working directly with children.  Smart watches must be on flight mode.
· Staff should not use personal devices to access, store or transfer photographs, videos or other information relating to children.
· In an emergency, staff may use a Little Acorns telephone or other authorised setting device.
· Personal phones may be accessed during staff breaks away from children.

Little Acorns Devices
Little Acorns may provide devices for specific work purposes, including Tapestry.
Setting-owned devices:
· Must only be used for authorised purposes.
· Must not be used for personal calls, messages or social media unless specifically authorised.
· Must only be used by authorised staff.
· Must be appropriately secured.
· Must not be used to store children's photographs or information outside the setting's authorised systems.
· Must be reported immediately if lost, stolen or suspected to have been accessed by an unauthorised person.
Little Acorns devices used for Tapestry are for authorised Tapestry and setting purposes only.
6. Visitors, Parents, Carers and Helpers
Visitors, parent helpers, students, volunteers and contractors must not use mobile phones or personal electronic devices in areas where children are present.
Visitors may be asked to leave their mobile phone in the designated office area where appropriate.
Parents and carers entering the setting should not use mobile phones in children's areas.
If a parent/carer needs to make an urgent call, they should do so away from the children.
If a parent/carer is using a phone in a children's area, staff may politely ask them to stop using the device or leave the children's area.
7. Cameras and Photography
Only Little Acorns-owned or specifically authorised devices may be used to photograph or record children for setting purposes.
Photographs and recordings may be used for legitimate purposes such as:
· Tapestry learning journals.
· Observations and assessments.
· Displays within the setting.
· Setting publications or promotional material where appropriate consent has been provided.
· Special events where specific arrangements have been agreed.
Appropriate parental/carer permissions will be obtained where required.
Staff must never use personal phones, cameras or other personal devices to photograph or record children.
8. Parents and Carers Taking Photographs
Parents and carers may sometimes wish to take photographs during special events such as productions, sports days, presentations or celebrations.
Where photography is permitted:
· The setting will provide clear guidance before the event.
· Parents and carers must not photograph or record children where permission has not been given.
· Parents and carers should make every reasonable effort to ensure that other children are not photographed or recorded.
· Images must not be uploaded to social media or shared publicly where they contain other children without the appropriate permission.
· Staff may restrict or prohibit photography where there are safeguarding, privacy or other legitimate concerns.
The Manager reserves the right to stop photography or recording where necessary to protect children or maintain the safety and privacy of individuals.
9. Tapestry and Online Learning Journals
Tapestry is used by Little Acorns to record children's learning and development.
Only authorised staff using authorised setting devices should add photographs, videos or observations to a child's Tapestry journal.
Parents and carers are responsible for ensuring that information or photographs accessed through their child's Tapestry account are treated respectfully and are not shared publicly where this could identify another child or family.
10. Little Acorns Facebook Group and Online Communities
Little Acorns may operate a Facebook group or other online communication group for families and advertising purposes.
The group is managed by the Manager or another authorised member of staff.
The group may be used to share:
· Setting information.
· Reminders and announcements.
· Events.
· General news.
· Information relevant to current and future families.
Parents and carers must not use the group to:
· Discuss individual children or staff.
· Raise confidential complaints or safeguarding concerns.
· Share photographs or videos of other children without appropriate permission.
· Post confidential information.
· Make discriminatory, abusive, threatening or defamatory comments.
· Share information that could compromise the safety or privacy of children, families or staff.
Concerns or complaints should be raised directly with the Manager or Trustees through the appropriate complaints procedure rather than through the Facebook group.
Little Acorns reserves the right to remove inappropriate content and, where necessary, restrict or remove access to the group.  Little Acorns will only post photographs of people who have given their express permission.
11. Accidental Breaches
Any accidental loss, disclosure or inappropriate use of confidential information, photographs, videos, mobile phones or other electronic devices must be reported to the Manager immediately.
Examples include:
· A personal phone accidentally being used to photograph a child.
· A device containing children's information being lost or stolen.
· An email or message containing confidential information being sent to the wrong person.
· An unauthorised person gaining access to photographs or children's information.
The Manager will assess the incident and take appropriate action in accordance with our data protection and safeguarding procedures.
12. Breaches of This Policy
Failure to follow this policy may result in appropriate action being taken in accordance with Little Acorns' disciplinary or volunteer procedures.
Where a breach involves safeguarding, illegal activity or a serious data protection concern, the matter may also need to be reported to the appropriate external authority.
13. Safeguarding
All aspects of this policy are subject to Little Acorns' overriding responsibility to safeguard children.
Where confidentiality conflicts with safeguarding, safeguarding takes priority.  Staff must report safeguarding concerns promptly in accordance with the setting's Safeguarding and Child Protection Policy.
Review
This policy will be reviewed annually or sooner if there are changes to legislation, statutory guidance, technology or the needs of the setting.
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