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Data Protection and UK GDPR Policy
1. Introduction
Little Acorns Kindergarten is committed to protecting the personal information of children, parents and carers, staff, volunteers, students, Trustees and other individuals with whom we work.
We recognise that children and families have a right to privacy and that personal information must be handled carefully, securely and lawfully.
This policy explains how Little Acorns collects, uses, stores, shares and protects personal information.
We comply with applicable data protection legislation, including the UK General Data Protection Regulation (UK GDPR), the Data Protection Act 2018 and relevant changes introduced by the Data (Use and Access) Act 2025.
Our approach takes account of the particular importance of protecting children's personal information. The Information Commissioner's Office (ICO) provides specific guidance on children's information and data protection.
2. Data Protection Principles
Little Acorns will ensure that personal information is:
· Processed lawfully, fairly and transparently.
· Collected for specified, explicit and legitimate purposes.
· Adequate, relevant and limited to what is necessary.
· Accurate and kept up to date where necessary.
· Kept for no longer than is necessary.
· Kept securely and protected against unauthorised access, loss or misuse.
We will only collect and use information that is necessary for the purposes for which it is required.
3. What Personal Information We Collect
Depending on the circumstances, we may collect and process information including:
Children's information
· Name and date of birth.
· Parent/carer and emergency contact details.
· Attendance information.
· Health and medical information.
· Allergies and dietary requirements.
· Additional needs and SEND information.
· Safeguarding information where relevant.
· Learning and development information.
· Photographs and videos where appropriately authorised.
· Information relating to funding and eligibility.
· Accident, incident and medication records.
Parent and carer information
· Names and contact details.
· Emergency contact information.
· Information relating to the child's care.
· Funding and eligibility information.
· Payment and financial information where required.
· Relevant information provided to support the child's wellbeing, learning or safeguarding.
Staff, volunteers and students
· Names and contact details.
· Recruitment and employment information.
· Qualifications and training records.
· Right-to-work information.
· DBS and safeguarding-related information.
· Payroll and pension information.
· Absence and relevant employment records.
· Performance and disciplinary information where applicable.
Other information
We may also process information relating to professionals and organisations with whom we work, including Buckinghamshire Council, Ofsted, health professionals, safeguarding services, suppliers and other relevant organisations.
4. How We Use Personal Information
We use personal information where necessary to:
· Safeguard and protect children.
· Provide education, care and support.
· Monitor children's learning and development.
· Meet EYFS and other statutory requirements.
· Maintain accurate attendance, health, accident and medication records.
· Communicate with parents and carers.
· Administer funded childcare places.
· Process payments and manage accounts.
· Manage staffing and employment.
· Meet legal and regulatory requirements.
· Respond to safeguarding concerns.
· Work with relevant professionals where appropriate.
· Maintain the safe and effective operation of the setting.
5. Lawful Bases for Processing
Little Acorns will identify an appropriate lawful basis for processing personal information.
Depending on the purpose, this may include:
· Legal obligation – where we are required to process information to comply with the law.
· Contract – where processing is necessary to provide agreed services or manage contractual arrangements.
· Legitimate interests – where appropriate and where our interests are not overridden by the rights and freedoms of the individual.
· Public task – where applicable to the particular processing activity.
· Vital interests – where processing is necessary to protect someone's life.
· Consent – where genuine, informed and freely given consent is the appropriate lawful basis.
Consent will not be used simply because it is convenient.
The ICO confirms that consent is only appropriate where individuals have a genuine choice and control over the processing. It must be specific, informed, freely given and capable of being withdrawn.
Where we rely on consent, we will keep appropriate records showing what consent was given, when it was given and what the individual was told.
6. Special Category Information
Some information held by Little Acorns may be considered particularly sensitive, including information relating to:
· Health.
· Medical conditions.
· Disability or SEND.
· Religion or belief, where relevant.
· Other information falling within the special categories of personal data.
We will ensure that an appropriate lawful basis and, where required, an additional condition for processing special category data is identified.
Access to sensitive information will be limited to those who have a legitimate reason to receive it.
7. Children's Information
We recognise that children's personal information requires particular care and protection.
Information about children will only be collected and used for appropriate purposes and will be handled in a way that takes account of their age, development and best interests.
Staff will only access children's information where this is necessary for their role.
We will not use children's personal information for unrelated purposes without an appropriate lawful basis.
The ICO's current guidance confirms that organisations should take particular care when processing children's information.
8. Sharing Personal Information
Little Acorns may share personal information where there is a lawful basis to do so.
This may include sharing information with:
· Buckinghamshire Council.
· Ofsted.
· Health professionals.
· Speech and language or other specialist services.
· Safeguarding agencies.
· Emergency services.
· Funding and early years teams.
· Payroll, pension or other professional service providers.
· Other organisations where required by law or necessary to support a child.
We will only share information that is necessary and relevant for the purpose.
Safeguarding
Data protection legislation does not prevent the sharing of information where this is necessary to safeguard a child.
Where there is a safeguarding concern, information may be shared without parental consent where this is necessary and lawful.
The ICO specifically confirms that consent is not required to share a child's personal information for safeguarding purposes where there is an appropriate lawful basis.
9. Photographs and Videos
Photographs and videos of children may be taken for legitimate setting purposes, including learning journals, observations and approved displays or publications.
Where consent is the appropriate lawful basis for a particular use, it will be obtained separately and appropriately.
Only authorised setting devices should be used to photograph or record children.
Personal devices must not be used to photograph or record children.
Further requirements are set out in our Confidentiality, Mobile Phones, Cameras and Social Media Policy.
10. Data Security
Little Acorns will take appropriate technical and organisational measures to protect personal information.
This includes:
· Password-protected electronic systems.
· Appropriate access controls.
· Secure storage of paper records.
· Locked filing cabinets where appropriate.
· Limiting access to information to those who need it.
· Secure disposal of confidential information.
· Staff training and awareness.
· Appropriate security measures for setting-owned electronic devices.
· Prompt reporting and management of suspected data breaches.
Staff must not share passwords or leave confidential information accessible to unauthorised individuals.
11. Data Breaches
A data breach may include:
· Loss or theft of personal information.
· Sending information to the wrong person.
· Unauthorised access to information.
· Accidental disclosure.
· Loss or theft of a device containing personal information.
· Unauthorised photographs or recordings.
· Inappropriate disposal of confidential records.
Any suspected or actual data breach must be reported to the Manager or Data Protection Lead immediately.
The incident will be assessed and appropriate action taken.
Where required, Little Acorns will report a personal data breach to the ICO and/or affected individuals within the required timescales.
12. Data Retention
Little Acorns will not retain personal information indefinitely.
Information will be retained only for as long as necessary for the purpose for which it was collected, or for as long as required by law, regulatory requirements, funding conditions, safeguarding responsibilities or legitimate business needs.
Different types of information may therefore be retained for different periods.
We will maintain appropriate retention arrangements and securely delete or destroy information when it is no longer required.
The ICO states that organisations should determine and document appropriate retention periods and should not keep personal information simply “just in case”.
Some safeguarding, legal, financial or regulatory records may need to be retained for longer than ordinary operational records.
13. Rights of Individuals
Individuals have a number of rights under data protection law, including, where applicable:
· The right to be informed about how their information is used.
· The right to access their personal information.
· The right to have inaccurate information corrected.
· The right to request restriction of processing in certain circumstances.
· The right to request erasure in certain circumstances.
· The right to object to certain processing.
· The right to data portability where applicable.
· The right to withdraw consent where processing is based on consent.
These rights are not absolute and may be subject to legal or regulatory requirements.
For example, the right to erasure does not require an organisation to delete information that it is legally required to retain.
14. Requests for Personal Information
Requests to access personal information should be made to the Data Protection Lead.
Little Acorns will respond within the applicable statutory timescale and may need to verify the identity of the person making the request.
Information relating to other individuals will not normally be disclosed unless there is a lawful basis for doing so.
15. Privacy Information
Little Acorns will provide parents, carers, staff and other relevant individuals with appropriate privacy information explaining:
· What information we collect.
· Why we collect it.
· How we use it.
· The lawful basis for processing.
· Who information may be shared with.
· How long information is retained.
· The rights of individuals.
· How to raise a concern.
Our privacy information will be reviewed regularly to ensure that it remains accurate and up to date.
The ICO provides a specific privacy notice generator for small education and childcare organisations and recommends reviewing privacy notices regularly.

Data Protection Lead
Data Protection Lead: Jackie Bird
Email: jackie@littleacornswendover.org
Telephone: 07895 750217
The Data Protection Lead is responsible for overseeing the setting's data protection arrangements and responding to data protection enquiries and requests.
17. Complaints
If a parent, carer, staff member or other individual has concerns about how Little Acorns has handled their personal information, they should initially contact the Data Protection Lead.
We will investigate concerns and seek to resolve them promptly.
Individuals also have the right to complain directly to the Information Commissioner's Office (ICO) if they believe their personal information has been handled unlawfully.
Information Commissioner's Office (ICO)
Website: Information Commissioner's Office
18. Staff Responsibilities
All staff, volunteers, students and Trustees who have access to personal information must:
· Keep information confidential.
· Only access information necessary for their role.
· Follow Little Acorns' data protection procedures.
· Keep passwords and access information secure.
· Never use personal devices to photograph or record children.
· Report suspected data breaches immediately.
· Follow the setting's confidentiality and safeguarding procedures.
Failure to follow data protection requirements may result in appropriate action under the setting's disciplinary or other relevant procedures.
19. Review
This policy will be reviewed annually or sooner where there are changes to legislation, ICO guidance, technology or the way Little Acorns processes personal information.
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