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Help your practice complete the Annual Security Risk Assessment mentioned in Section 2 and Month l of the roadmap­
identifying and prioritizing potential HIPAA and CMS compliance risks. 

Category Assessment Risk Level Mitigation Owner Due 
Question (Low/Med/High) Action Date 

Are all PHI storage 
HIPAA Security systems encrypted and 

access-controlled? 

Are staff trained on 
HIPAA Privacy minimum necessary 

access? 

Technical Is two-factor 

Safeguards authentication active for 
all logins? 

Do we have current 
Administrative Business Associate 
Safeguards Agreements (BAAs) on 

file? 

Are quality measures 

CMS/ MIPS auto-captured from the 
EHR without manual 
edits? 

Is there a breach 
Incident response plan tested 
Response within the last 12 

months? 

Are audit logs 
Documentation automatically generated 

and stored securely? 

Add your total "High" risk items. If you have more than 3, schedule a leadership review within 30 days and apply mitigation 
actions using your Compliance Binder. 
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Ensure staff are up to date on HIPAA, MIPS, and safety protocols-and that every session is documented to reduce 
audit penalties. 

Quarter 

Date 

Topic / Module 

Trainer 

Attendance % 

Key Takeaway or 
Update 

Follow-Up 
Action 

Completion 
Verified By 

Ql 

HIPAA refresher: 
Secure Messaging & 
PHI Handling 

Q2 

CMS/ MIPS: 
Documentation 
Accuracy & Timely 
Reporting 

Q3 

OSHA/CLIA: 
Safety & Lab Standards 

Q4 

Cybersecurity Drill: 
Phishing Response 
Simulation 

Store signed attendance sheets or digital completion reports in your encrypted Compliance Binder. Upload your slide deck to a 
shared folder so staff can review asynchronously. 
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