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How Enterprise Architecture Enables
Smarter, More Efficient Transformation

Government agencies are under constant pressure to modernize IT systems,
improve efficiency, and deliver better services — often while navigating tight
budgets, strict procurement guidelines, and complex regulations.

Despite federal IT spending exceeding $100 billion annually, a significant portion still goes toward

maintaining legacy systems, limiting opportunities for innovation. Recent initiatives highlight the urgency
of transformation, signaling a government-wide push to enhance agility, reduce waste, and ensure that IT
investments drive meaningful outcomes.

Yet, modernization at this scale requires more than just adopting new technology — it demands a strategic,
g = holistic approach to restructuring how agencies operate. Enterprise architecture (EA) serves as a critical
. enabler of this transformation, providing agencies with a structured framework for aligning people, processes,
== { & and technology.

Without a strategic EA foundation, agencies risk compounding inefficiencies, misaligned investments, and
reactive decision-making that can erode public trust. Whether streamlining application portfolios, modeling
- service architectures, or navigating workforce reductions, EA provides the visibility and insights needed to
drive meaningful change.

i’ Ay This white paper explores the evolving role of EA in public sector IT, addressing the challenges of legacy
= systems, the opportunities for innovation, and the steps agencies can take to drive efficiency through smart
digital transformation.
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The Need for Government Efficiency

GCovernment agencies operate within stringent budget constraints,
evolving regulations, and growing public expectations, all while ensuring S
efficient and effective service delivery. However, outdated technology :

and fragmented operations create significant barriers to modernization. s

Key challenges:

» Legacy systems not only hinder productivity but also increase cybersecurity risks.

« Shifting mandates require agencies to continuously adapt their IT and operational
frameworks to remain compliant and efficient.

« Siloed systems across agencies often result in duplication of efforts, wasted resources,
and delays in service delivery.

A changing landscape: Why now?

Federal IT spending has long been a point of contention, with billions of dollars allocated
annually to maintain outdated, legacy systems. According to the Government Accountability
Office (GAQ), agencies have typically reported spending about 80% of their IT budgets on
operations and maintenance of existing IT, including legacy systems.

The federal government’s fiscal challenges further complicate the situation. In 2024, the

government spent $6.75 trillion, resulting in a significant deficit. These financial constraints

underscore the need for agencies to justify expenditures, consolidate redundant systems, and
adopt digital-first strategies that improve service delivery.
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$236bn

The scale of these inefficiencies
is evident — in 2024, the federal

government reported over $236 billion

in improper payments, highlighting

critical weaknesses in financial
management and operational oversight.


https://www.gao.gov/products/gao-23-106821
https://www.gao.gov/products/gao-23-106821
https://fiscaldata.treasury.gov/americas-finance-guide/federal-spending/
https://fiscaldata.treasury.gov/americas-finance-guide/federal-spending/
https://www.gao.gov/blog/federal-government-made-236-billion-improper-payments-last-fiscal-year?utm_source=chatgpt.com
https://www.gao.gov/blog/federal-government-made-236-billion-improper-payments-last-fiscal-year?utm_source=chatgpt.com
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A historical perspective: EA's evolution in government

The integration of EA in government has evolved over several decades, guided by federal initiatives

and policy frameworks aimed at modernizing public sector IT.

1999

Theintroduction of
the Federal Enterprise
Architecture Framework
(FEAF) provided a
foundational model for
IT standardization across
federal agencies.

2001

The Federal Enterprise
Architecture (FEA)
Project was launched to
identify and eliminate IT
redundancies within the
federal government.

2013

The release of FEAF-II
introduced a Consolidated
Reference Model,
enhancing IT governance
and interoperability across
agencies. This update
aimed to create a more
unified approachto IT
management, but adoption
remained inconsistent.

2017

The Modernizing
Government Technology
(MGT) Act established
the Technology
Modernization Fund
(TMF), allocating financial
resources to agencies
undertaking large-scale IT
transformation projects.

2025

Reforms and audits
introduced across
government agencies to
reduce federal spending
by targeting waste,
fraud, and abuse.

O EA is uniquely positioned to help agencies achieve this

=  mission by providing a structured approach to reducing IT
complexity, eliminating redundant systems, and ensuring
strategic alignment across departments.
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State and local considerations

While much of the focus on EA in government is at the federal level, state and local governments also face significant
challenges. Budget constraints, legacy systems, and increasing demands for digital services require them to adopt similar EA
strategies. Many municipalities have begun implementing shared technology services, leveraging EA frameworks to improve
inter-agency collaboration, enhance cybersecurity, and streamline service delivery for residents.

State and local agencies must address additional considerations, including:

"~ . Resource constraints ¢ Differing federal funding
|:| Many local governments operate with even tighter budgets \‘9 Federal funding for state and local governments varies, and

than their federal counterparts, making cost-effective EA each state may have different eligibility for specific federal
strategies essential. programs, affecting the resources available for EA initiatives.

The requirements for state and local governments can vary Each state has its own set of initiatives and reporting

lic

$ Diverse requirements Statewide initiatives and reporting

significantly from one state or municipality to another, structures, which can lead to varying levels of inter-agency
with differing priorities, regulations, and operational needs. coordination and differing approaches to EA implementation
Fortunately, EA approaches can be tailored to address at the state level.

specific local contexts.

'@. Varying procurement vehicles

Procurement vehicles can differ widely across states,
requiring agencies to navigate different processes,
regulations, and guidelines for acquiring technology solutions.

Cybersecuirity risks
Smaller agencies may lack the resources for robust security,
making EA-guided risk management crucial.

(0]
o

Compliance with federal mandates
State and local agencies must often align with federal
regulations while maintaining their unique operational needs.

W sP

By addressing these unique challenges with tailored EA strategies, state and local governments can drive digital transformation, improve service
delivery, and enhance collaboration, ultimately leading to more efficient and secure operations.
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Understanding the Challenges of
Government Overspend and Inefficiency

Why it happens

Government operations are vast, leading to inefficiencies that result in overspending. Over the
years, spending in key areas has consistently outpaced inflation, causing financial strain.

5.1%

Since 2000, federal spending on
purchases has grown at an average
annual rate of 5.1%.

This overspending is evident across multiple domains, including IT
procurement, where agencies frequently purchase redundant software
and hardware due to poor visibility into existing assets. In service
delivery, inefficient workflows and legacy systems slow down critical
government services, driving up costs.

The Government Accountability Office (GAO) identified 10 critical legacy
systems, ranging from 8 to 51 years old, costing $337 million annually to
operate and maintain. On top of this, ensuring compliance with stringent
security frameworks like FedRAMP® and NIST requires significant
resources. Agencies that fail to adopt a structured, proactive approach to
compliancerisk incurring fines, delays, and even higher operational costs.

THE EA BLUEPRINT FOR GOVERNMENT EFFICIENCY

4.5%

Spending on compensation has
increased by 4.5% annually.

Both rates outpace the average
inflation rate of 2.5% over the
same period, contributing to
unsustainable expenditure.

What it means

The continued growth of government spending has significant
implications for taxpayers and public trust. The federal deficit
reached $1.83 trillion in fiscal year 2024, driven by rising expenses
and improper payments. Aging infrastructure not only increases
maintenance costs but also creates security risks. Congressional
testimony has highlighted that older systems are particularly
vulnerable to hackers, making modernization a national security
imperative.

The growing deficit underscores the urgent need for fiscal
discipline and operational efficiency in public sector initiatives.


https://www.gao.gov/products/gao-23-106821
https://www.gao.gov/products/gao-23-106821
https://www.gao.gov/products/gao-23-106821
https://fiscaldata.treasury.gov/americas-finance-guide/national-deficit/
https://fiscaldata.treasury.gov/americas-finance-guide/national-deficit/
https://www.cato.org/briefing-paper/how-federal-government-spends-67-trillion#spending-trends

EA’s Role in Government Efficiency:
Aligning People, Process, and Technology

EAis a critical enabler of IT
efficiency in government
organizations. By aligning
people, processes, and
technology, EA drives
transformation, reduces
costs, and ensures long-term

alignment with strategic goals.

4
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A A robust EA practice not only aligns technology with strategic objectives

—

Driving cultural and organizational change
)

but can also provide a blueprint for organizational architecture.

How to use EA to drive cultural and organizational change:

Map roles to business functions and associate required skills with those
roles to enable more effective capacity planning and workforce optimization.
This approach helps agencies identify skill gaps, prioritize training

initiatives, and ensure the right resources are in place to support digital
transformation efforts.

Develop and maintain a clear view of organizational architecture.

By visualizing reporting lines, skillsets, and resource allocation across
departments, agencies can better understand how teams collaborate and where
redundancies exist. This transparency enables more effective workforce planning,
fostering a culture of accountability and cross-functional collaboration.

Use EA to guide large-scale digital transformation efforts. This ensures that
technological investments support — not disrupt — existing operations, while
reducing resistance to change by reinforcing a shared, strategic vision.

Foster a data-driven, strategic mindset across all levels of an agency to help
drive adoption of new tools and processes and strengthen accountability,
collaboration, and mission alighment.
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Simplifying decisions and
streamlining operations
With increasingly complex IT and business landscapes,

EA provides leaders with clarity — helping them make
smarter decisions, faster.

How to simplify and streamline using EA:

Gain a structured view of your IT and business ecosystems,
allowing for more informed strategic choices and reduced risk.

Move beyond traditional application and technology portfolio
management: use EA to understand dependencies between
systems, processes, and data flows to drive efficiency at scale.

Model how services are delivered across the organization using
service architecture, helping to identify inefficiencies in internal
workflows and citizen-facing services.

Streamline workflows and eliminate bottlenecks by analyzing
end-to-end service delivery processes.

Reduce operational costs by retiring redundant applications
and reallocating resources based on architectural insights.

Enable more agile, responsive operations that can adapt to
changing priorities without disruption.
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Securing systems and
enabling innovation

On the technology front, EA ensures systems are secure,
compliant, and resilient, so they can build foundations that
support innovation - not hold it back.

How to secure and modernize with EA:

Embed security at the architecture level to ensure systems are
compliant, resilient, and protected from evolving threats.

Mitigate risk and support transformation by addressing
technical debt, modernizing inefficient systems that
limit progress.

Use EA to assess and improve system resilience, ensuring
agencies can respond to emerging challenges without
compromising mission delivery.

Treat technology as a strategic enabler, ensuring investments
support long-term goals and operational needs.

Lay the groundwork for continuous improvement, using EA to
create a flexible, forward-looking digital foundation.



CUSTOMER SPOTLIGHT

Enhancing Government IT with EA

An anonymous state-level Department of Information Technology (DIT) faced challenges in
advancing its digital transformation and managing a fragmented IT portfolio. The department
sought a unified approach to EA that would enable better decision-making and align IT strategies
with broader governmental objectives. By partnering with Orbus Software, the DIT successfully
migrated to the cloud-native OrbusInfinity® platform, significantly improving its EA practices.

Key results

gheln

604

60% time savings

Automated data collection
and reporting processes
reduced manual entry times
by 60%.
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Improved collaboration

Cross-departmental data
sharing enhanced alighment
with strategic goals.
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Enhanced portfolio
management

The platform’s cloud-first
approach enabled scalable,
efficient IT portfolio
management aligned with
government priorities.

DIT

Future-ready EA

The department is now poised
to expand its EA capabilities,
supporting long-term
modernization goals.



Putting EA into Action

8 steps to high impact EA

For government agencies navigating digital
transformation, establishing an effective EA
practice is essential. A structured approach
ensures EA supports both business and IT
goals, driving measurable value.

Gartner’s ‘8 Steps to Start a High-Impact
EA Practice’ provides a proven framework
for building and sustaining a successful EA
function. Below, we translate these steps
into practical strategies tailored to the
unique challenges of government agencies.

0 Select the practice type

Government organizations must carefully
assess their EA capabilities and maturity to
ensure they choose a practice model that
supports both short-term goals and long-term
strategic objectives. Starting with a Business-
Outcome-Driven EA (BODEA) practice or an
Information Management and Communication
(IMC) practice can provide broad impact

by aligning IT initiatives with the agency’s
mission and goals.

e Secure stakeholder buy-in

Without strong support from key
stakeholders, such as department heads, IT
leaders, and external partners, the practice
may face resistance or disengagement.
Agencies should engage stakeholders early
and often, using a value-based communication
strategy to show how EA aligns with broader
government priorities. Regular updates and
feedback loops will maintain alignment and
reinforce commitment to the practice.
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e Construct a value proposition

Defining how EA will drive improvements

in efficiency, decision-making, and digital
transformation is critical for government
agencies. The value proposition must resonate
with stakeholders at all levels, from frontline
employees to top leadership. By addressing the
specific challenges of each group, agencies can
secure the necessary support to ensure the EA
practiceis a success.

e Establish the organizational
structure

The structure of an EA practice should support
both project- and product-based delivery
models. A flexible, adaptable structure aligned
with the broader mission enables effective
decision-making and innovation. Embedding
cross-functional collaboration into the EA
framework ensures that the organization
remains responsive to the public sector’s
constantly evolving needs.


https://www.orbussoftware.com/product/why-orbus/awards-and-recognition/gartner-flex-report
https://www.orbussoftware.com/product/why-orbus/awards-and-recognition/gartner-flex-report

e Determine skill sets and staffing

Government agencies must assess their
current skill sets and determine the
competencies required to support the growing
demands of digital transformation. Developing
a staffing strategy that focuses on recruiting
and retaining professionals with technical,
strategic, and leadership skills is crucial.

Develop metrics and KPIs

These metrics should not only track the
performance of the EA practice itself but

also measure its impact on the broader
organizational goals. In the public sector,

this means tracking improvements in service
delivery, cost efficiency, and risk management.
Regularly reviewing these metrics ensures

the EA practice stays aligned with evolving
strategic priorities and the public’s needs.

e Define the governance model

Effective governance is essential to managing
an EA practice, especially in a government
setting where compliance, regulations,

and budget constraints must be carefully
navigated. Traditional governance models can
be too rigid for the fast-paced nature of digital
transformation. Agencies should adopt a more
adaptive governance model that balances
control with agility, empowering decision-
makers to act quickly while maintaining
accountability and transparency.

e Ratify the EA charter

A well-defined EA charter is the foundation

of a successful EA practice. It outlines the
practice’s purpose, scope, and objectives,
ensuring all stakeholders are aligned with the
vision. Involving key stakeholders in developing
and ratifying the charter ensures it reflects the
agency’s unique needs and challenges. Once
ratified, the charter provides clear direction,
ensuring the EA practice remains focused on
delivering long-term value.
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By following these eight steps,
government agencies can build a
robust, high-impact EA practice.

This framework ensures that IT and
business goals are aligned while driving
measurable outcomes that support the
agency’s mission.




Al-powered EA

As we all know by now, the benefits of Al across business objectives are undeniable. In addition to everything you can do to start and amplify
a high-impact EA practice, there’s also a key advantage in using Al to add value to EA. Here’s a practical roadmap to Al adoption, with Ed
Granger’s Five-Waypoint Al Maturity Model, a framework designed to guide organizations through a thoughtful, phased approach to
integrating Al into their architectural processes.

1. Documentation-driven EA: At this stage, EA primarily serves

Al enhances documentation by automating data extraction, Embedded

as a repository of policies, regulations, and agency frameworks. N ‘

.. . P . . . Intelligence
standardizing records, and identifying inconsistencies, ensuring

compliance and accessibility across departments.

2. Data-driven EA: Al enables agencies to shift from static
documentation to a dynamic, data-centric view of operations.
By analyzing structured data, Al uncovers interdependencies
across systems, improves resource planning, and supports
evidence-based policymaking.

3. Analysis-driven EA: With predictive analytics, Al helps agencies
assess policy impacts, cybersecurity threats, and operational
risks. Scenario modeling enables strategic foresight, ensuring
EA decisions align with mission objectives and evolving

regulatory demands. EIT

4. Event-driven EA: Al-powered automation introduces real-time CONTENT DATABASE ANALYTICS WORKFLOW

Organizational impact

WAYPOINT 2:

. WAYPOINT 3:
Data-driven

Analysis-driven
WAYPOINT 1:
Document-driven

WAYPOINT 4:
Event-driven

OBIJECTIVES

responsiveness into government operations. From adaptive Al integration
cybersecurity protocols to dynamic resource allocation in
emergency response, this phase allows agencies to shift from reactive governance to proactive service delivery.

5. Embedded intelligence: At the highest level of maturity, Al acts as an embedded decision-making partner. Generative Al provides
strategic recommendations, helping leaders optimize budgets, prioritize initiatives, and enhance citizen experiences.

Eachwaypointbuildsuponthelast, guidingagencies through necessary shiftsin how they approach EA. Aladoptionis notjustaboutimproving
efficiency - it's about redefining the role of EA in government, ensuring it becomes a driver of innovation, resilience, and mission success.
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The Cost of Inaction

Without a structured EA practice, agencies risk
inefficiencies, misaligned investments, and operational
redundancies. Delayed modernization efforts and
fragmented technology landscapes lead to higher
maintenance costs and a slower response to evolving
policy mandates.

When faced with budget constraints or workforce reductions, EA can help agencies *
assess the impact of operational changes on service delivery. By modeling how roles,
processes,andtechnology intersect, EA provides visibility into which functions are most
critical and where consolidation or automation can mitigate the loss of headcount. This
insight ensures that efficiency gains do not come at the expense of citizen services or
mission outcomes.

Failing to invest in EA means losing the opportunity to proactively manage change. Instead of reacting to crises as they arise,
agencies with mature EA capabilities can anticipate risks, plan for contingencies, and ensure that transformation efforts are
both sustainable and strategically aligned.

The bottom line? Government agencies are at a critical juncture in their digital transformation journeys. With the right
strategies, they can improve operations, stay compliant with regulations, and achieve meaningful change.

Take the first step

Orbuslnfinity Government: A FedRAMP Authorized, cloud-native enterprise

] Book A Demo
architecture platform.
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About Orbus Software

Orbus Software is a leading global provider of enterprise transformation solutions. We aim to empower customers with a strategic decision-making platform to successfully
manage complex change. Our Orbuslinfinity platform enables leaders to deliver business objectives, innovate faster, and ensure enterprise resiliency, while supporting them to
make more informed, responsible, and sustainable business decisions.
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