
 
 

Acceptable Use Policy 

1. Introduction 

This Acceptable Use Policy (“AUP”) governs Customer’s use of the Services. By opting 
in to access or use the Services, Customer and its Authorized Users agree to comply 
with this AUP. Failure to comply may result in the suspension or termination of 
Customer’s access to all or part of theServices. Capitalized  terms which are not defined 
in this AUP shall have the meaning given to them in the Agreement and the AI 
Addendum. 

2. Lawful Use Only. Customers and its Authorized Users may only use the Services for 
lawful purposes.  

3. Prohibited Uses. Customer and its Authorized Users shall not use the Services for 
prohibited purposes, including but not limited to: 

●​ Abusive or Harmful Content: Upload, create, generate, or distribute any Content 
that is abusive, threatening, harassing, defamatory, obscene, or otherwise 
harmful to individuals or groups. 

●​ Illegal Activities: Engage in or promote any illegal activities, including but not 
limited to activities involving fraud, hacking, drug trafficking, terrorism, or human 
trafficking. 

●​ Violation of Rights: Upload, create, generate or distribute content that infringes 
upon or violates the intellectual property rights, privacy rights, or any other rights 
of others. 

●​ Discrimination and Hate Speech: Upload, create, generate or distribute content 
that promotes or incites violence, hatred, or discrimination based on race, 
ethnicity, religion, gender, sexual orientation, or other protected characteristics. 

●​ Misinformation or Harmful Media: Upload, create, generate or spread false, 
misleading, or deceptive information, including the creation of deep fakes or 
malicious media intended to mislead others or cause harm. 

4. Prohibition on Harmful Automation. Customer shall not use Sysdig Services for 
automated or mass-generated content creation that could lead to harm, including but 
not limited to spam, phishing, or malicious software. 
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5. Intellectual Property. Customer shall not violate the intellectual property rights of any 
individual or entity through its use of the Services, including without limitation Customer 
Data and Content. Customer shall not use the Services to create, distribute, or 
reproduce copyrighted, trademarked, or proprietary material without proper 
authorization or permission. 

6. User Responsibility 

a.​ Customer is solely responsible for any Content created by the Services, including 
without limitation ensuring that Customer has all the necessary rights to submit  
any information as part of a Prompt. Sysdig reserves the right to monitor 
Customer’s use of  the Services (including without limitation Content) to ensure 
compliance with this AUP, including abuse prevention, provided Sysdig shall at 
all times act in accordance with the Agreement and this AI Addendum. If Sysdig 
determines that a Customer is or may be in violation of this AUP, Sysdig may 
take appropriate actions, including but not limited to (i) issuing a notice to the 
Customer about such violation and providing an opportunity to resolve it, or, (ii) if 
it is not feasible to provide such notice given the nature of the violation, Sysdig 
may temporarily suspend access to  all or part of the Services until such issue is 
resolved.   

b.​ When used in compliance with this AUP,  the Services will act as Customer’s 
assistant in using the Services to augment the user experience and accelerate 
human response time, however it is not intended to replace human 
review. Outputs sometimes may be inaccurate or misleading, therefore, 
Customers must use their judgment to review and validate Outputs as provided 
in the AI Addendum.  

7. Customer Obligations: Reviewing, verifying, and validating all Outputs and 
Autonomous Actions, such as security recommendations, before Customer acts on 
them or share them with others. Ensuring that Customer’s use of the Sysdig AI 
Services, Outputs and Autonomous Actions complies with all applicable laws, including 
but not limited to: privacy laws, and third-party rights, as well as any agreements 
Customer may have with third parties.  

8. Reporting Violations. If you become aware of any violation of this Policy, please 
report it to legalnotices@sysdig.com.  

9. Updates. Sysdig reserves the right to update or modify this AUP at any time, so long 
as such updates do not materially decrease Sysdig’s obligations set forth herein. 
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Customer’s continued use of the Services following any changes constitutes 
Customer’s acceptance of the revised AUP. 
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