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Company Overview

RSA provides more than 30,000 Infoblox
revolutionized network services in

1999 when we delivered the first
hardened DNS appliance, bringing a

level of security and reliability network
managers could not achieve previously.
Infoblox has led the market ever since,
and have the largest installed base of
DNS, DHCP, and IP address management
(DDI) appliances.

Product Overview

Infoblox solutions automate network-
control functions to reduce costs and
maximize uptime, and they protect
against the rising flood of malware and
distributed-denial-of-service DDoS
attacks. From discovery, configuration,
and compliance to DNS, DHCP, and

IP address management, Infoblox
technology automates and simplifies
complex processes.

Solution Highlights

e The purpose-built DNS security
solutions defend against a wider
range of threats than any other
product available.

o Makes the modern network
automated, resilient and performing
at their highest levels.
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Essential Technology for Network

The threat landscape is continually expanding and organizations are under
continuous attack and overwhelmed with alerts. Thousands of incidents occur each
day and security professionals only have time to deal with dozens. This creates
operational chaos. Security teams need next-generation security solutions to help
them respond faster, defend proactively and invest smarter.

Just-in-Time Intelligence

Threat intelligence is continuously gathered, categorized, risk ranked (for severity
and confidence) in Anomali’s ThreatStream platform and then delivered in real-
time to your Infoblox instance for detection of security threats in your enterprise
infrastructure for the security and threat intelligence teams to quickly see high
priority threats to your business. Each of the selected IOCs for integration into
your Infoblox instance enriched with factors such as risk score to add context and
relevance to the delivered information.
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Benefits of Anomali

° Easy-to-use interface to view
threat information received
through STIX/TAXII feeds.

e  Analyze and correlate datainto
actionable information: SIEM
rules, reports, and dashboards.

° Pinpoint IOCs - quickly search
for a specific indicator, search
for an indicator type over a
time range, and drill-down into
details.

° Eliminate unnecessary,
duplicative and irrelevant
indicators - before they enter
your infrastructure.

e Identify and prioritize the events
that matter now - without DIY
scripting.

° Machine-to-Machine
learning algorithms scale to
accommodate thousands of

10Cs per minute across your
environment.

Benefits of Infoblox

e  Get protection against the
widest range of DNS attacks.

. Maximize up time and reduce
OpEx with enterprise-grade
DDI.

° Automate network services for
cloud and virtualization.

° Enforce security policies and
automate change.

° Control your network.

° Automated DDI infrastructure
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Benefits of the Joint Offering

The Anomali Infoblox integration is quick and easy. The Anomali API delivers threat
intelligence from the ThreatStream platform via Anomali Link that configures RPZ
Zones and pushes IOCs via Anomali Link. This list is comprised of the most malicious
Indicators of Compromise (IOC’s) based on the ThreatStream platform Retina
process risk ranking analysis and an indicator type recognition. Infoblox does the
DNS job, but uses the blacklist which we provide.

Seamless and Automated

The Anomali API provides seamless, automated integration of indicator data to
deliver near, real-time threat intelligence to your Infoblox instance and reduce your
operational workload by blocking the obvious problem at the edge of the network.

Correlation

After Infoblox rules fire using the Anomali Block List to successfully block or redirect
an I0C, Anomali enables the analyst to take the process one step further using the
browser-integrated Anomali Plugin to drill down into the IOC to understand the
context and details of why this was a malicious indicator to a level unmatched by

our competitors making the security and threat intelligence team that much more
knowledge, efficient, and effective.

About Anomali

Anomali delivers earlier detection and identification of adversaries in your
organizations network by making it possible to correlate tens of millions of threat
indicators against your real time network activity logs and up to a year or more of
forensic log data. Anomali’s approach enables detection at every point along the
kill chain, making it possible to mitigate threats before material damage to your
organization has occurred.

About Infoblox

Infoblox (NYSE:BLOX) delivers critical network services that protect Domain
Name System (DNS) infrastructure, automate cloud deployments, and increase the
reliability of enterprise and service provider networks around the world. As the
industry leader in DNS, DHCP, and IP address management, the category known
as DD, Infoblox reduces the risk and complexity of networking. Infoblox operates
in more than 25 countries and counts as its customers some of the world’s largest
businesses, including more than one-third of the Fortune 500. Infoblox products
provide its more than 7,500 customers in a variety of industries competitive
differentiation in network automation, virtualization, business continuity, mobility
and other network applications.
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