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CrowdStrike’s 2026 Global Threat Report put the average eCrime breakout time at 29 minutes, a 65 percent gain in adversary 
speed over 2024, with the fastest observed breakout on record at 27 seconds. In one intrusion the report documents, data 
exfiltration began within four minutes of initial access. A CTI team can hold the best-curated indicator set in the industry, and it 
will not matter if the path from a vetted indicator to an enforced control still runs through a human opening a second console.

This is the problem a managed intelligence layer is built to close, and it is a cyber threat intelligence problem before it is a SOC 
problem. The gap that lets threats persist is not a shortage of indicators. It is latency: the hours or days between the moment 
intelligence becomes available and the moment it is fused into detection and response. Most programs still treat intelligence and 
telemetry as two layers that meet by hand, alert by alert, after the fact. An indicator fires in the SIEM, an analyst pivots to the 
threat intelligence platform for context, enrichment gets applied case by case, and the same lookup runs again on the next alert.

Managed Intelligence as a Service inverts that order. The curation a CTI team already owns, its feed relationships, confidence 
thresholds, source weighting, and sharing communities, becomes the governing intelligence fused into every event as it is 
ingested, not a lookup performed later. Context stops being something an analyst assembles and becomes a property of the data 
itself. This brief works through the six operational outcomes that shift makes possible, ordered by where in an attack intelligence 
acts: before execution, at the point of match, against exposure, in the alert queue, during response, and back across historical 
data. Each is written to stand on its own. Throughout, agentic capability is described as analyst-supervised, which reflects what 
is generally available today; anything beyond that is roadmap and is flagged as such.

OPERATIONALIZED THREAT 
INTELLIGENCE
How a Managed Intelligence Layer Turns a CTI Program Into Six Operational 
Outcomes.

A technical brief for cyber threat intelligence leaders.

OUTCOME WHERE INTELLIGENCE ACTS WHAT THE CTI TEAM SUPPLIES

Early-warning disruption Before execution, on emerging 
infrastructure

Predictive scoring criteria, actor and campaign context

IOC operationalization At the point an indicator matches 
telemetry

Confidence thresholds, source attribution, enforcement 
policy

Exploitation-aware 
vulnerability prioritization

Against known and latent exposure Exploitation status, campaign linkage, actor targeting

False-positive suppression In the alert queue, at ingest Confidence weighting, adversary association, relevance rules

Response acceleration During active investigation Campaign-level context, adversary profiles, TTP mapping

Retrospective analysis Backward, across retained history New indicators applied to old telemetry, disclosure context
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INTELLIGENCE BECOMES INFRASTRUCTURE WHEN  
IT IS FUSED AT INGEST
Threat intelligence becomes infrastructure when enrichment, confidence scoring, actor attribution, and technique mapping 
happen at ingest, as a property of every event, rather than as a manual step an analyst performs after an alert already exists. 
In the standard model, a threat intelligence platform sits beside the SIEM as a reference system. Value depends on an analyst 
remembering to query it, and the enrichment they apply dies with that one alert. A managed intelligence layer moves that work 
upstream to the point telemetry lands, so every event arrives already scored, already attributed, and already mapped to a known 
technique.

Two mechanics make that possible. The first is normalization. Telemetry from endpoint, identity, network, cloud, email, and 
applications each arrives in a different vendor schema, and correlation across them is impossible until they share a vocabulary. 
The Open Cybersecurity Schema Framework, now a Linux Foundation project with more than 900 contributors and 200 
participating organizations, provides that common schema, and its OSINT profile was added specifically to carry cyber threat 
intelligence enrichment inside the event record. Mapping every source to OCSF at ingest means a detection is authored once and 
correlates across all sources, rather than rewritten per schema.

The second is fusion. Once events share a schema, vetted intelligence can be matched against them as they are written, 
with a confidence score attached to every match. That score is what a CTI team governs, and it is what determines routing 
downstream. A CTI program that has spent years building source relationships and calibrating confidence gets to encode that 
judgment once, at the layer, instead of relaying it one analyst question at a time.

Fusion is concrete, not abstract. Consider a single failed authentication that five different systems record five different ways. 
The endpoint tool logs a user identifier and a process; the firewall logs a source IP and a deny action; the identity provider logs 
a login failure; the cloud platform logs an ARN and an event name; the email gateway logs a sender and a verdict. None of those 
records shares a field with the others, so correlating them into one incident normally takes either a purpose-built rule for that 
exact combination or a person doing it by hand. Normalized to OCSF, the same session resolves to one shared vocabulary, and 
the intelligence match, the actor attribution, and the technique mapping attach to it as it lands.

Table 2. What fusion attaches to a normalized event. Confidence, attribution, technique, and handling arrive with the event rather 
than being assembled by an analyst afterward. - Illustrative purposes only.

The last two rows are the CTI-specific payload. Technique mapping to MITRE ATT&CK turns an unlabeled anomaly into a 
named behavior an analyst or an agent can reason about. Traffic Light Protocol handling, carried from the sharing community 
an indicator originated in, travels with the event so that intelligence shared under a restriction is honored automatically at ingest 
rather than depending on an analyst

OCSF FIELD FUSED VALUE AT INGEST

actor.user.name john.smith (correlated across all five sources)

device.ip 10.0.0.1

activity_id Auth_Failure (OCSF authentication class)

threat.intel.confidence High (governed by CTI-set threshold)

attack.technique T1078 Valid Accounts (MITRE ATT&CK)

metadata.tlp Amber (enforced from the sharing community of origin)
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OPERATIONAL INTELLIGENCE HAS FOUR MEASURABLE 
PROPERTIES
Operational intelligence has four measurable properties: coverage, enrichment completeness, confidence calibration, and 
operationalization latency. A feed that scores well on the first two and poorly on the last two is delivered but not operational. 
Vendors use the word operational loosely, so it is worth defining it in terms a CTI team can measure. Coverage is the share of 
relevant threat activity the intelligence set actually observes, across the actors and sectors that matter to the organization. 
Enrichment completeness is the proportion of matches that arrive with the context needed to act: source attribution, technique 
mapping, and campaign linkage, rather than a bare indicator.

The two properties that separate operational from delivered are the ones most feeds ignore. Confidence calibration is whether a 
stated confidence score means what it claims, tested against outcomes, so that a high-confidence match is one an analyst can 
trust enough to enforce on. A miscalibrated score is worse than none, because it invites either automation that fires on noise or 
analysts who learn to ignore the score entirely. Operationalization latency is the interval between an indicator becoming available 
and it being enforced or surfaced as a contextualized detection. Historically that interval has run 48 to 72 hours for indicators 
moving through manual enrichment. A managed intelligence layer exists to compress it toward the time it takes to write an event.

These four properties are what the rest of this brief draws on. Every outcome that follows depends on intelligence that is 
well-covered, fully enriched, honestly calibrated, and operationalized with low latency. Where any one of the four is weak, the 
outcome degrades in a predictable way, and naming the property tells a CTI team which part of the program to strengthen.

PREDICTIVE SCORING DISRUPTS ATTACKER INFRASTRUCTURE 
BEFORE EXECUTION
Predictive intelligence disrupts attacker infrastructure by scoring it as it is created, rather than after it is confirmed malicious. 
Reputation-based defense blocks a domain or IP only once it has been seen in an active campaign. By then the adversary has 
often already established command and control or delivered a payload. Predictive intelligence changes the timing by scoring 
newly registered and previously unseen domains on characteristics associated with malicious use, including domain generation 
algorithm patterns and infrastructure that resembles known adversary tradecraft, before the domain appears in any confirmed 
incident.
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remembering the restriction. This is the mechanism that lets curated, community-sourced intelligence be operationalized without 
breaking the trust terms it was shared under.

Table 3. The structural difference between consulting intelligence and operationalizing it.

STANDARD TIP-TO-SIEM MODEL MANAGED INTELLIGENCE LAYER

Intelligence sits beside the SIEM as a reference system Intelligence is fused into events at ingest

Analyst queries the TIP alert by alert; enrichment latency 
runs hours to days

Enrichment, scoring, and attribution arrive with the event

Detection logic authored once per source schema One OCSF-normalized rule correlates across sources

Curation lives in a tool the SOC consults Curation becomes the governing layer under every 
detection
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The speed data is what makes pre-execution the right target. With average breakout at 29 minutes and a documented case of 
exfiltration inside four minutes, a control that engages only after confirmation engages too late to prevent the compromise it 
was meant to stop. Scoring at first contact moves the decision point earlier in the intrusion, to a stage where enforcement still 
changes the outcome.

The scoring signal is specific. Domains generated by an algorithm rather than chosen by a person carry statistical fingerprints, 
including character distributions and length patterns that diverge from human-registered names, and registration metadata 
such as very recent creation, privacy-shielded ownership, and hosting on infrastructure adjacent to known-bad ranges. A 
domain that a client first contacts within hours of its registration, resolving to a provider block already associated with a 
tracked actor, is a high-value early-warning candidate even though it appears in no confirmed campaign yet. None of those 
features requires the domain to have done anything malicious; they describe how the infrastructure was built.

A short worked example makes the timing concrete. An endpoint issues a DNS query for a domain registered 40 minutes 
earlier, algorithmically generated, resolving to a subnet the intelligence set already ties to a commodity loader campaign. In a 
reputation-only model, that domain is unknown and the query passes. Scored at first contact, it presents as high-confidence 
early-warning infrastructure, and an analyst-supervised control can block resolution before any second-stage payload is 
retrieved. The intrusion that would have started never gets its foothold.

For the CTI team, this is where curation earns its keep. The predictive model runs on the scoring criteria, actor associations, 
and campaign context the intelligence function maintains. High-confidence early-warning matches can drive analyst-
supervised enforcement at DNS and network layers; lower-confidence signals route to the queue enriched, so an analyst 
starts from a scored, attributed lead rather than a raw domain. The outcome a CTI lead can report upward is concrete: 
infrastructure disrupted before payload delivery, measured as a shift in where mean time to respond lands, from post-incident 
containment toward pre-incident disruption.

CONFIDENCE BAND WHAT THE MATCH REPRESENTS ROUTING

High Confirmed C2, known-malicious hash, sanctioned 
indicator with strong attribution

Analyst-supervised block at 
enforcement points; enrichment, 
score, and action resolved 
together
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OPERATIONALIZED INTELLIGENCE COLLAPSES THE INDICATOR-TO-
CONTROL GAP
Operationalized intelligence collapses the historical 48-to-72-hour gap between when an indicator becomes known and 
when it is operationalized into a working detection, by attaching confidence and context at ingest and routing on that score 
automatically. The bottleneck in IOC operationalization has never been discovery. Teams curate large volumes of indicators. The 
bottleneck is translation: turning a high-confidence indicator into an enforced control without an analyst manually validating, 
contextualizing, and pushing it. When source attribution, confidence scoring, and campaign context arrive with the indicator, the 
validation step that used to consume analyst hours is already done.

Routing then follows confidence. The confidence score a CTI team calibrates becomes an operational control that decides, per 
match, how much human judgment a response requires. Three bands are useful in practice.
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EXPLOITATION-AWARE PRIORITIZATION COMBINES CVSS, EPSS, 
AND KEV
Exploitation-aware prioritization combines three signals that answer different questions: CVSS for technical severity, EPSS for 
exploitation probability, and CISA’s Known Exploited Vulnerabilities catalog for confirmed in-the-wild exploitation, layered with 
the CTI team’s campaign and actor context. Severity scoring alone cannot distinguish a theoretically critical vulnerability from one 
adversaries are using right now. CISA’s KEV catalog holds roughly 1,600 vulnerabilities confirmed under active exploitation as of 
September 2026, a small fraction of the tens of thousands of CVEs published each year. That contrast is the whole argument for 
exploitation-aware prioritization: most remediation capacity is finite, and spreading it evenly across a severity-ranked backlog 
leaves the actually-exploited exposures competing with theoretical ones.

Table 4. Confidence-based routing. The band is set by the CTI team’s calibration, not by the analyst working the alert, so the 
same judgment applies consistently across every shift.

A walkthrough shows the collapse in latency. A sharing community publishes an indicator for a hash tied to an active intrusion 
set. In the manual model, the indicator lands in the threat intelligence platform, waits for an analyst to notice it, gets validated 
and contextualized by hand, and is pushed to enforcement, elapsed time measured in hours to days. Operationalized, the same 
indicator arrives already attributed and scored high, matches against telemetry at ingest, and drives an analyst-supervised block 
in the time it takes to write the event. The indicator does not sit unused while it is already known to be dangerous.

Natural-language querying against the intelligence repository extends the same principle to investigation. An analyst can ask 
which indicators from a given actor appear in the environment, filtered by confidence and time window, and get contextualized 
results without hand-correlating across tools. The measurable outcome is a shorter intelligence-to-action cycle and a smaller 
window in which a known indicator sits unused after it is already published.

Table 5. The three-signal model for exploitation-aware prioritization. The strongest programs use them together rather than 
choosing one.

CONFIDENCE BAND WHAT THE MATCH REPRESENTS ROUTING

Medium Probable-malicious indicator with partial 
attribution or single-source corroboration

Routed to the queue pre-enriched 
with actor and technique context 
for human review

Low Weak or aged indicator, high false-positive 
history

Logged and retained for 
correlation and retrospective use; 
suppressed from the live queue

SIGNAL QUESTION IT ANSWERS PRIMARY SOURCE

CVSS How severe is this technically if exploited? FIRST.org / NVD

EPSS How likely is exploitation in the near term? FIRST.org

CISA KEV Is it already being exploited in the wild? CISA (BOD 22-01)
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INTELLIGENCE AT INGEST CUTS FALSE POSITIVES AND SIEM COST
Applying confidence weighting and asset context before an alert is generated suppresses low-value matches at ingest, so 
fewer alerts reach analysts and less low-signal telemetry has to be retained at full ingest cost. High-volume logging improves 
visibility and, left unfiltered, buries signal. Industry research on SOC load, including the Voice of the SOC work and SANS-
affiliated surveys, puts the figure near 174 alerts per analyst per day with only about 22 percent rising to genuine investigation. 
That research does not break the remaining share down by cause, so treat it as a description of overall alert quality rather than 
a precise accounting, but the direction is clear: most of what reaches an analyst does not warrant their time.

Intelligence applied at ingest addresses this at the source. Low-confidence indicator matches and events against low-
criticality assets are deprioritized before they become alerts, while activity tied to an active campaign or a high-value asset 
is elevated even at low volume. The determination of what is benign background and what is real is exactly the judgment a 
CTI team encodes through confidence thresholds and adversary association, applied here as a filter rather than a post-hoc 
review. Two events with identical raw signal are treated differently when one touches a domain controller and the other a test 
workstation, because asset criticality is part of the record.

Much of the volume is also pure redundancy, and deduplication removes it before it reaches a person. A single underlying 
event routinely multiplies into many near-identical records.
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CrowdStrike’s 2026 report adds urgency to the timing question: 42 percent of vulnerabilities it tracked were exploited before 
public disclosure. A prioritization model that waits for a CVE to be published and scored is blind to that window. This is where 
a CTI function contributes signal the three public feeds cannot, by tying a vulnerability to observed campaign activity and to 
the actors known to target the organization’s sector, so remediation reflects who is likely to come and what they are known to 
use.

A worked comparison shows why the signals have to be combined. Take two vulnerabilities that both carry a CVSS score 
of 9.8. The first has a low EPSS probability, no KEV listing, and no campaign association: severe in theory, with no evidence 
anyone is using it. The second sits on the KEV catalog, carries a high EPSS score, and is linked to a campaign the intelligence 
set attributes to an actor known to target the organization’s sector, against an asset the inventory flags as business-critical. 
Ranked by CVSS alone, the two are indistinguishable. Ranked by exploitation and context, the second is an emergency and 
the first can wait. A remediation program with finite patching capacity needs that distinction to spend its capacity where risk 
actually is.

Operationally, the managed intelligence layer enriches vulnerability findings with exploit availability, observed exploitation, 
KEV and zero-day status, and campaign association, then correlates that against asset inventory and business criticality. The 
result a CTI lead can defend to a CISO is a ranked, evidence-backed remediation list where the top of the list is what is being 
exploited against assets that matter, not what merely scores highest. The same enrichment lets a team pivot from a prioritized 
CVE into the underlying threat intelligence, so the justification for a patch deadline is the campaign and the actor, not a number.
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WHAT ENTERS THE ENVIRONMENT WHAT REACHES THE ANALYST

One blocked connection, 14 duplicate firewall deny events 1 consolidated firewall event

One brute-force attempt, 200+ failed-login entries in an 
hour

1 threshold-based login alert

One C2 beacon, thousands of individual network events 1 high-confidence, intelligence-attributed alert
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Table 6. Deduplication and suppression before the analyst queue. The collapse from many records to one is where analyst 
load falls without visibility being lost.

The cost effect follows the noise reduction. Suppressing duplicate and low-value telemetry before it lands, and holding 
long-term data in a searchable lake rather than a full-price ingest tier, reduces the ingestion and retention spend that grows 
with volume. The security effect and the cost effect move together, because both come from the same act of deciding what 
deserves to reach a person and what does not.
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CAMPAIGN-LEVEL CONTEXT SPEEDS INCIDENT RESPONSE
Enriching events with adversary profiles, malware associations, and campaign context lets analysts assess an incident at the 
campaign level instead of one isolated alert at a time, which is where investigations stall and dwell time accumulates. Response 
is commonly drawn as a clean sequence from monitor to detect to investigate to respond. In practice it stalls at investigation, on 
four questions: is this truly malicious, does it meaningfully affect the organization, how confident is the assessment, and what 
action is appropriate now. Answering those by manual correlation across tools is what stretches time to containment.

IBM’s 2025 Cost of a Data Breach report frames the stakes. The mean breach lifecycle fell to a nine-year low of 241 days, split 
as 181 days to identify and 60 to contain, and organizations using security AI and automation extensively detected breaches 
80 days faster and spent 1.9 million dollars less per breach than those that did not. The lever behind those numbers is decision 
speed at the investigation stage, which is precisely what campaign context supplies.

When an event arrives already mapped to an adversary, a malware family, and a technique, the analyst is answering a different 
question. The question is whether containment can be executed safely now given a known scope, rather than whether the 
alert is suspicious at all. Campaign context is what turns one alert into a scope. An indicator attributed to a known intrusion set 
carries that actor’s other indicators and techniques with it, so an analyst can pivot immediately from the single hit to the related 
infrastructure, the associated hashes, and the identities the campaign is known to target, and determine in one pass whether the 
activity is isolated or part of something wider.

Agentic assistance reasons across the enriched telemetry to surface that related activity, prioritize the investigation, and 
recommend a response, with the analyst supervising the decision. The reasoning is transparent and the analyst keeps control of 
the conclusion; the assistance removes the manual correlation, not the judgment. The outcome a CTI team enables is a shift from 
single-event triage to exposure-based assessment, and a measurable reduction in time to a confident containment decision.

LONG RETENTION EXTENDS INVESTIGATION BEYOND THE SIEM 
WINDOW
Retaining telemetry in a searchable lake beyond the usual 60-to-90-day SIEM window lets a newly published indicator or a 
freshly attributed actor run against months or years of history. Most SIEM environments archive older data to cold storage, where 
retrieval is slow and costly. That window is fine for immediate response and blind to the questions that matter most to a CTI team 
when new intelligence lands: were we exposed before this vulnerability was widely known, did exploitation begin months earlier, 
which assets were affected over time.

WHAT ENTERS THE ENVIRONMENT WHAT REACHES THE ANALYST

Low-confidence indicator match with no context Enriched and scored, or suppressed below threshold
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WHAT OPERATIONALIZED INTELLIGENCE DOES NOT DO
Operationalized intelligence doesn’t remove the analyst from consequential decisions, and it does not act with full independence. 
The autonomy available today is analyst-supervised. Agents enrich, correlate, prioritize, and recommend, and they can execute 
well-scoped, high-confidence actions under supervision, but the judgment on consequential response stays with a person. 

Operationalized intelligence is only as good as the curation underneath it, so a managed layer raises the value of a well-run CTI 
program rather than substituting for one. And confidence scoring governs routing precisely because not every match warrants 
automatic action; the lower-confidence path exists so that ambiguous signals reach human review instead of enforcement. Each 
of these limits is deliberate, and together they make high-confidence enforcement defensible.

APPLYING THIS TO YOUR ENVIRONMENT
Two starting points are useful regardless of where a program sits today. The first is to measure operationalization latency 
directly: for a representative set of indicators, time the interval from when the indicator becomes available to when it is enforced 
or surfaced as a contextualized alert. That number is the thing a managed intelligence layer is built to compress, and it is the 
cleanest before-and-after a CTI lead can show.

The second is to identify the highest-value feed relationships and the highest-noise source in the environment, and to sequence 
adoption around them. The feeds carry the curation worth encoding at the layer; the noisy source is where suppression at ingest 
produces the most visible reduction in analyst load. Starting where the signal is best and the noise is worst makes the value 
legible early, before broader rollout.

Long retention turns intelligence into a retroactive control. A managed intelligence layer keeps normalized, enriched telemetry 
searchable across extended horizons, so the moment a new indicator or actor profile becomes available, it can be matched 
against the full retained history rather than only against what arrives next. A newly disclosed CVE, a newly attributed campaign, a 
fresh indicator from a sharing community: each becomes a query against everything already collected. IBM’s dwell figures make 
the case for why this matters, since low-and-slow activity that predates a 90-day window is invisible to any tool that cannot look 
back past it.

A worked example shows the shape of it. A vendor discloses a CVE on a Tuesday and notes it has been exploited in the wild for 
months. The immediate CTI question is not only how to patch, but whether the organization was already hit during those months. 
Against a 90-day SIEM window, most of that period is gone. Against retained, enriched history, the newly published indicators 
for the campaign run as a single query across the full timeline, returning which assets contacted the infrastructure, when, and 
whether the pattern looks like isolated probing or sustained compromise. The answer to leadership, auditors, or a regulator is 
evidence rather than an assumption.

Shared intelligence sharpens this further. When an indicator arrives from a trusted sharing community, a peer in the same sector 
who saw the threat first, it becomes an immediate retrospective query against the organization’s own history. Their early warning 
turns into a check of whether the same activity already touched the environment, automatically, without manual feed handling. 
The community’s coverage extends the individual program’s retrospective reach.

For the CTI function, this is the clearest expression of intelligence as infrastructure. The indicators the team curates today are 
not only forward-looking detections. Applied against retained telemetry, they answer whether the organization was already 
compromised, and they turn a retrospective question from a speculative exercise into an evidence-based one. Findings then 
become saved searches and scheduled monitoring, so a one-time investigation becomes an ongoing control.
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WHAT TO MEASURE
Applied consistently, a managed intelligence layer produces outcomes a CTI team can instrument rather than assert. Worth 
tracking:

•	 Operationalization latency. Time from indicator availability to enforced or contextualized detection, targeted to fall from 
days toward minutes.

•	 Alert relevance. Share of alerts reaching analysts that warrant investigation, measured before and after intelligence is 
applied at ingest.

•	 Prioritization precision. Proportion of top-ranked vulnerabilities that are KEV-listed or campaign-linked, versus severity-
ranked alone.

•	 Time to a confident containment decision. The investigation-stage interval where dwell time accumulates.

•	 Retrospective coverage. Length of history a new indicator can be matched against, versus the SIEM retention window.

A CTI program that can show these numbers moving has done more than curate intelligence. It has made intelligence the layer 
the rest of the security operation runs on, and it can defend that value in the terms a CISO and a board understand: earlier 
disruption, less noise, faster decisions, and evidence where there used to be assumption.

Find out more about Anomali’s Managed Intelligence as a Service, Powered by ThreatStream 
Next-Gen: anomali.com/request-a-demo/threatstream

SOURCES AND METHODOLOGY
External statistics in this brief are attributed to their primary sources and were verified against those sources: CrowdStrike 2026 
Global Threat Report (breakout time, exfiltration timing, pre-disclosure exploitation, malware-free detections); IBM 2025 Cost of a 
Data Breach Report (breach cost, mean breach lifecycle, security-AI detection and cost deltas); the Open Cybersecurity Schema 
Framework under the Linux Foundation (contributor and organization counts, OSINT enrichment profile); CISA’s Known Exploited 
Vulnerabilities catalog and Binding Operational Directive 22-01; and EPSS from FIRST.org.

SOC alert-volume figures (roughly 174 alerts per analyst per day, about 22 percent warranting investigation) and the 48-to-72-
hour historical indicator-operationalization interval come from third-party SOC research and internal reference material that was 
not independently broken down by cause. They are presented as descriptions of overall alert quality and as design targets, not 
as verified accounting, and should be replaced with first-party measurement where available.


