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TERMS AND CONDITIONS
Company administrator to customize within Qwil Messenger. All staff and clients will accept these terms before accessing Company’s organisation in Qwil. 
Updated: 30 July 2025
	
Welcome to the [Company name] (the "Company") Qwil Messenger Service ("Service"). This software application allows us to communicate internally and externally, to share confidential documents, and receive instructions securely and conveniently both on mobile and desktop. Please read the following terms of use (our "Qwil Messenger Usage Terms" or "Terms" ) which sets out the basis on which you agree to use Qwil Messenger with us.
This policy must be read together with our Privacy Notice which also applies. We are committed to protecting and respecting your privacy and we will only use your information in accordance with Data Protection Legislation. Our Privacy Notice explains the basis on which any personal data we collect from you, or that you provide to us, will be processed by us. Please read it carefully to understand our view and practices regarding your personal data and how we will treat it. You can access our Privacy Notice online or you can request a copy from us.
By using the Service, you confirm that you accept our Terms and that you agree to comply with them. If you do not agree to these Terms, please do not use the Service.
Who do these Terms apply to?
Users of the Company's Qwil Messenger Service
You have been invited by us to use the Service as either:
(a) an employee of this Company ("Staff Users").; or
(b) a client, prospect or related third party with whom we want to use our Qwil Messenger Service as a way to communicate ("Clients Users").
Definitions
"we", "us"and "our" mean this company;
"you" means you as either an employee, prospect, client or related third party of our company who uses the Service.
"Qwil Messenger" means the software application which allows this company and other customers to communicate securely;
"Service" means this Company's Qwil Messenger Service and may include other Qwil Messenger services as applicable;
"User" means a staff user, a client user, or any other user as authorised by us;
"Staff Representative" means the staff user to whom a client may refer any question regarding the Service;
"Company Administrator" means the point of contact within this Company who holds the administrative rights for the Service. Only staff users and company representatives can contact the administrator;
"Qwil Messenger's Terms of Use" means the Terms of Use as found at www.qwilmessenger.com;
We have entered into an agreement with Qwil Messenger under which they are given a right to grant you access to our Company's Qwil Messenger Service, subject to various restrictions as set out in that agreement.
What's in these Terms?
These Terms set out:
The basis on which you may use this Qwil Messenger Service provided to you by us. No one else apart from us, you and Qwil Messenger have any rights under, or may enforce, these Terms.
Any other terms or policies which have been previously issued to you by us which are in force and where these Terms are supplemental
The content standards that apply when you upload content to the Service, make contact with other users on the Service, or interact with the Service in any other way.
Features of the Service, limits and restrictions subject to whether you are a Staff User or Client User.
1. Additional terms and policies
1.1 Staff Users must use Qwil Messenger in accordance with any acceptable use of IT systems provisions to which you are bound under your employment contract with us.
1.2 For Client Users, these Terms are supplemental to and shall form part of any related terms and conditions to which you have already subscribed in relation to your Qwil Messenger account and/or relationship with us. The related terms and conditions which have been provided to you by us shall remain in full force and effect, and your use of the Service will continue to be governed by those terms as read together with these here Terms.
1.3 Where the terms of use conflict, these Terms shall prevail.
2. Using the Qwil Messenger Service
Establishing your use of the Service.
Qwil Messenger is an invitation-only platform so you can't self-register to use the app. This is done to ensure that everyone's identity is trusted and verified (i.e. that you are who you say you are).
To access the service, we will send you an invitation to activate your Qwil Messenger account. To set up your account, you are required to agree to Qwil Messenger's Terms of Use. As part of the account setup process, you will set a username, create a password, which together with your registered mobile phone number and unique identifier called a Qwil ID, will be used to access your profile from your devices ("Security Information"). If you are already using Qwil Messenger with another organisation accept the invitation and click on "I already have an account" to ensure it is linked to your existing account.
Other than your Qwil ID and username, you must keep your Security Information, the set up information and all other security details in connection with the Service strictly confidential and you must take care not to disclose them to any third party who has not been authorised by you to have such information. Neither us nor any Qwil Messenger representative will ever ask you to reveal your security information.
3. Charges
3.1 We do not charge clients for the use of the Service. You are liable for any telephone or other communication charges.
4. Scope of Service
The Service is designed to enable secured and trusted professional communication. This includes sending messages and documents between verified participants over the internet. By way of example, you may use the Service in the following ways:
4.1 As a Client User:
(a) Discuss professional and confidential information with your company representative by chat.
(b) Exchange, send, sign, request and receive confidential information and/or supporting documents.
(c) Discuss private information linked to your candidates and employees otherwise.
(d) Share confidential information over video meetings (including recordings).
(e) Carry out any other additional Service that we may provide in any future update of the Service.
4.2 As a Staff User:
We expect you to use the Service in the same way, and with the same care, that you would use any other business software and communication channel to which we give you access. You may use the Service on a professional basis only. This includes to:
(a) Discuss professional and confidential information with other Qwil Users by messaging or video meetings. 
(b) Coordinate participants in chats by inviting and uninviting relevant Qwil Users to a chat if and when required. 
(c) Facilitate the execution of payment instructions and transfers including with biometric requests. 
(d) Exchange, send, request, sign and receive confidential and/or professional documents. This includes sharing these documents with other employees as and when required. 
(e) Support Client Users if help is required accessing or using this Service.
(f) Manage the data required to operate the Service in the case where you are granted these permissions as a staff administrator.
(g) Understand and comply with certain access control limitations to help us ensure the highest standards of data protection.
(h) The list of Service contained in this clause 4 is not exhaustive or conclusive. Full details of the functionality of the Service will appear on our website or be provided to you from time to time, as the scope of Service may change.
(i) We note that other customers of Qwil Messenger will establish their own list of Service applicable to their business and policies. Each organisation's use of the Service will be governed by separate terms of use specific to them.
5. Responsibilities and availability of the Company's Qwil Messenger Service
5.1 While we make reasonable efforts to provide our Service, we will not be liable for any failure to provide those Services, in part or in full, due to abnormal and unforeseen circumstances beyond our control, the consequences of which would have been unavoidable despite all efforts to the contrary. This includes any phone network failures or, in the case of mobile networks, where you are not in an area of mobile coverage.
5.2 The Service is provided "as is" with no representation, guarantee or agreement of any kind as to its functionality. We cannot guarantee that no viruses or other contaminating or destructive properties will be transmitted or that no damage will occur to your mobile device. We are not responsible for any loss you may incur as a result of this.
5.3 Apple Inc., Google Inc., Microsoft Corporation do not have any responsibilities or obligations to you in relation to the Qwil Messenger app and will not provide any maintenance and support Service for the Service.
6. Security
6.1 YOU MUST KEEP YOUR ACCOUNT DETAILS SAFE. YOU MUST TREAT YOUR SECURITY INFORMATION RELATING TO THE SERVICE AS CONFIDENTIAL. YOU MUST NOT DISCLOSE IT TO ANY THIRD PARTY.
6.2 Qwil Messenger and our Company are not responsible for any use or misuse of your Security Information (and resulting access to Qwil Messenger Service) arising from your failure to keep your registration or login information safe and confidential.
6.3 If you know or suspect that anyone other than you knows your Security Information, you must notify us immediately and remove any non-authorised devices accessing your Qwil profile from your account.
6.4 You must observe at all times the security duties in relation to your Security Information (Qwil ID, Password) to prevent unauthorised use or fraud. You must:
(a) never access the Service from any public or untrusted computer, or a "rooted" or "jail-broken" device;
(b) never access the Service in such a way that third parties would be able to see, access or obtain your Password;
(c) keep your security details secret; and
(d) never leave your Computer or device unattended whilst using the Service or otherwise, use your Computer in a place where people can overlook your screen or see your account Information.
6.5 The following precautions should also be taken to prevent unauthorised use or fraud. You must:
(a) keep your computer or device secure;
(b) always treat emails you receive from senders claiming to be from us or Qwil Messenger with caution and be wary of emails or calls asking you for any personal security details.
6.6 You must comply with all instructions which we may give you from time to time in relation to the operation of the Service, your password and security arrangements in connection with the same.
We are not responsible or liable to you for any disclosure of confidential information if:
(a) you divulge your security information to any third party;
(b) any third party sees information on your screen;
(c) any third party observes you when entering your Security Information; or
(d) any third party overhears any telephone call that you may make to us in connection with your account or any aspect of the Service.
6.7 We are not liable for any disclosure of confidential information to any third party where you have misused the Service, have breached these Terms, or otherwise, have failed to keep your Security Information safe and confidential, including where Content is downloaded outside of the Service.
6.8 You will not be liable for losses caused by a third party which take place through the Service unless you have:
(a) acted fraudulently;
(b) given that third party access to the Service;
(c) been grossly negligent with, or intentionally shared, the Security Information you use to access the Service; or
(d) intentionally or with gross negligence failed to tell us as soon as possible of the loss or theft or theft of your Security Information, or that you suspect someone has tried to use it.
6.9 We may ask you to confirm your identity before we accept certain instructions you give us through the Service. For example, we may call you to confirm you have sent us specific instructions.
7. Technological Requirements
7.1 You can use the Service provided that you have equipment which is compatible with our systems. You can find examples of such equipment on Qwil Messenger's website (www.qwilmessenger.com).
7.2 You agree that you have no rights in the software or other items supplied to you in connection with the Service and you agree to use the same only in accordance with our instructions.
7.3 We shall not be liable to you for any loss or damage suffered by you as a result of you not being able to use the Service. We recommend that you only utilise the Service using a computer which has the most up to date antivirus, firewall and security patch software.
7.4 You are responsible for ensuring that:
(a) the computer or device you use to access the Service is kept fully operational;
(b) any software installed on your computer or devices are kept virus free;
(c) all your important data is backed up at regular and frequent intervals; and
(d) you must not use the Service on any device or operating system that has been modified outside the mobile device or operating system vendor supported or warranted configurations. This includes devices that have been "jail-broken" or "rooted". A jail-broken or rooted device means one that has been freed from the limitations imposed on it by your mobile service provider and the phone manufacturer without their approval.
8. Data Processing
We will comply with all applicable requirements of applicable data protection legislation including the General Data Protection Regulation (EU) 2016/679, the Data Protection Act 2018, POPIA (South Africa), CCPA (California), Digital Charter Implementation Act (Canada) and any other directly applicable regulation or law relation to privacy and personal data. We will only use your personal information as set out in our privacy policy.
9. Suspending or terminating use of our Company's Qwil Messenger Service
9.1 Our right to suspend your use
9.1.1 We have the right to suspend or permanently withdraw your access to the Service at any time.
9.1.2 We may withdraw or suspend our Service across all computers and devices without notice where we consider we have reasonable grounds to:
(a) suspect the security of your account or Service is at risk;
(b) suspect unauthorised or fraudulent use of your Security Information or the Service;
(c) suspect you have knowingly given us false information about yourself or another account holder;
(d) where a system failure has occurred;
(e) where there is a requirement under legislation (UK, EU or other) to suspend the Service; and
(f) where there is another reason beyond our reasonable control.
9.1.3 In the situations listed above we are not responsible and shall not be liable to you for any loss, expense or delay that you may suffer as a result of any delay, withdrawal or suspension of the Service and the processing of instructions.
9.1.4 Where possible, we will give you advance notice of any suspension and tell you why. However, we will not do so if this would compromise our reasonable security measures or it is unlawful to do this.
9.1.5 For mobile device usage, if you have entered incorrect sign-in details on several occasions, we will revoke your access to the Service from your device. If you forget any of your sign-in details, please follow support procedure available on www.qwilmessenger.com.
9.2 Our right to cancel your use
We can end this Service at any time with you immediately upon the following circumstances:
(a) if the app is withdrawn by the manufacturer of your mobile device operating system;
(b) if we stop supporting the Service on your mobile device or the operating system it runs;
(c) if you stop holding any account, or cease to use the Service in the professional manner for which it was designed;
(d) if you have breached the Acceptable Use of Service (Appendix 1 to these Terms);
(e) if you have seriously or persistently broken any terms and conditions which relate to this Service; or
(f) if we reasonably consider that by continuing the contract: we may break a law, regulation, code, court order or other duty; or may be exposed to action or censure from any government, regulator or law enforcement agency.
9.3 Your right to end the use of the Company's Qwil Messenger Service
9.3.1 You can end the use of this Service at any time by contacting us by telephone or by sending an instant message to your Company Representative. Your access will be deactivated by our Company's Administrator and will be removed from Qwil Messenger across your devices and computer.
9.3.2 Upon termination of this Service all rights you have in respect of the Qwil Messenger Service will immediately end.
9.3.3 YOU MUST UNAUTHORISE ANY APP YOU ARE NO LONGER USING VIA THE QWIL MESSENGER APP. FOR MOBILE APP ACCESS WE ALSO RECOMMEND YOU DELETE THE APP FROM YOUR MOBILE DEVICE IF YOU CHANGE YOUR DEVICE OR DISPOSE OF IT.
APPENDIX 1 - ACCEPTABLE USE OF OUR QWIL MESSENGER SERVICE
ANY BREACH OF THIS APPENDIX 1 WILL VERY LIKELY PUT US IN BREACH OF OUR AGREEMENT WITH QWIL MESSENGER AND AS SUCH WILL ALLOW US TO END YOUR USE OF THE SERVICE IMMEDIATELY AND PURSUE LEGAL ACTION.
1. Uploading content to our Company's Qwil Messenger Service
1.1 Any content, materials and information sent or submitted via the Service including without limitation, information, audio recordings, photographs, videos, graphics, images, music, software, documents, other materials or works of authorship of any kind which you create, send, submit, upload, publish, display, link or customise, store or transmit in connection with the Service ( "Content" ) must comply with the content standards set out in this Appendix 1.
1.2 You represent and warrant that you have secured all necessary rights (including intellectual property rights) and permissions to share, distribute, publish and make available and license your Content and your Content will not infringe the rights of any third party. We do not claim ownership in your Content.
1.3 You understand that Content will be visible to our Staff and you agree that they may, view, use, distribute and transmit your Content in connection with their use of the Service.
1.4 You are solely responsible for your Content. We accept no responsibility for the accuracy or otherwise of your Content that we store and process on your behalf.
2. Prohibited uses
2.1 You may use the Service only insofar as it is lawful. You may not use the Service:
(a) in any way that breaches any applicable law or regulation;
(b) in any way that is unlawful or fraudulent, or has any unlawful or fraudulent purpose or effect;
(c) to send, knowingly receive, upload, download, use or re-use any material which does not comply with our content standards set out above; or
(d) to knowingly transmit any data, send or upload any material that contains viruses, Trojan horses, worms, time-bombs, keystroke loggers, spyware, adware or any other harmful programs or similar computer code designed to adversely affect the operation of any computer software or hardware.
2.2 You also agree:
(a) not to reproduce, duplicate, copy or re-sell any part of Qwil Messenger in contravention of the provisions of these Qwil Messenger Usage Terms;
(b) not to access without authority, interfere with, damage or disrupt:
(c) any part of Qwil Messenger;
(d) any equipment or network on which Qwil Messenger are stored, including Qwil Messenger's servers and databases;
(e) any software used in the provision of Qwil Messenger; or
(f) any equipment or network or software owned or used by any third party.
3. Content standards
3.1 These content standards apply to any and all content which you post or send via our Service.
3.2 All content should be professional and legal. Content must not:
(a) be defamatory of any person;
(b) be obscene, offensive, hateful or inflammatory;
(c) promote sexually explicit material;
(d) promote violence;
(e) promote discrimination based on race, sex, religion, nationality, disability, sexual orientation or age;
(f) infringe any copyright, database right, trade mark or any other intellectual property right of any other person;
(g) be likely to deceive any person;
(h) breach any legal duty owed to a third party, such as a contractual duty or a duty of confidence;
(i) promote any illegal activity;
(j) be in contempt of court;
(k) be threatening, abusive or invade another's privacy, or cause annoyance, inconvenience or needless anxiety;
(l) be likely to harass, upset, embarrass, alarm or annoy any other person;
(m) impersonate any person, or misrepresent your identity or affiliation with any person; or
(n) advocate, promote, incite any party to commit, or assist any unlawful or criminal act such as (by way of example only) copyright infringement or computer misuse.
4. Intellectual property rights
Qwil Messenger owns the intellectual property rights in the Qwil Messenger platform and software. You must not copy, modify, duplicate, create derivative works from, republish, or distribute all or any portion of Qwil Messenger in any form or media or by any means or attempt to de-compile, reverse compile, disassemble, reverse engineer or otherwise reduce to human-perceivable form all or any part of Qwil Messenger.
5. Miscellaneous
5.1 From time to time, we may amend, vary, modify or update these Terms.
5.2 We may at any time appoint agents, subcontract, or outsource some or all of the Service and functionality comprised in the Service.
5.3 If we fail to exercise a right and/or remedy under these Terms, such failure will not prevent us from exercising other rights or remedies or the same type of right or remedy on a later occasion.
5.4 If any provision of these Terms is held to be unlawful, invalid, or unenforceable, that provision shall be deemed severed and the validity and enforceability of the remaining provisions of these Terms shall not be affected.
5.5 Save in the case of error, our records will be evidence of your dealings with us in connection with the Service and your account. You agree that you will not object to the admission in evidence of our records in any legal proceedings on the basis that our records are not originals, are produced by computer or are not in writing.
5.6 These Terms shall be governed by and construed in accordance with the law of the Company's country of incorporation (unless otherwise specified) and the parties agree to submit to the non-exclusive jurisdiction of the respective Courts.
5.7 All the information we give you and all communications between us will be in English.
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