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This policy establishes guidelines for the responsible, secure, and ethical use of artificial intelligence (AI) tools at [ORGANIZATION]. It applies to all employees, contractors, vendors, and interns who use AI tools on behalf of the company or on company-owned devices.


[bookmark: _Toc225013719]Scope
AI is a broad category. For the purposes of this policy, “AI tools” include:
· Generative AI (e.g., ChatGPT, Claude, Gemini, Copilot, or similar)
· AI-assisted features embedded in existing software (e.g., AI summarization in Zoom, Slack, Gmail, Microsoft 365, or similar) 
· Automation and workflow tools (e.g., Zapier, UiPath, or similar)
· AI-powered analytics, HR, or document tools
· Any internal AI systems developed or fine-tuned by the company

This policy does not replace other existing policies; it is intended to supplement them.

Information Security or management with security responsibilities must approve exceptions to this policy in advance through the form in Appendix B.


[bookmark: _Toc225013720]Company AI Principals
[ORGANIZATION] embraces AI as a tool to enhance productivity, creativity, and decision-making. Our use of AI is guided by the following core principles:
· Human Accountability: AI assists, but humans remain responsible for decisions. No material business decision should be made solely by AI without meaningful human review and signoff.
· Data Privacy: Protecting the personal and confidential data of our customers, employees, and partners is non-negotiable. AI tools must never compromise this principle.
· Transparency: We will be honest with customers and stakeholders about when and how AI is used in our products, communications, or services.
· Fairness: AI must not be used in ways that introduce or amplify bias, particularly in employment-related decisions.
· Security: AI usage must comply with the company’s information security policies and standards. Unapproved AI tools introduce risk to the business.
· Legal Compliance: AI use must comply with applicable federal, state, and local laws, including data privacy regulations.


[bookmark: _Toc225013721]Acceptable Use
Approved AI tools should be used in accordance with any published guides. The following uses of approved AI tools are permitted:
[bookmark: _Toc225013722] Always Allowed (with appropriate care):
· Drafting, editing, and proofreading internal documents, emails, and reports
· Summarizing meeting notes, research, or documents
· Brainstorming ideas, generating outlines, and exploring creative directions
· Automating routine and repetitive tasks (scheduling, data entry, formatting)
· Writing or reviewing code (non-production-critical or subject to human review)
· Analyzing publicly available data or internal non-sensitive datasets
· Learning, training, or professional development 

[bookmark: _Toc225013723]Allowed with Management Approval
· Using AI tools that interact directly with customers or are customer-facing
· Integrating AI into internal business systems or databases
· Automating any process that involves personal employee or customer data
· Using AI for financial analysis, legal research, or compliance tasks (human review required before acting on output)
· Piloting new AI tools not on the approved list  
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The following uses of AI tools are prohibited:

[bookmark: _Toc225013725]Data and Confidentiality:
Inputting confidential, proprietary, or trade secret information into any AI tool not specifically approved for handling such data, including client data, financial information, legal strategy, and employee records.
Submitting personally identifiable information (PII) of employees, customers, or third parties into AI tools unless the tool’s data agreement has been reviewed and approved by management.
Using free/consumer versions of AI tools (e.g., ChatGPT free tier) that may use data input for model training without explicit contractual protection.

[bookmark: _Toc225013726]Decision Making
Using AI as the sole basis for any employment decision, including hiring, promotion, discipline, or termination.
Relying on AI outputs for legal advice, medical guidance, or regulatory compliance conclusions without licensed professional review.
Using AI to make or significantly influence credit, lending, or insurance-related decisions without human review and bias testing.

[bookmark: _Toc225013727]Content and Legal
Representing AI-generated content as entirely original human work without appropriate disclosure where disclosure is required.
Using AI to generate, distribute, or amplify misleading, defamatory, harassing, or illegal content.
Using AI to circumvent copyright protections or reproduce copyrighted content without authorization. 
Using AI tools to surveil, monitor, or collect data on employees without HR and Legal authorization. 

[bookmark: _Toc225013728]Unsanctioned Tool Use
Downloading, installing, or using AI tools that are not on the approved list without going through the Tool Approval Process.
Using personal AI subscriptions on company devices or for company work without management approval.  

[bookmark: _Toc225013729]Human Oversight and Accountability
AI Outputs are never automatically final. The humans using the AI tools are responsible for:
· Reviewing and validating AI-generated content before using, publishing, or acting on it. AI can produce errors, outdated information, or fabrication.
· Taking ownership of work that AI assisted in production. The person who submits or acts on an AI output is accountable for its accuracy and appropriateness.
· Disclosing AI use when required. For example, when submitting AI-assisted proposals to clients who have requested human-generated work, or when company policy requires labeling.
· Correcting and reporting errors. If an AI tool produces a significant error that causes or risks causing harm, employees must report it to their manager immediately.
Human decision-making authority must be preserved in all consequential decisions affecting customers, employees, or business operations.
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Employees who wish to use an AI tool not currently on the approved list must submit a request before use. “Shadow AI”, which is using unapproved tools without oversight, can result in serious data security, legal, and compliance risks for the company.

To request approval of a new AI tool:
1. Submit a request to [APPROVER].
2. Provide the following information:
a. Tool name, vendor, and website
b. Intended use case and duration
c. Type of data the tool will access or process
d. Link to the vendor’s privacy policy and data processing agreement
3. The [APPROVER] will evaluate the tool for security, data handling, and compliance within [X] business days.
4. The final approval is granted by the [APPROVER]
5. Approved tools will be added to the Approved AI tool list
6. Re-evaluation of tools will occur annually or if something substantially changes that would impact the risk of using the tool.

Individuals must not use a tool while under review; they may only use it once it is approved.

[bookmark: _Toc225013731]Approved AI Tools
The following AI tools have been reviewed and approved for business use. Only tools on this list may be used for work-related activities without additional approval.
	Category
	Approved Tool(s)
	Permitted Use

	Generative AI (Text)
	
	

	Generative AI (Media)
	
	

	Meeting Assistance
	
	

	Code Assistance/Generation
	
	

	Workflow Automation
	
	

	Customer Service
	
	

	Document Management
	
	




[bookmark: _Toc225013732]Intellectual Property and Oversight
The legal landscape around AI-generated content is still fluid. The following rules must be followed:
· Purely AI-generated works (i.e., content produced by AI without meaningful human creative input) may not be protected by copyright under current U.S. Copyright Office guidance. Individuals must ensure that significant human authorship and editing are applied to AI-generated outputs intended for copyright protection.
· Document your contributions. When using AI to assist in creative or written work, keep records of prompts, edits, and human modifications made to AI outputs.
· Do not reproduce third-party copyrighted material through AI tools. AI models may sometimes reproduce copyrighted content; verify that outputs do not infringe on third-party rights before use.
· Company ownership. Any AI-assisted work product created during employment using company resources or time is the property of [ORGANIZATION], not the individual.
· Employees must not input company intellectual property or trade secrets into AI tools that could expose that IP to third parties or use it to train external models.

[bookmark: _Toc225013733]Transparency with Customers and Third Parties
[ORGANIZATION] is committed to honesty regarding AI usage:
· Customer-facing communications that are substantially AI-generated should be reviewed by a human before delivery.
· Where customers interact directly with AI (e.g., AI chatbots), clear disclosure should be provided (e.g., “You are chatting with an AI assistant”).
· In proposals, reports, or deliverables where the client has a reasonable expectation of human authorship, AI use should be disclosed and any required labeling applied.
· Marketing content created with AI assistance should meet any applicable disclosure requirements and be factually reviewed before publication.

[bookmark: _Toc225013734]Compliance, Monitoring, and Enforcement
[ORGANIZATION] reserves the right to monitor AI tool usage on company systems to ensure compliance with this policy. Monitoring may include:
· Review of AI tool usage logs on company-managed devices and accounts
· Periodic audits of AI-generated outputs in key business functions
· Review triggered by a reported incident or suspected policy violation

Violations of this policy may result in:
· A verbal or written warning
· Mandatory retraining
· Restricted or revoked access to AI tools
· Disciplinary action up to and including termination of employment or contract.
· Legal action in cases of serious breaches.

All policy violations or suspected violations should be reported to management.

[bookmark: _Toc225013735]Policy Review and Updates
This policy will be reviewed at least annually and updated as needed to reflect changes in technology, law, and business practices. Significant updates will be communicated to all impacted individuals. Individuals are responsible for reading and complying with the most current version of this policy.


[bookmark: _Toc225013736]Policy Violation
An employee found to have violated this policy may be subject to disciplinary action, up to and including termination of employment. A violation of this policy by a temporary worker, contractor, or vendor may result in the termination of their contract or assignment with [ORGANIZATION].
[bookmark: _Toc161649381][bookmark: _Toc199842215]

[bookmark: _Toc225013737]Appendix A – Document Control

	Document Details


	Title
	AI Usage Policy

	Contents
	This document describes [ORGANIZATION]’s process for AI usage 



	Document History


	Date
	Version
	Author
	Details of Change 

	03/19/2026
	0.9
	
	Initial draft

	
	
	
	



	Document Sign-Off


	[bookmark: OLE_LINK1]Name
	Position
	Date

	
	
	

	
	
	

































[bookmark: _Toc22189416][bookmark: _Toc225013738]Appendix B - Exception Request Form
	

 
	
	 
	 
	 
	 
	 

	
	[ORGANIZATION] AI Usage Exception Request
	 

	 
	Request Information
	 

	 
	Requestor`s Name
	
	 

	
	Requestor’s Department
	
	

	 
	Request Date
	
	 

	
	Related Policy
	
	

	 
	Business needs for the requested exception
	
	 

	 
	Duration of the requested exception
	
	 

	
	
	
	
	
	
	
	

	 
	Security Review
	 

	 
	Assessment of Risk
	Description
	Risk Rating (High, Medium, Low)
	

	
	
	
	


	

	 
	Recommended compensating controls
	Control
	Will be Implemented? (Y/N)
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	 
	
	
	
	
	
	

	 
	Approvals
	
	
	

	
	Requestor's Director
	Approver
	Date
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