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This ebook is a practical guide for security teams preparing for
the AI-powered future. We cover the current state of Al security
tooling, how skills and agents are reshaping security workflows,
the emerging risks of agents and skills, how to generate secure
code, and how to build a comprehensive AI security program from
the ground up.

Whether your organization is vibe coding everywhere or just
beginning to experiment with Al assistants, the principles and
frameworks in this ebook will help you move fast without leaving
security behind.

Illustrated by Jeff Prymowicz
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While Al tooling is being developed for many security solutions,
our research indicates that, currently, certain use cases are best
suited to AI:

Code review

Many models are proficient at reading code, tracking intent
across files, explaining suspicious behavior, and helping
reviewers investigate issues that do not reduce neatly to a single
known pattern.

Threat modeling assistance

Al is well-suited to first-draft work: enumerating abuse cases,
surfacing trust boundaries, proposing architectural questions,
and helping teams turn vague concerns intfo something
reviewable.
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Policy and documentation drafting

Security teams spend a surprising amount of time converting
expertise into artifacts other people can consume: secure coding
guidance, review checklists, internal standards, decision logs,
and explanatory notes. LLMs are strong because the task is less
about perfect precision than about quickly producing a credible
first draft that an expert can refine.

Incident triage support

Al can summarize evidence, connect findings across sources,
help frame likely impact, and generate useful next questions.

Current AI models are best at reasoning over code and text,
synthesizing context, and accelerating expert interpretation.

Consider a pull request that adds a new tenant-level
authorization check to a SaaS application: traditional SAST may
catch obvious issues like unsafe query construction or hardcoded
secrets, while an AI-augmented security tool can review the
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Much of security is spent stitching together tools: pulling logs,
cross-referencing CVESs, running indicators through threat intel
logs, and gradually building a picture of what happened. It is
tedious, repetitive, and formulaic, which is the exact kind of
work that skills and agents are designed to solve.

Skills and agents are the building blocks for new agentic tasks. Skills are
reusable, task-focused instructions you define for an AI system.
Agents are the aufonomous drivers that decide when to apply them.
Composed with tools and orchestration, they form agentic workflows.

package the instfructions, context, and scripts needed to do
one well-defined task, like looking up threat intel on an indicator, parsing
a specific log format, or scoring an alert, Each skill is narrow by design,
so any one of them in isolation looks unremarkable. The value comes
from composition: an agent that reaches for the right skill at the right
moment, and chains several together, turns a set of small, reliable tasks
info something that handles real work.
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Agents are what drive that composition. They plan, reason

through a problem, pull in the relevant skills and tools to execute
the smaller steps, and loop until the task is complete or until they
hit a point where they should hand back to a human.

Agents are also how you scale a security team without scaling
headcount in lockstep. You don't need full AI "coworkers” to start;
copilots are a practical entry point. The autonomy you grant an
agent is a dial, not a switch. Some agents work alongside analysts
— surfacing context and suggesting next steps while a human
stays in control. Others run independently on routine, well-scoped
tasks.
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when designing skills and agents, make sure
you’re addressing the followinag:

* Are my skills atomic? Skills work best when they do one thing
well. If a skill is doing several things, split it into smaller ones.

» What's the escalation path? Agents will get things wrong.
Decide where a human reviews automated actions before they
take effect, and let that judgment inform which tasks you're
willing to run fully autonomously.

« How do I know it's working? Define how you'll measure
whether a skill or agent is performing correctly with eval cases,
logging, and spot-checks. Without this, errors surface as
incidents instead of metrics.
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. s | prompt engineering. Specific instructions
and examples of each vulnerability class help agents learn insecure
patterns and thus help them avoid writing bad code. The best way

to teach the model these examples is by creating skills with
concise, explicit examples. OpenAl’s Security Best Practices skill
is a great starting point for security-specific skills.

Generic statements, unfortunately, do not provide any
measurable value, due to the highly contextual nature of most
software applications. This includes instructions like

A permissions change may be valid in some situations, but not
others, which may be difficult for an AI to understand.
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Manual review finds the most vulnerabilities, takes the
longest amount of time.

Traditional SAST is the quickest, does not identify as many
vulnerabilities as the Al tools or a human. It is highly
consistent, but requires human validation and misses all
business logic flaws.

Diff-aware AI review finds vulnerabilities reasonably quickly,
and catches some business logic issues, including authorization
bypasses, but misses critical findings and marks valid
vulnerabilities as false positives, with no evidence trail.

Full repo AI scanning finds the most vulnerabilities of any
tooling, and includes audit artifacts with architectural context.
It is slower than traditional SAST.
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Al tools are most often used to improve code security. However,
another key use case is assisting in network penetration tests.

Network penetration tests have historically been a deeply manual
process. Even with tools like Bloodhound, Nessus or Nmap, the
process requires significant manual effort from a human tester to
select tools, review large outputs, identify leads and then chain
together weaknesses to demonstrate real impact.

Al systems can help automate and augment large parts of this
process, as they excel at correlation and large scale data analysis.
The best ways they help are by ingesting tool output, suggesting
follow-up actions, and constructing potential attack paths
across the network.
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As example, in the diagram below, traditional manual network
penetration testing looks like the left side. However, with the aid of
Al, this workflow be improved to automate shown  the

right side:
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When using Al tools to assist in penetration testing, |

Assessments frequently uncover credential material and other
confidential data, and sending these to non-compliant AI services
may break your compliance obligations to your customers, as
discussed in Chapter 8.

For these reasons, Al should be used as an assistant when
performing penetration tests, to add a human in the loop
appropriately and prevent destructive outcomes.
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Whenever a new package ecosystem takes off, security is an
afterthought — until it isn’t. The AI skills ecosystem is repeating
many old mistakes, and unfortunately, the stakes could be higher.

Claude Code, Codex, and other AI development tools have rapidly
growing skills ecosystems. As discussed previously, skills are
markdown files that contain instructions, scripts, and commands,

With that one command, you have added third-party instructions
intfo your Al session. Some may require approval to execute.
Others do not.
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The security data is already concerning. A Snyk audit found that

13.4% of audited skills contained at least one critical severity
security issue, such as malware distribution, prompt injection, or
exposed secrets. 36.82% of audited skills contained a
vulnerability of any severity.

Al skills are different from traditional packages. Instead of pulling

in code, they pull in instructions that shape how your agent
behaves, what it runs, and what it should access.

Hence, the blast radius is everything that your agent can access,
which could lead to critical vulnerabilities.

PARTNERS
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If you are using Al skills, treat them like any
third-party dependency:

* Review the skill, where it came from, and who maintains it

« Inspect what data it touches, and whether it induces any
external network calls

* Verify that the permissions it requests are actually justified

» Test in a non-production environment before deploying
to live systems

* Log invocations and outputs so you can audit what is happening
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We have open-sourced a Claude skill to help review other skills for
potentially malicious commands, and evaluate source repository
trust using the OSS Scorecard to help automate some of this
manual review.

we’ve open-sourced it at:
https://qithub.com/CloudSecurityPartners/skills
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When evaluating compliance, treat Al no differently from any
other tool. Understanding the intent of each compliance standard
and adhering to it is key to getting ahead of regulators and
auditors. For example:

* SOC 2 change management controls may require that a human
review all pull requests.

« HIPAA may restrict how patient data can flow through Al
systems.

« Customer contracts may include data handling provisions that
Al workflows could breach.
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Within your program, build your compliance posture around Al
before regulators force your hand:

. You can’t manage what you can’t see.

Decide what data can and cannot be entered
into AI tools. Put it in writing.

Map Al workflows to
the regulatory frameworks that govern that data.

Al vendors should go through the same
security and compliance scrutiny as any other third party.
Evaluate data retention, model training policies, and access
controls.

Someone should be accountable for
Al risk oversight, vendor coordination, monitoring, and
executive visibility.

. Compliance requires evidence. Record
what tools are approved, what data they access, what policies
govern their use, and why.

Al is evolving quickly. The structure you
build today should be reviewed and refined regularly.
Governance is ongoing.
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Solving thing:

security
proactively.

Most organizations adopt Al tooling much faster than security
programs react, building robust program is all about
focused, deliberate effort three

training, and metric generation.



Train your team: Al writes much of the code at many mature
companies, making code review the most important software skill
today. Humans are the last line of defense before AI-generated
pull requests reach production.

Your developers should be trained on:
* reviewing code for common vulnerabilities from the OWASP
Top 10; and

« securely configuring local agents, including sandboxing, data
redaction, and filesystem access controls.
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Measure success with metrics: Success can only be measured
with metrics. Three key metrics, with baselines collected before AI
adoption, will help target your adoption further:

» Developer Adoption. Low adoption signals that a tool needs
improvement or replacement.

» Defection rates. Confinuously compare Al security tool
vulnerability detection against traditional SAST tools like
Semgrep and manual review to gain confidence over time.

« False positive rafios. High false positives indicate tooling that
needs further tuning.

i
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New specializations will emerge from this shift. AI-specific red
teaming will become a distinct discipline. More broadly, Al-
assisted red teaming will redefine how even traditional
environments are tested, with both defenders and attackers using
Al to increase coverage, speed, and creativity in ways manual-only
approaches cannot match.

Moving forward is all about embracing the ways that AI enables
security while acknowledging the challenges it provides. Al is
creating real advantages for organizations that know how to use it,
and real exposure for those without comprehensive plans. The
path through it is workable. Policies, governance structures,
training programs, supply chain controls, and tooling must be
redesigned to move fast without constantly having to clean up
afterwards.
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Al security Is not about

slowing down adoption.

It Is about ensuring that
as capabillity scales,
control scales with it.

AI security is not a destination. It is a discipline. And the teams
building it deliberately today are The ones wrl’rmg the playbook
everyone else will follow tomorrow.
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<> Secure Your AI-Generated Code

Create framework-specific AI skills with explicit secure coding examples.

Include examples for common vulnerability classes (CSRF, IDOR, hardcoded secrets, cookie flags).

Avoid generic instructions like "review for security issues™ — be specific.
Iterate on skills as models update and new issues emerge.
Run traditional SAST on all AI-generated code before it reaches production.

Require human review of all AI-generated pull requests.

<'> Evaluate Your Security Tooling

Inventory all the Al security tools your teams are using (general-purpose agents, AI-augmented
SAST, agentic systems).

Use traditional SAST for speed, consistency, compliance, and untrusted code.
Use diff-aware Al review for contextual feedback during development.

Use full-repo AI scanning for deep architectural reviews ahead of major releases.
Use manugl human review for high-risk changes and custom business logic.

Do not trust any single tool — layer deterministic and Al tools together.

<> Vet Your Al Skills Supply Chain

Review every third-party skill before installation: source, maintainer, and purpose.
Inspect what data each skill touches and whether it makes external network calls.
Verify that the permissions each skill requests are justified.

Test all skills in a non-production environment first.

Log skill invocations and outputs for audit.

Use automated skill review tooling (e.g., CSP's open-source skill reviewer + OSS Scorecard).
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O Address AI Compliance Obligations

Inventory every Al tool in your environment.

Classify the data each tool can access and map to regulatory frameworks (SOC 2, HIPAA,
PCI DSS, GDPR).

Identify contractual obligations that Al workflows may violate.

Vet AI vendors with the same scrutiny as any third party — evaluate data retention, training
policies, and access controls.

Assign clear ownership for Al risk oversight, vendor coordination, and audit readiness.

Document all Al tool approvals, data access decisions, and policy rationale.

® Monitor for shadow AI adoption across all departments.

<> Build Your AI Security Program

luct an AI risk assessment before rolling out new tools.
What data will the AI access?

What are your compliance obligations?

what technical safeguards can you apply?

Train developers on secure code review (OWASP Top 10) and secure agent configuration
{sandboxing, data redaction, filesystem controls).

ct baselines for key metrics before AI adoption.
Developer adoption rates.
Vulnerability detection rates (Al vs. SAST vs. manual).

False positive ratios.

is your maturity level and target the next level.

Level 0: Inventory shadow Al and draft initial policy.

Level 1: Classify data, map compliance obligations, and inventory tools.

Level 2: Formalize policy, baseline metrics, add AI training to onboarding, vet vendors.

Level 3; Drive continuous improvement, audit end-to-end, and enforce technical safeguards,

Review and refine your AI security program regularly — governance is ongoing.
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We work with teams
for what

comes next.

Whether you're assessing your program, training your team,
or navigating what AI means for your compliance posture,

Cloud Security Partners helps organizations build deliberately.

—
ach out to us at Cloud Security Partners to

start the conversation.

SECURELY

@ cloudsecuritypartners.com m cloud-security-partners
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