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Views

Personal Data Privacy and Surveillance Capitalism

By and large, Malaysia has embraced digital connectivity. The Malaysian Communication and
Multimedia Commission (MCMC) reports that as at the end of 2018 there were 1.3 mobile phones
per citizen', four out of five Malaysian internet users have a social networking account such as
Facebook, and one out of two internet users have bought something online’. As the country looks
towards strengthening its digital economy with big data analysis and machine learning, there is a
need for policymakers to give serious consideration to not only the economic but also the social
implications of digitalisation. One of the many digital policy issues that merits attention is personal
data privacy.

It is likely that even the most privacy-minded people who do not wish to be tracked by digital
platforms will have come to the conclusion that there is no real option to opt out of being
surveilled while remaining active members of society. Some may seek solace in the rationalisation
that as long as they are not doing anything illegal, some loss of privacy is simply the trade-off the
digitalised world makes for convenience and security.

We assert that this rationalisation is beside the point. The point is that, left unchecked, unregulated
data collection by both governments and corporations can have adverse effects for individuals,
vulnerable segments of society and society as a whole. To support our case, we lay out some
examples of data misuse and abuse and call for policymakers and practitioners to take into account
privacy considerations and potential unintended consequences when developing digital economy
policies and implementing digital technologies.

With increased computing powert, protecting privacy is no longer just a matter of limiting data
sharing. In today’s networked society, advanced data science makes it possible to profile a person
by analysing their digital footprint, which includes seemingly public and innocuous data such as
their search history, online interactions, or simply their location when they access the internet. We
contend that striking the right balance between individual rights to privacy and collective wellbeing
is an important policy consideration.

' (Malaysian Communications and Multimedia Commission 2019)
* (Malaysian Communications and Multimedia Commission 2018)
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Digital Platforms, Surveillance Capitalism and Data Privacy

Digital platforms, such as Facebook and Grab, establish a commercial network of interdependent
end users and providers to enable the provision of products, which include both goods and
services’. These platforms create value by providing online communication channels and
marketplaces that allow for rapid and inexpensive scaling. Multisided platforms such as Amazon
allow producers and consumers to interact directly to find and obtain a wider range of products at
lower marginal costs®. Amazon expanded its range of products from retail goods to publishing to
payments to online storage to the point that it now provides the backbone infrastructure for many
other digital platforms’.

Expansion of this magnitude depends on a strong understanding of what users want and what
they are willing to give in order to get it. How much a user is willing to pay for a product is just
one factor to be considered; another factor is how much personal data a user is willing to give up
for convenience and personalisation. When we open the Google Assistant app, and it welcomes
us with a greeting appropriate for the time of day, a localised weather and traffic report, and a
reminder to buy a birthday present for our mothers, we take for granted the degree to which our

lives are being monitored.

Constant tracking by digital platforms like Google and Facebook gives them access to more user
data than ever, both in terms of numbers of users and the types of data they collect on each user.
As a start, Facebook collects all the data of users who are logged in, including profile information,
shared photos, interactions and activities, likes and follows, network data, and location data. How
often users log in, how long we spend on the platform and what items we click on are all tracked’.
Facebook also uses cookies, little pieces of data, to track what its users do online even when they
are not logged in to Facebook’. There is justified concern among researchers that not only will
user data that are knowingly shared be used without informed consent but also that user data that
are unknowingly shared will be used without informed consent in ways unintended by the data

providerg.

In her book “The Age of Surveillance Capitalism: The Fight for a Human Future at the New Frontier of
Power”, Shoshana Zuboff”’ explains how digital platforms engage in surveillance capitalism.
Platforms like Google collect and analyse users’ “behavioural surplus” for purposes besides service
improvement, especially for predicting and modifying users’ behaviour in order to generate more
behavioural surplus. Behavioural surplus, also known as data exhaust, is secondary data generated
during a transaction. For example, an internet user searches for “flights from Kuala Lumpur to
Bali”. The search term constitutes primary behavioural data; behavioural surplus includes data on

3 (Rossotto et al. 2018)

4 (Asadullah, Faik, and Kankanhalli 2018)
5 (Khan 2017)

6 (Facebook 2018)

7 (Pierson and Heyman 2011)

§ (Whitley 2009)

? (Zuboff 2019)
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what time of year (or day) the user conducted the search, how often the search was repeated, on
what sort of device the search was conducted, and so on. Big data analysis of the primary data can
be useful in identifying popular travel destinations, but analysis of the secondary data can reveal a
lot more about the people interested in travel.

Because users are generally unaware of the amount of behavioural surplus they produce and
because analysis of such data had previously been extremely costly and time-consuming,
surveillance capitalism has gone unchecked until recently. Digital platforms were able to
experiment with big data analysis and expand their collection of behavioural surplus without any
regulations. But as governments, corporations and society are becoming more aware of how
powerful and pervasive big data analytics can be, the real issue is not simply digital platforms
hoarding user data. The real question is how we will choose to employ these technological tools.
How will we manage the use of data to help and not harm?

There is evidence that, without proper foresight and management, the misuse of personal data can
have adverse effects on multiple levels. The first level is at an individual level when users’ personal
data reveal private information that they had not intended to share. The second level affects
vulnerable segments of society whose shared characteristics make them susceptible to bias and
discrimination. The third level of societal adverse effects occurs when aggregated personal data
are used to modify collective behaviour without users’ knowledge. The following sections explore
some examples of these adverse effects.
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Individual Privacy Violations

Article 12 of the 1948 Universal Declaration of Human Rights'’ reads: “No one shall be subjected
to arbitrary interference with his privacy, family, home or correspondence, nor to attacks upon his

honour and reputation. Everyone has the right to the protection of the law against such
interference or attacks.” Watren and Brandeis'' long ago advocated the “right to be let alone”,
noting that everyone needs private spaces—whether their bodies, their family lives and social
relationships, their property, or information about them—to remain free from external
interference'. Essential to what it means to develop a rounded sense of self is to have some sort
of space where one can be free from the fear of judgement”. According to privacy advocate
Greenwald, without privacy, the fear of being watched creates a prison in the mind and causes
self-censorship as it subdues free expression and free thought'*.

Location data may seem innocuous, but in fact this information reveals a lot about a person.
Regular travel patterns can be used to infer a person’s home address, place of work, leisure
preferences, or private vices. Ride-sharing apps employ geolocation surveillance intended to
protect drivers and passengers, but, in the case of Uber, location tracking has led to the exposure
of extramarital affairs" and patterns of one-night stands'®. In 2016, Uber faced a lawsuit when a
whistle-blower exposed how employees used location data to track politicians, celebrities and even
exes'”. All these constitute violations of individual privacy rights.

Although Uber has ceased operations in Malaysia, local counterparts such as Grab, MyCar, and
EzCab operate in much the same way. Per Grab’s privacy policies, the ride-hailing app collects
similar data, such as precise and approximate location information as well as trip updates'®"”.
Therefore, it is reasonable to assume that many ride-hailing apps have similar capabilities for
tracking and analysing its users’ data. Without regulations, we are susceptible to violations of

individual privacy rights, not only by foreign digital service providers, but also local companies.

10 (United Nations 2015)

11 (Warten and Brandeis 1890)
12 (Buttarelli 2017)

13 (Introna 1997)

14 (Greenwald 20106)

15 (Trigg 2017)

16 (Uber 2012)

17 (Chiang 2017)

18 (Grab 2019)

19 (Uber 2018)
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Bias and Discrimination

Digital platforms collect vast quantities of our regular micro behaviours that can then be analysed
to reveal unexpected correlations to meso-level trends, such as susceptibility to illness, risk of
traffic accidents™, or tendency towards criminal activity. Using machine learning for complex big
data analyses can be very useful, but it can also put vulnerable segments of society at risk of
discriminatory effects.

Researchers have been exploring the use of Facebook user data to predict medical conditions™.
For example, identifying emotion-associated language markers allow inferences to be made about
a person’s susceptibility to clinical depression. These language markers are consistent with some
characteristics of depression: loss of drive and interest, reduced engagement and interactions, and
social withdrawal that eventually leads to social isolation®. Health insurers use predictive
algorithms like this to identify hidden health issues that require medical services, but these
predictive algorithms also lead to higher medical insurance premium rates for customers with
supposedly higher health risks even though they may not actually be at risk®. Furthermore, the
ease with which public social media data can be obtained means that the data are susceptible to
misinterpretation or misuse.

Malaysian law enforcement appear to be keen to adopt new digital technologies to improve public
safety. Earlier this year, the country’s first artificial intelligence-based facial recognition camera
system was introduced in Penang to identify criminals on the street™. The auxiliary police force is
also integrating on-body cameras with high-end facial recognition feature in criminal
identification®. Artificial intelligence software such as CloudWalk Technology use predictive
algorithms that draw from criminals’ facial characteristics, body language and gait patterns across
photos and videos to identify suspicious behaviour®. However, these tools are unreliable because
inherent biases in algotrithms and the training data they rely on” could potentially lead to
misidentification, racial profiling and discrimination in criminal sentencing®. The city of San
Francisco, concerned over potential misuse of this technology, banned the use of facial recognition

by all city agencies, including law enforcement™.

Societal Effects

Platform monopolies like Facebook and Amazon have so much individual data in their hands that
their big data analyses can have far-reaching societal effects, as was the case when Cambridge
Analytica got hold of the personal data of millions of Facebook users™.

20 (Kita and Kidziniski 2019)

21 (Eichstaedt et al. 2018; Merchant et al. 2019)
22 (Kupferberg, Bicks, and Hasler 2016)
2 (Allen 2018)

24 (The Star 2019a)

% (Tao 2018)

26 (Mozur 2019)

27 (Buolamwini 2017)

28 (Angwin et al. 2016)

2 (Conger, Fausset, and Kovaleski 2019)
30 (Meredith 2018)
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In 2014 a researcher named Aleksandr Kogan developed an app for Facebook. Several hundred
thousand Facebook users who took a personality quiz using that app consented to share their
personal data with the app. Unbeknown to them, the app also collected the personal data of all
their friends, resulting in a pool of data for over eighty-seven million Facebook users. All this data
was available to Kogan, who sold it to Cambridge Analytica. Cambridge Analytica then used this
data to develop psychographic profiles of voters, which allowed it to micro-target political ads in
the 2016 US Presidential election, potentially giving the Trump campaign, with whom it was
affiliated, an unfair advantage. Individual privacy rights were violated and this affected the political
landscape of an entire nation. When this scandal became public, it rightly raised many questions
around data privacy and Facebook’s apparent lack of respect for its users’ personal data rights. Big
data-driven methods of political persuasion like this are increasing globally’'.

Political actors have long used data to target messaging and influence behaviour, but never on this
scale and with this degree of micro-targeted advertising. In the 2016 EU referendum, exploitation
of Facebook data and misleading targeted ads supporting the Leave campaign led to the
unexpected referendum result among British voters™. Investigative journalist Carole Cadwalladr
explained how residents of the traditionally left-wing town of Ebbw Vale were targeted with fake
information about Turkish immigration on Facebook, resulting in a spike of “Ieave” voters™. Not
only are messages customised to the concerns of specific profile groups, but such groups are also
often unaware that they have been targeted.

31 (Tactical Tech’s Data and Politics team 2019)
32 (Cadwalladr 2018)
33 (Cadwalladr 2019)
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Discussion and Conclusion

We recognise that the collection and use of anonymised personal data can be useful in many fields,
including policy research. For example, location data can reveal travel patterns indicating where
traffic flow and public transportation should be improved. Accurate and verifiable data, and lots
of it, should inform policy decisions, but policymakers must draw the fine line between individual
rights and collective benefits that governments and corporations must walk. Traditionally, data
privacy concerns have revolved around personal data falling into the wrong hands. Because of the
power of networked computing analysis, these security concerns are just one piece of the privacy
puzzle. Privacy advocates are becoming increasingly concerned about data privacy as it relates to
surveillance. Contemporary privacy concerns include not just the personal data, such as medical

records, but also additional information that can be inferred from personal data, such as increased
health risks.

Malaysia’s Personal Data Protection Act (PDPA) 2010 addresses data privacy vis-a-vis security. It
applies to personal data exchanged in commercial transactions, such as income declarations when
applying for a bank loan. The PDPA stipulates that personal data collected for commercial
purposes cannot be shared with third parties without consent but it is rarely enforced™ and does
not regulate what types of data are collected or how those data are used. The Communications
and Multimedia Ministry announced in March that it is in the process of reviewing the PDPA to
update it in line with the European Union’s General Data Protection Regulation (GDPR)”. The
GDPR, in addition to data security requirements already in the PDPA, also limits personal data
collection to only what is necessary, allows companies to keep data only for current requirements,
and prohibits them from saving data for potential future use™.

Both the PDPA and the GDPR include data security requirements that are staples of information
networks but they are not by themselves enough to combat surveillance capitalism and to avoid
the consolidation of a wealth of personal data in the hands of a few—at best unwitting and at
worst unscrupulous—powerful players. To that end, more research and, ironically, more data, are
needed to evaluate how limits can be placed on data collection and distribution while allowing
innovation and improving efficiency.

Digital technologies evolve faster than policy and legislation, but that is no reason for policymakers
not to seriously consider privacy concerns when developing digital policy. To paraphrase Surina
Shukri, CEO of Malaysia Digital Economy Corporation (MDEC), “The data journey...starts with
‘what’. Once you have the what, it then becomes the ‘so what’. From there, it becomes ‘now
what’.””" At the very least, users should be explicitly informed as to what personal data, including
behavioural surplus, are being collected by digital platforms and to what ends their data are being

3+ As at the end of 2018, there have been only five reported cases of PDPA breaches.
http://www.pdp.gov.my/index.php/en/pusat-media/berita/989-pengeuna-data-vang-telah-dikenakan-
tindakan-di-bawah-akta-perlindungan-data-peribadi-2010-akta-709

3 (The Star 2019b)

36 (European Parliament 2010)

37 https:/ /twitter.com/mymdec/status/1123802562677891073
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used. Wherever possible, users should be able to opt out of being tracked and having their personal
data collected, for example by internet cookies, without losing access or functionality.
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