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GCapability 4: Risk

Trust is a Leadership
Responsibility.




The Friction of Unprotected Ambition

The problem is not ambition.
The problem is unprotected ambition.
Standing still is not an option,

but moving recklessly destroys trust.

@

Harder to Absorb :

Safely, productively, and at scale.

Easier to Access
Tools spreading rapidly.
Vendors embedding Al.




The Anatomy of Weak Risk

Risk is Invisible

Leaders do not know where Al, automation, or
vendor exposure already exists. Low-friction

experiments quietly become recurring processes.

Risk is Overdone

Everything is treated as high risk.
Useful work stalls. Risk is viewed as a
bureaucratic waiting room.

Risk Is Late

Problems are found after decisions have been
made or after work has already scaled,
resulting in expensive rework.

Risk is Disconnected

Privacy, security, legal, and business
owners see fragmented pieces, but no one
owns the enterprise risk picture.
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Capabillity 4: Protecting the Enterprise Trust

Public & Organizational Trust

Active Management

I
/ Threat Identification

)

Trust cannot be delegated to specialists. Leaders own the trust
posture of the organization. Specialists help them see, assess,
control, and learn.

it . |
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Risk is the organization's ability to identify, assess, manage, and
monitor the risks created by Al, automation, data, technology,
vendors, and new ways of working.




The Boundary Line: Rules vs. Protection

. : : - = | P - : : L]
Governance / The Rules Risk / The Trust
| = i '.‘.\

- Sets decision rights, accountabilities, | N\ - Identifies what could go wrong.

el UGSt L : - Defines how serious it is and what

- Decides who can a , prove, stop, controls are needed.

escalate, 3'“* review - Ensures trust is protected before
work moves forward.




The Five-Part Operating Loop

w.ooo /_:!.Identl .

"=\ Find where Al, data,

* technology, or workforce
Q.  exposure exists.

Assess:
Detemnrine severity,
likelihood, and
business impact.

~ Escalate:
~ Route serious risks and

n_ residual-risk decisions to
S accountable leaders. S

Protect:

“\. Define controls, human

= Woversight, and safeguards -
to reduc

ﬁ Risk is not a checklist completed after a decision is made. It is an ongoing learning loop.

~




The Risk Lens: Mapping the Exposure

Trust
1. Trust: Could this damage.public, IO e
Sl partner, or employee confidence? 2
9| 2 Data: Is the data confidential, -
St personal, or commercially sensitive? o

. Security: Does this create a new
attack surface or vendor dependency?
Legal: Are there contractual,

Securit
regulatory, or privacy obligations? )

People

. Operations: Could this disrupt service
or create fragile automation?

Financial: Are there hidden costs or
unprovable value claims?

Qo % '»

. People: Will this affect roles, safety, e®@o Financial
skills, or job security? =
External: Could output reach a N s
public audience or customer? v/ Operations
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Embedding Risk in the Decision Flow

Intake: Filter 1: Filter 2: Filter 3: Filter 4: Output:
New Idea / The Risk Lens Risk Tiering Control Plan Residual Risk Decision Monitoring & Learning
Existing Use Case (Initial screening) (Green, Yellow, (Human review points,  (Executive approval of (Incident routes and

Red routing) testing needs) remaining exposure) loopbacks)

Filter 1: Filter 2: Filter 3: Filter 4. Output:
The Risk Lens Risk Tiering Control Plan Residual Risk Decision Monitoring & Learning
(Initial screening) (Green, Yellow, (Human review points,  (Executive approval of (Incident routes and
Red routing) testing needs) remaining exposure) loopbacks)
| Built into the path from idea to decision. Never arriving as a late-stage objection. ﬂ
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The Evidence Rules: Proving the Capability

1. Al & Tech Risk Register 2. Risk Assessment Process 3. Approved Escalation Path
|dentifies the organization’s risk profile, A structured control plan for Al Use Clear routing for issues that exceed
trust boundaries, and named owners. Cases, automation, data use, and vendor thresholds. Decisions recorded with

changes. Proportionate to the risk tier. accepted residual risks.




Premium Boardroom Blueprint
Measuring the Mandate:
Where Are You?

5 -Optimized: Trust protection is
= Duilt-in. Risk learning helps the
organization adapt and move faster.

- 4-Managed: Measured and connected

/ / to strategy, vendors, and value decisions.
v 3 - Defined: Documented, owned, and communicated
. for priority work. Residual-risk approvals logged.
/ .

2 - Repeatable: Basic assessment exists. Teams have a
// way to identify, control, and escalate common use cases.
-

" 1-Ad Hoc: Scattered reviews depend
on relationships or late escalation.

0 - Absent: Risk is invisible or discovered after
harm has occurred. No trust boundaries.
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First Moves: Activating the Mandate

Name the Owner: Assign the executive sponsor and accountable
Risk owner.

Map the Exposure: List the first five Al, automation, or tech uses
that currently create trust exposure.

Set the Boundaries: Define what is low risk, what needs review,
and what must not proceed without executive approval.

Apply the Lens: Assess those first five use cases and assign a
green, yellow, or red risk tier.

Start the Log: Open a single residual-risk and incident learning log.

In the age of Al, trust is not protected by caution alone.
Trust is protected by disciplined leadership.
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