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Executive
Summary

In reality,

this was a sophisticated display of socially
engineered identity fraud targeting Buy Now,
Pay Later (BNPL) platforms. By leveraging
"Fullz" (stolen identity data) and bypass
techniques, fraudsters exploited a critical blind
spot in traditional KYC stacks: the reliance on
static identity records.

The activity followed a repeatable, well-
documented fraud pattern: stolen identities
paired with newly created digital credentials,
designed to pass automated identity checks at
scale. The virality of the trend did not create the
fraud — it simply industrialized it.

In early 2025, a wave of viral
videos began circulating on
TikTok and Telegram claiming
users could exploit a “Klarna
glitch” to receive free electronics
and cash. What appeared, at first
glance, to be a product failure
was in fact something far more
instructive.

This paper examines what actually happened,
why existing identity controls failed, and what the
incident reveals about the current state of fraud
prevention in BNPL and fast-credit platforms.
We then detail how Heka's research team
reverse-engineered the attack path and tested it
against Heka’s web-intelligence signals.

The conclusion is clear: This was not a glitch. It
was a predictable failure mode of static identity
verification — and one that is increasingly
exploitable in a world where fraud tactics spread
faster than rule updates.
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© The Anatomy of
the Exploit

The viral trend provided a step-by-step breakdown for committing high-
velocity fraud:

Identlty Harvesting Scammers used tools like "True People Search" to find "Fullz" (Full
Name, Address, DOB) with common names to match their own

controlled "burner" identity.

KYC BypaSS Because the stolen data was legitimate, it passed basic identity
checks, which often only cross-check applicant-supplied info with
credit databases — and was auto-approved for spending.

Cashing Out Once auto-approved, fraudsters initiated a spending spree on
electronics and other high-value goods.

Heka reverse-engineered the glitch. %-
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Heka’s Reverse
Engineering: The
"Smoking Gun"

Heka Fraud Weakness
Research Team replicated the
"Glitch" methodology to test
the resilience of our Web
Intelligence signals.

The Simulation

1. The Setup

We acquired a virtual U.S. phone number and
identified an associated "True Identity" via public
search tools.

2. The Fradulent Persona

We created a fresh email account (e.g.,
last.name123@gmail.com) designed to mirror
the victim’s name, simulating the exact method
used in the viral videos.

3. Heka’s Analysis

We ran this "verified" identity through the
Heka API.

Heka blocked the identity.
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The Result: Why
Heka Blocks the
Glitch

While traditional KYC providers would see a name, phone, and address that
match credit headers, Heka’s Email Freshness and Historical Linkage
signals acted as the "smoking gun".

Zero Historical Depth The fresh email account showed zero affiliated online accounts. A
legitimate consumer typically has 8—13+ linked digital footprints
across social and professional networks.

Input-Connection Failure Heka's Input phone-email connection level sighal flagged that this
specific email had never been seen in conjunction with that phone
number or identity in the digital ecosystem.

Identity Mismatch While the name matched the credit record, Heka'’s Digital Identity
Analysis flagged a lack of "web presence" and cross-platform
inconsistencies (e.g., no social media activity), triggering a high-
risk score of 99 and an immediate block.
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Traditional Identity
Records vs. Heka

Traditional KYC Heka Web Intelligence

Data Source Credit Headers, SSA Real—’u.me iele
Intelligence
Refresh Rate Periodically Updated Live/ Real-time
: : Email/Phone Age &
Key Signal SSN/Identity Match rsoresl Lilerses
Friction High (Requires SSN) Low (No SSN Required)
Effectiveness Misses fresh “burner Strong (100% Hit Rate)
accounts
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Conclusion

The "Klarna Glitch" is a wake-up call that
identity verification is no longer enough.
Fraudsters now have the tools to present
"verified" data that satisfies legacy
systems.

Heka provides the Web Intelligence Layer
necessary to see the person behind the
data. By analyzing 20+ explainable fraud
signals —including social media match,
email age, and multi-app activity — Heka
stops Al-driven and socially engineered
fraud at account opening.
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