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Introduction
This guide is designed to help HR teams and hiring managers understand the
core components of a comprehensive background verification process. It
outlines key pre-hire and post-hire checks—such as criminal background
screening, employment and education verification, identity validation, and
health and safety compliance.

While this resource provides a helpful overview, hiring and compliance
requirements may vary by industry, role, and jurisdiction. Always consult with
your internal HR and legal teams before applying these practices to your
organization.



Pre-Hire Requirements & Risk Mitigation
Background Verification Essentials

1. Criminal Background Checks
Purpose: Identify potential safety or liability risks.
Includes: National, state, county, and federal
records; sex offender registries.

HR Tips: Ensure relevance to the role. Follow FCRA
and ban-the-box laws. Review each case
individually.

2. Employment History Verification
Purpose: Confirm experience and integrity.
Includes: Employer verifications, pay stubs/W-2s,
references.

HR Tips: Get written consent. Compare claimed vs.
verified info. Document findings.

3. Education & Credential Checks
Purpose: Confirm required education or licenses.
Includes: Diplomas, degrees, certifications,
licensing boards.

HR Tips: Watch for fake credentials. Confirm
license status and expiration.

4. Identity Verification
Purpose: Confirm identity and employment
eligibility.
Includes: Government-issued ID, E-Verify,
optional biometrics.

HR Tips: Secure documents. Train for fraud
detection. Follow federal/state eligibility rules.

5. Health & Safety Screening
Purpose: Assess fitness and regulatory
readiness.
Includes:

Drug tests
Physical exams (job-dependent)
Psychological evaluations (as needed)
Vaccination records
Disability accommodations
Security clearances
OSHA training and incident history

HR Tips: Keep records confidential. Only require
relevant screenings. Ensure fairness.



Pre-Hire Requirements & Risk Mitigation

4. Identity Verification
Purpose: Confirm
identity and employment
eligibility.
Includes: Government-
issued ID, E-Verify,
optional biometrics.

HR Tips: Secure
documents. Train for
fraud detection. Follow
federal/state eligibility
rules.

 Identity Verification



Post-Hire Compliance

Background Verification Essentials

Work Authorization & Verification
Form I-9 Completion: Verify identity and
employment eligibility for all new hires.
E-Verify (where required): Confirm employment
authorization electronically through DHS/SSA.

Ongoing Monitoring
Real-Time Alerts: Stay notified of criminal
activity, license status changes, and address
updates.
Regulatory Monitoring: Automatic tracking of
court records, government watchlists, and
sanctions.
Performance & Behavior Tracking
Ongoing Reviews: Documented evaluations,
feedback, and coaching.
Behavioral Incidents: Record attendance,
complaints, and workplace issues for legal
protection.

Ensuring ongoing compliance doesn’t end after hiring. Post-hire compliance involves regular
checks, updates, and monitoring to stay ahead of regulatory requirements and reduce risk.

Compliance Maintenance
Annual Reviews: Reassess eligibility, status, and
risk profiles.

License & Certification Renewals: Ensure
professional credentials stay valid.
Health Screenings: Industry-specific checks for
compliance and safety.
Security Clearance Renewals: Maintain up-to-
date access credentials.
Documentation & Records Updates
Employee Information: Keep address,
emergency contacts, and dependents current.
Tax & Benefits Forms: W-4, state tax forms, and
benefits enrollment.
Banking & Insurance: Direct deposit info,
insurance elections, and claims history.



Industry-Specific Compliance

Financial Services
FINRA Registration: Securities industry
requirements
Banking Regulations: FDIC and OCC
compliance
Insurance Licensing: State insurance
requirements
Anti-Money Laundering: BSA/AML
compliance
Fiduciary Responsibilities: Investment
advisor requirements

Healthcare
Medical Licensing: State medical board
requirements
DEA Registration: Controlled substance
handling
HIPAA Compliance: Privacy and security
training
Malpractice Insurance: Professional liability
requirements
Immunization Records: Healthcare worker
requirements

Transportation
CDL Requirements: Commercial driver's license
DOT Physical: Department of Transportation
medical requirements
Hours of Service: Federal motor carrier
regulations
Vehicle Inspection: Commercial vehicle
requirements
Hazmat Endorsements: Hazardous materials
transportation

Government & Defense
Security Clearances: Various levels (Confidential,
Secret, Top Secret)
Polygraph Examinations: Counter-intelligence
positions
Foreign Influence: FOCI considerations
Continuous Evaluation: Ongoing security
monitoring
Adjudication Standards: Government clearance
criteria



Documentation & Record Keeping

Federal Requirements

Employment Records
 3 years after the employee is hired or 1 year
after they leave — whichever is later.
 (Includes applications, performance reviews,
promotions, terminations.)
I-9 Forms
 3 years after hire or 1 year after termination,
whichever is later.
Background Checks
 Up to 7 years if used to make hiring decisions.
Medical & Occupational Health Records
 30 years if related to hazardous exposure or
job-related health monitoring.
Training Records
 Keep for the duration of employment plus 1 year.
 (Covers safety training, certifications,
harassment prevention, etc.)

State Requirements (Varies by State)

Wage & Hour Records
Keep for: Typically 3 to 6 years
Includes: Timesheets, payroll, pay stubs
Safety Records
Keep for: At least 5 years, possibly longer
depending on OSHA or state rules
Includes: Injury reports, safety audits, training
logs
Workers’ Compensation Records
5 to 10 years after the claim is closed
Includes: Claims, medical assessments,
return-to-work notes
Unemployment Insurance Records
4 to 6 years
Includes: Pay history, employment dates,
Separation details
Used for: Handling state unemployment claims
and audits



Process Workflows

Pre-Hire Workflow
Job Offer (Conditional)

Extend conditional offer
Provide FCRA disclosure
Obtain written authorization

Background Check Initiation
Submit to approved CRA
Specify required components
Set expected timeline

Results Review
Evaluate findings
Assess job relevance
Document decision rationale

Adverse Action Process
Pre-adverse action notice
5-day waiting period
Final adverse action notice

Final Decision
Confirm offer or rescind
Document final decision
Notify candidate

Post-Hire Workflow
Onboarding Completion

Complete I-9 verification
Collect required documents
Establish monitoring schedule

Ongoing Monitoring
Regular check schedule
Event-triggered screening
Documentation updates

Incident Response
Investigate reported issues
Conduct additional screening
Document actions taken

Annual Reviews
Compliance assessment
Update requirements
Training verification



Risk Assessment Matrix

High Risk Positions
Financial roles with
fiduciary responsibility
Healthcare positions with
patient access
Roles involving minors or
vulnerable populations
Security-sensitive positions
Driving positions with CDL
requirements

Medium Risk Positions
Customer-facing roles
Access to confidential
information
Physical security access
Equipment operation
Vendor management

Low Risk Positions
Administrative support
General office positions
Remote work positions
Entry-level positions
Limited access roles

Risk Categories



Risk Assessment Matrix

Screening Requirements by Risk Level
High Risk Screening

Comprehensive criminal
background (federal, state,
county)
Employment verification (10
years)
Education verification
Credit check (where permitted)
Reference checks (3+
professional)
Drug testing
Continuous monitoring

Medium Risk Screening
Criminal background (state and
county)
Employment verification (7
years)
Education verification
Reference checks (2
professional)
Drug testing (position-
dependent)
Periodic monitoring

Low Risk Screening
Basic criminal background
Employment verification (5
years)
Reference checks (1-2)
Drug testing (company policy)
Event-triggered monitoring



Implementation Checklist

Pre-Implementation
[ ] Review applicable federal and state laws
[ ] Develop written background check policy
[ ] Select approved consumer reporting agencies
[ ] Train HR staff on FCRA compliance
[ ] Create documentation templates
[ ] Establish record retention procedures

Implementation Phase
[ ] Implement standardized processes
[ ] Conduct regular compliance audits
[ ] Monitor vendor performance
[ ] Track key metrics and KPIs
[ ] Maintain updated legal requirements
[ ] Provide ongoing staff training

Post-Implementation
[ ] Regular policy reviews and updates
[ ] Vendor performance evaluations
[ ] Legal requirement monitoring
[ ] Staff training refreshers
[ ] Technology system updates
[ ] Continuous improvement initiatives

Pre-Hire:
Background check turnaround:
2–5 days (international: 3–4 weeks)
Rescinding offers:
Follow FCRA adverse action steps
Criminal history:
Consider job relevance and local laws
Fingerprinting:
Needed for roles in healthcare, education, finance,
government
International hires: Include visa checks and
credential validation

Post-Hire:
Re-screening:
Annually for high-risk, or event-driven
Arrests/convictions:
Use individualized assessments
Workplace violence:
Document and evaluate threats
Compliance:
FCRA: Follow disclosure, consent, adverse action
protocol
Non-compliance:
 Fines, lawsuits, $1,000+ penalties
Screening accommodations:
Document the interactive process
Privacy:
Secure records, limit access

Common Q&A



About VerifiID
VerifiID is your all-in-one platform for pre-hire screening and post-hire compliance.
From background checks and ID verification to I-9 and E-Verify, VerifiID helps you hire
faster and safer.

Ready to simplify hiring? [Book a Demo] or [Get Started] at www.verifiID.co

About VerifiID
VerifiID is your all-in-one platform for pre-hire screening and post-hire compliance. From background checks and ID
verification to I-9 and E-Verify, VerifiID helps you hire faster and safer.

Ready to simplify hiring? 
Get Started at:
verifiid.ai

https://www.verifiid.co/

