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Problem Statement Dev Data Points

Intellij for on chain development (Smart contracts)

1.

Al Tool Non-Determinism > Outputs vary across trials for same input in ChatGPT and
PaLM2; Impacts code reproducibility, requiring multiple generations and validations by
devs (empirical eval of Al code gen).
a. Source: arXiv:2308.02955 (prompt engineering complexity demands
Solidity/security expertise, adding to dev workload)
Code Validity with Context » ChatGPT validity drops to 89.6% without meaningful
names/comments; PaLM2 rises to 93.9% (guided prompting study on 86 codes).
a. Source: arXiv:2308.02955 (contextual prompts improve compilability but
increase prompt design effort for devs)
Al-Generated Bug Counts > ChatGPT: 24 dead-code, 12 immutable-states (Slither);
PaLM2: 27 dead-code, 4 immutable-states (static analysis on generated contracts).
a. Source: arXiv:2308.02955 (high-severity bugs like uninitialized-state (4 in
ChatGPT) complicate post-gen validation)
Unit Test Coverage > Avg 7 unit tests per problem in dataset of 86 compilable codes;
Correctness as passed/total tests, summed/86 for avg score (life cycle validation
metric).
Source: arXiv:2308.02955 (emphasizes testing phase burden in Al-assisted dev cycles)

Bytecode Size Tradeoffs » ChatGPT auction contract 2.286KB vs manual 4.747KB;
Lower gas (bid min 2678/max 43075 vs manual min O/max 66135) (performance eval).
a. Source: arXiv:2308.02955 (Al gen reduces size/cost but risks vulns, affecting
deployment decisions)
Readability Metrics Diffs »> Solidity vs Java: Higher avg parentheses (Cliff's d -0.4808),
lower blank lines (0.5029), lower keywords (0.7974), lower identifiers (0.953)
(Mann-Whitney p<0.05 on 100 snippets each, avg 7.69 rows).
a. Source: ISSTA 2022:3524610.3529157 (reduced elements may aid readability
but require dev adjustments)
Gas Correlation Strengths > Avg identifier length p=0.73 (large), avg keywords p=-0.52
(medium), avg line length p=0.46 (medium) with gas (Spearman p<0.05,
Holm-corrected on 2,783 contracts).
a. Source: ISSTA 2022:3524610.3529157 (max value metrics show large effects
p=0.50, guiding code simplification)
Dev Balance Difficulty » 165 Ethereum devs surveyed on readability-gas tradeoff;
Suggest increasing comments/blank lines (no strong gas correlation) for
understandability.
a. Source: ISSTA 2022:3524610.3529157 (highlights iterative optimization
challenges in coding phase)
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Contract Scale Analyzed - 2,783 contracts from 2,186 Solidity files deployed on private
Ethereum (Truffle/Ganache); Gas measured for each, stressing maintenance due to
immutability.

a. Source: ISSTA 2022:3524610.3529157 (large dataset underscores lifecycle
efficiency needs)

Immutability Barriers > Forces differentiated writing/validation/implementation vs
traditional software; Iterations only pre-deploy (SLR of 36 articles).

a. Source: SBC WBIlockchain 2023 (rigorous unit/integration testing essential,
increasing pre-deploy complexity)

Non-Technical User Pains - Language/infrastructure restrictions, unclear artifact
relations hinder decentralized solutions (1 study in SLR).

a. Source: SBC WBIlockchain 2023 (broadens onboarding challenges in dev
experience)

Semantics Obscurity - Solidity semantics/partially understood by experienced devs;
Contributes to vulns like DAO (1 study).

a. Source: SBC WBIlockchain 2023 (elevates learning curve in coding mastery)
Interface Standards Gaps - Insufficient info/specs; Vulnerabilities in conforming
contract interactions (1 study).

a. Source: SBC WBIlockchain 2023 (ambiguity risks inconsistencies in interface

coding)
EVM Error Detection - Incorrect calls trigger fallback; Requires external interface
verification (1 study).

a. Source: SBC WBIlockchain 2023 (complicates debugging in dev cycle)

Proxy Pattern Issues - Locked native currency, needs beyond-programming knowledge;
Unfeasible updates for some (1 study).
a. Source: SBC WBIlockchain 2023 (challenges upgradable designs in maintenance
phase)
Tool Usability Hurdles - Installation/availability/learning curves; Low automation needs
experts (1 study).

a. Source: SBC WBIlockchain 2023 (hinders tool integration in testing/security
phases)

MDE/MDA Adoption » Encompasses conception to code gen; Minimizes errors (10
works using BPMN/FSM/UML in SLR).

a. Source: SBC WBlockchain 2023 (supports full lifecycle but requires advanced
knowledge)

Bug Fix Commit Scope > 80% of bug-related commits modified no more than one
Solidity source file (analysis of 364 commits across 84 projects).

a. Source:
https://papers.ssrn.com/sol3/Delivery.cfm/31c9c374-366a-4d5f-bb8e-34a2e84
faeOf-MECA.pdf (devs focus fixes locally, simplifying life cycle but risking
incomplete resolutions)
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19. Bug Fix Action Scale » Up to 80% of bugs in Solidity files fixed with less than three
actions; Modification most common, averaging three lines of code (empirical study of
364 commits).

a. Source:
https://papers.ssrn.com/sol3/Delivery.cfm/31c9c374-366a-4d5f-bb8e-34a2e84
faeOf-MECA.pdf (small-scale changes indicate frequent simple errors but
highlight reintroduction risks in coding)

20. Vulnerability Prevalence in Files » Nearly 20% of Solidity files had or have vulnerabilities
(detected by Mythril in dataset of 84 projects).

a. Source:
https://papers.ssrn.com/sol3/Delivery.cfm/31c9c374-366a-4d5f-bb8e-34a2e84
faeOf-MECA.pdf (pervasive issues challenge devs in maintaining secure
codebases during life cycle)

21. Vulnerability Reintroduction - Vulnerabilities with high repair rates also show high
reintroduction rates (Mythril analysis post-fixes).

a. Source:
https://papers.ssrn.com/sol3/Delivery.cfm/31c9c374-366a-4d5f-bb8e-34a2e84
faeOf-MECA.pdf (devs often fail to prevent recurrence, complicating iterative
development)

22. Speculative Execution Speed-Ups » Speculative execution provides 8-fold speed-up in
2016, declining to 2-fold by end-2017 (measured by gas costs/instructions across
historical data).

a. Source:
https://drops.dagstuhl.de/storage/Oloasics/oasics-vol071-tokenomics2019/0A

Slcs.Tokenomics.2019.4/OASIcs. Tokenomics.2019.4.pdf (concurrency limits
force devs to optimize for sequential execution, impacting performance coding)
23. Conflict Rates » 20% transaction conflicts in 2016, rising to 34% aborts in 2017
(analysis of shared storage accesses like SLOAD/SSTORE).

a. Source:
https://drops.dagstuhl.de/storage/Oloasics/oasics-vol071-tokenomics2019/0A

Slcs.Tokenomics.2019.4/OASIcs. Tokenomics.2019.4.pdf (data conflicts from
popular contracts burden devs with redesign for low-contention code)
24. Core Scaling Benefits » With 16 cores, 3.23 speed-up in Nov 2016; 1.13 in Dec 2017,
Doubles to over 2 with 64 cores (empirical multicore simulation).

a. Source:
https://drops.dagstuhl.de/storage/Oloasics/oasics-vol071-tokenomics2019/0A

Slcs.Tokenomics.2019.4/OASIcs. Tokenomics.2019.4.pdf (limited gains beyond
64 cores push devs toward hardware-aware coding practices)
25. Popular Contract Conflicts » Small number of popular contracts (e.g., token types)
cause most conflicts; CryptoKitties 31% of calls in Dec 2017 (historical transaction
analysis).
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a. Source:
https://drops.dagstuhl.de/storage/Oloasics/oasics-vol071-tokenomics2019/0A
Slcs.Tokenomics.2019.4/OASIcs.Tokenomics.2019.4.pdf (devs need incentives
like gas discounts for low-conflict designs in life cycle)

Static Analysis Gains »> Static conflict analysis yields <0.1% speed-up increase in most
cases, up to 1.22% in high-contention periods (empirical evaluation).

a. Source:
https://drops.dagstuhl.de/storage/Oloasics/oasics-vol071-tokenomics2019/0A
Slcs.Tokenomics.2019.4/OASIcs. Tokenomics.2019.4.pdf (modest benefits imply
devs require better tools for dependency analysis in coding)

Immutability Challenges - Cited in 6 studies as major barrier, complicating
post-deployment error correction vs. traditional software (systematic review).

a. Source:
https://sol.sbc.org.br/index.php/wblockchain/article/download/24618/24439
(forces devs to emphasize rigorous pre-deploy testing in life cycle)

New Developer Errors - Many smart contract devs are novices, leading to modeling
errors from language/infrastructure limits (1 study noted).

a. Source:
https://sol.sbc.org.br/index.php/wblockchain/article/download/24618/24439
(short tenure increases complexity in early coding phases)

Language Semantics Obscurity - Solidity semantics obscure, understood only by
experienced programmers (1 study), contributing to vulnerabilities.

a. Source:
https://sol.sbc.org.br/index.php/wblockchain/article/download/24618/24439
(challenges devs in mastering syntax/semantics during development)

Vuln Tool Usability > Issues in installation, availability, high learning curves (1 study);
Low automation requires expert evaluation (another study).

a. Source:
https://sol.sbc.org.br/index.php/wblockchain/article/download/24618/24439
(hinders integration into dev workflows for testing/security)

Interface Standards Gaps - Lack of sufficient info on standards, leaving
implementation to discretion (1 study), impacting quality.

a. Source:
https://sol.sbc.org.br/index.php/wblockchain/article/download/24618/24439
(devs face ambiguity in coding interfaces, risking inconsistencies)

Error Detection Difficulty -+ Hard to detect errors in EVM, as incorrect calls trigger
fallback (1 study), requiring external interface verification.

a. Source:
https://sol.sbc.org.br/index.php/wblockchain/article/download/24618/24439
(complicates debugging in development life cycle)

Proxy Pattern Limitations - Issues with locked currency, implementation complexity
needing EVM knowledge (1 study).
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a. Source:
https://sol.sbc.org.br/index.php/wblockchain/article/download/24618/24439
(challenges devs in upgradable contract designs during maintenance)

34. Non-Technical User Barriers - Difficulties from language knowledge, infrastructure
restrictions, unclear artifact relations (1 study).

a. Source:
https://sol.sbc.org.br/index.php/wblockchain/article/download/24618/24439
(broadens dev challenges to include user-facing complexity)

35. Tool Comparison Hurdles - Lack of info/databases hinders reproducibility (1 study).

a. Source:
https://sol.sbc.org.br/index.php/wblockchain/article/download/24618/24439
(devs struggle evaluating tools for life cycle integration)

36. Educational Resource Scarcity > Limited accessible resources for training new devs
(identified as major challenge).

a. Source:
https://sol.sbc.org.br/index.php/wblockchain/article/download/24618/24439
(impacts onboarding and skill development in ecosystem)

37. Design Pattern Categories > 144 patterns: Control 51% (interaction complexity),
Security 24%, Performance 20% (gas mgmt emphasis), Maintainability 5%.

a. Source: https://d-nb.info/1373593857/34 (devs face uneven coverage,
prioritizing control over maintainability in coding)

38. Security Pattern Subcategories » 36 security patterns in 10 subcats; Access Control 13,
Risk Mitigation 5, Secure External Calls 4.

a. Source: https://d-nb.info/1373593857/34 (focus on access highlights dev
challenges in secure architecture design)

39. Vuln Coverage Gaps - Only 5 patterns address 6/94 known vulns (OpenSCV); Families
like Mishandled Events/Gas Depletion unaddressed.

a. Source: https://d-nb.info/1373593857/34 (limited patterns force devs to
improvise mitigations, increasing coding complexity)

40. Gas Consumption Patterns » 27 patterns in gas subcategory (Performance), highest
count.

a. Source: https://d-nb.info/1373593857/34 (devs must balance efficiency in
optimization phase of life cycle)

41. Vuln Detection Tool Gaps for SO Code > 81.4% of devs use vuln tools overall; Only 20%
apply them to SO snippets; 44.9% cite lack of direct SO analysis support, 60.7% poor
usability/time costs.

a. Source: arXiv:2407.13271 (devs demand better integration for community code,
with 72.9% prioritizing security improvements)

42. Dependency Centralization Risks > 50% of 41M alive Ethereum contracts controlled by
11 deployers (0.001%); 4/10 top deployers unverified, creating 4.78M child
contracts—amplifying transparency challenges.
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a. Source: arXiv:2503.19548 (devs face systemic risks from factory patterns, with
83/100 top deployers being contracts)

43. Upgradability Vulnerabilities » 75% of token contracts using DELEGATECALL upgraded
(e.g., USDC 3x); 34.6-32.1% undocumented dependencies in Uniswap/Lido, hindering
dev maintenance.

a. Source: arXiv:2503.19548 (interconnectivity grows: median 4 unique contracts
per txn in 2024, up from 2 in 2015)

44 Solidity Version Migration Errors > 81.68% of 131 contracts error across versions;
86.92% compilation issues (type errors 59.1%), wasting dev time on fixes.

a. Source: arXiv:2508.10517 (84 evolutions from v0.4.1 to v0.8.23; fine-grained
prompting boosts LLM fix rates by 38.69%

45, Blockchain Dev Experience Trends » 75% devs report improved Solidity DEx in 2022
survey; 0.9% worsened due to debugging/stack errors; Polkadot parachain dev "rough"
from tech debt/lack of support.

a. Source: arXiv:2501.11431 (limited academic studies (7 WL vs. 55 GL); tools
comparisons highlight lifecycle inefficiencies in Truffle/Hardhat/Foundry)

46. Dev Vulnerability Granularity Preferences » 67.7% rate line-level vuln labeling highly
useful (Likert 5/5); 53.2% for function-level; Survey: 86.2% have written SCs, 73.8%
identified vulns.

a. Source: arXiv:2505.15756 (62 devs; 3,381 vulns in 2,182 contracts, arithmetic
41.6% dominant—unbalanced distribution challenges detection)

47. Inline Assembly Risks > 2.7% of 7.6M Ethereum contracts use inline assembly (207,157
contracts, avg 3.3 blocks/contract, 26.1 instructions/block); Correlates with reentrancy
vulns by bypassing Solidity checks.

a. Source:
https://ira.lib.polyu.edu.hk/bitstream/10397/99834/1/Liaoc_Large-scale_Empirical
Study.pdf (manual EVM ops expose errors in 85% cases via risky opcodes like
CALLDATACOPY)

48. Unique Vulnerabilities » 192 vulns in 14 categories; 113/192 unaddressed by tools.

a. Source: https://arxiv.org/pdf/2412.01719.pdf (gaps leave devs exposed, p.23)

49. Tool Open-Source Availability » 101/219 tools open-source; Many need further dev for
practical use.

a. Source: https://arxiv.org/pdf/2412.01719.pdf (unclear Solidity compat
complicates comparison, p.20)

50. Vulnerability Taxonomy - 192 unique groups from 561 vulns, 14 categories (120 L1, 66

L2, 6 L3); Reentrancy by 130 tools, Timestamp Dependency 78, Integer Overflow 62; 113

unaddressed.
a. Source: arXiv:2412.01719 (gaps in coverage leave devs exposed to emerging
threats)

51. ABI Breaking Changes - 4,334 changes affect 276 proxies (3,614 function removals
83%, 522 param updates); 584 broken txns (498 from removals, 86 params).
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a. Source: arXiv:2406.05712 (compatibility breaks disrupt dev
workflows/post-deploy ops)

52. Upgrade Intentions - Functionality addition 69%, update 78%; usability 93%, docs 64%,

53.

54.

55.

56.

57.

58.

59.

60.

optimization 50%, bug fixes 25%; 44.8% =5 intentions (analysis of code changes).
a. Source: arXiv:2406.05712 (multi-intent upgrades increase bug introduction risks
for devs)
Vuln Awareness > Avg 2.9/5 crypto vulns known (30.9% know all, 11.6% none); 34.8%
satisfied with testing tools, 31.9% with audit tools (Likert 24/5, n=71).
a. Source: arXiv:2312.09685 (low awareness/existing tool satisfaction hampers
secure dev)
StackExchange Obstacles » 11.6% Hash, 10.7% Signature, 20.6% ZKP posts from
insufficient crypto/blockchain knowledge; 77.9% Hash, 83.5% Signature, 70.6% ZKP
implementation-related (roadmap/template/API usage).
a. Source: arXiv:2312.09685 (483 posts show persistent dev struggles in practical
application)
Impact Categories > Unexpected stop most prevalent impact (caused by Language
Specific Coding); Unexpected functionality second (from mismatched gas/Ether
transfers); analyzed across 4 data sources with varying distributions.
a. Source: arXiv:2203.14850 (devs face unpredictable runtime issues lacking
integrated detection)
Smart Contract Code Weaknesses » 2143 vulnerabilities identified across 47 unique
types in 11 categories; Language Specific Coding dominant in Stack Overflow/GitHub
data; Structural Data Flow ~80% of CVE entries (integer overflow/underflow); 66.7% of
cleaned data sources contain weaknesses (empirical analysis of Stack Overflow,
GitHub, CVE, SWC).
a. Source: arXiv:2203.14850 (high prevalence burdens devs with manual mitigation
amid diverse sources)
SC Experience Levels » 53.4% <1yr SC exp; 32.8% 1-2yrs; 13.8% >2yrs (n=232); avg
interview 1.27yrs SC vs 11.35yrs general.
a. Source: https://weiqin-zou.github.io/papers/TSE19.pdf (short SC tenure
heightens learning pains)
Attack Category Losses > Integer Underflow $11.8M (2 incidents); Governance $4.67M
(2); Dangerous Delegatecall $4.8M (2); Storage Collisions $355K (1).
a. Source: https://arxiv.org/pdf/2507.20175 (implementation flaws directly tie to
dev errors)
Resources Usage > Google search 55%, Solidity docs 43%, OpenZeppelin 32% (n=171
surveys); Remix 43%, VS Code 38% for dev/deploy/test.
a. Source: https://www.usenix.org/system/files/usenixsecurity?3-sharma.pdf
(fragmented resources slow workflows)
Security Tool Adoption > 31% use SC security tools (static analysis 17%, Truffle 14%,
Remix plugins 14%); manual inspection dominates at 64%.
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61.

62.

63.

64.

65.

66.

67.

68.

a. Source: https://www.usenix.org/system/files/usenixsecurity?3-sharma.pdf
(over-reliance on manual methods risks misses)
Gas-Inefficient Patterns Prevalence » 52.75% of 160,301 Ethereum contracts contain at
least one inefficiency (84,566 affected; dead code 53%, costly loops 47%); manual fixes
save 10-50% gas but no automation leads to high dev rework.
a. Source: https://jcst.ict.ac.cn/fileup/1000-9000/PDF/2022-1-5-1674.pdf (daily
gas costs ~$9.77M amplify optimization pains)
Human Error in Losses > ~33% of $1.09B losses from human/ops errors (e.g.,
misconfigs, retained keys); e.g., Nomad Bridge $190M from upgrade flaw, Infini $49.5M
from dev privileges.
a. Source: https://arxiv.org/pdf/2507.20175 (preventable mistakes highlight gaps
in dev processes/tools)
Fuzzer Usability Barriers » 381 GitHub issues analyzed (Echidna/Foundry); pains include
manual setups, undocumented params, false positives from gas sims, slow EVM—steep
curve hinders adoption.
a. Source: https://arxiv.org/pdf/2506.07389 (devs frustrated by inflexibility,
leading to low fuzz integration)
Fuzzer User Study Failures » Only 2/6 participants progressed beyond trivial bugs in
90-120min; satisfaction avg 26%, adoption intention 17% (3 devs + 3 pros using
Foundry).
a. Source: https://arxiv.ora/pdf/2506.07389 (high failure rates reveal steep
learning/usability gaps in fuzzing workflows)
Complexity-Vuln Correlations - Spearman p <0.3 for all 21 code metrics vs. vuln
presence (e.g., SLOC 0.153, CBO 0.182); weaker than traditional software (0.292-0.532),
with 1.59% vuln rate in 16,239 contracts.
a. Source: https://arxiv.org/pdf/2411.17343 (low predictive power challenges devs
in identifying risks without integrated metrics/tools)
Vulnerability Detection Tools - 169 tools identified, but only 14 (8%) publicly available,
functional, Solidity-compatible, and documented; devs face setup barriers/version
mismatches/false positives up to 10 per tool.
a. Source: https://arxiv.org/pdf/2311.00270 (low usability/accessibility hinders
effective QA, leaving gaps in vuln coverage)
SAST Coverage Gaps - Securify2 supports 82.22% vuln types (37/45); SmartCheck
31.11% (14/45); Manticore 24.44% (11/45, 0% recall due to 79.44% timeouts on 626/788
contracts).
a. Source: arXiv:2404.18186 (selective focus leaves devs exposed to unhandled
categories like cryptographic/storage)
SAST Tool Precision Lows - CSA: 3.35% precision (recall 72%, F16.4%); Slither: 1.23%
precision (recall 36.18%, F12.38%); SmartCheck: 0.65% precision on SolidiFl benchmark
(detects avg 1,490 vulns/contract, overwhelming devs with alerts).
a. Source: arXiv:2404.18186 (false positives drown workflows, e.g., Slither reports 7
FPs as "Weak PRNG" in PESA Token)
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69.

70.

71.

72.

73.

74.

75.

76.

77.

Code Review Barriers » 80.2% hard to find qualified vuln reviewers; 66.4% find reviews
time-consuming; Only 26.3% use GitHub help (83.6% do peer reviews).
a. Source: https://weiqin-zou.qithub.io/papers/TSE19.pdf (essential for security
but gaps delay immutable deploys)
Library Insufficiencies » 77.2% agree Solidity libraries insufficient; 56.9% reuse but lack
general-purpose ones forces custom code (top concern 39.7%).
a. Source: https://weiqin-zou.qithub.io/papers/TSE19.pdf (desired: error logging
48.7%, ERC20 standards 45.7%)
Testing Challenges » 72.4% agree testing harder than traditional software; 69.4%
struggle with corner cases; 53.4% worry about compiler/VM flaws (only 68.1% achieve
function coverage).
a. Source: https://weiqin-zou.qgithub.io/papers/TSE19.pdf (40.5% lack mature
frameworks, 22.4% no test suite quality tools)
Debugging Pain Points » 88.8% devs find debugging difficult; 69% cite lack of
interactive debuggers; Resort to hacks like code commenting (65.1%) or events for
state checks (56.5%).
a. Source: https://weigin-zou.github.io/papers/TSE19.pdf (non-informative errors
from Solidity/EVM, no mature frameworks)

b.
Security Assurance Difficulty > 75% devs agree smart contracts demand higher
security than traditional software; 71.6% find guaranteeing security hard (survey 232
devs, 48 countries).
a. Source: https://weiqin-zou.github.io/papers/TSE19.pdf (public code enables
attacks, immature compilers with bugs risk unseen flaws)
LLM Detection Variability > GPT-40 detects 84/100 vulns (110 test cases);
Llama-3.1-8b detects 64; Traditional tools like Maian: 4 TPs (benchmark gaps).
a. Source: arXiv:2311.00270 (high FP rates up to 10/tool, devs face version
incompat and long exec times like Conkas 48min avg)
DAO Attack Loss > $60M Ether stolen in 2016 DAO reentrancy exploit; Parity Wallet:
$30M drained + $280M locked; KuCoin 2020: $280M+ stolen (high-profile incidents).
a. Source: arXiv:2311.00270 (immutability prevents fixes, amplifying dev pressure
for pre-deploy perfection)
Exploit Prevention Gaps -» State-of-art tools prevent only 8% of real-world attacks;
>80% machine-auditable but missed due to complexity (462 CodeArena defects, 54
exploits analyzed).
a. Source: arXiv:2311.00270 (Al attackers could scan vast code faster, escalating
risks amid low tool coverage)
External Data Dependencies » 2.86% of 10,500 Ethereum contracts interact with
external data (286 contracts via oracles).
a. Source: https://arxiv.org/html|/2406.13253v3 (correlates positively with code
complexity/vulns, avg 117 accesses/project)
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78. DefectChecker Performance - 88.8% F-score for defect detection (precision 88.3%,
recall 90.9% on 579 contracts).

a. Source: https://nzjohng.github.io/publications/papers/tse2021_2.pdf (fastest
avg analysis at 0.15s/contract, highlighting bytecode tool efficiency)

79. Solidity Dev Experience » 75% of surveyed devs perceived improved developer
experience in 2022 (due to updates like custom errors).

a. Source: https://arxiv.org/abs/2501.11431 (but 0.9% reported worsening from
debugging/stack errors, bytecode limits)

80.LLM Contract Optimization » 79.8% of 500 LLM-generated contracts successfully
optimized (gas savings range 4.79%-13.93% across models like GPT-40 and Llama-4).

a. Source: https://arxiv.org/pdf/2507.15761 (reveals inconsistencies in
Al-generated code quality, amplifying dev rework)

81. Security Requirement Consensus > 75% of 232 devs agree smart contracts demand
much higher security than traditional software; 71.6% find guaranteeing security
difficult due to public code, immature compilers, no best practices.

a. Source: https://weiqin-zou.github.io/papers/TSE19.pdf (survey across 48
countries; 49.1% want auditing tools, 42.2% formal verification)

82. Code Review Time Sinks > 66.4% of devs find code reviews time-consuming; 80.2%
hard to find qualified vuln reviewers; only 26.3% use GitHub help, 27.2% hire
agencies—delaying immutable deploys.

a. Source: https://weiqin-zou.github.io/papers/TSE19.pdf (83.6% do peer reviews;
84.9% see them essential but gaps risk exploits)

83. Code Review Inefficiencies = 66.4% devs find reviews time-consuming; 80.2% hard to
find qualified reviewers for vulns; only 26.3% use GitHub help, 27.2% hire
agencies—delaying deploys in immutable envs (survey 232 devs, 48 countries).

a. Source:

84. Contract Concentration » 0.05% of Ethereum smart contracts receive 80% of
transactions (study Jul 2015-Sep 2018); high-activity verified contracts avg 211
instructions max in 80%, with >2 subcontracts/libs—amplifying dev complexity in
modular code (exploratory analysis).

a. Source:
https://www.researchgate.net/publication/337603517_An_Exploratory_Study_of
Smart_Contracts_in_the Ethereum_Blockchain_Platform (immutability demands
rigorous pre-deploy testing amid skewed usage)

85. Comment Density » High-activity Ethereum contracts show higher comment ratios vs.
top GitHub Java/C++/C# projects (empirical comparison); underscores dev need for
better documentation tools to mitigate misunderstandings in complex, immutable code.

a. Source:
https://www.researchgate.net/publication/337603517_An_Exploratory_Study_of
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Smart_Contracts_in_the Ethereum_Blockchain_Platform (poor comments link
to maint pains in 2M+ deployed contracts)

86. Complexity-Vuln Link > Spearman p=0.153 (SLOC), 0.182 (CBO), 0.160 (NOS) for code
metrics vs. vuln presence (all p<0.05); vulnerable contracts show higher values in 18/21
metrics (dataset: 16,239 contracts, 258 vuln); devs urged to reduce nesting/functions
(t-tests p<0.05 discrimination).

a. Source: arXiv:2411.17343 (deep inheritance/afferent couplings heighten risks,
lacking IDE metric integration)

87. QA Tool Eval » 14 vuln detection tools benchmarked on 110 cases (100 vuln/10 safe);
category coverage gaps e.g., Gasless Send best 7/10 TPs (Smartcheck); devs face
version incompat (e.g., Conkas 48min avg time burdens workflows).

a. Source: arXiv:2311.00270 (only 6 tools tested for Solidity compat, highlighting
setup pains)

88. Tool Adoption Lows » Only 31% use security tools; Devs rely on manual inspection
(64%), basic IDEs like Remix (37%) or HardHat (36%); 42% demand Al-integrated risk
predictors in IDEs to cut false positives and speed workflows (survey of 171 devs).

a. Source: https://www.usenix.org/system/files/usenixsecurity?3-sharma.pdf

89. Exploit Losses from Dev Errors » $1.09B lost in 50 major incidents (2022-early 2025);
28% from implementation bugs like reentrancy ($118M, 7 cases) and access control
($418M, 13 cases); Testing gaps fuel business logic flaws ($177M, 5 cases) and input
validation fails ($42M, 6 cases)—direct result of immature tools (systematic review).

a. Source: arXiv:2507.20175

90. SAST Tool Failures » ~50% vuln miss rate across 788 SC files/10,394 bugs benchmark;
Precision <10% (e.g., Slither 1.23%), drowning devs in false positives; Tools falter on
compilation mismatches, path coverage limits, and selective vuln focus—pushing
manual audits (empirical eval of 9 tools).

a. Source: arXiv:2404.18186

91. Debugging Woes > 88.8% of devs find debugging smart contracts difficult; 69% cite
lack of powerful interactive debuggers as a key pain point, often resorting to manual
hacks like commenting out code (65.1%) or adding events for state checks (56.5%);
Immature tools lead to prolonged bug hunts, amplifying risks in immutable code (survey
of 232 devs from 48 countries).

a. Source:
https://ink.library.smu.edu.sg/cgi/viewcontent.cgi?article=5499&context=sis_re
search

92. Dev Security Practices » 61-83% of smart contract devs do not prioritize security
(citing speed-to-market and reliance on audits); Vuln detection rates in code reviews
below 50% overall (e.g., 19-26% for reentrancy/integer overflow); Only 31% use security
tools, with calls for IDE-integrated Al risk predictors (mixed study of 29 interviews + 171
surveys).

a. Source: https://www.usenix.org/system/files/usenixsecurity?3-sharma.pdf
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93. Learning Resources Challenge > 22.8% rank lacking resources/community as top-3
challenge (n=232).

a. Source: https://xin-xia.github.io/publication/tse196.pdf (p.12)

94. Security Non-Priority » 83% interviewees do not prioritize security (n=29); Rely on
audits/speed-to-market.

a. Source: https://arxiv.org/pdf/2204.11193 (p.6)

95. Gas Consumption Attention > 86.2% pay attention to gas; 35.3% face txn failures from
insufficient gas; 63.4% find optimization painful (n=232).

a. Source: https://xin-xia.github.io/publication/tse196.pdf (p.11)

96. SATD Prevalence » Only 1.5% of 726,235 Ethereum smart contracts contain
self-admitted technical debt (10,549 contracts); Indicates low but persistent dev
acknowledgments of code quality issues during development.

a. Source:
https://sail.cs.queensu.ca/data/pdfs/2023_Self-Admitted_Technical_Debt_in_Et
hereum_Smart_Contracts A_Large-Scale_Exploratory_Study.pdf (Section 4.1,
Observation 1)

97. SAST Tools > Miss ~50% of vulnerabilities (788 SC files, 10,394 bugs benchmarked,;
precision <10%)

a. Source: arXiv:2404.18186 (dev Skips Due precision under 10%)

b. $182M Beanstalk DAO Governance Exploit: On April 17, 2022, an attacker used
a $1B flash loan to gain two-thirds voting majority and execute a malicious
proposal via emergency commit, draining $182M from the treasury due to lack of
standard holding periods in governance. (arXiv:2406.15071)

98. $117M Mango Markets Flash Loan Attack: In 2022, attackers manipulated
governance-linked price oracles with flash loans, draining $117M; highlights enterprise
vulnerability from non-standardized voting mechanisms enabling one-transaction
takeovers. (arXiv:2505.00888)

99. $130M Cream Finance Oracle Manipulation: October 27, 2021, exploit used $500M DAI
flash loan to inflate collateral via governance-tied oracles, draining $130M; exposes lack
of unified governance standards to atomic execution risks in enterprises.
(arXiv:2505.00888)

100. $70M UPCX Administrative Exploit: April 1, 2025, attacker compromised admin
wallet to transfer 18.4M UPC tokens (2.36% supply) worth $70M; stemmed from
incomplete timelock coverage in governance, a common enterprise flaw without
software-like standards. (arXiv:2505.00888)

101.  $0.5B Potential MakerDAO Theft: February 2020 disclosure revealed flash loan
vulnerability allowing $0.5B MKR/DAI theft and unlimited minting; underscores
enterprise risks from absent governance platforms permitting borrowed token voting.
(arXiv:2406.15071)

102.  $15K Genesis Alpha DAO Drain: February 2019 attack drained $15K ETH/GEN via
malicious proposal in atomic transaction; lack of code separation in governance
platforms enabled enterprise-level treasury losses. (arXiv:2406.15071)
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103. $30B+ DAO Treasuries at Risk: Aggregate DAO treasuries exceed $30B, with 14/28
real-world attacks using token control vectors like flash loans; absence of standard
governance exposes enterprises to systemic centralization and plunder.
(arXiv:2406.15071)

104. 38% High-Severity Governance Issues: In 4,446 DeFi audit reports, 38% of
high-severity issues tie to governance, with 7,346 total governance problems;
enterprises face massive compliance gaps without unified platforms. (arXiv:2311.01433)

105.  $17B DAO Treasury Growth Exposure: DAO treasuries doubled to $17B by
November 2023, vulnerable to bribery and centralization; lack of standards amplifies
enterprise risks from voting-bloc alignments and dark DAOs. (arXiv:2311.03530)

106. 4/28 Bribing Attacks Prevalence: 4 of 28 analyzed DAO incidents involved bribing,
exploiting centralized voting power; enterprises suffer from non-standard delegation
enabling low-risk manipulation of billions in assets. (arXiv:2406.15071)

107.  Sybil Attacks in DeFi Governance: Voting Sybil attacks compromise DeFi
decision-making, with no standard platforms leading to enterprise failures like proposal
front-running and treasury mismanagement. (arXiv:2311.01433)

108. Dark DAOs Bribery Facilitation: Dark DAOs enable undetected vote-buying, with
prototypes showing low-cost ($42 ETH deployment) manipulation; enterprises face
hidden governance subversion risking entire protocol control. (arXiv:2311.03530)

109. Delegation Centralization Risks: Vote delegation centralizes power, with inactivity
whales reducing decentralization; without standards, enterprises encounter herding and
bribery scaling with DAQ size. (arXiv:2311.03530)

110. Flash Loan Voting Over $B Losses: 2020-2024 flash loan attacks stole billions,
exploiting governance without holding periods; enterprises lack software-equivalent
platforms, leading to eroded trust and massive financial/reputational damage.
(arXiv:2505.00888)

1.

112.86.4% Developers Skip Security Checks on Reused Code: Survey shows 86.4% of
smart contract developers do not sufficiently consider security when reusing Stack
Overflow code snippets, risking vulnerabilities in production. (arXiv:2407.13271)

113.88.4% Rely on Q&A but <20% Verify Security: 88.4% of practitioners use Q&A sites
like Stack Overflow for solutions, yet fewer than 20% perform thorough security checks
on reused code, amplifying exploit risks. (arXiv:2407.13271)

114. 60.7% Cite Tool Usability as Barrier: 60.7% of developers avoid vulnerability tools
due to poor usability, complexity, and high time costs, stalling secure development
workflows. (arXiv:2407.13271)

115.0nly 20% Use Tools on SO Code: Merely 20% of developers apply vulnerability
detection tools to Stack Overflow code, leaving most shared snippets unchecked for
flaws. (arXiv:2407.13271)

116.Tools Fail on 86% Fragmented Snippets: Traditional tools error on 770/897 (86%)
incomplete code snippets from Stack Overflow, hindering analysis in real-world dev
scenarios. (arXiv:2407.13271)
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117.0nly 13.6% Ensure Advanced Security: Just 13.6% of developers can guarantee
advanced security for shared code snippets, exposing ecosystems to widespread risks.
(arXiv:2407.13271)

118.  2/6 Fail to Find Non-Trivial Bugs: In a user study, only 2 out of 6 developers
progressed beyond trivial bugs in 90-120 minutes using fuzzers, with average
satisfaction at 26%. (arXiv:2506.07389)

119.5/6 Unwilling to Adopt Fuzzers: 5 out of 6 participants expressed no intention to adopt
smart contract fuzzers post-study, citing steep learning curves and inflexibility.
(arXiv:2506.07389)

120. 57.8% Struggle with Implementation Steps: 57.8% of developers face obstacles in
identifying detailed steps for cryptographic tasks, lacking high-level guidance and
templates. (arXiv:2312.09685)

121.56.3% Can't Evaluate Security: 56.3% struggle to assess the security of cryptographic
implementations, including issues like weak randomness and replay attacks.
(arXiv:2312.09685)

122.  68.9% API Usage Difficulties: 68.9% of hash-related implementation issues stem
from APl usage challenges, such as parameter understanding in Solidity.
(arXiv:2312.09685)

123.  Only 34.8% Satisfied with Testing Tools: Merely 34.8% of developers are satisfied
with existing testing tools for crypto tasks, highlighting detection gaps for specific
vulnerabilities. (arXiv:2312.09685)

124. 77% Contracts Lack Public Source Code: Over 77% of smart contracts do not
release public source codes, involving $3B+, complicating auditing and readability for
developers. (arXiv:1912.10370)

125. >90% Suffer Gas-Costly Patterns: Over 90% of real Ethereum smart contracts
exhibit gas-costly patterns, leading to overcharging and optimization burdens for
developers. (arXiv:1912.10370)

126. High-Consumption Operations Prevalence » Over 80% of Ethereum smart
contracts are subject to high-consumption operations, leading to denial of service
vulnerabilities; Source: arXiv:2504.05968 (impacts developers by increasing the risk of
contract suspension due to resource exhaustion, affecting enterprise reliability)

127.  Parity Wallet Access Control Loss - The 2017 Parity wallet vulnerability resulted in
153,000 ETH (worth $30 million) being stolen due to inadequate access control;
Source: arXiv:2504.05968 (poses enterprise risks by exposing assets to unauthorized
access, necessitating robust security measures)

128. Oyente Detection Findings » Oyente reviewed 19,366 smart contracts and found
8,833 with vulnerabilities like transaction order dependency and reentrancy; Source:
arXiv:2504.05968 (challenges developers with high false alarm rates, impacting
enterprise trust in contract security)

129. BEC Token Integer Overflow - The 2018 BEC token incident saw attackers transfer
10758 BEC tokens due to integer overflow, causing the token price to drop to zero;
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Source: arXiv:2504.05968 (increases developer pain points in ensuring arithmetic
safety, risking enterprise financial losses)

130. Upgraded Contracts Dataset Scale » Dataset of 83,085 upgraded contracts and
20,902 upgrade chains reveals diverse upgrade behaviors and gaps in public disclosure;
Source: arXiv:2508.02145 (highlights need for better tools to identify upgrades, limited
by proxy focus, burdening devs)

131.Upgrade Incidents Financial Impact - 37 real-world incidents caused over $400 million
in losses, with seven exceeding $10 million and two surpassing $100 million; Source:
arXiv:2508.02145 (significant financial risk for enterprises using upgradeable contracts,
requiring robust security)

132. Overlooked Upgrade Risks - Five of eight upgrade risks have unknown impacts,
four overlooked publicly, detected in 31,407 issues; Source: arXiv:2508.02145
(increases dev complexity with need for new mitigation strategies for unrecognized
vulnerabilities)

133.  Non-Standard Upgrade Compliance » Only 30.0% (24,955/83,085) of upgraded
contracts comply with proxy standards, with 196 distinct DELEGATECALL storage
locations; Source: arXiv:2508.02145 (complicates security audits for enterprises,
increasing risk from non-standard practices)

134. Shared Upgrade Chain Risks » 10% of 830,387 upgradeable contracts upgraded,
but 65,196 share 7,123 chains, amplifying single vulnerability impact; Source:
arXiv:2508.02145 (devs must manage shared chains carefully to mitigate widespread
enterprise vulnerabilities)

135. Transformer Detection Accuracy = Transformer models like SmartBERT achieve
F1-scores >0.90, surpassing CNNs in vulnerability detection; Source: arXiv:2506.06735
(enhances dev trust with high accuracy, reducing false negatives in audits)

136. GNN Interpretability Benefits » GNN models like ContractGraph achieve F1-scores
0.87-0.89 with visualization of key nodes; Source: arXiv:2506.06735 (helps devs trace
vulnerabilities, improving audit efficiency)

137.  Model Inference Time Overhead » SmartBERT inference up to 3-4 seconds per
contract vs. Sereum at 15ms, impacting real-time analysis; Source: arXiv:2506.06735
(challenges devs with slow feedback, increasing enterprise deployment costs)

138. Dataset Imbalance Limitations » Datasets like SmartBugs (~2,000 contracts) are
small and imbalanced, hindering Al training; Source: arXiv:2506.06735 (limits model
reliability for enterprises, increasing financial exposure to new vulnerabilities)

139. Al Exploit Success Rate » Al achieves 63% success on VERITE benchmark,
generating exploits for 17/27 incidents, outperforming ItyFuzz at 37.03%; Source:
arXiv:2507.05558 (reduces false positives for devs, lowers undetected vulnerability
risks for enterprises)

140. Inconsistent State Update Prevalence: Inconsistent state update vulnerabilities
account for 18% of total Code4rena bugs, posing significant developer challenges in
multi-step transaction management. (arXiv:2508.06192)
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141.  Real-World Exploit Share: Inconsistent state update bugs constitute 11% of
real-world smart contract exploits, leading to enterprise risks of irreversible asset drains.
(arXiv:2508.06192)

142. Recent Exploit Losses: Three recent exploits from inconsistent state updates
caused approximately $3.8 million in financial losses, highlighting enterprise exposure
due to dev omissions. (arXiv:2508.06192)

143.  Vuln Analysis Scale: Analyzed 116 inconsistent state update vulnerabilities across
352 real-world projects (2021-2024), revealing dev pain in dynamic dependencies
(47.41% root cause). (arXiv:2508.06192)

144. Fix Strategy Dominance: 58.62% of fixes involve direct variable changes, often
requiring deep semantic understanding and burdening devs in immutable environments.
(arXiv:2508.06192)

145. Exploit Method Frequency: 56.03% of exploitations exploit numerical calculation
errors, amplifying enterprise losses from dev oversights in state synchronization.
(arXiv:2508.06192)

146. Tool Detection in Projects: A PoC checker found issues in 64/208 popular GitHub
Solidity projects, with 19 confirmed by owners—exposing enterprise risks from
undetected dev errors. (arXiv:2508.06192)

147. dForce Reentrancy Loss: The 2023 dForce DeFi attack drained $3.6 million via
reentrancy, underscoring enterprise vulnerabilities from dev misuse of call() functions.
(arXiv:2504.21480)

148. BEC Overflow Impact: The 2018 BEC token exploit transferred 10”58 tokens due to
integer overflow, crashing price to zero and causing massive enterprise economic
damage. (arXiv:2504.21480)

149. Total Attack Losses: Smart contract attacks have caused $6.45 billion in losses, with
dev tool gaps preventing only 8% ($149M) of $2.3B from 127 high-impact incidents.
(arXiv:2304.02981)

150. Tool Coverage Gaps: 75% of 127 attacks ($2.06B damage) are out-of-scope for
automated tools, forcing manual dev efforts and escalating enterprise risks.
(arXiv:2304.02981)

151.Logic Bug Exploits: Absence of coding logic/sanity checks caused 42 exploits,
untouchable by tools—highlighting dev pain in logic design affecting enterprise
security. (arXiv:2304.02981)

152.  Audit Time Inefficiency: 76% of auditors spend up to 20% of time on security tools,
indicating largely manual processes that delay enterprise deployments.
(arXiv:2304.02981)

153.  Historical Losses Scale: $3.24 billion lost from attacks (2018-2022), with audit costs
$500-$15K per contract burdening enterprises amid dev tool inadequacies.
(arXiv:2410.09381)

154. $3.6B DeFi Losses from Smart Contract Vulns: Cumulative $3.6 billion USD stolen
from DeFi protocols via smart contract exploits (2016-2023), with reentrancy and
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access control flaws driving 45% of incidents, exposing enterprises to systemic asset
drains without recourse. (arXiv:2311.00270)

155. 88% Tool Miss Rate on Real Exploits: State-of-the-art vuln detectors block only
12% of 127 real-world attacks ($2.3B damage), leaving devs reliant on manual audits that
catch <50% of logic bugs, inflating enterprise audit costs to $15K+ per contract.
(arXiv:2304.02981)

156. $624M Ronin Bridge Key Compromise: 2022 Ronin exploit drained $624M ETH
from enterprise validators due to dev key management flaws; highlights 10 similar
incidents (total $1.2B losses) from retained private keys in on-chain ops.
(arXiv:2504.21480)

157.  77% Contracts Lack Public Code: Over 77% of Ethereum smart contracts withhold
source code (involving $3B+ assets), complicating dev audits and forcing enterprises
into bytecode verification with 30% error rates. (arXiv:1912.10370)

158. >90% Gas-Costly Patterns in Contracts: More than 90% of real Ethereum contracts
exhibit gas-inefficient patterns (e.g., loops, dead code), wasting $500M+ annually and
burdening devs with manual optimizations amid no IDE support. (arXiv:1912.10370)

159. 83% Devs De-Prioritize Security: 83% of smart contract developers (n=29
interviews) forgo security for speed-to-market, relying on audits that miss 50%+ vuins,
leading to enterprise exposures like $60M DAQ reentrancy loss. (arXiv:2204.11193)

160. 56% Struggle with Crypto Security Eval: 56.3% of devs cannot evaluate
cryptographic impl security (e.g., replay attacks), with only 34.8% satisfied by tools,
risking enterprise DeFi protocols to $697M access/price exploits. (arXiv:2312.09685)

161.86% Skip Security on Reused Code: 86.4% of devs reuse Stack Overflow snippets
without checks, introducing vulns in 20% of cases; tools fail on 86% fragmented code,
amplifying enterprise risks in composable contracts. (arXiv:2407.13271)

162. 5/6 Devs Reject Fuzzers: 83% (5/6) of devs refuse fuzzing tools post-study due to
learning curves, detecting only trivial bugs in 90min; correlates to 42 tool-untouchable
logic exploits ($1B+ losses). (arXiv:2506.07389)

163. 18% Bugs from State Inconsistencies: Inconsistent state updates form 18% of
Code4rena bugs (116 cases across 352 projects), with 11% real exploits ($3.8M recent
losses), stemming from dev multi-step txn pains. (arXiv:2508.06192)

164. $400M Upgrade Incident Losses: 37 upgrade incidents drained >$400M (7 >$10M,
2 >$100M), with only 30% contracts proxy-compliant; devs face 31K+ undetected
issues, hitting enterprise upgradability. (arXiv:2508.02145)

165. 80% High-Consumption DoS Vuins: Over 80% Ethereum contracts vulnerable to
DoS from high-gas ops, as in Oyente's scan of 19K contracts (8.8K flawed); devs lack
gas estimators, causing enterprise txn failures. (arXiv:2504.05968)

166. BEC Overflow Token Crash: 2018 BEC exploit minted 10*58 tokens via integer
overflow, zeroing price and wiping enterprise market cap; 60.7% devs cite tool usability
as barrier to arithmetic safety. (arXiv:2504.05968)
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167.  $6.45B Total Attack Losses: $6.45B from smart contract attacks (2018-2022), with
76% auditors wasting 20% time on tools; dev tool gaps enable 75% out-of-scope
exploits, escalating enterprise liabilities. (arXiv:2410.09381)

168. 18% Code4drena Bugs from State Inconsistencies: Inconsistent state update
vulnerabilities represent 18% of total bugs in Code4rena contests, posing major dev
challenges in multi-step txn management. (arXiv:2508.06192)

169. 11% Real-World Exploits Tied to State Updates: 11% of documented smart contract
exploits leverage inconsistent state updates, leading to enterprise asset losses without
recovery options. (arXiv:2508.06192)

170. $3.8M Losses in Recent State Exploits: Three 2024-2025 exploits from state
update flaws drained $3.8M, highlighting enterprise exposure to dev omissions in
dynamic dependencies. (arXiv:2508.06192)

171.47.41% Vulns from Dynamic Dependencies: Nearly half (47.41%) of state update vulns
stem from omitted dynamic dependencies, complicating dev workflows in complex
on-chain logic. (arXiv:2508.06192)

172.  58.62% Fixes Via Variable Modifications: Over half of fixes (58.62%) involve direct
changes to unsafe variables, reflecting dev burdens in immutable code refactoring.
(arXiv:2508.06192)

173. 56.03% Exploits Use Numerical Errors: More than half of state update exploits
(56.03%) exploit calculation errors for unfair gains, amplifying enterprise economic risks.
(arXiv:2508.06192)

174.  Vulns in 64 Popular GitHub Projects: A PoC tool found state update issues in
64/208 active Solidity repos, with 19 confirmed, underscoring widespread dev
oversight and enterprise audit needs. (arXiv:2508.06192)

175.  Only 7 Academic BcDEx Studies: Just 7 white literature studies on blockchain dev
experience vs. 55 gray, revealing research gaps that hinder enterprise tool
advancements. (arXiv:2501.11431)

176.  0.9% Worsened Solidity Experience: 0.9% of devs report declining Solidity usability
due to debugging and bytecode limits, impacting enterprise adoption amid skill
shortages. (arXiv:2501.11431)

177.  74.19% Sources Focus on Tools: 74.19% of literature emphasizes dev tools and
frameworks for efficiency, yet lacks empirical evals, delaying enterprise-grade on-chain
solutions. (arXiv:2501.11431)

178.  $3.6M dForce Reentrancy Drain: 2023 dForce exploit via reentrancy stole $3.6M,
exposing enterprise DeFi to dev call() function misuses. (arXiv:2504.21480)

179. BEC Overflow Token Mint: 2018 BEC attack minted 10”58 tokens via overflow,
crashing value to zero and wiping enterprise holdings. (arXiv:2504.21480)

180. 63% Al Exploit Success Rate: Al agent A1 generated exploits for 63% of VERITE
benchmark cases (17/27), simulating $9.33M drains and outpacing tools, heightening
enterprise threats from dev gaps. (arXiv:2507.05558)
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181.  85.9% Attack Success Without Delays: Monte Carlo sims show 85.9% exploit
success sans detection delays, dropping to 5.9% with 7-day lags, illustrating enterprise
monitoring pains from dev vulns. (arXiv:2507.05558)

182. 100% Adherence for Reentrancy Fixes: Developers showed 100% adherence to
literature-documented fixing strategies for reentrancy vulnerabilities, reflecting critical
impact and extensive study. (arXiv:2504.12443)

183. 95% Adherence for Arithmetic Fixes: 95% of fixes for arithmetic vulnerabilities
adhered to literature guidelines, indicating strong alignment for well-researched types.
(arXiv:2504.12443)

184. 0% Adherence for Bad Randomness: Developers showed 0% adherence to
literature guidelines for bad randomness vulnerabilities, highlighting significant gap in
academic guidance. (arXiv:2504.12443)

185. 0% Adherence for Time Manipulation: Adherence to literature guidelines for time
manipulation vulnerabilities was 0%, underscoring lack of practical examples in research.
(arXiv:2504.12443)

186. 143 Undocumented Fixes Identified: Study identified 143 commits containing
vulnerability resolution patterns not tracked in current academic literature, revealing
developer innovation. (arXiv:2504.12443)

187. 27 New Fixing Strategies Extracted: From 143 undocumented commits, 27 new
fixing strategies not previously discussed, offering solutions for underexplored areas.
(arXiv:2504.12443)

188. 60.55% Overall Literature Adherence: Of 364 relevant commits analyzed, 60.55%
followed literature indications, showing significant but incomplete alignment.
(arXiv:2504.12443)

189. 25% Single-Use Libraries: 25% of libraries used in only a single contract,
highlighting potential inefficiencies and dev oversight in reuse. (arXiv:2504.12443)

190. Gas Waste from Redundant Checks: Misusing library resources like SafeMath leads
to significant gas, time, and energy waste due to redundant runtime checks.
(arXiv:2504.12443)

191.EIP 1884 Gas Cost Implications: EIP 1884 raised gas costs for SLOAD operations,
potentially causing malfunctions in contracts under 2300 gas, increasing dev
challenges. (arXiv:2504.12443)

192. Lack of Automatic Overflow Checks: Neither Solidity compiler nor EVM performs
automatic overflow checks, enabling malicious exploits of arithmetic operations.
(arXiv:2504.21480)

193. Experimental Attack Outcome: In reentrancy attack experiment, Bank contract’s
balance decreased from 12 ether and 2 wei to 2 wei, with Attacker gaining 10 ether.
(arXiv:2504.21480)

194. Security Pattern Complexity: Withdrawal pattern, while reducing reentrancy risk,
increases complexity and operational cost on receiver side, raising gas consumption.
(arXiv:2504.21480)
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195. Integer Overflow Bypassing Logic: Vulnerabilities allow attackers to bypass
conditional logic, leading to infinite token minting or forged transfers, violating contract
intent. (arXiv:2504.21480)

196. Limited Academic Research on BcDEx: Only 7 studies in white literature versus 55
in gray literature address blockchain developer experience, revealing a significant
research gap that hinders enterprise tool advancements in smart contract development.
(arXiv:2501.11431)

197. Enterprise-Driven Guidance Dominance: 52.63% of gray literature sources on
blockchain DEx are published by enterprises, emphasizing industry efforts to mitigate
dev pain points like tool shortages in on-chain environments. (arXiv:2501.11431)

198. Solidity DEx Improvement Perception: 75% of Solidity developers report improved
developer experience in 2022 surveys, yet persistent challenges like debugging and
bytecode limits persist for enterprise-scale projects. (arXiv:2501.11431)

199. Declining Solidity Usability Rate: 0.9% of developers noted worsening Solidity
experience due to deep stack errors and lack of gas estimation tools, impacting startup
efficiency in on-chain contract deployment. (arXiv:2501.11431)

200. Polkadot Parachain Complexity Burden: Developers cite high technical debt and
Treasury funding uncertainty as major pain points in Polkadot parachain development,
complicating enterprise adoption of multi-chain smart contracts. (arXiv:2501.11431)

201. Tool Gaps in Smart Contract DEx: Empirical studies highlight absence of practical
debugging tools and state variable interfaces, forcing devs to manual processes that
delay enterprise on-chain integrations. (arXiv:2501.11431)

202. $4.3B Cumulative Bridge Exploit Losses: 49 bridge exploits drained nearly $4.3B,
with vulnerabilities in smart contracts exposing enterprises to systemic risks in
cross-chain DeFi operations. (arXiv:2507.06156)

203. Insecure Bridge Prevalence: 13 out of 39 bridges labeled insecure as of mid-2025,
underscoring startup challenges in building trust-minimized on-chain infrastructure
amid high exploit rates. (arXiv:2507.06156)

204. $750M Losses from Top Bridges: Three top bridges (Multichain, Ronin, Rainbow)
hacked for over $750M in 2022, highlighting enterprise pain from dev flaws in validator
and key management. (arXiv:2507.06156)

205. $850M Polygon Plasma Exposure: A critical smart contract vulnerability in
Polygon's Plasma Bridge risked $850M, patched via white-hat disclosure yielding $2M
bounty, stressing startup audit burdens. (arXiv:2507.06156)

206. Access Control Exploit Frequency: Access control flaws (V3) exploited 10 times in
bridges, causing massive losses and revealing dev pain points in initialization logic for
enterprise-grade contracts. (arXiv:2507.06156)

207. Key Leakage Incident Rate: Key leakage (V13) occurred in 10 bridge attacks,
including Ronin's $624M drain, amplifying enterprise risks from poor on-chain security
practices in startups. (arXiv:2507.06156)
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208. DeFiUser Growth Explosion: DeFi users surged 6900% from 3,000 to over 210,000
(2018-2021), but coding errors in smart contracts create enterprise vulnerabilities to
fund thefts. (arXiv:2409.00843)

209. $83B DeFi TVL Surge: Total value locked in DeFi grew over 60,000% to exceed
$83B, yet unpredictable legal liabilities from user smart contract comprehension gaps
pose major enterprise pain points. (arXiv:2409.00843)

210.  Vuln Tool Application Rare: Only 20% of devs apply vulnerability detection tools to
Stack Overflow code, with 60.7% citing poor usability, complexity, and high time costs
as barriers. (arXiv:2407.13271)

211.Security Improvement Demand: 72.9% of participants prioritize security and
vulnerability detection as the top area needing enhancement in community-shared
smart contract code. (arXiv:2407.13271)

212.  Security on Reused Code Low: 86.4% of developers ensure only basic or lower
security levels for shared code snippets, exposing projects to widespread
vulnerabilities. (arXiv:2407.13271)

213.  Post-Fix Security Changes: 10 additional security fixes identified in 6716 subsequent
commits, with 8 after literature-adherent fixes, showing ongoing vuln risks despite
initial patches. (arXiv:2504.12443)

214. Line-Level Labeling Preference: 67.7% of devs rate line-of-code level vulnerability
labeling as very useful, compared to 21% for function-level and 9.7% for file-level.
(arXiv:2505.15756)

215. Combined Tool Detection Rate: Combination of Conkas, Slither, and Smartcheck
detects 76.78% of non-arithmetic vulnerabilities in under 1 minute avg, but individual
tools miss key categories. (arXiv:2505.15756)

216. $4.3B Bridge Exploit Losses: Analysis of 49 blockchain bridge exploits revealed total
losses of nearly $4.3 billion, driven by smart contract flaws like false top-ups and forged
proofs in on-chain cross-chain operations. (arXiv:2507.06156v3)

217.  $750M Hacked Top Bridges: Three of the top six bridges by TVL in 2022
(Multichain, Ronin, Rainbow) hacked for over $750 million combined, exposing
enterprise risks from unverified on-chain contracts and past vulnerabilities.
(arXiv:2507.06156v3)

218.  $850M Polygon Plasma Risk: Critical vulnerability in Polygon's Plasma Bridge could
have exposed $850 million, patched after white-hat disclosure with $2 million
bounty—highlighting dev challenges in secure on-chain bridge design.
(arXiv:2507.06156v3)

219. 60% Causality Violation Exploits: Over 60% of bridge exploits (2021-2024)
involved causality violations like false proofs, amplifying enterprise losses from dev
errors in cross-chain txn integrity. (arXiv:2507.06156v3)

220. 82% Untrusted Calls in Contracts: Static analysis showed 82% of bridge smart
contracts have at least one untrusted low-level call, increasing dev pain in mitigating
external exploit surfaces. (arXiv:2507.06156v3)
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221.  15.7 Checks per Function Avg: Bridge contracts average 15.7 require/assert checks
per function, indicating heavy reliance on defensive coding to counter on-chain vuins,
burdening dev workflows. (arXiv:2507.06156v3)

222. $611M Poly Network Loss: 2021 Poly Network exploit drained $611 million via
trusted state root vuln, underscoring enterprise pains from inadequate on-chain
verification in multi-chain bridges. (arXiv:2507.06156v3)

223. $624M Ronin Key Compromise: 2022 Ronin hack lost $624 million from social
engineering on validators, revealing dev/enterprise risks in off-chain key management
for on-chain security. (arXiv:2507.06156v3)

224. $2B 2025 Crypto Hacks: Cryptocurrency hacking incidents in 2025 stole over $2
billion in assets, with smart contract bugs and key compromises driving enterprise-scale
on-chain vulnerabilities. (arXiv:2506.17988)

225. $2.2B 2024 Hack Increase: 2024 hacks stole $2.2 billion (21% YoY increase), the
fifth year exceeding $1B threshold, emphasizing escalating dev challenges in secure
on-chain protocol design. (arXiv:2506.17988)

226. 43.8% Losses from Key Compromises: Compromised private keys caused 43.8% of
all stolen funds in crypto incidents, outranking smart contract bugs and highlighting dev
pain in hardware-secured on-chain wallets. (arXiv:2506.17988)

227. 10 Wallets for 10 Chains: Users with assets on 10 chains need 10 independent
wallets due to monolithic, non-interoperable TEE designs, inflating dev and enterprise
usability overheads in on-chain management. (arXiv:2506.17988)

228. USDC Depegging Volatility: 2023 USDC depegging from SVB collapse caused
major price swings, illustrating enterprise risks from on-chain stablecoin vulns tied to
fiat reserves and smart contract failures. (arXiv:2508.11395)

229. DeFi Contagion Risks: Interconnected DeFi protocols create cascade failures from
stablecoin issues, amplifying enterprise impacts of on-chain smart contract bugs across
lending and trading systems. (arXiv:2508.11395)

230. DAO Attack Losses: The DAQO attack resulted in the malicious withdrawal of
cryptocurrencies worth about $60 million, highlighting the significant financial risks
associated with smart contract vulnerabilities. (arXiv:2403.07458)

231. Repository Selection for Analysis: The study considered 5874 Solidity repositories
from GitHub with a star count greater than or equal to 10, focusing on
community-appreciated repositories to ensure quality and relevance in vulnerability
analysis. (arXiv:2403.07458)

232.  Number of Analyzed Commits: After filtering, the dataset included 3462 instances
of modified Solidity smart contracts for manual analysis, representing commits that
address security vulnerabilities from the DASP TOP 10. (arXiv:2403.07458)

233. Preliminary Repository Limit: The preliminary experimental plan mined commits
from the first 1000 repositories meeting the filters, indicating a scalable approach to
analyzing developer practices in fixing vulnerabilities. (arXiv:2403.07458)
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234. Developer Awareness of Security: Research evidence suggests that smart contract
practitioners have more awareness of security compared to traditional software
developers, potentially reducing the incidence of invalid fixes. (arXiv:2403.07458)

235. Total Market Value of Smart Contracts: In March 2022, the total market value of
smart contracts exceeded 300 billion US dollars, highlighting their significant economic
importance and attractiveness to attackers. (arXiv:2504.07419)

236. Losses from Major Solana Smart Contract Attacks: Since February 2022, major
attacks on Solana smart contracts resulted in losses totaling over $181,583,994, with
notable incidents including a $100,000,000 loss from a flash loan attack on Mango and
a $52,027,994 loss due to a hacker bypassing unverified accounts in Cashio.
(arXiv:2504.07419)

237. Number of Security Analysis Tools: There are currently 113 security analysis tools
supporting Ethereum smart contracts compared to only 12 for Solana, indicating
Ethereum's dominant position and Solana's emerging status in smart contract security
analysis. (arXiv:2504.07419)

238. Integer Overflow Vulnerability Impact: An integer overflow vulnerability in the
BeautyChain token contract allowed attackers to obtain 10758 BECs, demonstrating
the severe financial risks posed by such vulnerabilities in smart contract calculations.
(arXiv:2504.07419)

239. Key Leakage Loss: A hacking incident involving Wintermute resulted in a $160
million loss due to private key leakage, underscoring the significant risks associated with
inadequate key management in smart contract ecosystems. (arXiv:2504.07419)

240. Cumulative Blockchain Hack Losses: As of 2024, SlowMist reports that cumulative
losses from blockchain hacks have surpassed $3.5 billion, highlighting the significant
financial risks associated with smart contract vulnerabilities. (MDPI: Applied Sciences,
2025)

241. BNB Chain Hack Loss: In October 2022, a hacker exploited a cross-chain bridge
vulnerability on the BNB Chain, resulting in the theft of 2 million BNB tokens, valued at
approximately $566 million, demonstrating the scale of potential losses. (MDPI: Applied
Sciences, 2025)

242. Parity Wallet Vulnerability Loss: In 2017, Parity, an Ethereum wallet provider, lost
around $270 million due to a vulnerability that destroyed a multi-signature wallet
contract, underscoring the financial impact of smart contract security flaws. (MDPI:
Applied Sciences, 2025)

243. Dataset Imbalance in Vulnerability Classes: The dataset used in the study includes
over 100,000 entries from active Ethereum contracts, with unchecked calls being the
most prevalent vulnerability class at 36,770 contracts, compared to the
underrepresented access control class with only 11,820 contracts, indicating challenges
in balanced vulnerability detection. (MDPI: Applied Sciences, 2025)

244. $181M Solana Attack Losses: Major attacks on Solana smart contracts since
February 2022 caused losses totaling over $181 million, including $100M from Mango
flash loan and $52M from Cashio unverified accounts. (arXiv:2504.07419)
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245. 113 Ethereum vs 12 Solana Tools: 113 security analysis tools support Ethereum
compared to only 12 for Solana, indicating less mature security ecosystem for Solana
devs. (arXiv:2504.07419)

246. $107{58} BEC Overflow Exploit: Integer overflow vulnerability allowed attackers to
obtain 107{58} BEC tokens, crashing the price to zero and demonstrating arithmetic
error risks. (arXiv:2504.07419)

247. $160M Wintermute Key Leak: Hacking incident resulted in $160M loss due to
private key leakage, underscoring key management pain points. (arXiv:2504.07419)

248. 86.4% Skip Advanced Security on SO Code: 86.4% of devs do not ensure
advanced security for Stack Overflow code snippets, risking vulnerabilities in
production. (arXiv:2407.13271)

249. 88.4% Rely on Q&A Sites: 88.4% of smart contract practitioners use Q&A sites like
SO for solutions, but with low security checks, amplifying exploit risks.
(arXiv:2407.13271)

250. <20% Comprehensive Audits on Reused Code: Fewer than 20% perform thorough
security audits on reused SO code, leading to potential enterprise exposures.
(arXiv:2407.13271)

251. 20% Use Tools on SO Code: Only 20% apply vulnerability detection tools to SO
code, citing usability barriers, hindering secure development. (arXiv:2407.13271)

252. 72.9% Prioritize SO Security Improvements: 72.9% of devs prioritize security and
vulnerability detection enhancements for community-shared code. (arXiv:2407.13271)

253. 464 Incidents, $2.486B Losses in 2023: 464 security incidents in 2023 resulted in
$2.4868B losses, driven by bad practices in smart contracts. (arXivi2502.04347)

254. 39,904 Contracts with 1,618 Weaknesses: Analyzed 39,904 contracts revealing
1,618 SWC weaknesses, showcasing prevalence of bad practices. (arXiv:2502.04347)

255. 35 Bad Practices Systematized: First systematic study identifying over 35 bad
practices under SWC, addressing gaps in detection tools. (arXiv:2502.04347)

256. 2.86% Contracts Use External Data: 2.86% of 10,500 contracts interact with
external data, correlating with higher complexity and vulns. (arXiv:2406.13253)

257. 249 External Data Audit Reports: 9% of over 3,600 audit reports relate to external
data, with avg 117 accesses per project, increasing risk exposure. (arXiv:2406.13253

258.
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