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Privacy Policy for PromptSpaceGuard

Promptspace.ch / Naft Unique GmbH

Effective: March 22, 2026

This Privacy Policy explains how Naft Unique GmbH processes personal data in connection with the
PromptSpaceGuard browser extension.

PromptSpaceGuard is a browser extension for Google Chrome and Microsoft Edge that detects and
anonymizes sensitive data before it is sent to supported Al services. As a rule, the detection and
anonymization of sensitive content take place locally in your browser. Input text, detected personal
data, and anonymization mappings are not transmitted to our backend.

1. Controller

The controller responsible for data processing is:

Naft Unique GmbH
c/o uhuhus KmG
Chamerstrasse 172
CH-6300 Zug
Schwitzerland

UID: CHE-181.461.693

E-Mail: contact@promptspace.ch

2.Scope

This Privacy Policy applies to the use of PromptSpaceGuard as a browser extension for Chrome and
Edge, including related licensing, audit, and administration functions.
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3. Data processed locally in the browser

Thef

ollowing data is processed exclusively locally in your browser and is not transmitted to our

backend or to third parties:

input text in supported Al input fields

detected personal or other sensitive information

anonymization mappings within the active session

locally inspected file attachment contents where required for sensitive data detection
locally executed model inference for name recognition

Anonymization mappings are stored only for the active session and are deleted when the tab is closed.

Origi

nalinput text, detected Pll values, file contents, and anonymization mappings are not stored in the

Promptspace backend.

4. Data transmitted to our backend

Our backend receives only pseudonymized or technically required operational data, in particular:

Company Key as a SHA-256 hash for license validation

Device ID for license or seat counting

audit metadata such as action, risk level, number of detected matches, and timestamp
health reports such as error codes or system status

Before any transmission, input text, detected Pll values, and anonymization mappings are explicitly

removed. Our backend therefore does not receive original input text or sensitive content detected in

the browser.

5. Purposes of processing

We process data in particular for the following purposes:

e provision and operation of PromptSpaceGuard

e detection and anonymization of sensitive content before transmission to supported Al services

e license validation and license administration

e technical error detection and system monitoring

e provision of audit information for authorized administrators

e ensuring security and fail-closed mechanisms
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6. Legal bases

Where the GDPR applies, we rely in particular on the following legal bases:

e Article 6(1)(b) GDPR for providing the extension, license validation, and performance of a
contract

o Article 6(1)(f) GDPR for legitimate interests, in particular security, error monitoring, system
stability, and administrative traceability

Under Swiss data protection law, processing takes place within the framework of applicable legal
requirements.

7. How PromptSpaceGuard works

PromptSpaceGuard is desighed so that, where possible, sensitive content is not transmitted in plain
text to external Al services in the first place.

The detection of personal and other sensitive data generally takes place locally in the browser. Before
any transmission, detected content is anonymized or pseudonymized. The response from the
supported Al service may then be de-anonymized again in the browser. Promptspace does not have
access to original input text, detected Pll values, anonymization mappings, or the content of Al
responses.

8. Browser permissions

PromptSpaceGuard uses only those browser permissions required for operating the extension. These
include, in particular, permissions for local storage, access to active tabs in supported environments,
isolated model execution, local scripting for file inspection, and periodic license and system checks.

According to the current product description, the extension is active only on supported OpenAl chat
pages.

9. Hosting and data location

The backend and dashboard of PromptSpaceGuard are operated by Infomaniak Network SA in Geneva,
Switzerland. Encrypted backups are stored with Contabo GmbH in Munich, Germany.

According to the current product description, backups do not contain Pll and are encrypted.
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10. Cookies and tracking

PromptSpaceGuard uses no cookies, no analytics tools, and no advertising tracking. No data is shared
with third parties for marketing or profiling purposes.

11. Retention periods
We store personal data only for as long as necessary for the relevant purpose or as required by
contractual or legal obligations.

In particular, the following retention periods apply to PromptSpaceGuard:

e License data: contract term plus 30 days
e Device IDs: contract term plus 30 days

e Audit metadata: 12 months

e Health reports: 90 days

Customer data is generally deleted within 30 days after termination of the contract.

12. Data security

We implement appropriate technical and organizational measures to protect personal data against
loss, misuse, unauthorized access, or unlawful disclosure.

These measures include in particular:

e TLS/HTTPS for all connections

e encryption of sensitive data fields

e storage of Company Keys as a non-reversible SHA-256 hash
e two-factor authentication for administrators

o fail-closed design if a protection component fails

13. Your rights

Under applicable data protection law, you have in particular the right to access, rectification, erasure,
restriction of processing, objection to certain processing activities, and, where applicable, data
portability.

Requests may be sent to contact@promptspace.ch.
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14. Supervisory authorities
You may lodge a complaint with a competent data protection authority. In Switzerland, this is the

Federal Data Protection and Information Commissioner. Within the EU or EEA, you may contact the
data protection authority responsible for your place of residence.

15. Changes

We may update this Privacy Policy, in particular if PromptSpaceGuard, the underlying processing
activities, or the legal requirements change. The version published from time to time shall apply.
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