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Privacy Policy - PromptSpaceGuard  
Browser Extension 

Applicable to: Chrome Web Store & Microsoft Edge Add-ons Effective: March 22, 2026 Version: 1.0 
 
In case of discrepancies, the German version above shall prevail.  
 

Data Controller 

Naft Unique GmbH Chamerstrasse 172, c/o Uhuhus kmg 6300 Zug, Switzerland UID: CHE-181.461.693 
Email: contact@promptspace.ch Phone: +41 (0)41 511 78 20 
 

What Does PromptSpaceGuard Do? 

PromptSpaceGuard is a browser extension that detects and anonymizes sensitive data (personally 
identifiable information, PII) before it is sent to AI tools such as ChatGPT. All PII detection and 
anonymization takes place locally in your browser. 
 

Data Processed Locally in the Browser 

The following data is processed exclusively locally in your browser and is never transmitted to our 
servers or third parties: 

• Input text in ChatGPT text fields 
• Detected PII (names, addresses, social security numbers, IBANs, phone numbers, etc.) 
• Anonymization mappings (e.g., "Hans Müller" → "[Person 1]"), stored in session storage, 

deleted when the tab is closed 
• File contents (PDF, DOCX, XLSX), extracted locally and scanned for PII 
• AI model inference for name recognition (executed locally in the browser) 
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Data Transmitted to Our Backend 

Our backend (api.promptspace.ch, hosted in Switzerland) receives only pseudonymized operational 
data - never your input text or detected PII:        
        

Data Purpose Legal Basis 

Company Key (SHA-256 hash) License validation 
Performance of contract (Swiss DPA Art. 
31(2)(a); GDPR Art. 6(1)(b)) 

Device ID (UUID) 
Seat counting 
(floating license) 

Performance of contract 

Audit metadata (action, risk 
level, PII count, timestamp) 

Usage statistics for 
administrators 

Legitimate interest (Swiss DPA Art. 31(1); 
GDPR Art. 6(1)(f)) 

Health reports (error codes, 
system status) 

Error monitoring, 
fail-closed security 

Legitimate interest 

Important: Before any transmission, input text, PII values, and anonymization mappings are explicitly 
removed (sanitization). 
 

Browser Permissions 

Permission Purpose 

storage Local caching of license data, settings, and PII patterns 

activeTab Access to input fields on chatgpt.com for PII detection 

offscreen AI model execution for name recognition in an isolated environment 

scripting Text extraction from file attachments (PDF, DOCX, XLSX) 

alarms Periodic license checks and system health monitoring 

The extension is only active on chatgpt.com and chat.openai.com. 
 

AI Model for Name Recognition 

• An AI model for automatic detection of personal names, place names, and organizations is 
downloaded from our Swiss backend (only with a valid license) and executed locally in the 
browser. No user data is sent to external services. There is no remote code execution. 
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Hosting and Data Location        

Service Provider Location 

Backend & Dashboard Infomaniak Network SA Geneva, Switzerland 

Encrypted Backup Contabo GmbH Munich, Germany 

There is no data transfer to third countries outside the EU/EEA. Backups contain no PII and are 
encrypted with AES-256. 
 

Cookies and Tracking 

PromptSpaceGuard uses no cookies, no analytics tools (Google Analytics or similar), and no 
advertising tracking. No data is shared with third parties for marketing or profiling purposes. 
 

Retention Periods 

Data Retention Deletion 

License data Contract duration + 30 days Automatic 

Audit metadata 12 months (default) Automatic or on request 

Health reports 90 days Automatic 

Device IDs Contract duration + 30 days Automatic 

After contract termination, all customer data is deleted within 30 days. 
 

Your Rights 

You have the following rights regarding your data (Swiss DPA Art. 25 ff.; GDPR Art. 15–21): 

• Access to stored data 
• Rectification of inaccurate data 
• Erasure of your data 
• Data portability (export via admin dashboard as CSV) 
• Objection to processing based on legitimate interests 

Requests to: contact@promptspace.ch (response within 30 days). 
 

mailto:contact@promptspace.ch


  
PROMPTSPACE.CH 

Swiss AI Governance for Privacy & Control 
22.03.2026 

 

Datenschutzerklärung für PromptSpaceGuard  4 
 

Supervisory Authority 

Switzerland: Federal Data Protection and Information Commissioner (FDPIC), Feldeggweg 1, 3003 
Bern - www.edoeb.admin.ch 

EU/EEA: The data protection authority responsible for your place of residence. 
 

Security Measures 

• TLS/HTTPS for all connections 
• AES-256-GCM encryption of sensitive data fields 
• Company Keys stored as SHA-256 hash (non-reversible) 
• Two-factor authentication (TOTP) for administrators 
• Fail-closed design: if a protection component fails, sending is blocked 

 

Changes 

If material changes are made to this privacy policy, the updated version will be published at the same 
URL. The date under "Effective" will be updated accordingly. 

https://www.edoeb.admin.ch/
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