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1

1.1

Safety

in this chapter you find arganizational measures for PC running service clients for the Bosch
portfolio for fire products. You are obliged to comply with these contractual agreements.
¥ou find also safety notices collected and sorted by topics. Later on, the safety notices are
placed before the related instruction.

Organizational measures for PC running service clients

Introduction

The Bosch portfolio for fire products covers PC programs {(Service-Clients) running on a
computer, which requires physical connection to the fire alarm system. Due to security
considerations and regulatory standard requirements, the fire alarm system must not be
installed in a shared network. This in turn means the complete fire alarm system network and
the PC running a service-client must build a physically dedicated netwark. Since Bosch only
develops the service-clients but not the PCs they are running on, the computer cannot be
controlled by Bosch. To reduce the risk of potential security issues this documents defines
organizational measures.

Measures
If measures described below require an internet connection - or the service client requires a
temporary internet connection for licensing, the PC must be physically isolated from the fire
alarm system network before connecting the PG to the internet. The internat connection must
be removed before reconnecting the PC to the fire alarm system netwark again,
1. Operating Systems
Bosch documeants prerequisites for the service clients including the operating system
versions. The clients are guaranteed to be compatible with these versions. The operating
system the client is running on must be updated on a regular base to fix potential security
vulnerabifities.
The syzteam must be configured to allow write access only to those folders, which are
required for the corresponding task. Per default, all users shall be granted read-only
PErMISSIions.
2. Antivirus
A state-of-the-art antivirus software must be installed and running on the computer. Its
definition files must be updated on a regular base.
3. Firewall
A software firewall must be installed and running on the PC. It has to be configured to
aliow traffic between the service client and the fire alarm system, updates for the
operating system and the antivirus software. Additionally it must block all other traffic.
4. Secure user login
The access to the PC must be restricted to operators using the installed service client.
The login must be secured by state-of-the-art means. If a password is chosen to secure
the access, policies shall enforce state-of-the-art password rules,
The two-man rule (four-eyes principle) or multi-factor authentication are recommended
approaches to strengthen the authentication if applicabla.
5. Software and Services
The amount of software installed on the PG shall be reduced to a minimum. Only
software required by the service client and for corresponding tasks shall be installed.
6. Usage limitations
The usage of the PC must be restricted to service related tasks by organizational means.
This also covers using the internet for other purposes than described in this documeant.

Baseh Sicherheitasystems GrmbH Metwaosing manusl 202112 | 2 | FO1W.37B.014
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7. Segregation of duties
Duties and areas of responsibility shall be segregated to reduce opportunities for
unauthorized or unintentional modification or misuse, i.e. different tasks shall be
assigned to different rolas.

2. Monitoring
All access attempts to the PC running the service client must be monitored to recognize
unauthorized access to the PC and the internet.

1.2 Explanations of safety symbols

Warning!
Indicates a hazardous situation which, if not avoided, could result in death or serious injury.

Caution!
Indicates a hazardous situation which, if not avoided, could result in minor or moderate
injury.

Motice!
Indicates a situation which, if not avoided, could result in damage to the equipment, to the
environment, or to data |oss.

1.3 Safety notices

Media converter

Warning!

Laser light

Do not look directly into the beam with the naked eye or with visual instruments of any kind
(e.g. magnifying glass, microscope). Failure to observe this notice poses a danger to the eyes
at a distance of less than 100 mm. The light emerges at the visual terminals or at the end of
the fiber optic cables connected to these. CLASS 2M |laser diode, wavelength 650 nm, output
< 2 mW, in accordance with IEC 60B25-1.

Remote Services

Caution!
For access via the internet use only Bosch Remote Services.,

Caution!

Remote Services require a secure P connection. Bosch Remote Services or connection with
Frivate Secure Network is required.

With Private Secure Network an IP network is provided, which is based on DSL with an
opfional wireless access on the panel side (EffiLink). Remote Services for Private Secura
Metwork is only available in Germany with a service agreement with Bosch BT-IE.

> B b
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Motice!

An exclusive Ethernet network is required in order to set up a central fire alarm network.
The use of a fire alarm system in any other Ethernet network is at the own risk of the user.
Bosch disclaims any and all warranties and liabilities for this misapplication.

In case of non-exclusive Ethernet network reliable alarm transmission and |T-security cannot
be ensured.

Smart Safety Link

Warning!

Ethernet security risks

Do not connect PRAESENSA to FPA-5000/FPA-1200 using Smart Safety Link due to Ethernet
SECUrity risks.

Notice!

YdS 2540

The voice alarm system must be flush with the fire panel in one single room. Otherwise the
requirements of Vd5 2540 for data transmission paths are not fulfilled.

Panel network

Notice!

EM 54

To ensure that the network is set up in compliance with EMN 54, use anly components that
have been approved for use in central fire alarm networks.

External RSTF switches and media converters in Ethernet networks must be installed in panel
housings. The installation outside of a panel housing is not compliant with EN 54.

MNotice!

TX cable length

All IP connections must be direct or via media converters approved by Bosch. The node to
node TX cable length must be less than 100 m,

Notice!

Vd3 2540

To meet the requirements of VdS 2540 for data transmission paths, use fiber optic cable for
Ethernet connections. For connections within a housing, you can use TX Ethernet cables.

Notice!

For standard applications, use standard network settings.

Changes to standard network settings are parmittad only for experienced users with
appropriate networking knowledge.

ClCHCICIRSARICIEZNRS,

Motice!

Applicable topologies

The functionality and panel-to-panel communication is limited by the panel type. Refer to the
panel specification for information on services, for number of connectable panels and for
number of connectable remote keypads.

Bosch Sicherheitssystems GrmbH Mebworking manus 2021-12 |2 | FO1.376.914
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Introduction

This document is aimed at readers with experience in planning and installing EN 54 compliant
fire alarm systems. In addition, you need networking knowledge.

This document describes a variety of fire alarm network topologies. The topologies are
described independantly of the fire panel type.

For building up panel networks corresponding to the introduced topologies and connecting
services, you need the networking pattern described in this document.

The document provides an overview of the basic conditions, limit values, and general
procedures for panel network planning and installation.

Detailed descriptions of the installation of the individual components can found in the
respective installation guides.

You find a description of the user interface of the panel contreller in the user guide included
with the device.

The user interface of the FSP-5000-RPS programming software is described in the online help.

System overview

ice Alarm System
Services
Networking
over CAN

Networking over IP
OPC-Server

Vo

In the netwaork, the Ethernet interface and |P protecols are used for different services. The

Ethernat interface can bhe disahled completely or its use disabled only for networking over
TCPR/IP. Disabling may be necessary for networking over CAN.

Enabling services

- networking over TCR/IP
In FSP-5000-RPS, enable panel-to-panel communication in the Ethernet netwaork

— OFC servers
Add an OPC server to the FSP-5000-RF5 configuration

—  Woice Alarm System connaction
Add a Voice Alarm System to the FEP-5000-RPS configuration and configure virtual
triggers.

—  Remote Services (Remote Connect as prerequisita, Remote Maintenance and Remote
Alert)
Activate the relevant check box in FSP-5000-RPS

-  Remote Services (Remote Connect as prerequisite, Remate Maintenance and Remota
Alert) for Private Secure Network

211212 | F.O1U.378.514 Metworking manual Basch Sicherheltesysteme GrbH
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Add remote access to the FSP-5000-RPS configuration and set up the remote access in

F5P-5000-RFS.

Notice!

Unintentionally data transfer

It the Ethernet interface of the panel controller is used only for communicating with an OFC
server ar for Remote Services disable the panel communication over TCR/IP, in FSP-5000-
RPS. Otherwise fire data could be transferred over the Ethernet unintentionally.

To operate Ethernet or TCP/IP-bazed services, the Ethernet interfaces must be enabled and

the correct TCP/IP settings configured.

MNetwaork of panels and remote keypads
The table shows the options for networking panels/remote keypads depending on the netwaork

topology and the paneal type. Consider the limits determined by the network topology.

Standalone

Topology AVENAR panel AVENAR panel AVENAR panel AVENAR panel
8000, premium 8000, standard 2000, premium 2000, standard
license license license license

E| Passible Fossible Possible Possible

b

Loop

Max. 32 panelsf
remote keypads,
connectivity with
AVEMAR panel
2000, premium
license, and FPA

Max. 32 panels/
remote Keypads,
connectivity with
AVEMNAR panel
2000, premium
license, and FPA

Max. 32 panels/
remote keypads,
connectivity with
AVEMNAR panel
8000 and FPA&

1 panel and max.
3 remote keypads

:C:_

Panel redundancy

Redundant panal
contreller must
be premium as
well. ¥You can also
uze a remaote
keypad as
redundant panel.

Fedundant panal
controller can be
standard. You can
also use a remote
keypad as
redundant panel.

Mot possible

Mot possible

Topology FPA-5000 FPA-1200

E| Fossible FPossible

Standalone

@E__’E Max, 32 panels and remaote keypads |1 panel and max. 3 remote keypads
Loop

:EI:I:

Fanel redundancy

Fossible

Mot possible (DIP 6 on panel
controller is not functional.)

If you extend an FPA-5000 network, Bosch recommends to extend the network with a panel of
the AVEMAR panel series.

Baseh Sicherheitasystems GrmbH
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When exchanging a panel of the FPA series with a panel of the AVENAR panel series, then it is
sufficient to exchange the panel contraller solely. Remind, that the panels of the AVEMAR
panel series does not support address cards. In case of a plugged Ethernet switch, you can
continue the usage of it.

When exchanging a remote keypad of the FPA series by a remote keypad of the AVENAR panel
zaries, check if the line resistance is within the range specified for the remote keypad of the
AVEMNAR panel serigs.

Notice!

Firmware installation

Connected panels must have the same firmware version.

A firmware installation is possible for the active panel solely. For redundant panels perform
the firmware installation for both panels. Te do so, you have to switch the panel roles and
switch it back after successful firmware installation.

Motice!

Firmware versions

For a system containing exclusively AYENAR nodes, it is recommended to run the latest panel
firmware version 4.

For a system containing at least one FPA/FMR node, it is recommended to run the latest
panel firmware version 3.x.

Motice!

From January 1, 2022 to Deceamber 31, 2025, panel firmware version 3.x 15 in maintenance
mode. During this period, new versions will be released containing fixes for critical bupgs and
critical security gaps. Mo new product features, LSN peripheral devices, GUI languages, and
normative changes are planned to be added,

After December 31, 2025 running firmware V3.x on panels that are connected to an Ethernet
interface or network increases security risks. It is strongly recommended to perform a
security risk assessment. Whan security risks are identified, it is mandatory to upgrade to
AVENAR panel and run latest firmware Y. x.

Motice!

Redundant panel contraller

It is not possible to combing a panel contraller of the AVENAR panel series and a panel
controller of the FPA series for redundancy.

e © |e| 6

Topologies

This document describes a variety of fire alarm network topaologies. The topologies are
described independently of the fire panel typa.

Motice!

Applicable topologies

The functionality. and panel-to-panel communication is limited by the panel type. Refer ta the
panel specification for information on services, for number of connectable panels and for
number of connectable remote keypads.

F021-12 2| F.01LL37H.8914 Mebworking manual Basch Sicherheltesysteme GrbH
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Ethernet loop, page 16

Ethernet loog with OFPC server, page 16
Etharnet foop with OFPC server to redundant
panel. page 17

Ethernst backbone with sub-loops (Ethernety
CAN), page 17

Cannecting Ethernet loops, page 19

Cable Description

TX Ethernet cable [copper}), node to node TX cable length < 100 m

F¥ Ethernet cable (fiber optic cable)

T¥ or FX Ethernet cable, node to node TX cable length < 100 m

CAN cable, node to node CAN cable length < 1000 m

Bosch Sicherheitssystems GrmbH
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Device Description

Panel or remote keypad {in Ethernet topology one internal RSTP
switch each)

Panel or redundant panel (in Ethernet topology internal RSTP
switch)

& remote keypad can be used as a redundant panel controller, The
netwark connections and the settings are identical for a redundant
panel controller and a redundant keypad, Usage of a redundant
keypad is applicable to AVENAR panel 8000 only.

Ethernet switch as external RSTP switch {in general Ethernet
switch MM)

Media converter

Secure network gateway for Remote Services

Limits in network
The number of panels and remote keypads that can be networked depends on the choice of
network topology.
Metworked panels and remote keypads are known as nodes.
—  The number of detection points in a network is limited to 32768,
—  The number of detection points per panel operated in a network iz limited to 2048,
—  The number of nodes par system depends on the type of topology.

A node is either a panel controller or a remote keypad.
—  The number of nodes in loop topology is limited to 332,
- With F3P-5000-RPS you can assign up to 3 configured remote keypads to one panel.
The cabling between nodes and the maximum permissible cable length is also determined by
the choice of topology.
Uip to 32 panel controllers, remote keypads and OPC servers can ba combined to form a
network.
Depending on the intended application, different panal contrallers and remote keypads can ba
divided into groups and defined as network nodes or local nodes. As a rule, within any given
group, only the status of control panels within the defined group can be displayed. The status
of all control panels can be dizsplayed and/or processed from network nodes, irrespective of
the group to which the panels belong.

Physical node address
& panel or a remota keypad is identified in the network by a unique address, which is known
as the physical node address,

Motice!
FPhysical node address for redundant panels
A redundant panel must have the same physical node address as the assigned primary panel.

202112 2 | F.010.378.914 Mebworking manual Besach Sicher heltssystame GmbH
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Motice!

The network used must meet the following minimum reguirements:
Minimum throughput: 1 Mbps

Maximum latency: 250 ms

Notice!

EMN 54

To ensure that the network is sat up in compliance with EN 54, use only components that
have been approved for use in central fire alarm networks.

External RSTF switches and media converters in Ethernet networks must be installed in panel
housings. The installation outside of a panel housing is not compliant with EN 54.

Notice!

Redundant panel - EM 54-2

For each panel, a maximum of 512 detection points can be connected according to EN 54-2. If
this number is exceeded, you have to design the panel redundantly.

Alzo if a panel acts as an interface with a CAN sub-loop and more than 512 detection points
are connected in the sub-loop, then you have to design the panel redundantly. The RSTP
switch which connect 2 loops performs the redundancy.

For a standalone panel you can connect up to 4096 detection points, even though it is
designed redundantly. If the panel is included in a network, then you can connect a maximum
of 2048 detection points.

Motice!

Make sure that the physical node address assigned to the panel matches that in the
programming software. The latter is responsible for setting the last number of the IP address
in the standard settings.

Activate HSTF as the redundancy protocol and adeopt the default standard values.

Standard Ethernet settings of fire panel
In the standard settings of the fire panel, both the FSP-5000-RPS programming software and
the control unit adopt the set physical node address as the last number of the IP address.

Notice!
Correct setting of the physical node address on the panel controllers and in the FSP-5000-
RPS programming software 1s a requirement for a run-capable network.

® o © ||

MNotice!
Use of the Ethernet redundancy must be activated separataly in the pane| controller.

- [P settings
- IP address 192.168.1.%
The last digit of the IP address in the standard settings is always identical to the
physical node address set on the panel controller.
—  Metwork screen 255.255.255.0
—  (Gateway 192.168.1.254
- Multicast address 233.192.0.1

Baseh Sicherheitasystems GrmbH Mebworking manus 2021-12 |2 | FO1.376.914
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= Poart number 25001 - 25008 (only the first port can be set, 8 consecutive ports are
always used)
-  RSTF parameters (default settings)
- Bridge Priority 32768
- Hello Time 2
- Max. Age 20
-  Forward Delay 15

Motice!

¥ou can use the standard settings of the IP configuration with networks of up to 20 RSTP
switches,

Iin the case of networks with more than 20 RSTP switches, additional settings are required
according to the topology. In-depth knowledge of netwarks is required for this.

Settings for loops with more than 20 RSTP switches
If there are more than 20 RSTP switches in the network, then you must adjust the RSTP
sgttings on the panel controller and in the programming software. Panel controllers, remaote
keypads, and the connected external RSTP switches are regarded as RSTP switchas,
Redundant panel controllers are not regarded as RSTP switches, as the switch contained
within these is not operated as an RSTP switch.
—  RSTP parameters

- Keep Bridge Priority 32768

- Keep Hello Time 2

—  Change Max. Age from 20 to 40

-  Change Forward Delay from 15 to 25

Parameters

— A maximum of 32 nodes can be used in a loop.

—  The diameter of the network must not be greater than 32, see Network diameter, page
22,

—  Ethernet switches must not be used outside of pane| housings.

—  Media converters must not be used outside of panel housings.

Features
—  The network is EN 34-compliant.
—  The network uses RSTP.

Connection to BIS with OPC server

When connecting to a building management system (BIS) via an OPC server and Ethernet

100 BaseTX in multiple building networks, you must clarify with the network administrator:

1. Isthe network designed for multiple building connections? (e. g. there must be no
technical interference due to differences in grounding potential)

2. Is the bandwidth of the bus users sufficient for the network?

F021-12 2| F.01LL37H.8914 Mebworking manual Basch Sicherheltesysteme GrbH
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Figure 4.1: Connection to BIS via OPC server

Additional information when using an OPC server
OPC servers in vour network must be added to the FSP-5000-RPS programming software.

You must perform the following settings in both the FSF-5000-RPS software and on the OPC
SETVEr:

- Metwork nodes

-  Metwork group

- H3N

- |IP address

- Port

The ORPC server uses port 25000 as standard.

Motice!

EM 54

The connection of a building management system (e.g. BIS) via an Ethernet interface using an
OFPC server or an F51 server is EN534 compliant if the EN54 relevant functions are performed
by the fire panel solely. Any ENS4 relevant control or administration {e.g. control of
nctification appliances or administration of switch-off) by the building management system
reguires an individual EN54 certification of the overall system by a certification body.

Notice!
FSP-5000-RPS programming software

You must assign an OPC server to each network node from which statuses should be
transmitted.

4.1 CAN loop

Figure 4.3 CAN loop

Baseh Sicherheitasystems GrmbH Metwaosding manusl 202112 | 2 | FO1W.37B.014
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4.2

4.3

Ethernet loop

Figure 4.3: Ethernet loop

Ethernet loop with OPC server

Ethernet switch for connecting the OPC server must be programmed separately

Program the IP address and redundancy settings of the Ethernet switch, see Setfings on
switch, page 49, As the switch is installed in the immediate vicinity (without intermediate
space)}, the power supply does not have to be designed redundantly and the fault outputs are
therefore not used.

Make sure that the RSTP settings in the panel controllers, in FSP-5000-RP5 and in the
Ethernet switch are identical.

OPC server must be programmed separately

Program the IP address, network nodes, network group and RSN, See the corresponding
section in the Installation chapter of the Networking Guide,

The OPC server uses port 25000 as standard.

Make sure that the settings in the FSP-5000-RPS pragramming software and in the OPC server
are identical.

Paramaters
- The OPC server may be connected via an Ethernet cable (coppear) or fiber optic cable.

Figure 4.4: Ethernet loop with OPC server

202112 2 | F.010.378.914 Mebworking manual Besach Sicher heltssystame GmbH
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4.4

4.5

4.6

4.7

Ethernet loop with OPC server to redundant panel

Figure 4.5: Ethernet loop with OPC server to redundant panal

Ethernet/CAN double loop

Figure 4.6: Double loop of Ethernet and CAMN

CAN loop with Ethernet segments

The main topology is a CAN loop. When the distance between two nodes is longer than
1000 m, an FX Ethernet connection can be used to cover the distance.

Figure 4.7t CAN loop with Ethernet segments

Ethernet backbone with sub-loops (Ethernet/CAN)

An Ethernet backbone is connected to all sub-loops, and therefore a connecting core area with
high data transmission rates. The RSTP switches in the backbone are not superordinate. by
default. Note that with thiz topology you are required to determine the network diameter.
Panel controllers, remote keypads and the connected external RSTP switches are regarded as
RETP switches. CAN-naetworked panels are disregarded when determining the network
diameter.

Baseh Sicherheitasystems GrmbH Mebworking manus 2021-12 |2 | FO1.376.914
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Consider the settings for loops with more than 20 RSTFP switches, see Settings for loops with
mare than 20 B5TP switches, page 14.

Motice!
This topology requires additional settings for all RSTP switches in the backbone. More in-
depth knowledge of networks is therefore required.

Motice!

If the pane! acts as an interface with a CAN sub-loop, this panel must then also be designed
redundantly according to EN 54-2 if more than 512 detection points are connectad in the sub-
loop.

This restriction does not apply in an Ethernet sub-loop, as the switches to connect the 2
loops perform the redundancy.

Additional settings
You must operate the central loop as the backbone. This central loop must be networked via
Ethernet.

Motice!

For all RSTP switches in the backbone, set a higher RSTF priority than in the sub-loops. This
ensuras that the RSTP root bridge will always remain in the backbone, even in the evant of a
fault.

The RSTP switches to connect the loops are part of the backbone!

Use a BSTP priority of 16384 in the backbone.

Notice!
The lower the set value, the higher the RSTP priarity.

Switches for connecting the OPC server and the sub-loops must be programmed separately
Program the IP address and redundancy settings of the Ethernet switches, see Setfings an
switch, page 49, For this topology, the fault outputs of the switch only have to be used if you
have designed the power supply for the switch redundantly or thera is a switch-to-switch
connection, see Ethemet switch, page 54

Make sure that the RSTP settings in the panel controllers, in F3P-5000-RPS and in the
Ethernet switch are identical.

Motice!
Change the RSTP priority for the RSTF switches that connect the loops, as they belong to the
backbone,

OPC server must be programmed separately
Program the IP address, network nodes, network group and RSN, see OFC servers, page 65,
The OPC server uses port 25000 as standard.
Make sure that the settings in the RPS programming software and OPC server are identical.

Parameters
—  The OFC server may be connected via an Ethernet cable (copper) or fiber optic cable.

202112 2 | F.010.378.914 Mebworking manual Besach Sicher heltssystame GmbH
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Figure 4.8: Ethernet backbons with sub-loops

4.8 Connecting Ethernet loops

Notice!

This topology requires additional settings for all RSTP switches in the backbone. Maore in-
depth knowledge of networks is therefore required.

Additional settings

This topology is a special instance of the Ethernet backbone with sub-loops, see Ethernet
backbone with sub-loops (Ethernet/CAN). You must operate one of the two loops as the
backhbane.

MNotice!
For all panels and switches in the backbone, set a higher RSTP priority than in the sub-loops.

This will ensure that the RSTP root bridge will always remain in the backbone, even in the
event of a fault.

The switches to connect the two lonops are part of the backbonea!
Use a RSTP priority of 16384 in the backbone.

MNotice!
The lower the set value, the higher the RSTF priority.
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Switches for connecting the OPC server and the second loop must be programmed
separately

Program the IP address and redundancy settings of the Ethernet switch, see Settings on
switch, page 49, For this topology, the fault outputs of the switch anly have to be used if you
have designed the power supply for the switch redundantly, see Ethernet switch, page 59,
Make sure that the BESTP settings in the panel controllers, in FSP-5000-RP5 and in the
Ethernet switch are identical.

Change the RSTF priority far the switches for connecting the twao loops, as they belong to the
backbone,

OPC server must be programmed separately

Program the IP address, network nodes, network group and RSM. Sea the corresponding
section in the Installation chapter of the Networking Guide.

The OPC server uses port 25000 as standard.

Make sure that the settings in the FSP-5000-RPS programming software and in the OPC server
are identical.

Parameters
—  The OPC server may be connected via an Ethernet cable (copper) or fiber optic cable.
In these examples, loop a is the backbone. Loop b is the sub-loaop.

Figure 4.10: Connecting Ethernet loop via a redundant pansl
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5

5.1

Ethernet network

In the netwaork, the Ethernet network connections are monitored continuously. If a connection
has been severed, then the interruption is detected. Repaired connections are also detected.
The network diagnosis of the panel always shows you the MAC address of the hosts
connected via the network.

MAC addresses

For netwaork connection each panel controller provides the following MAC addrasses.

- MAC address for the host

- MAC address to identify the ETH1 port

- MAC address to identify the ETHZ port

Depending on panel controller type:

-  MAC address to identify the ETH3 port

- MAC address to identify the ETH4 paort

Rules for using 4 Ethernet ports

If your panel has 4 Ethernet ports, apply the following rules in the given order. Bosch supports

networks, which are built according to the following rules, only.

1. For pangl netwaorking you have to use ETH1 and ETHZ2. An external RSTP switch on ETH1
or ETH2 must only be used for panel networking.

2. For connecting an OPC, an FSM-5000-F5I, a Voice Alarm System, an UGM-2040 you have
to use ETH3. You may cannect an external RSTP switch, which must not be used for panel
networking.

3. For Remote Services you have to use ETH4. If no connection to Eemote Services is
required, then ETH4 can be used for connecting an OPC, an FSM-5000-F51, a Voica Alarm
Zystem, or an UGM-2040,

4. |If there is no panel networking via ETH1 and ETHZ, then each can be used for connecting
an OPC, an FSM-5000-F51, a Voice Alarm System, or an UGM-2040.

Protocols

SHNMP

SNMP is used to monitor and control netwark components. To this end, paramaters of
network nodes can be read out or modified. For this vou require the appropriate network
management software {(e.g. Hirschmann HiVision).

MNotice!
The network uses the fixed SNMP community string: PLBLIC

Consider, that the AVENAR panel series does not yet support the SNMP protocol.

LLDP

LLDP is a basic protocol standardized by the IEEE. It is usad to share network information
between neighboring devices. This information is

- provided as part of the SNMP data

- displayed via the panel controller as part of the network diagnostic data

RSTP

RETF is a network protocol standardized by the |[EEE. RSTF ensures that there are no loops in
networks. Redundant paths are detected in the network, deactivated and activated when
necessary (failure of a connection).

The protocol is used for exactly this purpose in the network.
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& change to the topology following the failure of a connection is automatically canceled once it
has been repaired.

52 Network diameter

The network diameter of RSTP Ethernet panel networks must not be greater than 32.

Definition

The diameter of a network corresponds to the number of RSTF switches on the longest

possible section without loops between any 2 end points in the network.

The following must be taken into account in relation to a RSTP Ethernet panel network:

-  Each panel controller contains an end point and an internal RSTP switch.

— & combination of panel controller and redundant panel controlier counts as just one RSTP
switch.

—  Media converters are not regarded as RSTF switches.

—  CAN connections may not be included in the longest possible section.

- 0OPC servers are not taken into account with respect to the diameter,

Key
CPL Central processor in the panel controller or in the remote
keypad.
S internal RSTP switch in the panel controller or in the remaote
keypad.

Panel controller or remote keypad with central processor and
CPU internal RSTP switch.

Redundant pane| controller with central processor and internal
RSTP switch.

Fanel controller or remote keypad
Starting or end point for determining the netwaork diameter in
the examples.

Ethernet switch as extarnal RSTP switch {in general Ethernet
switch MM)

2 connected panels form the smallest possible loop. The diameter of this network is equal to
2, as the internal RSTP switches are located between the end points.

Figure 5.1: Metwork diameter of a loop with 2 panels
In a panel loop without external RSTP switches, the diameter of the network corresponds to

the number of installed panels.
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Figure 5.2 Network diameter of a loop with & panels
If a backbone and sub-loops are connected to each other via Ethernet switches, then these
external RSTP switches must also be taken into account.

Figure 5.3: Network diameter of a backbone with sub-loops
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The figure shows, for the diameter you have to find the longest path.
5.3 Cables used
U=ze only the following cables for networking. The usage of other cables is not conform to the
zafety standards in the EC directives,
—  Ethernet cable
Ethernet patch cable, shielded, CAT Se or better.
Mote the minimum bending radii specified in the cable specification.
—  Fiber optic cable
Multi-mode: fiber optic Ethernet patch cable, duplex I'VH2G 50,1254 or duplex FVH2G
E2.5/125y, 5C plug.
Single mode: fiber optic Ethernet patch cable, duplex I-'WH2E 9/125u, S5C plug.
Maote the minimum bending radii specified in the cable specification.
MNotice!
TX cable length
All IP connections must be direct or via media converters approved by Bosch. The node to
node TX cable length must be less than 100 m,
Motice!
YdS 2540
To meet the requirements of VdS 2540 for data transmission paths, use fibar optic cable for
Ethernet connections. For connections within a housing, you can use TX Ethernet cables.
5.4 Creating or modifying an Ethernet network

There are several procedures for creating an Ethernet network of fire alarm control panets.
The 2 procedures described below differ in the size of the networks and the number of
installation and configuration tasks carried out alongside each other.

Rules for using 4 Ethernet ports

If your panel has 4 Ethernet ports, apply the following rules in the given order. Bosch supports

networks, which are built according to the following rules, only.

1. Forpanel networking you have to use ETH1 and ETH2. An external RSTF switch on ETH1
or ETH2 must only be used for panel networking.

2. For connecting an OPC, an FSM-5000-F5I, a Voice Alarm System, an UGM-2040 you have
to use ETH3. You may connect an external RSTP switch, which must not be used for panel
networking.

3. For Remote Services you have to use ETH4, If no connection to Remote Services is
required, then ETH4 can be used for connecting an OPC, an FEM-5000-F51, a Voice Alarm
System, or an UGM-2040.

4. If there is no panel networking via ETHL and ETHZ, then each can be used far connecting
an OPC, an F3M-5000-F51, a Voice Alarm System, or an UGKM-2040.

Creating an Ethernet network (smaller projects)

This procedure is suitable for projects involving only a small number of engineers working on

the installation of the fire alarm system concurrently.

1. Plan out the network.

2. Create the network in FSP-5000-RP5 and configure the netwerk settings.

3. Print the network information out for safe keeping, or store the infarmation on the
laptop.

4. Install the control panels and network cables and connect them to a network.
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a.

Configure the network settings for the individual control panels directly at the cantral
unit as per the printout.

Reset each of the control panels in the network in order to activate the network
canfiguration.

Connect your computer with the FSP-5000-RPS programming software to a control panel
in the network. Load this configuration to all other control panels across the network via
this control panel. Redundant panels use the main panel configuration.

Carry out a reset in order to reset the pending error messages. Rectify any errors.

Configure the network settings on the control panels first. This gives you the advantage that
you can program the other control panels in the netwark from one control panel.

Creating an Ethernet network (medium-sized and large projects)

This

procedure is suitable for projects involving a number of tasks carried out concurrently by

several teams. As many tasks performed during installation and configuration involve
restarting the fire alarm control panel, the netwark is naot started up in this procedure until a
later stage.

1.
2.
3.

BRI T

Add

5.

Plan out the network.

Produce a canfiguration of the network without paripherals with FSP-5000-RFP5.

Print the network information out for safe keeping, or store the information on the

laptop.

Install the network cables and check individual sections or loops.

Install the panels and commission them as stand-alone panels.

Install the peripherals in the panels,

Configure each of the panels with FEP-2000-RPS.

Ensure that the individual panels are working correctly.

Commission the individual loops of the network one after the other, according to tha

topology.

Start with the backbone.

= Produce a configuration for the backbone in FSP-5000-RPS. Import all of the
necessary panel configurations. Configure the network settings and print them out.

—  Connect all panels to a network.

—  Configure the network settings for the individual control panels directly at the panal
controller as per the printout.

—  Reset each of the control panels in order to load the network configuration,

—  Ping the naighboring panels in order to check the network.

-  Commission the entire backbone and rectify any errors.

Commission the sub-loops as per the example of the backbone.

a panel to a network

Change the networlk configuration in FEP-5000-RP5.

Print the network information out for safe keeping, or store the information on the
laptop.

Install the control panel and network cables and connect them to the network.

Configure the network settings for the individual control panel directly at the control unit
as per the printout.

Reset the panel and adjoining panels in order to activate the network configuration,

Remove a panel from the netwark

1.
2.

Change the network configuration in FSP-53000-RPS.
Print the network information out for safe keeping, or store the information on the
laptop,
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Configure the network settings for the adjoining control paneis directly at the control unit
as per the printout.
Shut off the panel, and the power supply (mains and battery) before removing it from the

network.
5. Resetthe adjoining panels in order to activate the network configuration,

CAN network

Loop topology
In loop topology, the CAN cable is always routed from a CAMI terminal to a CANZ terminal
[CaM1 = CANZ]. The cable length depends on the cable cross-section.

CAN connection

The CAN connection is a two-wire connection (CAN-H and CAMN-L). Connect CAN-H to CAN-H
and connect CAN-L to CAMN-L for a two-wire connection. A three-wire connection (CAN-H,
CAN-L and CAN-GMND) may be necessary in exceptional cases, e.g. with a high EMC |load ara
significant difference in grounding potential. Connect CAN-H to CAN-H, CAN-L ta CAN-L and
CAN-GMND to CAN-GND for a three-wire connection. The shield wire of the CAN cable is only
connected to the metal housing of the panel an one sida.

Figure 6.1: CAM connection (top: AVENAR, bottom: FPA)

Cable length for networking

The maximum permitted cable length depends on the loop resistance of the cable used and on

the number of communicating.
Example: The J-¥ (53t) ¥ 2 x.2 » 0,8 mm red fire detector cable enables two nodes with a
maximum distance of around 800 m to be connected,

Motice!

The distance between two nodes in loop topology can be determined by reading off the value
at two nodes in the diagram.
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k=]

Figure 6.2: CAN network: Achievable cable length, depending on the number of nodes and the cable

resistance

L= cable length in metars

M= numberof nodes

6.1 Creating or modifying a CAN network

This procedure is suitable for projects involving only a small number of engineers working on
the installation of the fire alarm system concurrently.

Procedure for creating a CAN natwork

i. Plan out the network.

2. Create the network in FSP-5000-RPS.

3.  Print the network information aut for safe keeping, or store the information on the
laptop.

4. Install the control panels and connect them with CAMN cables to a network.
Connect your computer with the FSP-5000-RPS programming software to a control panel
in the network. Load this configuration to all other control panels across the network via
this control panel. Redundant panels use the configuration of the main panel.

6. Carry out a reset in order to resat the pending error messages, Rectify any errors.

T Ethernet and CAN networking pattern

For building up panel networks corresponding to the introduced topologies and connecting
zervices. you need the networking pattern described in this document.

Icon Description

s sssssssss | 1% Ethernet cable (copper), node to node TX cable length < 100 m

e s | FX Ethernet cable (fiber optic cable)

— —— | 7% or FX Ethernet cable, node to node TX cable length < 100 m
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leon

Description

CAM cable

Housing

Mote: In arder to simplify the overview of various networking
patterns, the figures in this chapter show always a small panel
housing for symbaolizing a panel. This small housing does net
provide in all presented cases sufficient space to mount the
displayed switches, media converters and gateways. Use the
Safety Systems Designer to ensure, that you order the correct
amount and the correct size of housings to install the eguipment.

AVEMAR panel

FPA

AVEMAR panel or FPA

switch MM}

Ethernet switch as external RSTP switch (in general Etherneat

102112

2
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Description

Media converter

Secure network gateway for Remote Services

Connection to OPC server, FSM-5000-F5I, Voice Alarm System aor
LUGRM-2040

7.1 Panel network over Ethernet

.

15

Figure 7.1: Panel network over Ethernet

For ranges greater than 100 m the range extension with media converters is mandatory. For
ranges less than 100 m the media converters might not be required.

7.2 Panel network over CAN

Figure 7.2: Paneal network over CAN
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7.3 Connect services to panel

Figure 7.3i Left side: without panel network, Right side: with parel network

Only for more than two services connected ta the panel, the Ethernet switch is required.
For ranges greater than 100 m the range extension with media converters is mandatory. For
ranges less than 100 m the media converters might not be reguired,
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7.4 Panel network over Ethernet with redundant panels

Figure T.4: Panel network over Ethernet with redundant panels
For ranges greater than 100 m the range extension with media converters is mandatory. Far
ranges less than 100 m the media converters might not be required.

7.5 Panel network over CAN with redundant panels

Figure 7.5: Panel network ower CAN with redundant panels
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7.6 Panel network over two Ethernet loops

Figure 7.6: Connect Ethernet networks

7 e Panel network over two Ethernet loops with redundant panels

Figure 7.7: Connect Ethernet networks with redundant panels

7.8 Connect Ethernet and CAN network with redundant panels

— . a Em mm mm s mm mm omm owm ) ommowl

Figure 7.8: Connect Ethernet and CAN network with redundant panels
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For ranges greater than 100 m the range extension with media converters is mandatory. For
ranges less than 100 m the media converters might not be required.

7.9 Connect remote services to redundant panels

It is possible to connect the Secure network gateway to a redundant FPA or to a redundant

AVEMNAR panel; For the following reasons, consider to connect the Secure network gateway

not to & redundant AVENAR panel but to a AVENAR panel without panel redundancy:

—  The procedure is an interim solution.

—  |ncase of a connection to a building management system via FSM-5000-F51 / OFC the
ETH3 port of the redundant panel controller must be used and configured.

7.9.1 Redundant AVENAR panel

Figure 7.9: Left side: in Ethernet network Right side: in CAN network
For ranges greater than 100 m the range extension with media converters is mandatory. For
ranges less than 100 m the media convertars might not be required.

Procedure

1. For connecting the Secure network gateway, connect it to the ETH4 port of the redundant
panel controller.

2. Inthe CAN network an Ethernet cable is required from the ETH1 to the ETH1 port of the
redundant panel controller. Configure the ETH1 settings in the FSP-5000-RPS Net
interface-Ethernet window:

- For Line Type select Link
- & line number greater than 0'in Cennected te Line Number causes that the
connection is supervised.

3. Faor both, CAN network or Ethernet network, configure the ETH4 settings in the FSP-5000-
FPS Met interface-Ethernet window:

—  Enter 0 in Connected to Line Number.
-  Mark Use Port.
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7.9.2 Redundant FPA

’ -J.;;JI -:- :
e
g
ETEIat L |

Figure T.10: Left side: in Ethernet network Right side: in CAN network
For ranges greater than 100 m the range extension with media converters is mandatory. For
ranges less than 100 m the media converters might not be reguired,

Procedure in CAN network

1. For connecting the Secura network gateway, connect it to the ETH2 port of the redundant
panel controller,

2. Inthe CAN network an Ethernet cable is reguired from the ETH1 to the ETH1 port of the
redundant panel controller. Configure the ETH1 settings in the FSP-5000-RPS Net
interface-Ethernet window:

- For Line Type select Link
—  Aline number greater than O in Connected to Line Number causes that the
connection is supervised.

3. Configure the ETH2 settings in the FSP-5000-RP5 Net interface-Ethemnet window:

—  Enter 0 in Connected to Line Number.
- Mark Use Port.

7.10 Connect life safety services to redundant panels

You must connect fife safety services to an AVEMAR panel without panel redundancy:

—  The interim solution for remote services is not suitable for life safety relevant connections
to a voice alarm systems (VAS over IP) or to a hierarchy panel (UGM-2040), An EN 54
certified switch connected to the main panel controller and to the redundant panel
controller must be installed,
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8.1

Figure 7.11: VAS and hierarchy panel interface to redundant AVENAR panel

Remote Services

The following services belong to Remote Services:

- Remote Connect

- Remote Alert

- Remote Maintenance

FPrarequisite for Remote Alert and Remote Maintenance is Remote Connect.

Remote Connect

Remote Connect provides a trusted and secure internet connection, which enables remote
access to a panel via F3P-5000-AFPS. Remote Connect is the basis for all Remote Services. For
Remote Connect use the Secure network gateway.

In case of a panel netwark, ane panel of the panel network has to be connected to a Secura
network gateway. Exclusively this connection, needs to be a dedicated Ethernet connection.

Notice!

While Remote Connect supports connection to a panel network via Ethernet or CAN, Remote
Alert and Remote Maintenance functionality is only supported when Ethernet networking
between panels is provided and configured for service usage.

Remote Connect has to be enabled in the FSP-5000-RPS configuration of this panel.
The following topology shows panel controllers connected via Ethernet where a Secure
network gateway is connected to the network via an Ethernet switch {in genaral MM).
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-
Figure B.1: Remote Connect in an Ethernet loop

MNotice!
To connect panels via FX. use media converters approved by Bosch.

Tao prevent sending EN 54-2 relevant multicast traffic to the router, use the Ethernet switch (in
general MM, BPA-ESWEX-RSR20) approved with panel version 2.8. Activate IGMP snooping of
the Ethernet switch, see the corresponding section in the Installation chapter of the
MNetworking manual.
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Motice!

The internet router {or the company network which provides internet access) as well as the
Secure network gateway must provide separated sub-netwaorks. Panels of the panel network
may not be placed in the sub-netwaork of the internet router. Also overlapping of the sub-
networks is not possible.

in case of overlapping sub-netwaorks you have to separate the sub-networks by changing the
IP addresses on panel network side.

Additionally you have to propagate the changes to the Secure network gateway, To do so,
launch the web interface via a web browser:

- Address: https://192.168.1.254

- User name: bosch

- Password: iptig3

Under Configuration -= Network (LAN) you can change the IP address. Consider, that the
Default gateway: address in the panel controller configuration must match the IF address of
the Secure network gateway.

MNotica!
in accordance with DIBt guidelines, remote resetting is not permitted via Remote Services to
restore the operational readiness of door control systems with motorized opening assistance.

8.2

The foliowing topology shows a CAN network where a Secure network gateway is connected
to the network via Ethernet port.

Figure 8.2: Remcte Connect in a CAN loop

Remote Alert

Through Remote Alert, a panel pushes relevant status information to the Remote Portal.
Transferred data are analyzed with Remote Alert. In case of an unexpected event, the user will
be informed via SMS and/or E-Mail about the received alerts.

Remote Alert iz also available for Private Secure Network.
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8.3 Remote Maintenance

Remote Maintenance offers the possibility to remotely monitor certain parameters of various
sacurity items connected to a fire panel. Via the Remote Portal, you can conduct walk tests.

Figure B.3: Remote Maintenance

MNotice!
Ethernet connections used only to transfer Remote Maintenance data may be realized as
Ethernet or fiber optic cables. Mote the permitted maximum cable lengths.

Motice!
To connect panels via FX, use media converters approved by Bosch.

Remale
Malntenance

Figure B.4: Remote Maintenance
When using Remote Maintenance with Ethernet networks, one panel in the network must be

connected to the router for data transfer purposes. all collected data is transfered from the
network via this connection,

Remote Maintenance for Remote Portal

Remote Maintenance collects data of relevant LSN devices and functional modules and sends
them to the Remote Portal where they are analyzed and visualized for maintenance activities.

Remote Maintenance for Private Secure Network
Remote Maintenance can be configured for Private Secure Network: Collected data will be
sant to a central management server system [(CMS),
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Caution!

Remote Services require a secure |IF connection. Bosch Remote Services or connection with
Frivate Secure Metwork is required.

With Private Secure Network an |P netwaork is provided, which is based on DSL with an
optional wireless access on the panel side {EffiLink). Remote Services for Private Secure
MNetwork is only available in Germany with a service agreement with Bosch BT-IE.

Notice!
To connect panels via FX, use media converters approved by Bosch.

Remaote
Maintenance via
Private Secure

MHetwork

TN
seryvice

Canter
Figure 8.5: Remote Maintenance for Private Securs Network

For Remote Maintenanca, you must anter the server IP address and port of the Remote
Maintenance system server in the FSP-5000-RPS programming software.
&ssign a unique Panel Network ID to the network.

Switch for connecting the CMS must be programmed separately

Program the |P address and redundancy settings of the switch, sea Sattings on switch, page
49 As the switch is instalied in the immediate vicinity {without intermediate space), the
power supply does not have to be designed redundantly and the fault outputs are therefore
not used,

Make sura that the RSTP settings in the panel controllers, in FSP-5000-RPS and in Ethernet
switch are identical.
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8.4

Remote Portal

Requirements

Motice!

To avoid reconfigurations or adjustments when using Remate Services, ensure that the
following requirements are met:

- panel with firmware 2.19.7 or higher, all panels connected via Ethernet, Ethernet interfaces
enabled and standard Ethernet settings

- Remote Connect enabled in the FSP-5000-RPS panel configuration

- Sacure network gateway for Remote Services available

- computar with FSP-5000-RPS 4.8 or higher installed and internet access

Motice!

fAvoid update of Secure natwork gateway during connaection,

Updates of the Secure network gateway run regularly in the early morning hours. Thus,
specify the time zone under Systeam -> General Settings -= Timezone.

Instructions
For using Remote Services you must be user of a Remote Portal account.

Step 1: Create a Remote Portal account

You can have multiple users under one Remote Fortal account. Each Remote Portal account

has one unique Remote ID, which is meant to represent one company. If you cannot use an

existing Remote Portal account, you have to create one:

1. On https://remote boschsecurity.com - Sign Up enter vour name, your company and
your email address and create a password. Observe the terms and conditions and salect I
agree to the terms and conditions. Also observe the privacy statement and select | agree
to the privacy statement.

2. Click Register.

The Remote Portal promptly sends an email to the provided address containing an
activation link.

3. For activating the account click the activation link. On the Remate Portal click your user
name and select Account Settings. Here you find your Remote (D, You will need this
Remaote ID at the panel controller later.

To give each of your technicians an own account you can create several users for the same

Remote |0:

You are logged in to the Remote Portal.

¢ Select Users -> New Technician. Then enter the required data and confirm with Save.

Step 2: Connect Secure network gateway

Faor establishing Remaote Services use a Secura network gateway.

1. Connect the WaAN port of the Secure network gateway to the internet router or to the
company network which provides the internet access.

2.  On the internet router or company network check the availability of the following
protocols and ports, to the Secure network gateway {reguired for connection to Remote

Services).
Protocaol Default port Description
HTTP 80 and 8080 for Remote Connect

registration and Remote
fMaintenance
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Protocol Default port Description

IPsec VPN UDF 500 and UDP 4500 for Remote Connect

3. Connect the LAML port of the Secure network gateway to the designated Ethernet port of
the panel controller using the supplied CATS RJ45 network cable. Observe the possible
topologies,

4. Connect the Secure network gateway toa 100V - 230 V mains supply using the supplied
power supply.

WAN LED on (blug}, when the connaction to the internet has been established. VPN LED on

(blue) shortly after, which indicates that a VPN connection to the Remote Portal has been

established.

Each connected panel or panel network has one unique System 1D.

Separating sub-networks (VPM LED off)

Connecting the Secure network gateway for Remote Services fails in case of overlapping sub-
networks (VPN LED off). The following example shows a Secure network gateway and a panel
controller in the same address range as the DSL router.

192.168[112] 192.168[1.254 192.1681.1 |
fula DHEF
m

DSL router

192.153& 192.168[5.254] f 151.1‘/

[via Dy

DSL rowter f

A Secura network gateway detacts overlapping sub-networks unambiguously: The Alarm LED
iz blinking continuously.

Separating the sub-networks is done by changing the third octet of the IP address. You change
the 1P addresses on panel network side. After changing the IP address yvou have to propagate
the changes to the Secure network gateway. To do so, launch the web interface via a web
browser:

- Address: https://192.168.1.254

- User name: bosch

- Password: iptig3

Under Configuration -> NMetwork (LAN) vou can change the IP address. Considar, that the
Default gateway: address in the panel controller configuration must match the IP address of
the Secure network gateway.

Step 3: Establish remote connection
1. At the panel use standard Ethernet settings.
2. Restart the panel.
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3. For authentication select Configuration -> Network Services -> Change date [ time, enter
the current date, and confirm your settings.

4. Select Configuration -> Network Services -> Remote Services, and enter the Remote 10.

¥You can check the status of the remote connection: Salect Diagnosties -> Network Services -=

Remote Services at the panel controller.

Step 4: Assign license in the Remote Portal

To activate the usage of the Remote Services you have to assign a license in the Remote
Paortal. One license is automatically supplied to your account with the first successful
cannection.

Motice!
An already assigned license cannot be reassigned or suspended.

1. On https://remote boschsecurity.com -= Login enter your email address and your
password,

2. Select Systems.

3. Select thae system.

4.  Under Services click the Add Service button underneath the service.

5. Asadefault the license will automatically renewed (Service Settings, option With Auto-

Renaw).
6. Click Save to confirm your settings.
After assigning the license you can use the corresponding service. An assigned license is
shown by a green hook.

Step 5: Reorder license

1. Order one-year licenses from Bosch Fire Alarm Systems. Each network requires its own
licenses.
EBosch sands an email to the address provided. The email includes unigue licensa
registration numbers for the quantity of licenses ordered, as well as instructions and a
link to the Remote Portal.

2. 0On https://remote boschsecurity.com -> Login enter your email address and your

password,

Select Licenses.

Click the + button.

Follow the instructions given in the Add Licenses window and confirm with Save.

. The list of licenses is updated.

9 Smart Safety Link

This chapter specifies the technical solution for a secure Ethernet interface between Bosch
fire panels and Bosch voice alarm systems.

Smart Safety Link is the most reliable and secure interface to combine a fire detection and a
voice alarm system (VAS). Smart Safety Link offers exceptional flexibility and options for
expandability.

The bi-directional data communication establishes a supervised connection between the fire
detaction panel and the VAS. Both the fire panel and the VAS indicate a fault message when
the connection is interrupted. In case of an interrupted connection, the user can start the
evacuation of the complete building manually by using a call station of the VAS. An
interruption of the interface does not lead to an automatic evacuation of the building. When
the interface is re-astablished, the fire panel automatically re-synchronizes the current alarm

ot D o

F021-12 2| F.01LL37H.8914 Mebworking manual Basch Sicherheltesysteme GrbH



AVENAR panel | FPA-S000 | FRA-1200 Smart Safety Link |en 43

state with the VAS. In caze of a fire condition, the fire panel can automatically start voice
announcements using virtual VAS triggers that are activated by rules which are configured in
FEF-5000-RF5. The fire panel generates a supervisory message when an evacuation event is
started from the VAS. A malfunction on the Va5 will generate a fault message on the user
interface of the fire panal.

Through the graphical user interface of AVENAR panel the operator has the possibility to
silence the announcements of the fire panal. The operator can request a status overview of all
virtual triggers. Each virtual trigger can be marked with an unambiguous label containing the
location and message type. A clearly distinctive color is reflecting the condition of each virtual
trigger. An operator with L2 user rights can start and stop the voice announcement in the
selected virtual trigger manually.

FPAVYIRO or Praesideo can be connected to FPA and AVEMAR panel.

Due to its networked topology PRAESENSA requires an interface with encrypted data
communication. Only use AVENAR panel running on panel controller firmware version 4.x to
connect with PRAESENSA,

Smart Safety Link over Ethernet was introduced in panel controller firmwara version 2.11 and
FSP-5000-RPS wversion 4.3,

Warning!

Ethernet security risks

Do not connact PRAESENSA to FPA-5000/FPA-1200 using Smart Safety Link due to Ethernet
security risks.

Motice!

Voice alarm system connected to AVENAR panel

Each fire panel which is physically connected to a voice alarm system via Smart Safety Link
needs a premium license.

® P>

Motice!

Voice alarm system connected to FPA

Each fire panel which is physically connected to a voice alarm system via Smart Safety Link
and running firmware version 3.x does not require a license key for voice alarm.

9.1

One direct VAS interface

The fire panel and voice alarm system can be connected by one single TX Etharnet cable.

®

Notice!

YdSs 2540

The voice alarm system must be flush with the fire panel in one single room. Otherwise the
requirements of ¥dS 2540 for data transmission paths are not fulfilled,

2.1.1

Praesideo and PAVIRO
AVENAR panel and FPA can be directly connected to the dedicated Open Interface Ethernet

port of the system controller of Praesideo {(PRS-NCO-3) or PAVIROD (FVA-4CR12).
Use the Open Interface for a single panel ar for a pane! netwaork.
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= - 5
r ' " '
Prieskdes/

PAVIRG

PAVERD

Figure 8.1: One direct Praesideo|PAVIRD interface

Motice!
If an MPC-xxx-B panel controller shall be used for the direct connection to a Praesideo/

PAVIRO system a cross-over patch cable is required as neither Praesidea,/PAVIRD nor the
MPC-ooi-B supports Auto-MDIX).

9.1.2 PRAESENSA

PRAESEMSA is a networkable voice alarm system using an IP-network for audio and control.
Always connect AVEMAR panel through a PRA-ESBP2S Ethernet switch, 8xPoE, 2xSFP to

PRAESEMNESA.

FRAAESENEA

[T

Figure 9.2; PHAESENSA to AVEMNAR panel

Caution!

Ethernet security risks
Do not use Smart Safety Link to connect PRAESENSA to FPA-5000/FFA-1200. Only use

AVENAR panel and AVENAR keypad 8000 in the complete netwaork. For connacting
FRAESENSA to FPA-SO00/FPA-1200 use relay contacts as specified in TI2363,/2021. Otharwise

Ethernet security risks occur,
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Motice!

PRAESENSA to AVENAR panel

- Use PRA-ESBP2S exclusively for Smart Safety Link. Besides the PRA-SCL System controllar
do not connect other PRAESENSA equipment to the Ethernet poris of the Ethernet switch,
BxPoE, 2x5FF. Do not use the Ethernet switch, BxPoE, 2xSFEP for connection to a Building
Management System, Hierarchy panel, Secure Metwaork Gateway for Remote Services, etc.

- Use a panel containing only one panel controller to connect with PRAESENSA using Smart
Safety Link. Smart Safety Link to PRAESENSA is not yet compatible with panel controlier
redundancy. The panels in the network that are not directly connected to FRAESENSA may
contain panel controller redundancy.

- Use CAN-Bus topology for the panel network. o not use an Ethernet pane! network.

- All AVEMAR panel and alt AVENAR keypad 8000 in the network must run with panel firmware
4.x.

9.2

Procedure

1. Mount the PRA-ES8BP2S Ethernet switch in the PRAESENSA rack. Install PRA-SCL flush to
AVENAR panel, in one single room. Do not mount the PRA-ESBP2S Ethernet switch in the
AVENAR panel enclosure.

2. PRAESENSA must supply the power for PRA-ESBPZS.

3. Configure the PRA-ESBF25 Ethernet switch:
- only allow unicast communication between FPE-8000-PPC and PRAESENSA

Controller

- block all multicast communication
— disable RSTP

4.  Check the mode of PRAESENSA, it must run in DHCP mode. Zeroconf mode is not
supported when using Smart Safety Link.

5. Connect the PRAESEMSA Controller by a single Ethernet cahle (RSTP disabled).

6. For the Smart Safety Link configuration of AVEMAR panel, select Enerypted VAS aver IP
in FSP-5000-RP35.

Multiple direct VAS interfaces

In a CAN network, each fire panel can be connected to one voice alarm system. Apply the
direct interface connection as specified in One direct VAS interface, page @3.
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Pragsiden |
PV RO

Praesideo |
PAVIRO

Figure 9.3: Multiple direct VAS interfaces

For each node, for which you want to deactivate panel networking over IP, perform the
following procedure in FSP-5000-RPS:

1. Select the node for deactivating panel networking,

2. Select Use Ethernet Settings.

3. Deselect Panel Networking over IP.

4. Click Apply .

9.3 VAS integrated in Ethernet panel network

If Praesiden and PAVIRO are integrated in panel networks, then the voice alarm system have a
redundant transmission path. The redundant transmission path allows that the fire alarm
panal and the voice alarm system are installed in separate rooms.

Currently it is not possible to integrate PRAESENSA into an Ethernet panel network.

MNotice!

Wds 2540

The voice alarm system must be flush with the fire panel in one single room. Otherwiza the
requirements of ¥d5 2540 for data transmission paths are not fulfifled.

Motice!

YdS 2540

To meet the requirements of VdS 2540 for data transmission paths, use fiber optic cable for
Ethernet connections. For connections within a housing, you can use TX Ethernet cables.
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PAVIRD
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Figure 9.4: VAS integrated in Ethermet panel netwaork

To prevent sending EN 54-2 relevant multicast traffic to the router, use the Ethernet switch {in
general MM, BPA-ESWEX-RSR20) approved with panel version 2.8, Activate IGMP snooping of
the Ethernet switch, see the corresponding section in the Installation chapter of the
Metworking manual.

The fire alarm system must supply the power for the Ethernet switch.

Installation

Checklist
Before starting with the installation of the network, please review all of the points set out
below.
—  Ethernet and CAMN
—  The requisite line lengths of the Ethernet TX, Ethernet FX and CAN TX and CAN FX
cables are |ess than their maximum length.
—  The entire peripherals and their cabling in the individual panels are planned.
—  NMNetwork planning
- All IP addresses and network settings for the individual panels and additional
network components are planned and at vour disposal,
—  An overview of the additional components to be installed, such as Ethernet switches
and media converters, and their cabling with neighboring panels is at your disposal.
- An overview of the network topology to be installed is at your disposal,
- All netwark redundancy settings have been planned and are at your dispasal,

Settings on media converter

Only a few steps are required to use the media converter:

—  Set the DIP switches.

-  Connect the media converter to the FX network cables and CATSe network cables,

—  Supply the media converter with power via the internal BCM battery controller module.
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MNotice!

The media converters are only supplied with power via power supply terminal 1.

The errar LED on the media converter js therefore continuously lit. However, this does not
atfect the functionality of the device.

Motice!

Use only the following cables for networking:

Ethernet cable

Ethernet patch cable, shielded, CATSe or better.

Mote the minimum bending radii specified in the cable specification.

Fiber optic cable

Multi-mode: fiber optic Ethernet patch cable, duplex -WH2G 50/125p or duplex -WH2G
62.5/125y, SC plug.

Single mode: fiber optic Ethernet patch cable, duplex I-WHZE 9/125p

Mote the minimum bending radii specified in the cable specification.

Motice!

Refer to the installation guides for the mounting kits for information on how to install a media
converter in the housing of a panel: FPM 5000 KMC (F.01.266.845) FPM-5000-KES
(F.01U.266.844)

Notice!
The maximum transmission section for multimode media converters via FX is 2000 m.
The maximum transmission section for single mode media converters via FX is 40 km.

Using the DIF switches, configure the media converter as shown in the following figure.

MNotice!
Only change the DIF switch settings on media converters when they are de-energized.

O @ o |

DIP switch number Setting

1 Link Fault Pass-Threugh activated
2 Ethernet: automatic mode

3 Ethernet: 100 MBit

4 Ethernet: fully duplex

5 Fiber optic cabla: fully duplex

6 Link down: off
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10.2 Installing Ethernet switch

Warning!

Laser light

Do not look directly into the beam with the naked eye or with visual instruments of any kind
[e.g. magnifying glass, microscope). Failure to observe this notice poses a danger to the eyes
at a distance of l@ss than 100 mm. The light emerges at the visual terminals or at the end of
the fiber optic cables connected to these, CLASS 2M laser diode, wavelength 650 nm, cutput
< 2 mW, in accordance with IEC G0B25-1.

Motice!
Fefer to: Installation guide for the Mounting kit for Ethernet switch FPM-5000-KES
(F.011.260.523),

10.3 Settings on switch

In order to be able to use the switches in the network, you need to program them:

Connect your laptop to the network and use the HiDiscovery software supplied by the
manufacturer to carry out the initial programming of the switches. Using this software, search
for the switches in the network. Double-click on a switch to select it and assign an IP address
toit.

Following the initial programming of the IP address, you can use a web browser to call up the
configuration user interface for the switch.

Motice!

Fefar to the manufacturer's user guide for an exact description of the installation and
configuration of the switches, Access data:

User: admin

Password: private

Use a browser to call up the configuration user interface for tha switches,
Y¥ou must perform the following settings in the switch:

- Assign IP address, page 49,

- Frogram redundancy settings, page 50.

Furthermore, optional settings e. g

- FProgramming the fault relay, page 50,

- FProgramming connection monitoring, page 51,

—  Activating IGMF snooping, page 52.

10.31 Assign IP address

Notice!

Fractical tip:

in the device part of IP addresses, use numbers greater than 200 (oo ok, 200) for
switches, if your network configuration allows this. This will give you a clearer separation
from the host identifier of an IP address.

Example:

Switch 192.1668.1.201 is assigned to the panel with the IF address 192.168.1.1.
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MNotice!

Flease refer to the following manufacturer documents for an exact description of the
installation and configuration of the switches:

installation user guide

Web-based interface reference guide

Use a browser to go to the configuration user interface for the switch.

In the Basic Settings -> Network menu, set the following values depending on the topology
chosen:

- Mode: local

—  |P address: the required |F address, e.g. 192 168.1.201

—  MNetwork screen: the required network screen, e.g. 255.255.255.0

-  Gateway: the required gateway, e.g. 192.168.1.254, or 0.0.0.0 if no gateway is required
Click on Write,

Motice!

The settings in the individual menu items in the switch configuration take effect after clicking
on Write.

The settings are only saved permanently, i.e_ so that they are retained even after the device is
restarted, if under Basic Settings -» Load/Save in the Save field you select the item On the
device and click on the Save button.

10.3.2 Program redundancy settings
As the FPA panel networks use RSTF as the redundancy protocol, you must activate and
program the protocol in the configuration user interface:
In the Redundancy -> Spanning Tree -* Global menu, set the following values:
—  Function: On
-  Protocol version: RSTP
—  Protocol configuration: Same settings as for the panel controllers
Click on Write,
Motice!
The settings in the individual menu items in the switch configuration take effect after clicking
on Write.
The settings are only saved permanently, i.e. 50 that they are retained even after the device is
restarted, if under Basic Settings -» Load/Save in the Save field you select the item On tha
device and click on the Save button.

10.3.3 Programming the fault relay

MNotice!

The fault relay only has to be programmed for applications where at least one of the following
requirements is met:

Thera is a connaction between 2 switches. This is possible in the case of a backbona with
sub-taops, for example.

The power supply to the switch is designed redundantly.

202112 2 | F.010.378.914 Mebworking manual Besach Sicher heltssystame GmbH



AVENAR pansel | FPA-RODD | FRA-1200 Installation |en 51

Motice!

Flease refer to the following manufacturer documents for an exact description of the
installation and configuration of the switches:

installation user guide

Web-based interface reference guide

Use a browser to go to the configuration user interface for the switch.

Under Diagnosis -> Signal Contact in the Signal Contact 1 tab, set the Signal Contact Mode
to Device Status.

Under Diagnosis -> Device Status in the Meonitoring field, zet the following values:

- Power Supply 1: Monitor

- Connection Error: Monitor

All other settings must be set to Ignore.

Motice!
The settings in Device Status also apply to the fault LED of the switch.

Click on Write.

Motice!

The settings in the individual menu items in the switch configuration take effect after clicking
on Write.

The settings are only saved permanently, .. so that they are retained even after the device is
restarted, if under Basic Settings -» Load/Save in the Save field you select the item On the
device and click on the Save button,

10.3.4 Programming connection monitoring
Notice!
You only need the setting for the connection menitoring if you are using the fault relay of the
switch.
If you want to use the fault relay to monitor the connections of the switch, then you must
specify in the switch configuration which ports of the switch should be monitored.
Activate the Forward Connection Error check box for the individual ports in the Basic
Settings -> Port Configuration menu.
Cnly connections for which Forward Connection Errors has been activated are monitored.
Click on Write.
Motice!
The settings in the individual menu items in the switch configuration take effect after clicking
on Write.
The settings are only saved permanently, i.e. so that they are retained sven after the device is
restarted, if under Basic Settings -» Load/Save in the Save field you select the item On the
device and click on the Save button.

10.3.5 QoS priority, only for UGM-2040

If you use the switches for communication between fire panel networks and the UGM-2040,
then the QoS priority must be set in the switches of the UGM.
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In the GoS/Prioritdt -» Global menu, change the settings of the drop-down list field under
Trusted Mode to trustipDseop.
Click on Write,

Motice!

The settings in the individual menu items in the switch configuration take effect after clicking
cn Write.

The settings are only saved permanently, i.e. so that they are retained even after the device iz
restarted, if under Basic Settings -> Load/Save in the Save field you select the item On the
device and click on the Save button.

10.3.6

10.4

Activating IGMP snooping

To prevent sending EN 54-2 relevant multicast traffic to ather systems connected to the

Ethernet Switch {Voice Alarm System integrated in Ethernet panel network, Remote Connect)

activate IGMP snooping.

On the IGMP configuration page of the Ethernet Switch select the following options:

1. Switch on the IGMP snooping operation.

2. Activate the IGMP Quearier.

3. Configure the transmission interval, in which the RSR20 zends IGMP query packets (g.g 4
seconds).

4. Configure the time within multicast group members are supposed to respond to IGMP
queries (e.g. 3 seconds).

5. Select Discard for packets with unknown multicast addresses.
Select Send to Query and registered Ports for packets with known multicast addresses.

7. Enable IGMP only for ports where other systems connectad to the switch are connactad.
Disable the Static Query Port option for all ports.

CAN network

Metworking and interfaces

The panel controller has

two CAN interfaces (CAN1/CANZ) for networking (loop or stub topology)
two signal inputs (IN1/1MZ2)

two Ethernet interfaces

-  USE interface

Depending on panel controller type:

-  two more Ethernet interfaces

- RS5232 interface

Mote the maximum cable length of 3 m for connection to the USE interface or 2 m for
connection to the RS232 interface,

Addressing and settings in the network

Depending on panal controller typa:

—  Physical node address set in the panel firmware, when switching on the panel for the first
time

— RSN on mechanical rotary switches on the rear of the panel

To show the physical node address, if it is saved in the panel controller:

¢ Saelect Configuration -> Metwork services -> Ethernet -> Use Ethernet settings -= IP
settings -» Default settings

To change the physical node address, saved in the panel controllar:

¢ Show the default settings and change the last number of IP address.

To change a mechanical RSN:
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¥ On mechanical rotary switches on the rear of the panel sat the RSN with, and note it on
the sign below the rotary switches.

Configuration of the topology
The DIF switches for the configuration of different topologies are located on the rear.
¥ Mark the selected setting on the sign near to the DIP switches,

Standalone Panel and Redundant Standalone Panel
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Remote keypad as redundant panel
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Loop with redundant panels
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Figure 10.4: DHP switch settings for loop with ;edun:lar:t panals (top: AVEMAR, bottom: FPA)
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Loop with remote keypad as redundant panel
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Figure 10.5: DIP switch settings for loop with remote keypad (AVENAR only)

11 Cabling

To create an EN 34-2-compliant system, connect the RSTP switches and the media converters

via the monitorad power supply of the fire alarm contral panal.

= For the power supply to the media converters and to the RSTP switches use the 24 V
output of either the BCM Q000 B or FPP-500{0.

- If you have connected a redundant power supply or are creating a switch-to-switch
connection, then the fault outputs of the RSTP switch must be monitored via panei
inputs, For example, use the inputs on the panel controller or [OF Q008 A.

-  |n the case of the media converter, the Link Fault Pass-Through function must ba
activated. Configuration is performed via the DIF switch of the media convarter.
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MNotice!

Use only the following cables for networking:

Ethernet cable

Ethernet patch cable, shielded, CATSe or better.

Please note the minimum bending radii specified in the cable specification.

Fiber optic cable

Multi-mode: fiber optic Ethernat patch cable, duplex -WH2G 50/125p or duplex -WHZG
62.5/125, 5C plug.

Single mode: fiber optic Ethernet patch cable, duplex I-WHZE 9/125y, SC plug,

Please note the minimum bending radii specified in the cable specification.

111 Media converter

Connection of media converters

Motice!
Maote the direction of transmission of the FOC fibers when connecting the FX cabling of the
media converters,

Figure 11.1: Connection of media converter to power supply and to panel contrellar INL/INZ

lcon Description

I E—— TX Ethernet cable (copper)

I Fx Ethernet cable (fiber optic cable)

I — 24 WV power supply
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Icon Description

—_— Transmission of fault

Media converter

11.2 Ethernet switch

Connection of switch
You can connect the fault outputs of the switches to the inputs of the panel controtier or an
IOP input and ocutput module.

Motice!

The fault relay only has to be connected for applications where at least one of the following
reguirements is met:

There is a connection betwean 2 switches. This iz possible in the case of a backbone with
sub-loops, for example.

The power supply to the switch is designed redundantly.
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Connection of switches with reporting of faults to the inputs of the 10P module:

=TT
HOP 0008 A

Tril
sierraseHARR]]

é'_!:@ 24V (2,8 A)

Figure 11.2; Connection of switch to the powear supply and 10P

lcon Description

I — TX Ethernet cable (copper)

—— —— Fx Ethernet cable (fiber optic cable)

24 W power supply

Transmission of fault

RSTF switch
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Connection of switches with reporting of faults to the panel controller inputs

BCM-0000-B

24V (2,8 A)

-
Figure 11.3: Connection of switch to the power supply and to the panel controller
lcon Description
E—— — TX Ethernet cable (copper)
S — Fx Ethernet cable {fiber optic cabie)

24V power supply

Transmission of fault

RSTFP switch

MNotice!
Do not use the supplied network cable to connect the switches,
Use an Ethernet patch cable, shielded, CATSe or better.
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11.3

Remote keypad

& remote keypad must be supplied with power via an FPP-5000 External power supply.
Connection to the network is established via 2 media converters in a PS5 0002 A or
USF D000 A,

Motice!

Mote that the FPP-5000 External power supply and the PSF 0002 A (PSS 0002 A) must be
installed in the immediate vicinity {(without intermediate space) of the remote keypad. It must
not be possible to touch the connecting cables between the components, as they are not
monitored for creeping short circuit and creeping open monitoring.

Motice!
Use only media converters to connect a Remote keypad to an Ethernet panel network.
The use of switches is not permitted for the Remote keypad.

MNotice!
The functional earth of the Remote keypad must always be placed in position when
connecting the unit to an Ethernet panel network.
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=
Figure 11.4: Cabling of Remots keypad

4 24V (2,8 A)-> DC1

a1

BAT FAULT -= 1M1
-AC FALULT -= M2

Description

TX Ethernet cable {copper)

F¥ Ethernet cable {fiber optic cable)

24 V power supply

Media converter
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12 FSP-5000-RPS settings

¥You can program the entire network with the RPS programming software via the USE paort,
network interface or the serial interface of a panel. To do this, you must have configured the
network settings on the panel and restarted these in order to commission the network.
Alternatively, you can also use the network interface of a switch that is connected to the
network,

121 Network nodes

You must program the entire netweork with all network nodes in the FSP-5000-RPS
programming software and upioad this to the netwaork. To do s0, proceed as follows:
- Connect the FPA nodes
- 5Set the RSN at the individual nodes
—  Adjust the line numbers of the network cabling so that you create the planned topology
—  Check the topology display to make sure that the topology is correct
- Where necessary, connect the OFC server, the Voice Alarm System, UGM-2040 server and
switches
—  Edit the Ethernet and IP configuration
- Assign the |P addresses or use the standard settings if using a topology with fewer
than 20 RSTP switches
—  Choose the appropriate redundancy protocol for the set topology
—  Perform a consistency check
—  Connect to the network via Ethernet, USE or the serial interface
—  Complete a multiple login
- Carry out a complete auto-detection for each panel
—  Request the configuration information and complete all tasks
Check the error messages after the restart of the network and rectify any errors wheare
necessary,

12.2 Line numbers

You must assign a line number to each connection to the network used. It is irrelevant
whether this is a CAN connection or an Ethernet connection.

It is possible to use ane ling number for both a CAN connection and an Ethernet connection.
However, to get a better overview of the connections, you should use different number ranges.
Consider, that if you use Network as Line Type in the Net interface window, then the line
number must be 0 for all connections.
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12.3

12.4

CANT |CJ".H2 CAN1 |CFIN2 | I:.fn.'l A2

15 o il

ETH1 |{THJ

ETH1 | ETHZ ETH1 | ETHZ

[ car Eﬂ.m ) CANI ||:.-|'Nz [Camn EAN:

ETH1 | ETHZ ETH1 |ETHZ

OPC:Servar

Figure 12.1: Example of a network and the poszible line numbering

Switches

If you are using switches in your network, you must create these switches in the FSP-5000-
RPS programming software, You can assign up to 128 ports to each created switch. In order to
create your network, you can assign the connected line numbers to the individual ports,

OPC servers

OPC servers in your network must be added to the FSP-5000-AFS programming softwara,
You must perform the following settings in both the FSP-5000-RPS software and on the OPC
SEIVer:

-  Network modes

- Metwork group

- RSN

— |P addrass

- Port
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The OPC server uses port 25000 as standard.

MNotice!

EM 54

The connection of a building management system (e.g. BIS) via an Ethernet interface using an
OPC server or an FS| server is ENS4 compliant if the ENS4 relevant functions are performed
by the fire panel solely. Any ENS4 relevant control or administration {e.g. control of
notification appliances or administration of switch-off) by the building management system
requires an individual EN54 certification of the overall system by a certification body.

MNotice!
FSP-5000-RFPS programming software
¥ou must assign an OPC server to each network node from which statuses should be

® ©

transmitted.

125 UGM-2040 servers

Motice!
All panel controllers and UGM servers must be located in the same subnetwork and have the

same multicast address.
In the case of multiple panel configurations or networks, these must be located in the same
subnetwork. The multicast addresses must be differant.

Motice!
You must assign the WGM-2040 server to each netwaork node from which statuses should be
transmitted.

®| ©

In order to connect a pane| to the UGM-2040, you must simulate the physical structure of the
network in RPS. This also includes the ling numbers between the connecting panel controller
and the switches of the UGHM-2040.

UGM-2040

Figure 12.2: Example of line numbering for the UWGKM-2040
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13

Appendix

13.1 Ethernet error messages
FPlease note that in the event of an error, the error message plus tha group error is displayed
in each instance.

Physical Logical Error message Description and possible cause

address address

Group faults relating to general

network malfunction

135.0.1.0

Metwork 1.0

General Network
Trouble

There is an incompatible version of the pangl network
softwara. There are 2 different software versions

Group faults re

lating to netwaork

135.0.6.1 Metwork 2.1 Duplicate IP Address An IP address has been assigned twice.

135.0.6.2 Metwork 2.2 IP Settings The IP configuration of the reporting panel is different
to the RPS configuration

135.0.6.3 Metwork 2.3 Redundancy Settings The redundancy configuration {(RSTF, RSTF parameter,

dual homing or nothing) of the reparting panel is
different to the RPS configuration.

Group faults re

lating to Rapid 5

panning Tree Protocol {RSTP)

135.0.7.1

Metwork 3.1

RSTP Fallback

The reporting panel has switched from RSTP mode to
STP mode (compatibility mode). & 5TP device has
been connected to the network,

135.0.7.2

Metwoaork 3.2

RSTP Topology Change

The RETP network topology has changed, For
example, another RSTP device has been added to the
network. This message may also arise in the event of
an interruption to the line.

135:0.7.3

Metwork 3.3

RSTP Link Type
Point2Paint

An RETP port of the reporting panel is not in the
point-2-point status. Several RSTP devices have been
connected to an RSTF port, for example. Or another
RSTP device has been connectad to the RSTP port via
a half-duplex line.

Group faults re

lating to network connection

connection 3.0

135051 Metwark CAN 1 Trouble Data transmission to CAM bus 1 is restricted. Possible
connection 1.0 causes include: cable breaks, cable not connected,
cable interference.
135.0.5.2 Metwork CAN 2 Trouble Data transmission to CAN bus 2 is restricted. Possible
connection 2.0 causes include: cable breaks, cable not connected,
cable interference.
135.0.5.3 Metwork Ethernet 1 Trouble Data transmission to Ethernet line 1 is restricted.

Possible causes include: cable breaks, cahle not

connected, cable interference.
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Physical Logical Error message Description and possible cause
address address
135.0.5.4 MNetwork Ethernet 2 Trouble

Data transmission to Ethernet line 2 is restricted.
Poszible causes include: cable breaks, cable not
connected, cable interference.

connection 4.0
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Index
A

Addressing
Physical node address

c

CAN interface
CANM network
CAN topologies

E

Ethernet interface
Ethernet network

Ethernet topologies
Ethernet, standard settings

L

Limits: Network
LLDP

[MAC address
fMaximum limits

Metwork

Addressing

Cable

Limits
Metwork diameter
Metwork: Cabling
MNetwork: Panel controller
Metwarking

Cable length

Loop topology
Metworking over CAN
MWetwaorking over TCP/IP

(0

OPC Server

P

Pane! controller
Metwaorking
Parameters
R3TP
PAVIRO
Physical node address
Praesideo

R

Redundancy
Addressing

Remote Alert

Remate Connect

:

12,52

10

52

10
13

12
21

21
132

55
26
12
22
26
g2

26
26

52

14

1z

1z
av
35

Remote Maintenance s
for Private Secure Network 33
for Remote Fortal 3a

Femote Portal 38, 40

Remote Services 35, 40
Assign license 42
Connect Secure network gateway 40
Create Remote Portal account 40
Eztablish remote connection 41
License 42
Reorder license 42
Separating sub-networks 41

RS232 interface 52

RSN 12

RSTP 21

RSTP parameters i4

S

Secure network gateway 35, 40

Services a8

Standard settings, Ethernet i3

T

Topologies, CAN 10

Topologies, Ethernet 10

U

USE interface 52

Vv

Yoice alarm system 43
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