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[bookmark: _Toc511582813]Abstract
This paper informs readers (particularly IS managers and businesses) of new ideas regarding OS, and how these ideas relate to IS management in practice, in an attempt to improve an organisation’s approach when adopting OS. The paper presents an analysis of current debates and developments regarding the topic of the open source movement. 
To help better understand OS, this paper critically evaluates the findings of various journals, reports and other studies related to OS. The OS movement and OS usage is first discussed, before the benefits of OS adoption is analysed, whilst considering a case study discussing OS deployment in a local government. The risks of adopting OS are then analysed, before another case study – Dilemmas within commercial involvement in OSS – is discussed. The findings are then concluded before recommendations are made to IS managers and businesses that may consider adopting OS.
This paper finds that businesses usage of OS has drastically risen over the last few years, with a huge 78% of businesses using OSS. This increase in OS usage is down to three of the main benefits of OS adoption – the fact that OS is free to use, the ability to customise code to suit a business’ needs, and the potential for OS to improve staff confidence and development. 
[bookmark: _GoBack]Though OS usage has increased, this paper also finds that 55% of businesses have no policy or procedure in place. This leaves these businesses vulnerable to the risks posed by introducing OS – the cyber security risks OS brings, hidden costs associated with adopting OS and the legal complications involved. 










[bookmark: _Toc511582814]Acknowledgements
I would like to show my gratitude to Dr Funminiyi Olajide (Nottingham Trent University) for teaching the topic of Open Source Software, and for providing feedback to improve this report. 























Table of Contents
Abstract	2
Acknowledgements	3
Abbreviations	5
1.0 Introduction	6
2.0 What is Open Source Software?	6
2.1 The OS movement	7
2.2 Modern-day OS usage and issues	7
3.0 Business benefits of deploying Open Source	8
3.1 Free to use - Cost savings versus using paid-for software	8
3.2 Customization	9
3.3 Improved staff confidence/development, improved department communication and supportive online community (Case study 1)	10
3.3.1 Improved staff confidence and development	10
3.3.2 Improved department communication	11
3.3.3 Supportive online community	11
4.0 Businesses risks of deploying Open Source	11
4.1 Cyber security issues	12
4.1.1 OSS more secure then proprietary software?	12
4.1.2 Cyber security threats & mitigation	12
4.2 Hidden costs involved	13
4.2.1 OS business models	14
4.3 Legal complications	14
5.0 Dilemmas within commercial involvement in OSS (Case study 2)	15
5.1 Level 1	15
5.2 Level 2	15
5.3 Level 3	16
6.0 Conclusion, summary and recommendations	16
References	18
Appendices	23

[bookmark: _Toc511582815]Abbreviations
ERP – Enterprise Resource Planning
IDE – Integrated Development Environment
IoT – Internet of Things
IS – Information System
ISM – Information System Management 
IT – Information technology
MIS – Management Information Systems
OS – Open source
OSS – Open source software
OSI – Open Source Initiative
RHEL – Red Hat Enterprise Linux
TCO – Total Cost Ownership













[bookmark: _Toc511582816]1.0 Introduction
This report has been constructed as component two of the Information Systems Module. The purpose of this report is to inform IS managers of current debates and developments regarding Open Source (OS) as a technique for ISM. In analysing OS, this report aims to inform IS managers, who may be considering adopting OS, of how their organisation’s approach to managing information can be improved.  
Schmidt (2009) stressed that the increasing growth of IT, and the growing dependency on it, creates new challenges for IS management. This observation highlights the fact that businesses must respond to this challenge by managing the growth of their operations and information. Though a challenge, addressing this issue will inevitably improve performance, effectiveness and essentially profit. 
Adopting OSS has the potential to ensure that information is managed in a new, successful manner. Anthes (2016) expressed his belief that OS is now very important to businesses, as if competitors use OSS, they obtain something for free, giving them an advantage. Though this may be true, there are complications involved with adopting OS, meaning that if implemented incorrectly, OS may end up being costly, costing businesses money, time or in the worst case, their existence.
In investigating OS, this report will explain the concept of OS, analyse the possible benefits and risks that businesses face when implementing OS, analyse two case studies of OS adoption and conclude findings, making recommendations to IS managers regarding OS adoption. 
[bookmark: _Toc511582817]2.0 What is Open Source Software?
To gain a clear understanding of what OSS is, it is important to firstly know that it differs from proprietary software. Proprietary software, as Drake (2017) described, is software that has its source code closed to the public, allowing its publisher to retain the intellectual property rights of that software. Despite making money from being sold, proprietary software comes with the drawback, as Drake explains, that by preventing access and modification to source code, the software’s potential growth and improvement is limited. OSS addresses this restriction. 
Rather than being closed to the public, OSS is software which provides its source code, allowing it to be viewed and changed by anybody, as Midrack (2017) described. OSS allows those willing to invest time to build up their knowledge of an OS software to support it, by improving it and making changes that can benefit themselves and other users. Midrack expressed that by being open to the public, OSS has created its own community in which developers, modifies and organisations can all support each other whenever required. Examples of OSS include:
· Volatility (2007) – memory forensics tool
· Linux (1991) – operating system
· Apache HTTP Server (1995) – web server
OS software must comply with the OSI’s (2007) 10 distribution principles. It is important that IS managers and organisations look into and comply with these principles when creating, using or modifying OSS, as failure to comply can result in legal action being taken. 
[bookmark: _Toc511582818]2.1 The OS movement
The concept of OS caused controversy when it first became noticed, which, as Ceruzzi (2014) detailed, was in the 1950’s, when the A-2 system was developed by UNIVAC. Businesses and people, most notably Gates (1976), began believing that OS should cease to exist. Gates wrote a letter in which he expressed his dismay at the unfairness of gaining the benefits of software author’s time, effort and capital without paying them. Microsoft related personnel continued attacking OS over the years, as former Windows chief Allchin (2001) compared Linux to cancer, labelled OS an intellectual property destroyer. Appendix 1 details a timeline of the OS movement.
Since the early controversy, and particularly since the formation of the OSI in 1998, OS has become widely accepted. Even Microsoft, as Vaughan-Nichols (2016) explains, as opposed to OS as they were, have now realised that Linux and OS have won. Vaughan-Nichols explains that customers want OS, and OS wants to make customers happy. 
[bookmark: _Toc511582819]2.2 Modern-day OS usage and issues
Black Duck Software (2015), an OS logistics software solutions company, carried out a survey on businesses in 2015 which investigated OSS trends. The survey found the following statistics:
· 78% of respondents said they run part or all operations on OSS. This compares to 2010, where only 42% said they used OS 
· 66% said their company created software for customers built on OS
· 64% participated in OS projects, up 50% from 2014
· 66% consider OS before other options 
These statistics show just how reliant businesses are becoming on OS, and how the use of OS has soared over the years. This report investigates why OS usage has increased so much over the years, through analysing the benefits it brings to businesses. 
While modern-day acceptance is good news for businesses, adoption of OSS comes with potential issues. As Jokonya (2015) pointed out, OSS is never free and comes with many hidden costs. Furthermore, business must be considerate of the legal complications that may be involved with using OSS, as Bahn and Dressel (2006) discuss. Cyber security issues are another area of concern, as Boulanger (2005) expressed. These issues will be discussed more in section 4.0.  
Despite the widespread use of OS, Black Duck Software’s survey also found that more than 55% of respondents said their company had no formal policies or procedures in place for adopting OS. This report will also explore why more businesses must set a formal policy for selecting and deploying OS, through analysing the risks involved with implementing OS. 

[bookmark: _3.0_Business_benefits][bookmark: _Toc511582820]3.0 Business benefits of deploying Open Source
OS adoption can benefit businesses in various ways depending on business objectives. While public sector businesses’ deployment of OS is motivated by service delivery, as pointed out by Abel (2006), businesses in the private sector may adopt OS with the motivation of increasing profit. This section considers these different motivations, analysing the benefits that OSS deployment brings to businesses. It is important to acknowledge that as beneficial as OSS usage sounds, the risks must be considered. 
[bookmark: _Toc511582821]3.1 Free to use - Cost savings versus using paid-for software
While adopting OS can incur hidden costs, as discussed in section 4.2, it can save organisations thousands of pounds, as Emerson (2016) explained, as OS license fees are free, while proprietary software must be purchased. Perens (2007) continued discussing this cost saving, concluding that that the electricity involved with downloading OSS is a matter of pennies. Due to being essentially free to purchase, organisations can save thousands of pounds individually, which can also add up to huge amounts collectively, as Bridge (2018) emphasised. Bridge reported that OS saves businesses $60 billion a year, and that as well as being free, there is a free OS alternative to virtually every paid proprietary software system. The growth in numbers of available OS alternatives means that businesses can save considerable amounts of money by adopting OSS rather than proprietary software. 
While OS can potentially save all businesses money, it may suit small and medium businesses more than larger businesses. This is because, as Murray (2005) explained, smaller businesses tend to find cheap OS alternatives to cut costs, while larger businesses can typically afford the luxury of purchasing any software they desire. By saving money on using OS, smaller companies can then choose to spend the saved money elsewhere, to promote business growth. Valimaki et al (2005) went into further detail, expressing how beneficial OS can be to public sector businesses, particularly in already debt-ridden and developing countries, that can’t afford to pay license fees.  
The free cost of OSS can benefit various businesses, allowing them to spend money elsewhere, but, as discussed later, it is still debatable as to whether using OS is cheaper than using proprietary software in the long run. Due to this, IS managers must attempt to calculate the TCO of adopting OS, as Shaikh (2011) recommended, to the best of their ability. This allows IS managers to look into the future, examine the context of use and analyse whether adopting OS will save money in the long term, the short term or both. 
[bookmark: _Toc511582822]3.2 Customization 
Another benefit adopting OS offers to businesses is the ability to customise the software to suit particular business needs. Fitzgerald (2006) identified in the MIS journal that it is difficult to find proprietary software that carries out the exact functions required by businesses that seek particular software functionality. Fitzgerald pins this down to the fact that most proprietary software companies create software on the basis of global returns. As these companies focus on global markets, it is therefore difficult to pay attention to local needs. This is where, as Ghosh and Schmidt (2006) described, OS adoption can greatly benefits businesses, as it allows them to modify code to tailor the software to particular needs. 
This customisation could be particularly useful when managing information. While proprietary software may not manage data effectively, OSS allows the possibility of modifying software to create a better ISM tool, as was the case when Toyota integrated and customised Odoo, an ERP system, as Jonasdottir (2015) detailed. Jonasdottir described how Toyota’s previous system was not equipped with an adequate solution to properly acknowledge and take care of the orders received, or to organise the production or purchase of the right trucks from the right business units abroad. Toyota could not take down their old system as it was also used as the configurator, so they decided to play it safe due to being in an aggressive market where risks could be disastrous. Jonasdottir explained that Toyota adopted and customised their new ERP within just six months, and made use of Odoo Sales, Odoo Inventory and Odoo Purchase. By customising these features, Toyota was able to manage their orders, make sure their corresponding products were available and manufacture products imported from their factories in other countries. 
While Toyota’s story of OS adoption was successful, as Bonheur (2016) advises, IS managers must acknowledge the fact that customising OSS requires skilled programmers, or businesses must pay to hire a programmer to make the required changes. 
Customising OSS can be beneficial in more ways than just making profit, as Olajide and Savage (2016) showed, as they benefitted from OS adoption for forensic purposes. This benefit came through the use of Volatility Framework, as its OS nature allowed a new program to be written to dump memory by converting raw images into string processes. 

[bookmark: _Toc511582823]3.3 Improved staff confidence/development, improved department communication and supportive online community (Case study 1)
This section analyses the findings of Allen and Geller’s (2012) report on OS deployment in local government to identify further potential benefits of adopting OS for businesses.
The study, carried out on local government in San Francisco in 2009, looked at how the adoption of two open source projects (appendix 2 details project descriptions) impacted the government business. Project 1 involved the use of WordPress to create a Recovery San Francisco websites while project 2 used SugarCRM to create a graphics job tracker. The IT department was losing staff and had a poor relationship with the rest of the organisation. The study found that the adoption of OS benefited the local government in several ways, as discussed below.
[bookmark: _Toc511582824]3.3.1 Improved staff confidence and development
The study found that as developers were working with OS software, which was not owned by the government, they weren’t scared to code as they were free to make mistakes without having to worry about a mistake that might cost their company a significant amount of money. Not only did this give the staff confidence in being able to program however they like, it helped them become better programmers, and develop as staff. Olajide (2017) pointed out in his lecture another way in which using OS can help develop staff – that having access to OSS allows staff to learn from other people’s code. 
[bookmark: _Toc511582825]3.3.2 Improved department communication
As developers used OSS, they were able to experiment with the program and communicate with other departments, sharing ideas back and forth. In doing this, the study found that there was a perceived change of relationship within the organization – employees in the development team and the other departments shared ideas, resulting in everybody happier. Kowalski (2017) looked closer into how OS can improve communication between departments and concluded that due to departments discussing code and design, employees would agree on things, and have the opportunity to socialise – something they are not always used to. 
[bookmark: _Toc511582826]3.3.3 Supportive online community 
The study found another benefit of using OS was that developers were able to make use of the supportive online OS community by asking questions online about the OSS, and  receiving useful and prompt responses. This meant that developers were able to make use of the supportive OS community to develop a better final product for their company, and learn new programming skills. As Serby (2013) expressed, businesses can expect to receive a vast amount of support from the OS community as it is passionate about its technology, and has an ethos of helping and sharing. Rosenblum (2012) pointed out another benefit of the ability to communicate with the OS community, in that anybody can improve code and these improvements can be shared with the community. The study expresses how supportive the OS community is, and while businesses may still require skilled programmers or may need to hire extra staff if looking to adopt OS, they can be reassured that their developers will have a considerable amount of support from the OS online community.
While the case study mentioned several benefits of adopting OS, it also pointed out that at times, the government business found it difficult to keep staff focussed, as they felt inclined to experiment almost too much. It is also important to consider that this study was carried out on a government business, and that businesses looking to make profit may not offer the same flexibility and freedom to developers when adopting OS. 

[bookmark: _Toc511582827]4.0 Businesses risks of deploying Open Source
Although OS offers many benefits to businesses, IS managers must be aware of the risks involved. These risks can all cause a business major problem if they are not researched before deploying OS. This section analyses the risks involved with deploying OS. 
[bookmark: _Toc511582828]4.1 Cyber security issues
One of the largest areas for consideration, concern and research when organisations look to adopt OS, is the area of cyber security. This is such an important area because, as Jokonya (2015) expresses, many organisations deal with sensitive data that must be protected from hackers, and hackers never stop. 
If IS managers are not considerate when adopting OSS, they may face consequences similar to those faced by the OSS Magento, as Kremez et al (2018) described. Attackers used brute-forced password attacks to access administration panels to scrape credit card numbers and install cryptocurrency mining malware. 
While there is debate around whether OSS is more secure regarding cyber security issues than proprietary software, Boulanger (2005) expressed that attackers have access to the source code of OSS, meaning that they can study the code for vulnerabilities. While this is true, publicising a software’s source code is effectively a two-edged sword, as Rantala et al (2013) argued. While attackers attack the code, the defenders aim to defend it, by improving and maintaining it. Despite this, as Hansen et al (2002) explained, there is no guarantee with OSS that source code is reviewed. Furthermore, effective reviewing can only be carried out by professionals with specialised skills. Vadalasetty (2003) agreed with this, concluding that discovering bugs is not the priority for reviewers – the priority is instead to review source code to customise software for their environment or reduce source code.
[bookmark: _Toc511582829]4.1.1 OSS more secure then proprietary software?
Despite the cyber security vulnerabilities regarding OSS, as Wong (2003) recommends, businesses have the option of examining OSS systems. Businesses can then choose to improve the security if required, or make no changes if they are satisfied with its state. Wong also pointed out that proprietary software can be seen as opaque, as it cannot be audited. As businesses can’t check proprietary software themselves, mistrust and suspicion may be provoked. Furthermore, as Raymond (1999) stated, “given enough eyeballs, all bugs are shallow”, and while this was said at a time in which technology, and hackers, were not as advanced as they are today, Witten’s (2010) research proved that this is the case. The research found that, patch updates are delivered almost twice as fast on OSS than proprietary software. 
[bookmark: _Toc511582830]4.1.2 Cyber security threats & mitigation 
As discussed above, OSS is arguably more vulnerable to cyber security attacks. It is therefore essential that IS managers are aware of the most likely cyber threats they face. 
To avoid incidents similarly to the one faced by Magento, IS managers must research into the area of cyber security to reduce the likelihood of receiving a cyber-security attack on their potentially more vulnerable OS systems. Table 1 lists the top three cyber security threats and mitigation techniques that small businesses faced in 2017, as researched and summarised by Calyptix (2017). Appendix 3 shows the full table, with more detailed explanations. 
Table 1 – Top 3 security threats and mitigation methods (Calyptix)
	Cyber security threat
	Mitigation method(s)
	Risk level

	Ransomware 
	· Use group policies
· Back up all files
· Install anti-virus
	High 

	Malicious Emails 
	· Training users
· Stimulate attacks 
	High 

	Internet of Things
	Calyptix recommends:
· Changing default passwords
· Reconsider IoT use
	Medium 


As well as considering mitigation methods to avoid cyber-attacks, IS managers can make use of the nature of OS by adding extra security measures to their OSS, as Mansfield (2008) recommended. While OS allows changes to be made to code, meaning businesses can modify code to make their program more secure – this is not possible with proprietary software. To further make OSS more secure, Hoepman and Jacobs (2007) recommend reducing the complexity of the OS system, by removing the unnecessary parts of the software. This means there is less of the program to attack, making it more secure. 
[bookmark: _4.1_Hidden_costs][bookmark: _4.2_Hidden_costs][bookmark: _Toc511582831]4.2 Hidden costs involved
Although, as Perens (2007) explained, gaining access to OSS is free, Jokonya (2015) pointed out that implementing OS is never actually free, as organisations must implement the required processes and resource before benefiting. Due to this, adopting OS effectively may come with many hidden costs.
As pointed out by Kumar (2015), many companies do not make public all their code, meaning that customers must pay extra to use the full functionality. This is important for IS managers to know to avoid unexpected extra costs. The features that are provided with the OSS should be checked before adopting the software, else the price of purchase must be researched. Similarly, Weiss (2017) explains that companies, such as WordPress, may choose to sell add-ons, such as themes or visual layouts. Though these add-ons cost money, they also provide extra value.
Another hidden cost that may be involved with adopting OS is purchasing of supporting services, as Hall (2017) pointed out. Hall refers to Red Hat, which charges customers for support, maintenance, design and consulting services for their customised Linux distribution. 
[bookmark: _Toc511582832]4.2.1 OS business models
Although hidden costs may be a risk for businesses, IS managers must also acknowledge that in the same way they may be required to pay for hidden costs, OS can lead to a form of income for businesses, similarly to the methods mentioned above. Appendix 4 details a table of successful open source business models, and how they make money.  
[bookmark: _Toc511582833]4.3 Legal complications
Another risk that IS managers should be concerned with when adopting OSS is the legal complications involved. As Bahn and Dressel (2006) explain, OSS is normally delivered with no intellectual property (IP), warrantee or indemnification in the licencing agreement, meaning that businesses must be cautious when introducing OSS. Legal injunctions involving a patent, copyright, trade secret or other IP issue could risk a business facing legal damages or potentially even bring a business down. 
OSS may have certain license terms, which as Gunst (2015) explained, may lead to an immediate termination of a business’ right to use OSS, as well as the right to distribute it. Gunst also added that failure to fulfil license requirements could result in copyright infringement, with statutory damages of up to $150k per infringement. Complicating matters further, IS managers should be aware that, as Overly (2003) explained, disclaimers in many OS license agreements state that a license has no recourse if the OS application proves to be unstable, malfunctions, provides erroneous output, or fails to perform.
[bookmark: _4.3_Cyber_security]As well as considering OS license terms, businesses must be certain that the company or individual providing the OSS they are using are not currently involved in any law suits. As Walsh et al (2010) summarised, TomTom had previously incorporated OS software into its products from a distributor that had not settled allegations of patent infringement. TomTom was then sued by Microsoft, who could have chosen to sue the distributor of TomTom but did not. The significance of this legal complication resulted in TomTom being left to deal with the allegation, ruining their images and being forced to remove the infringing technology from its products. 

[bookmark: _Toc511582834]5.0 Dilemmas within commercial involvement in OSS (Case study 2)
As pointed out by Gehring (2006), businesses have begun to get involved in OSS communities since the middle of the 1990’s. Along with this involvement comes dilemmas, as Gehring added – if companies build strong relationships with OSS communities, they must respect the norms in the community, but this may limit their room for manoeuvring. On the other hand, as Chesbrough (2011) argues, companies receive benefits of support and innovation from the community. This effectively means that if companies move away from the communities, it may be easier for them to make a profit, but they will not get the support and innovation from the community. 
This section aims to draw up on the previous contents of this report, to demonstrate to IS managers how businesses can be involved with OSS at different levels, examples of this, and the dilemmas different levels face. This is done through the analysis of the six levels of commercial involvement in OS communities, considering Ciesielska and Westenholz’s (2016) paper on dilemmas within commercial involvement in OSS. 
See appendix 5 for a summary of the six levels of involvement. Levels 1-3 are analysed in this report, as these are levels mainly referred to in this report, while Appendix 6 details levels 5-6.
[bookmark: _Toc511582835]5.1 Level 1
As Ciesielska and Westenholz describe, the first level of commercial involvement in OSS is when companies imitate or translate ideas from the OS community. Idelchik and Kogan (2012) referred to General Electric’s (GE) case on renewable energy, in which the business first partnered with venture capitalists to support new ventures, before developing a network of business scouts to tap innovation networks in several countries.
The dilemma involved at this stage, is that, as Chesbrough concluded, businesses are required to allow ideas to go outside the market. This results in less research reporting them and the research being less understood by the business. Despite this, Winston (2011) explained how businesses benefit at this level benefit, as they capture innovation spill-outs, as GE did, from other technology areas.
[bookmark: _Toc511582836]5.2 Level 2
Businesses at level 2 involvement become the community customers, as Ciesielska and Westenholz explained, as businesses use the OSS and sometimes support the community financially. An example of this, as Fitzgerald and Kenny (2004) explained, was the adoption of Open Office by governmental and local agencies, educational institutions, and some private sector businesses. These businesses, similarly to San Francisco’s government as described in case study 1, use OS typically as it is free, when profit is not the main priority. 
While free to download, implementing OSS is not problem-free. The dilemmas involved at this stage of OS involvement are typically the ones mentioned in section 4 of this report – cyber security issues, hidden costs and legal complications.
[bookmark: _Toc511582837]5.3 Level 3
Level 3 companies, as Ciesielska and Westenholz described, are companies that choose to mix proprietary and OS solutions. As Brodkin (2007) detailed, Open Xchange Ltd is an example of a level 3 business, as they decided to implement a mixed strategy. The business offers a collaboration platform, as Brodkin continued, allowing its users to share Emails, calendars tasks and documents. 
Galli (2005) concluded that the dilemma involved at this stage is that businesses may find it difficult to develop a fit between using proprietary and OSS. Further dilemmas at this stage also include those mentioned in section 4. The benefits at this level on the other hand, are those mentioned in section 3 of this report (free to use, customisation and staff development/confidence). Ciesielska and Westenholz add that businesses also enrich their own proprietary software through the addition of OSS. 

[bookmark: _Toc511582838]6.0 Conclusion, summary and recommendations
This report was constructed with the intention of analysing how businesses could benefit from adopting OS, as well as analysing the risks involved. 
The report found that OS usage has drastically risen over the years, with 78% of businesses using OS in 2015, compared with just 42% five years earlier. The reasons for this increase in OS usage have been identified and analysed throughout this report – OS is free to use, allows for customisation of code, and has the potential to improve and develop staff. If adopted correctly, companies can reap the benefits of OS to improve business performance. 
However, the report also found that 55% of businesses have no policies or procedures in place when adopting OS. This leaves businesses vulnerable to facing the risks mentioned in this report – facing cyber security issues, being presented with hidden costs and may face legal complications. 
Considering the findings throughout the report, it is recommended that IS managers consider the following when considering adopting OS:
1. Ensure that if the decision has been made to adopt OS, a policy or procedure is created, as this will help mitigate the potentially damaging risks involved with implementing OS.
2. Before choosing to adopt OS, ensure that the risks mentioned in this report and elsewhere are researched and deeply considered. While introducing OS may sound like the best solution, this may not actually be the case.
3. Consider the area of cyber security with special detail when adopting OS. This report found that cyber security within OS is debatable. While OSS allows easy access to code for attackers, it also allows customisation to improve safety. 
4. Before making the decision to adopt OS, attempt to calculate, to the best of ability, the TCO of using the OSS. While OSS is free initially, if costs are not considered beforehand, the hidden costs of OSS may cost more than implementing proprietary software in the first place.
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1976
· Bill Gates wrote an open letter (Open Letter to Hobbyists – people interested in computing and software)
· Expressed his dismay at the unfairness of gaining the benefits of software authors’ time, effort and capital without paying them
1985 
· Richard Stallman announces the Free Software Foundation (FSF)
· A foundation which support the free software movement 
· People should be in control of their own computing, not under the powers of the software developer 
· Non-profit – its funds are spent mostly on software developers to write free software
· Many people supported Stallman, but people believed that the FSF was almost against paid for software, and there was some of tension involved
1998
· OSI is born
· Another non-profit organisation dedicated to promoting open source software
· Started because the founders, Bruce and Eric, disagreed with the confrontational attitude that had been associated with ‘free software’ and its movement
· Aimed to promote open source ideas for businesses to use
· Essentially, the OSI aims to take the negative attitudes of free software away
[bookmark: _Appendix_2_–_1][bookmark: _Toc511577299]Appendix 2 (from chapter 3.3) – Case study 1 - Open Source deployment in local government – more details
OS project descriptions:
Recovery SF website – a website reporting how federal money was being spent in San Francisco. This project used WordPress as the OS platform
Graphics department tracker – A website for tracking graphic jobs by ticket and department (essentially a project management tool). This project used SugarCRM as the OS platform. 



















[bookmark: _Appendix_3_–][bookmark: _Toc511577300]Appendix 3 (from chapter 4.1.2) – Cyber security threats, mitigation methods and risk level
	Cyber security threat
	Mitigation method(s)
	Risk level

	Ransomware – a type of malware that blocks access to a victim’s assets and demands money to restore that access (Barkly, 2017)
	Calyptix recommends:
· Use group policies – these tend to block many variants of ransomware
· Back up all files – Test backups regularly, at least once a month, to ensure lost data can easily be restored
· Install anti-virus – Install a reputable antivirus on all workstations 
	High – A company is hit with ransomware every 40 seconds, and ransomware spiked 6000% in 2016 (Barkly)

	Malicious Emails – These emails can come in many forms, such as phishing, spear phishing, malware spreading and business email compromise (Calyptix)
	Calyptix recommends:
· Training users – users should be trained on email security as malicious email prey on the weakness of uneducated users
· Stimulate attacks – users should be tested by created and sending phishing emails
	High – Emails are simple and free to send, and every organisation accepts them. It is a door that’s always open (Calyptix)

	Internet of things – Many IoT devices (such as thermostats and DVRs) use “smart” technology, which is relatively new, meaning it has poor security 
	Calyptix recommends:
· Changing default passwords – changing from obvious passwords will help protect the device from automated malware that relies on lazy configurations 
· Reconsider IoT use – before installing a new smart camera or thermostat in the office, ask whether or not it is necessary 
	Medium – IoT smart devices are relatively new, and are not always used in businesses. Despite this, as they are new, they are vulnerable (Calyptix)
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	Business
	Business model 

	Actian Corp. Ingres (2018)
	Actian offer Ingres for free but charge extra for services and support as a subscription.

	Adobe Systems (2018)
	Though offering Flex for free, Adobe sells the Flash Builder IDE.

	Mozilla Foundation (2016)
	Mozilla Foundation offers Firefox for free, but has a partnership with companies such as Google, which provides revenue for inclusion of search engines in their Firefox browser.

	Oracle MySQL (2018)
	Though Oracle offer MySQL for free, they charge for the enterprise version, which offers additional features and included support.

	Oracle VirtualBox (2015)
	Oracle offer their software VirtualBox for free, but their VirtualBox extension pack can only be used for free at home, while business users must pay.

	Red Hat (2018)
	Red Hat sells support subscription services for their RHEL.
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Source: Ciesielska and Westenholz (2016) page 347.












[bookmark: _Appendix_6_–][bookmark: _Toc511577303]Appendix 6 (from chapter 5.0) – Analysis of levels 4-6 (business involvement in OS)
Levels 4 and 5
Ciesielska and Westenholz explained that level 4 businesses are those that create and lead their own OSS community, by creating and managing OSS projects to support themselves. Level 5 businesses, as Ciesielska and Westenholz continued, are those that participate in OSS projects led by the community. 
Level 4 and level 5 businesses both face a similar dilemma, as Ciesielska and Westenholz conclude – businesses struggle to figure out how to balance between their autonomy and value generated by collaboration. Furthermore, the movement from level 4 to 5 results in a shift of the main beneficiary from the company to the community. While this obviously benefits the community, businesses suffer. 
Level 6
The last level, as Ciesielska and Westenholz described, is when businesses become members of OSS communities. Westenholz provided an example of a business in this level – TYPO3, a content management system. Westenholz described how companies participate in the development of TYPO3 in several ways. Some companies share their new knowledge with the TYPO3 community while some software developers contribute to the development of TYPO3 on a voluntary basis. 
Ciesielska and Westenholz conclude that the dilemma faced by level 6 business is the fact that they face a high risk of feeding competitors with knowledge. This is the case because, as mentioned in this report, OSS is available to everyone, meaning that competitors may access the source code of OSS, and learn from it to better their own product. 
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