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Bl Executive Summary

Vulnerabilities continue to be a major concern in DevSecOps. The widespread adoption of

containers has introduced complexity to this challenge.

Using container images from public registries adds a significant burden of vulnerabilities, which
are inherited. If not gated, these vulnerabilities reach production, where remediation costs are

significantly higher.

Our meticulously crafted container and virtual machine images are built with security at their
core, boasting a near-zero CVE footprint and hardened according to best security practices.

CleanStart’s hardened images minimize the attack surface using industry-leading hardening
techniques, resulting in reduced deployment times and enhanced security posture.
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Bl Solution & Design

CleanStart images undergo rigorous security processes to achieve near-zero CVEs, ensuring they
are secure, hardened, and minimal, reducing the attack surface by excluding unnecessary

components.

These images are hardened to avoid misconfigurations, scanned for vulnerabilities and malware,
designed to be compliant with standards like FIPS. They are also signed to maintain integrity and

provenance.
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CleanStart Portal

CleanStart Portal lets customers
manage subscriptions, check usage,
request custom images, verify
signatures, contact support, and
access documentation.
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Customer Private
Repository

CleanStart solution includes two main

CleanStart Repository

CleanStart Repository offers clean,
vulnerability-free container and virtual
machine images. Customers may
choose accessing directly from
CleanStart or replicate images to their
own private repositories.
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Dashboard

Presents the user with current
and trending risk profiles, latest
threat landscape information
and usage information. It also
presents statistics revealing
ROI of the productin the
organization.

Browse Images

Displays the catalog container
and virtual machine images
available via the CleanStart
solution.

Build Images

Provides an intuitive interface
for customers to request
images for specific
combinations of architecture,
Operating system and
application versions. They also
can choose production vs
development images and
compliance and hardening
options.
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Bl Why CleanStart?

s Faster Deployment
Reduce Attack Imﬂ_\ﬂ: Lzl Cycles
Surface 4

o Save time spent on vulnerability
P / ‘@ scanning and remediation by using our
h clean pre-scanned images

Minimize entry point for
attackers using our slim images
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Align with industry standards
and build trust with customers

. Simplify Vulnerability
, &= Management

With near zero vulnerabilities

vulnerability managementis a breeze
and partners
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Reduce Bloat, Gain
Efficiency in Production

Leaner Application perform better
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