📌 Stripe Webhook Setup
[bookmark: _GoBack]Client Instructions
15 minutes · Only paste this URL · No backend code required
Webhook URL to insert:
https://xxxxxxxxxxxxxxxxxxx.xxxxxxxxxx.workers.dev/stripe

1) Open Stripe Webhooks
1. Log in to Stripe Dashboard
2. In the left sidebar: Developers → Webhooks
3. Click Add endpoint

2) Insert Webhook URL
In the Endpoint URL field, paste exactly:
https://xxxxxxxxxxxxxxxxxx.xxxxxxxxxx.workers.dev/stripe
Click Continue

3) Select Events to Listen To
Click Select events and choose:
🔹 checkout.session.completed
🔹 invoice.payment_succeeded
🔹 invoice.payment_failed
🔹 customer.subscription.created
🔹 customer.subscription.updated
🔹 customer.subscription.deleted
Click Add events, then Add endpoint
This ensures CyberForest gets all events needed to enforce execution rules.

4) Reveal & Copy the Signing Secret
After the endpoint is created:
1. Open the new webhook endpoint in Stripe
2. Click Reveal signing secret
3. Copy the secret (starts with whsec_...)
 This secret is used by CyberForest to verify Stripe signatures and ensure safe event delivery.
         Do NOT expose it publicly.

5) Send the Signing Secret Securely
Send the copied secret back to CyberForest via a secure channel, e.g.:
✔ Secure note in password manager
✔ Encrypted email
✔ Private Slack/Teams channel
Example label for the secret:
stripe_webhook_secret: whsec_XXXXXXXXXXXXXXXX

6) Test the Webhook (Recommended)
· Back in Stripe Dashboard → Webhooks
· Find your new endpoint
· Click Send test event
· Select event invoice.payment_failed
Expected result:
Delivery status: Succeeded
No errors
If any error appears, send a screenshot to support.

 Notes for Clients
· You can create this webhook in Test mode first, then repeat in Live mode
· Stripe does not guarantee static IP — signature verification is required
· This webhook does not modify your billing or UI — it only receives events
· Execution logic (revoke/notify/limit) is controlled by rules you define

Responsibility Summary
	Area
	Owner

	Stripe account setup
	Client

	Stripe webhook creation
	Client

	Signing secret exchange
	Client → CyberForest

	Policy / execution rules
	Client

	Event execution
	CyberForest

	Audit logging
	CyberForest



 Support
If you want managed setup (we do steps 1–5 for you), choose a package:
Standard Integration
Stripe webhook + config + test
Delivery verification
Documentation = €750
Premium Integration
Standard
Live walkthrough (60–90 min)
SOP PDF
Priority support = €1,250
legal@contractbot.dk

Short sales one-liner
“Connect Stripe to CyberForest in 15 minutes — just paste a secure webhook URL.”

👍 Summary Checklist (Copy/Paste)
❏ Go to Developers → Webhooks
❏ Click Add endpoint
❏ Paste URL
https://xxxxxxxxxxxxxxxx.xxxxxxxxxx.workers.dev/stripe
❏ Select events
❏ Reveal Signing secret
❏ Send secret securely to CyberForest
❏ Send test event → Status = Succeeded


